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Change Password

Use these fields fo change the passward for the sdmin accound. Sourcefire recommends that you use a password that has at l=ast eight alphanumeric characers of med case and
includes al least one numeric chasacer. Avoid using woeds thal Rppear in & didionary.

Mew Password e |
Confirm  I— |
Network Settings

Lze these helds 10 specty network-related inhormation for the management mecriaee on the applance,

Protoscol LA IPvii ') Both
IPv4 Management IP

Metmask

IPvd Default Metwork Gateway

Hostname

Doman

Primary DNS Server

Secondary DNS Server

Tertiary DNS Server

Time Settings

Use these fields 10 spechy how you want 10 521 the time for the Defense Center

# iz NTP from
Sl My Clock
Manuzly 2013 v [1] July vi[1av|[a *|[mw
Current Time: 2013-07-19 0525
Sal Tine Zone amesicahlew York

BULLGERRERRAN NGBV EEM AR BBHD, RFETUAREEMEEFFTR.



Recurring Rule Update Imporis

Use these Tields i schadule reciiiing rule updates.

Install Mow

Enable Recurring Rule Update mpaorts:

Recurring Geolocation Updales

Lise these fislds in schedule recusving weekly geolocntion updnates. Nobe that updates may be Inrge and can inke up 1o 45 minuies
Install Mow

Enabie Recurring Weekly Lipdaies

Automatic Backups

Uise this fieid o schedule auviomatic configuration backups.

Enable Sutomatic Backups

License Setings

To ofiain your hcense, NAMJRLE whnera you will be prompied for the loense key and the actvation key, which was
cmaded W The CONTAGT DErS0n 00 YU SUPEINT Conbtract. Folow the 0n-50resn Rsruchions o gpenerns & leense, which wil be emaded i wou. Paste the Inense below and dick
Adderify, If your browser cnnnot socess the Interned, swinch to.n host thet can,

License Key

Bl ey |

EHEREL , BETLAOFireSIGHTEEROFEMEBE W IEERAER, EMBEFIZENRE
BERAMEMBERE T REELNERNE. ABENESURRIEARSERENRE,



Device Regisiration

Use this saction to edd, lcenss, and apply initial access conbrol podiclas 1o pre-regisiered devices. Note that wou do not need 1o add devices o the secondary Defense Cenier ina
high avaiiaiiiy pair. |f you enabée the Apply Detauk Access Control Pelcies option, the apphed polcy for each devee depends on the detection mode (Ining, Passae, Access
Caontral, or Metwork Discovery) you configured for the device,

Click A to add ench device,

Apply Default Access Comrol Policies [

End User License Agreement

I DU LA N MoHEE | BLL W THE | EHMS ANLY UL IS WU LAINEL I | HIS MeHEEMEN 1, |HEN SUUHLERIHE I3 UNWILLING |J LG ENSE 1HE =
LICEMZED MATERIALS TO YOU, IN WHICH CASE YOU MAY NOT DOWHNLOAD, INSTALL OR USE ANY OF THE LICENSED MATERIALS.

IF ¥0OU DO NOT AGREE TO THE TERMS AND COMDITIONS OF THIS AGREEMENT DO MOT INITIATE USE OF THE PRODUCT. BY SELECTING "1 ACCEPT,” I
TOE.T TCONTINUE,” 7YES,” "MEXT OR BY INSTALLING OR USING THE LICENSED MATERLALS IN ANY WY, YO ARE INDICATING YOUR COMPLETE
UNDERSTANDING AND ACCEFTANCE OF THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF ¥YOU D0 NOT AGREE TO THE TERMS OF THIS
AGREEMENT, DO NOT INSTALL DR USE THE PRODUCT.

11 You are lcaned outsds of the Linkad Siabes, then Sourcefirg international GmbH, a subsodary ocated in Swizeriand, shal be a party 10 this Agreement with You and
the party boensing the Licensed Maberials o You hercunder. Thes Agreement governs Your acoess and use of the Sowrcefre Products, exoept 1o the cxtent there is a
separate wriben agreement signed by both Yiou and Sourcedire that expressly stades that & govenns. Your use of the Sourcedire Products, In the svent of a conflict hetween
the provisions of such a writen agreement and this Agreement, the ceder of precedence shal be (1) the s=parate signed sgresmen, and (2) this Agresment,

1. DEFINITIONS

The ioliowing capiakzed terms shall have the folpwing meanings in this ELILA:

4]

1.1 “Applance™ means anmy Sourcefine-branded network securty appliance made availabie to You, consisting of Hardware and pre-instalied Sourcedire Softeare andior

|| I'have read and agree to the END USER LICEMSE AGREEMENT

2% REFFUE
MRENHREREMPABRZEFTAE , JUBBATSRTEMER

- BfiB|LA T EM@E : System > Licenses.
. ¥2— T Add New License.



Add Feature License

Licenze Key

License

et License Verify License Submit License

If your web browser cannot access the Internet, you must switch to a host with Internet access
and navigate to

Lising the license key, follow the on-screen instructions to generate a
license.

Return to License Page

MRIERBEEFTR , FRRESRFHEEAR.

SBR3: AR AR
RIERBEIEEFiIreSIGHTEEFLONZELBECAN SN BREREERTBERIINEE, ERE
REFARFGEKR | FFEMEISystem > Local > System Policy, R T HERRARE , EEEER
REAZEEE,

FaL . BRAETRRER
EBITRAEBEARREESEEBENAEFireSIGHTER P OREHETRAME, EERERNEME
TARNERE |, 558 EIHealth > Health Policy, RMETHERETRRER K EEEEAIEMAZE
®E,

#55  BMZEER
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/content/en/us/support/docs/security/firesight-management-center/118596-configure-firesight-00.html

B

e : HACRENFFIR
HRE L FEREMANREF IR  CEEABEXERERAZTIRE,

1. BfnF LA N EME : Devices > Device Management,
2 MEERHMANIENEE , X ADeviceERK.
3. BiElLicenseZ B WEdt(AEET).

License 4
Protection: Yes
Control; Yes
Malware: Yes
URL Filtering: Yes
VPN Yes

AUKRERAMENAR K ARE-THR.

EEEA LA HE TYou have unapplied changes ( BB RERAMNENR ) o EF. BIERER B
HETHEEHHE , BEFR—TApply Changesizilt , It B & MRS EEAREE,

@ Health System Helpv adminv

s, You have unapplied changes w# Apply Changes

7Y ERBENE

1. B ZE LT B HEDevices > Device Management,
2. R—TAmERAIBZNIRIE (hE ) BT
3. #interfacesE& T , & — TFNHESN EHEditE .



Edit Interface ?

Mone | Passive | Inline | Switched | Routed | HA Link

Please select a type above to configure this interface.

Save Cancel

EERSMTEAEESIABNEEE, KBMTENBHMTEFEAXNREE A,

$8Y%  BRARKE

- B ZILAFEM® : Policies > Intrusion > Intrusion Policy.
. ¥2— T Create Policy , ASFERUATHEES R :

Create Intrusion Palicy ? %

Policy Information

Mame *

Description

Drop when Inline )

Base Palicy | Connectivity Over Security
Variables

[i]' Use the system default value

Metworks to protect

* Required
Create Policy Create and Edit Policy Cancel

HASREBAERECANELSKE, REENTE , SUTNEERARNBRERER, ERE
REAVHEE |, LURDRMIIE S RFMEE.

% — T Create Policy# @A FX EX R I IPSEKRE, MREH ARKERETEME K , ATLLEECreate
and Edit Policy.

MEE . ABRBIEAVRBEFHERN —BI2EA, ERAARKEKR  BiBiE—TReapplyizil
, AT LAFE FA P & 1% o i £ 25 25 3 PE A BRI B R 422 61 SR



5894 : BCIE I P P o5 R 4 U SR Mk
1. E N ERME>RH R H
2.3%%— T New Policy.

New Access Control Policy

Mame:
Description:

Default Action: Block all traffic = Intrusion Prevention Metwork Discovery

Targeted Devices

Available Devices Selected Devices
. Search
= —
=
Save Cancel
3RERKENZBARNA,

4 i Intrusion Prevention{E % §h f #2841 SR & B9 Default Action.
SREZREZEEZEAGEZFRENVERER K ARE-TRE.
6. 5TERIRIEZEAREKE,




m Targets (1) Secunty Intsligence HTTP Rasponses Advanced

m Filtar by Dawice ,,L:I Add Categary .L:I Add Fake Search Rules

Source  Dest Sou., | Dest
& Mamse Foncs Zoncs Het .. |HI|I'_.. VLA Wa... App... S

nut_.|ul.u |A:Hnl | |l:'||.l_||'- |

Adminkstrabor Rules
T LA [Ieary Ly '"I..'.l':,

Standard Rules

This cobegory & amply

Root Rules

This categary s amphy.

Lot e e |

Snurce e Akl Paleias

Aocess Tomrel: Block all Tratfc
Access Dontrel: Trust &l Trafc
Mabveark Dascnwary Gnly
[nkrasian Preventdaor: Expes mertal Fodcy 1
[nlrusioe Proseatioe: Canneclivily Dwar Socurily
[nbtrusion Preventor; Balanoced Security and Conpechywiby
Cntrusion Presestion: Seoueny Over Connectivity
lmmr Creabed Palcies--

[nbrasian Preventaor: Defaut Security Over Conmeckwity

7. ARAFIERR B RSRC S BEE BOBEIRSE . R — T Default Actionf Iy THIRE,

Logging s

] Log at Beginning of Connection

EI Log at End of Connection

Send Connection Events to:

@ Defense Center
|| syslog
| SNMP Trap

| OK | | Cancel |

8B EMRN BIASE RIECHER, A EFireSIGHTEEH O, R BFVERBEBSNMPAE %
EA0

M ERTETERNMRETEA , RASEER (KELERRR ) SREMR. £
PSRRI S B AL MERREN , ERECEHMBEECERSREM.

O.E—THRE, Fi% , BXETRNECEEY,
10 bR AT BAST B RA IR BIR A, B ERNRIERURR E RENFAIER B,

11.TREN#E, &—TSave and ApplyiZift, 7EiIZ— Tiziftlzrl , BEFI—FER , EHEN
RBELALAEARBFNER,



You have unsaved changes | H Save | | ﬂ Cancel | | w' Save and Apply

) Add Category (o) Add Rule Search Rules

URLs Action

-\.-

0

ts ‘ Dest Ports

FU BB EFRREEYR , IZ—THRELEAH. nREEERE  AISHAUTHRE.
Apply Access Control Policy ? X
Access Control Policy: Test Policy

Apply this Access Control policy and all associated rule configurations,
objects, and policy changes to affected devices.

| Apply All || Detils.. || cCancel |

12. Apply AllE & Er 2 H REE ME M BB AR REEAZ EREE.
MR MREXEAARER , AEEBUEREE.

13 EANE-TEHESERNEA LWEBRBER , RERBEMEUT S ERERTHME
: System > Monitoring > Task Status

4

Task Notification
Task Status Policy apply task gqueued

148 —T "EHRE, EFUEREAFBRERBNERE.



Job Summary Remove Completed Jobs || Remove Failed Jobs

Running 0
Waiting 0
Completed 7
Retrying 0
Failed o
Jobs
Task Description Message Creation Last Status

Time Change

= Health Policy apply tasks
0 Running 0 Waiting 1 Completed 0 Retrying 0 Failed

Health policy apply to
appliance Health Policy applied
- successfully

2013-07- 2013-07-
19 19 Completed [l

Health Palicy Apply 18:25:39 18:26:42

(= Policy apply tasks
0 Running 0 Waiting 3 Completed 0 Retrying 0 Failed

Apply Default Access
Control to Access Control Policy
: applied successfully

2013-07- 2013-07-
19 19 Completed |

Access C;:lntr'n:nl Palicy 18:26:04 18:27:12

SBR10: R BFireSIGHTEEF L BRBRIIEH
SEEHREERATRE  SEZFERREESRENH  EBICRATREAREH,
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