BB RS RERS | WHERACKETH
ACKE®RE

B &

5N

DEFEY

KR Y

BE2EF

B iR &b

1£5.4 5% B H kx2S A BR AR R R IR &1L

1£5.3% E RS & B AR o R IR 8L
BAEREERENERIRE

BEACKERE (O2H "HENTCP/REILTCPER, )
B Pre-ACKIRE ( DRAVABRE W TCP/IRE{LTCPEH )

masr

AXEMENARARBRECEESR  YTEPERBEABRECHIMESREENERNZE

o

R

ER

BREZEBMCisco FirepowerR K FMSnort,

BT

AR EFAEACisco FireSIGHTE I F /U M Firepower &,

ANHNEARBBEREERTRREANKEMEL. XHEH UE’JFE’E%«%E%E‘?%E/EB% ( &
) BVAAREREAE), MRENBERIEEFER  FREACCHEBEAESUTRERNIE,

HRER

BRI REREREETREN , WEBERL RBECARNBNESRB AN TN, B2
LEERSREL A NEALENERS MY ARE  LREHSNRFENMET. BRI
TERSEN  ECEREN T U EMAEERER,

HEERABATRBHREL A EESN AREE | Firepowerst B & BI5E U TMEES , LURRERER
AEEERE -



- HRSAREERA | EBBOMERNAP)FRAABEDL  NMEARKKREAZERE
, AIFE AR KB Pt & EE Drop when Inline. ¥A5 3% EIRMA |, £ AR K- EA Drop
when Inlinei&18,
- ZRBERRAE ( B RNFERE AR ) N HEE.
Hit , BRTBAMBEEANBRRELAIRERN  EXARRRATELER , R EERTERE
{ELRE :

- BARRBRES/ERABHEPHRE,

- DA RIEEARRERE,

Gl v h

AREITHE AN RARAE. 48 BB SRR AN LA K Wi 485, 3 % EARARARUA R ER AR S 1E

#£5.4 % R AR A< Al Ao R AR (L

REHARERREES AR ESRAHNAPHEE, SERUATSER , LUEENAPH A R B R &
1 :

1. B AZEIFireSIGHTEEFL\BIWeb Ul,

2. BE ZPolicies > Access Control,

3. BhEHE A L AR HIE A Network Analysis Policy.

4. BEZERANZE LB M Network Analysis Policy.

5. B—T#HEFBTRBREE , LWKEE R "Edit Policy, B,

6. IH— T BB A A Settings , AREFERSettingsE M.

7. 1£ Transport/Network Layer Preprocessorl& g+ # ZlInline Normalizationi® &,

8. iZ{ZEnabled & #1% & LABUR L ThEE -

Policy Information Settings < Back
(=] Settings Transport/ Network Layer Preprocessors
Back Qrifice Detection Checksum Werification {=) Enabled Disabled e Edit
Checksurn Verification 1 " lizat Enabiled I —— Edit
DCE/RPC Configuration
DNS Configuration IP Def tat Enabled d Edit
FUs ez e e e Packet Decoding (&) Enabled Dizabled Edit

PHEKEBRNBRECANAPHIE R REFIREE S | MEHTABRE\L, ATLUBIBEIREIEHIR
& Advanced B B #HTIENAP:



Rules Targets (0) Seeurity Inteligence  HTTP Respanses m

General Settings i
Maximum URL characters to store in connection events 1024
Allow an Interactive Block to bypass blocking for (seconds) GO0
S5L Policy to use for Inspecting encrypted connections Mone
Inspect traflic during policy apply Yes

Metwork Analysis and Intrusion Policies

Intrusion Policy used befors Access Control rule is determined Balanced Secwrity and Conmectivity
Intrugion Policy Variable Sat Default Set
II}EFqu‘t Mebwork Analysis Policy Inline marmalizatson hﬂ.P'll

RE  VEARFERHERERIRERE

AR HRSARBESHA , BUUAREREMAABRE L  IAHMRTEERARNEIR
Wift, MESABERBRMAT  BHEESEE | LISHBEERNFERZERCRAR
BRI ERA, MRBLEMMAT  FEERRR ST RERES CRARNBR LR
B& o

5.3 % ER R A AR 1L
TRATEER , LEARKEPRARBREBL
1. B ABIFireSIGHTE I F 0 IWeb Ul
2. EfnElPolicies > Intrusion > Intrusion Policies.
3. BEREEAIZEREN ARKRE,
4. B— T EBRRBRE , WKSRR "Edit Policy, B,
5. #— T Advanced Settings , A% ~Advanced SettingsE .
6. 7 Transport/Network Layer Preprocessorl&ig, 1 % lInline NormalizationiZ1E.,

7. iZEEnabledE #% 81 LABUA tL ThEE

Policy Information Advanced Setings = Back
Variahles Transporvllenvork Layer Freprocessors —
Puies Checksum Verification * Enabled Dizahied & FEdt

FiraSIGHT Pecommendations

Detection Settings Enabled '® Disabled
= Advanced Seftings
Back Orifice Detaction Infine Mormalization ' Enabled Dizabled & Edit
Checkzum Verification
P Defragmentation * Enabled Ciezabled - Edit
DEERPC Configuration '
DNS Configuration Packet Decoding * Enabled Ciez-abled & Edit

BARKBEESABSRIELR , LESETEREHE R RE PR RRRE



Overview Analysis QN Devices Objects FireAMP @ Health System Helpv admin v

Access Control Intrusion = Files Metwork Discovery Application Detectors Users Correlation Actia

Example You have unsaved changes :-] Save

m Targets (0) Security Intelligence  HTTP Responses  Advanced

#8 Filter by Device ) Add Category £ Add Rule | Search Rules

B | D | S | s
# H‘ma IF'! :ﬂﬂ LLL Ll vl‘l‘l LLL] *lﬂ 51—? D’fl‘l‘ un'l'l' m" |._.- :J b - .

Administrator Rules
This calegory is emply

Standard Rules

This category is empty

Root Rules

Thiz category is empty

Default Action Intrusion Preventlion: Example inline w/ Inling normalization b

RE  VARFHEERHIRBERAIRERE.

B GRERBR LRI EESR |, MEUESESRELIPv4, IPve, WERERZEFIASBARE
FRZ4(ICMPv4), ICMPV6MITCPRiE. EMERELMBAR , SEGBENRELABBRE,

BARRERENEEIiRE

B A IREL T RIERS R |, B LRSS E LU A Normalize TCP Payload 1218, AEiiRE5{t Al
RESRTHHRBAERNETRESRER 2 B

- Post Acknowledgement ( ACK# )

- Y8 5t F8(Pre-ACK)
MAEACKERE (BEXA "RWLTCP/HAE{LTCPEAR, )
FEPost-ACKERIF , BRI REMR. RIF (EBIRUBEHHEIS ) MSnort P HWRRAEAR
PPERK(IPS)EKEIRETARBEN TN I EENRIBVACK) ZERE, ERAMBEZN , A

BENENICEIEZESE. At , EFHAENERSIEREER K IEREBRER, EX
HERERNINZEENACKEZIPSHE , R4 IRE,



2 Packet Based Attack

Post-ACK
Attacker

Victim

Malicious Packet #1

Malicious Packet #2

Packet #1 ACK

BLOCK Actien ‘
Reassembly

Stream Flush Occurs
Session Terminated

Standard Block

BR##Pre-ACKRE ( ERUARELTCP/REILTCPER )

Contact
Packet #2 ACK

e EENIRB 2R UREREAMEMSnotERN 2 LA REETRENL , AEHAREE
FRARTCPIEE T1E, EWEARIZEIPSHERNQREREZEENENTMEE, SnotEREHNE L

KRB EREE A TRBIBHRE,

2 Packet Based Attack

Pre-ACK
Attacker

Victim

Malicious Packet B1

Malicious Packet #2 ABLDH Action
Mormalized Reassembly

Stream Flush Ocewurs
Session Terminated

AR Normalize TCPE , fF& A T RHFHREB L EERER !
- BB ERNERINEIAR
- ER B ERNERENRE

Packet #1 ACK



- FEUTTCPEREERRAMRE

129:1129:3129:4129:6129:8129:11129:14 - 129:19

AR ATHRBGVIRERERNTCPRAAMAER , KMAETCPREEFRUAMERT
EZE e,



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



