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ANHHEARBBBEERETREANEEMEL. XPEAZNAMBERERREREKR (HK
) BAEREREE) . MRIEHPEEREFT |, FRARECEAEAESTRERNTE,

ANHPNERABRRBATHREBMERIRA

« Cisco Firepower 41258 & B € /R A7.1.0,
« Firepower& ¥ A/ \FMC)ARZA7.1.0,
- BRFAERRLEBEEMRA.17(1)9,

BRE

AEL 7 B% R AL A

- ERGENTEBRIBRM , Mmulticasti§ BRI BRI EHRNLE.

- ZHEEPREE (HAREHRS ) BBR OB EEE(RPF)EERT, FE8  RPFEE
B AR LS ERB REBAURPFARE, RPFANERA - EREREN IR RERIERD
EBBERBNNE2ANEE . CHEEFMZMILRERE MR ERORERE,
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1.ERLFNE (ERREIENNE ) .
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- ABEAUNTMES ZZ2 —REEMMHERBAES . BXBS (ZHANEE ) REIBE (HE
), PIMEEEX(PIM-DM)EARBXBIE , MPIMBERERN(PIM-SM)EABEXBE.
- AEETURLAREITURERRS
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- FAIBEEET
- EEREBASM)EEEXERALAR, G) , HPEMIRE T AEIAEER.
- RIFEEZ BEE(SSM)FERAREER B (S, G)MIP#EE232/8,
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PIMEZESEE B S (S. G) |vin2h3 ||B*
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*BHEIRP =B ERPHRE 7 &S

* ASAIFTDTRER SRR — b E

RPELERE

REZEE ASA/FTD

HHRERP =

BERP & , E A BRPEHFERE T BB
BSR R, BXXECRP

N B ERRCAEERESY  SEEWERSEERE, SRR
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-RPE

?
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— AR
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RP R FE 2,

DR  (fEERHR

SPT B I B R 8t

RPT |S&ER(RP)E , A%

RPF & 1] B (R B ix

ad ||BHTEBE

MRIB ||ZE{EIXEBERAE

MFIB |[fAEZEHE

ASM |[EERRZEEX

BSR |[RAE)E%HA=R

SSM  RRBFESHEE

FP PRIE R

SP 18R R

CP 2 5| B

PPS BUERNTRER

E#%1 - PIMBEHET ( F#RERP )

e



192.168.103.x/24 192.168.104.x/24 192.168.2.x/24 H2

H1 192.168.1 .x/24 R4
100 50 50 61 g 61 . 50 -100
P01.205 P01.206 G0/0.206 ? 60/0.207 o . E1/2
4 \ INSIDE
F INSIDE OUTSIDE L /T | .
server (source) client (receiver)
230.10.10.10 P01.207 |-60 192.168.105.%/24
NET207 NET207

EHREDRBEEPIMBEER | R1(198.51.100.1)E B ARP.
fRIRF R

FTD#HERE :

Firewall Management Center

Overview Analysis Policies Devices Objects Integration Deplo
C 5 | NGFW Routing : e e Vi i grati pl

FTD4125-1

Cisco Firepower 4125 Threat Defense

Device Routing Interfaces Inline Sets DHCP

Enable Multicast Routing (Enabling Multicast Routing checkbox will enable both IGMP and PIM on all Interfaces.)

Protocol Neighbor Filter Bidirectional Neighbor Filter Rendezvous Points Route Tree Request Filter Bootstrap Router

Generate older 105 compatible register messages(enable if vour Rendezvous Point is an 105 router)
— Add Rendezvous Point ]

Rendezvous Point IP address:* s List Paint
RP_198.51.100.1 v | +

Rendezvous Point Multic

Use bi-directional forwarding

o Use this RP for all Multicast Groups |

Use this RP for all Multicast Groups as specified
below

Cancel m

L E B AIGMP Stubi& B APIMELEASA/FTD:




Error - Device Configuration

A PIM RP and IGMP Forward can not be configured together!
Both PIM RP and IGMP forward are configured at the
device(FTD4125-1) !

PIM RP and IGMP Forward can not be configured together!

PIM RP and IGMP forward cannot co-exist. Please unassign PIM policies

FTD LAY#ERABRE

<#root>
firepower#

show runni ng-config multicast-routing

mul ticast-routing

<-- Milticast routing is enabled globally on the device

firepower#

show runni ng-config pim

pi mrp-address 198.51.100.1 <-- Static RP is configured on the firewal

firepower#

pi ng 198.51.100.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 198.51.100.1, timeout is 2 seconds:

1 <-- The RP is reachable



Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

FEASABs X ig £ B —EEUNEE

<#root>
asa(config)#

mul ticast-routing

asa(config)#

pi m rp-address 198.51.100.1

RPEE ( ERIEEHES)

<#root>
ip multicast-routing
ip pimrp-address 198.51.100.1 <-- The router is the RP

interface GigabitEthernet0/0.206
encapsulation dotlQ 206
ip address 192.168.103.61 255.255.255.0

i p pi msparse-dense-node <-- The interface participates in nulticast routing

ip ospf 1 area 0
|

interface GigabitEthernet0/0.207
encapsulation dotlQ 207
ip address 192.168.104.61 255.255.255.0

i p pi msparse-dense- node <-- The interface participates in nulticast routing

ip ospf 1 area 0
|

interface Loopback0

i p address 198.51.100.1 255. 255. 255. 255

<-- The router 1is the RP

i p pi msparse-dense- nbde <-- The interface participates in nulticast routing

ip ospf 1 area 0



L

ERESHERRE (FEERERER ) K, REFTD LM Z REBZREITFE .

<#root>
firepower#
show piminterface

Address Interface

192. 168. 105. 60 NET207

<- -

PI M enabl ed on the interface

PIM Nbr HeTllo DR
Count Intvl Prior
on 1 30 1

There is 1 PI M nei ghbor

192.168.1.50 I NSI DE on 0 30 1
0.0.0.0 diagnostic off 0 30 1
192. 168. 103. 50 QUTSI DE on 1 30 1
RERPIM#BSE

<#root>

firepower#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR
192.168.105.50 NET207 00:05:41 00:01:28 1
192.168.103.61 OUTSIDE 00:05:39 00:01:32 1
RP&E & 2 (B4 B £ E

<#root>

firepower#

show pi m gr oup- map

Group Range Proto Client Groups RP address
224.0.1.39/32%* DM static O 0.0.0.0
224.0.1.40/32%* DM static O 0.0.0.0
224.0.0.0/24* L-Local static 1 0.0.0.0
232.0.0.0/8* SSM config O 0.0.0.0
224.0.0. 0/ 4* SM config 2 198. 51. 100.1
224.0.0.0/4 SM static O 0.0.0.0

DR

this system

this system <--
not elected

192.168. 103. 61 <--

pri Bidir
B
(DR)

Info

RPF: QUTSI DE, 192. 168. 103. 61

RPF: ,0.0.0.0

Pl M enabl ed on t

Pl M enabl ed on t

<-- The nult



B A B RS — R FRIH R B (239.255.255.2502MAC OSHIMicrosoft Windows 2 {3 FE i
FA RO 151 B8 AR 7% 2% 3R 173 £ (SSDP)):

<#root>
firepower#
show nroute

MuTlticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.255.255.250), 00:17:35/never, RP 198.51.100.1, flags: SCJ
Incoming interface: OUTSIDE
RPF nbr: 192.168.103.61
Immediate Outgoing interface Tist:
INSIDE, Forward, 00:17:35/never

K BEMRP2EBE T —EPIMBRE :

<#root>
firepower#
show pi m tunnel

Interface RP Address Source Address

Tunnel 0 198.51.100.1 192. 168. 103. 50

<-- PIMtunnel between the FTD and the RP

o A] BAFE B KORRIE AR IR P B EIPIMBRE

<#root>
firepower#

show conn all detail address 198.51.100.1

PIM QUTSI DE: 198.51.100.1/0 NP ldentity Ifc: 192.168.103.50/0,

<-- PIMtunnel between the FTD and the RP
, flags , idle 16s, uptine 3nBs, tineout 2n0s, bytes 6350
Connecti on | ookup keyi d: 153426246



FEASARS X g EXETTEREE -

<#root>
asa#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.105.60 NET207 2d21h 00:01:29 1 (DR) B
192.168.104.61 OUTSIDE 00:00:18 00:01:37 1 (DR)
<#root>

asa#

show pi mtunne

Interface RP Address Source Address

Tunnel O 198.51.100.1 192. 168. 104. 50

<-- PIMtunnel between the ASA and the RP

RP ( BRIBEHES ) RPERF. SSDPHIBEIRPAE —LLiAIEA

<#root>
Routerl#
show ip pimrp

Group: 239.255.255.250, RP: 198.51.100.1, next RP-reachable in 00:01:04
Group: 224.0.1.40, RP: 198.51.100.1, next RP-reachable in 00:00:54

BN SR R TR
N e AEERNBAESS =S EARASARIFTD,

ASAEEIGMPR B B 8 &H B 2 T IGMPHImroute(*, G)&E :

<#root>

asa#



show i gnmp group 230.10. 10. 10

IGMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter

230.10.10. 10 | NSI DE 00: 01: 15 00:03:22 192.168.2.100 <-- Host 192. 168. 2. 100 repor
ASAR X e RAEREE R RH ¢

<#root>

asa#

show nroute 230.10.10. 10

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.10.10.10)

, 00:00:17/never,

RP 198.51.100.1

, flags: SCJ

<-- The mroute for group 230.10.10.10

I ncomi ng interface: QOUTSIDE

<-- Expected interface for a nmulticast packet fromthe source. If the packet is not received on this int

RPF nbr: 192.168.104.61

I medi ate Qutgoing interface |ist: <-- The AL points towards the rece
I NSI DE, Forward, 00:01:17/never

B — A A BT EPIMFAER L

<{froot>
asa#

show pi m t opol ogy 230.10. 10. 10



(*,230.10.10.10) SM Up: 00:07:15 RP: 198.51.100.1

JP:

INSIDE

00:03:15

Join(00:00:33) RPF: OUTSIDE,192.168.104.61 Flags: LH
fwd LI LH

<-- An entry for multicast group 2:

N B mEHAESEEARPHES , Bldebug pim 8 i ERRPFEH & K

debug pim & HH P HRPFE# XK :

<tfroot>

asa#

debug pim

| Pv4

IPv4

IPv4
IPv4
IPv4
IPv4

ME—YIEE

PI M

PIM:

PIM:
PIM:
PIM:
PIM:

<#froot>

asa#

RPF | ookup failed for root 198.51.100.1

RPF Tookup failed for root 198.51.100.1

(*,230.10.10.10) Processing Periodic Join-Prune timer

(*,230.10.10.10) 1/P processing
(*,230.10.10.10) Periodic J/P scheduled in 50 secs
(*,230.10.10.10) No RPF neighbor to send J/P

debug pi m group 230. 10. 10. 10

IPv4 PIM group debugging is on
for group 230.10.10.10

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

WEER

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

Pl M

(*,230.10.10.10)
[0] (*,230.10.10.
[0] (*,230.10.10.
[0] (*,230.10.10.
(*,230.10.10.10)
(*,230.10.10.10)
(*,230.10.10.10)

, BB E mRPEEPIMIIAEBIEA -

J/P scheduled in 0.0 secs
10/32) MRIB modify A NS

10/32) NULLIF-skip MRIB modify !A INS

10/32) OUTSIDE MRIB modify A NS
Processing timers

J/P processing

Periodic J/P scheduled in 50 secs

(*,230.10.10.10) J/P adding Join on OUTSIDE

PIMBIA

iS58

B EIX

— &% , PIM HelloZ30¥&ix

<-- The RPF | ook fails because ther

—R. PIMEAIP 224.0.0.13:



[ [ {ip-sre==192.168.104.50 88 ip.dst==224.0.0.13) &k (pirn.group == 230.10.10.10)

Ho. Tina Delta Source Dastination Protocel Identification Length | Group Info
7 35.484328 2.000000 192.168.104.50 224.08.0.13 PIMv2 8x1946 (647@) 68/ 230.16.10.10,238.10.16.19 Join/Prune
19 95.411896 6@.207568 192.168.104.58 224.0.0.13 PIMw2 oxdaee (18944) 68 230.168.19.10,230.10.16.12 Join/Prune
31 155.419479 60.987583 192.168.104.58 224.08.9.13 PIMy2 @x4860 (18528) 68 239.10.19.10,230.18.16.12 Join/Prune

Frame 7: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
Ethernet II, Src: Cisco fe:1d:8e (@@:be:75:f6:1d:8e), Dst: IPvamcast _ad (@1:00:5e:00:00:0d)
Internet Protocol Vversion 4, Src: 192.168.184.58, Dst: 224.9.8.13
~ Protocol Independent Multicast
@18 .... = Version: 2
..o 8011 = Type: Join/Prune (2)
Reserved byte(s): @@
Checksum: @xSebb [correct]
[checksum Status: Good]
~ PTM Options - .
Upstream-neighbor: 192.168.164.61 | |he upstream neighbor
Reserved byte(s): @@
Num Groups: 1
Holdtime: 218
W Ei"ﬂllp 5]
Group @: 238.10.10.18/32
> ins: 1
v IP addr‘ess:|‘198.5‘1.1Be.'1.|’32 (swn)| The RP address
Address Family: IPv4 (1)
Encoding Type: Native (@)
Flags: @x@7, sSparse, WildCard, Rendezvous Point Tree
Masklen: 32
Source: 198.51.168.1
Num Prunes: &

=

A PIM Join for group 230.10.10.10

Q 1B7R : Wireshark @ RiBEES : (ip.src==192.168.104.50 && ip.dst==224.0.0.13)#
&(pim.group == 230.10.10.10)
-192.168.104.50 28 H N E ( EE LFEPIMEE ) BIBH A FEIP
- 224.0.0.132FEPIM N A FE B B PIMAR 1548
-230.10.10. 102 &M EEPIMIN A A BE Ky 4H B4R

RPEI(*, G)mroute, FEEE , AR EAREEAMARES , RLEANTEANUI:

<#root>
Routerl#

show i p nroute 230.10.10.10 | b \(

(*, 230.10.10.10), 00:00:27/00:03:02, RP 198.51.100.1, flags: S <-- The nroute for the nulticas

Incom ng interface: Null

, RPF nbr 0.0.0.0 <-- No incoming multicast stream

Qutgoing interface list:

G gabi t Et her net 0/ 0. 207

, Forward/Sparse-Dense, 00:00:27/00:03:02

<-- There was a PIMJoin on this interface



HBEBLERAS

0(*, 230.10.10.10) e ASA ¢ 330 10.10.10)
H1

PIM Join
IGMPReod
—— =
Po1.205 Po1.206 E1/4 E1/2

Lo0 198.51.100.1

—

client 192.168.2.100
(multicast receiver)

server 192.168.1.100 Pol.207
(multicast source for G -
group 230.10.10.10) NET20

E1/3
NET207

1. EASA LK BIGMPER & o

2. #i8 T (*, G)mroute,

3. ASAREIRP(198.51.100.1)EEPIMBI A K .
4. RPYEIJoinsE B #7318 (*, G)mroute,

B , HRRKEIGMPEHREZHPIMIA , FTD LR AR

<#root>
firepower#
show nroute 230.10.10. 10

No mroute entries found.

B 7 A BR 25 (] B BA AE 3BT

FTD#EH1ENS 2 BEER , W EARPERBIPIMEM AR, FIDASEREXEPIMEMEFAEEET
RP, RPE%—EEEHAER(FHR) (EAHIHAFTD ) BEPIMIIAE B AN AEER, REEEX
Register-Stop’H ..

<#root>
firepower#

debug pi m group 230.10. 10. 10

IPv4 PIM group debugging is on

for group 230.10.10.10

firepower#

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) INSIDE MRIB update (f=20,c=20)
IPv4 PIM: [0] (192.168.1.100,230.10.10.10) Signal presenta on INSIDE

IPv4 PIM: (192.168.1.100,230.10.10.10) Create entry

IPv4 PIM (192.168.1.100, 230. 10. 10. 10) RPF changed from 0.0.0.0/- to 192.168. 1. 100/ 1 NSI DE

<-- The FTD receives a nulticast streamon INSIDE interface for group 230.10.10.10



IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

PI M

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

PI M

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

PI M

PI M

(192.168.
[0] (192.
[0] (192.
[0] (192.
(192.168.
[0] (192.
[0] (192.

(192. 168.

(192.168.
(192.168.
(192.168.
(192.168.
[0] (192.
(192.168.
[0] (192.
[0] (192.
[0] (192.
[0] (192.
[0] (192.
[0] (192.

J/P entry: Join root

1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.

1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.

1.100, 230. 10. 10. 10)

1.100,230.10.10.10)
1.100,230.10.10.10)
1.100,230.10.10.10)
1.100,230.10.10.10)

168.1.100,230.10.10.

1.100,230.10.10.10)
168.
168.
168.
168.
168.
168.

192.

1.100,230.10.10.
1.100,230.10.10.
1.100,230.10.10.
1.100,230.10.10.
1.100,230.10.10.
1.100,230.10.10.

168. 1. 100

Connected status changed from off to on
10/32) OUTSIDE MRIB modify NS

10/32) MRIB modify DC

10/32) OUTSIDE MRIB modify A NS

Set alive timer to 210 sec

10/32) OUTSIDE MRIB modify INS

10/32) MRIB modify !DC

Start registering to 198.51.100.1

Tunnel0 J/P state changed from Null to Join
Tunnel0 FWD state change from Prune to Forward
Updating J/P status from Null to Join

J/P scheduled in 0.0 secs

10/32) INSIDE MRIB modify NS

Set SPT bit

10/32) MRIB modify NS

10/32) OUTSIDE MRIB modify !A

10/32) INSIDE MRIB modify A INS

10/32) Tunnel0 MRIB modify F NS

10/32) INSIDE MRIB modify !SP

10/32) INSIDE MRIB update (f=2,c=20)

group: 230.10.10.10 flags: S

(192.168.1.100,230.10.10.10) OUTSIDE J/P state changed from Null to Join
(192.168.1.100,230.10.10.10) OUTSIDE FWD state change from Prune to Forward
[0] (192.168.1.100,230.10.10.10/32) OUTSIDE MRIB modify F NS

(192.168.

J/P entry: Join root:

(192.
(192.
(192.
(192.
(192.
(192.

168.
168.
168.
168.
168.
168.

J/P entry:

(192.168.
(192.168.
[0] (192.
(192.168.
[0] (192.
[0] (192.
(192.168.
[0] (192.
[0] (192.

1.100,230.10.10.10)

10.10)
10.10)
10.10)
10.10)
10.10)
10.10)

1.100,230.10.
1.100,230.10.
1.100,230.10.
1.100,230.10.
1.100,230.10.
1.100,230.10.
Join root:
1.100,230.10.10.10)
1.100,230.10.10.10)

168.1.100,230.10.10.

1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.

1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.

192.168.1.100

OUTSIDE Raise J/P expiration timer to 210 seconds

192.168.1.100 group: 230.10.10.10 flags: S

OUTSIDE Raise J/P expiration timer to 210 seconds
Processing timers

J/P processing

Suppress J/P to connected source

Suppress J/P to connected source

Tunnel0 Processing timers

group: 230.10.10.10 flags: S

J/P state changed from Null to Join

FWD state change from Prune to Forward
NET207 MRIB modify F NS

NET207 Raise J/P expiration timer to 210 seconds
10/32) NET207 MRIB update (f=29,c=20)

10) Signal presenta on NET207

Send [0/0] Assert on NET207

10/32) NET207 MRIB modify !SP

10/32) NET207 MRIB update (f=9,c=20)

NET207
NET207
10/32)

J/P entry: Prune root: 192.168.1.100 group: 230.10.10.10 flags: S

(192.168.
(192.168.
[0] (192.
[0] (192.
[0] (192.
(192.168.
[0] (192.
[0] (192.
(192.168.

(192. 168.

(192. 168.

1.100,230.10.10.10)
1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.

1.100,230.10.10.10)
168.1.100,230.10.10

1.100,230.10.10.10)

1.100, 230. 10. 10. 10)

1.100, 230. 10. 10. 10)

OUTSIDE J/P state changed from Join to Null
OUTSIDE FWD state change from Forward to Prune
10/32) OUTSIDE MRIB modify !F INS

10/32) NET207 MRIB update (f=29,c=20)

10) Signal presenta on NET207

Send [0/0] Assert on NET207

.10/32) NET207 MRIB modify !SP
168.1.100,230.10.10.

10/32) NET207 MRIB update (f=9,c=20)
OUTSIDE Processing timers

Recei ved Regi ster-Stop

Stop registering

<-- The FTI
<-- The FTI
<-- The RP ¢



IPv4 PIM: (192.168.1.100,230.10.10.10) TunnelO J/P state changed from Join to Null
IPv4 PIM: (192.168.1.100,230.10.10.10) TunnelO0 FWD state change from Forward to Prune
IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) Tunnel0 MRIB modify !F INS

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Tunnel0 Processing timers

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) INSIDE MRIB update (f=22,c=20)

IPv4 PIM: [0] (192.168.1.100,230.10.10.10) Signal presenta on INSIDE

IPv4 PIM: (192.168.1.100,230.10.10.10) Set alive timer to 210 sec

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) INSIDE MRIB modify !SP

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) INSIDE MRIB update (f=2,c=20)

HE R R

PIMEMEERPIMER , SEFUDPER A KPIMEEMER :

[ W [pimatype in {2 23
No. Time Delta Source Destination Protocod Tdentification Length  Group Infor
23 15.828623 8.080015 192.168.1.160 236.10.10.10 PIMv2 @x9802 (38914).. 1482 Register
24 15.829623 0.000000 192.168.1.1800 236.18.10.18 PIMw2 ex9962 (39178). 1482 Regi ster
25 15.829653 9.000038 192.168.1.180 236.18.10.18 PIMv2 @x9a@2 (39426).. 1482 Register
26 15. 829653 8.008000 192.168.1.1080 230.10.10.18 PIMv2 oxobe2 (39682).. 1482 Register
27 15.833224 8.083571 198.51.168.1 192.168.183.5¢ PIMv2 ex107c (4220) 56 239.10.16.10,236.10.16.18 Register-stop
28 15,833468 ©.008244 198,51.100,1 192.168.103.58 PIMv2 exlard (4221) 56 230.16.18.10,230,10.10.10 Register-stop
29 15.833681 9.006213 198.51.180.1 192.168.1832.58 PIMv2 exleve (4222) 56 239.18.19.10,230.10.16.18 Register-stop
3@ 15.83391@ 8.9008220 198.51.108.1 192.168.183.50 PIMv2 ex1e7f (4223) 56 230.19.10.10,2306.16.10.10 Register-stop
31 15. 834189 @.908199 198.51.108.1 192.168.183.58 PIMv2 ox1e88 (4224) 56 230.16.10.10,236.10.18.18 Register-stop
32 15.836092 8.881983 198.51.188.1 192.168,183.5@ PIMv2 ox1eaf (4239) 56 239.19.19.10,236.10.16.10 Register-stop
33 15.836306 ©.008214 198.51.100.1 192.168.183.50 PIMv2 2x1090 (4248) 56 230.10.18.10,236.10.10.10 Register-stop
34 15.836535 9.000220 198.51.108.1 192.168.103.52 PIMv2 ox1e01 (4241) 56 230.10.10.10,230.10.18. 10 Register-stop
O e neasmo sae sa aen s fma e smn e s s PP T e e s s am mmm s am e .
» Frame 26: 1482 bytes on wire (11216 bits), 1402 bytes captured (11216 bits)

»

Ethernet II, Src: Cisco 33:44:5d (f4:db:e6:33:44:5d), Dst: Cisco fc:fc:d® (4c:de:35:fc:fc:da)

@018 ..., = Version; 2

Laa. BRO1 = Typed Register (1)
Reserved byte(s): 60

- Checksum: @x066a incorrect, should be oxdeff
[checksum Status: Bad]

» PIM Options

> Internet Protocol Version 4, Src: 192.168.1.108, Dst: 238.108.10.18
» User Datagram Protocel, Src Port: 64742 (64742), Dst Port: avt-profile-1 (5004)

PIMEMELLER -



illplrn.lweln {132}

No. Tiene Diiza Source Dregtination Protocal Identification Length  Group Irifg
23 15.829623 ?.e08215 192.168.1.180 230.10.18.10 PIMv2 9x9802 (38914).. 1402 Register
24 15.829623 9.000000 192.165.1.1006  230.10.10.16 PIMv2 @x2902 (39170). 1402 Register
25 15.829653 @.000030 192.168.1.180  230,10.10.10 PIMvZ 9x9a2 (39426). 1402 Register
26 15.829653 ?.e00000 192.168.1.100 230.16.16.10 PIMv2 @xabe2 (39682). 1482 Register

27 15.833224 9.883571 198.51.188.1 192.168.183.58 PIMv2 ex1e7c (4229) 56 238.10.18.10,230.10.18.18
28 15.833468 @.000244 198.51.100.1 192.168.163.56 PIMv2 ox167d (4221) 56 230.10.10.10,230.10.10. 10
25 15.833681 @.808213 198.51.180.1 192.168.183.58 PIMv2 exleve (4222) 56 239.10.10.10,230.10.10.18
39 15.832010 ?.908220 198.51.100.1 192.168.103.58 PIMv2 ex1e7f (4223) 56 230.19.10.10,230.10.10.10
31 15.834109 B.200199 198.51.108.1 192.168.103.58 PIMv2 @x1080 (4224) 56 238.10.10.10,230.10.10.18
32 15.836092 @.801983 198.51.100.1 192.168.183.58 PIMv2 ox108f (4239) 56 239.18.10.10,230.10.10.18
33 15.836306 @.008214 198.51.188.1 192.168.183.58 PIMv2 ax1e9e (4248) 56 23@.1@8.18.10,230.18.10.18
1

34 15.836535 9.200229 198.51.100.

192.168.103.50 PIMv2 ox1001 (4241) 56 238.10.10.10,230.10.18.18

Frame 27: 56 bytes on wire (448 bits), 56 bytes captured (448 bits)
Ethernet II, Src: Cisco_fe:fc:d8 (4c:de:35:fc:fc:d8), Dst: Cisco_33:44:5d (fa:db:e6:33:44:5d)
802.1Q virtual LAN, PRI: @, DEI: @, ID: 206
Internet Protocol Version 4, Src: 198.51.100.1, Dst: 192.168.103.58
+ Protocol Independent Multicast
2018 .... = Version: 2
.. 9910 = Type:]ﬁegister—stop (2) [

Reserved byte(s): 0@

Checksum: 8x29be [correct]

[checksum Status: Good]

PIM Options

52 2% . EfEWireshark HEBRPIMEERMPIVMERES XS | TERERESE -
pim.type in {1 2}

BN ( B —BkER IS ) BEUA EOUTSIDE L W4RE7 |, WEE SN ENET207 1 &S K &4

(SPT)tI# :

<ffroot>
asa#

debug pi m group 230.10. 10. 10

IPv4 PIM group debugging is on
for group 230.10.10.10

IPv4 PIM: (*,230.10.10.10) Processing Periodic Join-Prune timer
IPv4 PIM: (*,230.10.10.10) J/P processing

IPv4 PIM: (*,230.10.10.10) Periodic J/P scheduled in 50 secs
IPv4 PIM: (*,230.10.10.10) J/P adding Join on OUTSIDE

<-- A PIMJoin nmessage is sent fromthe interface OUTSIDE

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) OUTSIDE MRIB update (f=20,c=20)

IPv4 PIM [0] (192.168.1.100,230.10.10.10) Signal presenta on OUTSI DE
IPv4 PIM: (192.168.1.100,230.10.10.10) Create entry

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) OUTSIDE MRIB modify NS

IPv4 PIM (192.168. 1. 100, 230. 10. 10. 10) RPF changed from 0.0.0.0/- to 192. 168. 105. 60/ NET207

<-- The SPT switchover starts fromthe interface OQUISIDE to the interface NET207

IPv4 PIM: (192.168.1.100,230.10.10.10) Source metric changed from [0/0] to [110/20]
IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) MRIB modify DC

Register-stop
Register-stop
Register-stop
Register-stop
Register-stop
Register-stop
Register-stop
Register-stop

<- -

The r



IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

(0]
(0]
(192
(0]
(0]
(192
(192
(0]
(0]
(0]
(0]
(0]
(192

Set SPT bit

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

[0]
[0]
[0]
(192
(192
(192
(192
[0]
[0]
(192
(192

PIM (192

(192.
(192.
.168.
(192.
(192.
.168.
.168.
(192.
(192.
(192.
(192.
(192.
.168.

(192.
(192.
(192.
.168.
.168.
.168.
.168.
(192.
(192.
.168.
.168.

. 168.

168.1.100,230.10.10.
168.1.100,230.10.10.
1.100,230.10.10.10)
168.1.100,230.10.10.
168.1.100,230.10.10.
1.100,230.10.10.10)
1.100,230.10.10.10)
168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.

10/32) OUTSIDE MRIB modify A NS
10/32) INSIDE MRIB modify F NS

Set alive timer to 210 sec

10/32) OUTSIDE MRIB modify INS

10/32) MRIB modify !DC

Updating J/P status from Null to Join
J/P scheduled in 0.0 secs

10/32) NET207 MRIB modify NS

10/32) OUTSIDE MRIB modify !SP

10/32) OUTSIDE MRIB update (f=2,c=20)
10/32) NET207 MRIB update (f=28,c=20)
10) Signal presenta on NET207

<-- The SPT bit is set

10/32) MRIB modify !SP
10/32) OUTSIDE MRIB modify !A
10/32) NET207 MRIB modify A INS

1.100,230.10.10.10)RPT Updating J/P status from Null to Prune
1.100,230.10.10.10)RPT Create entry
1.100,230.10.10.10)RPT J/P scheduled in 0.0 secs

1.100,230.10.10.10)
168.1.100,230.10.10.
168.1.100,230.10.10.

Set alive timer to 210 sec
10/32) NET207 MRIB modify !SP
10/32) NET207 MRIB update (f=2,c=20)

1.100,230.10.10.10)RPT Processing timers
1.100,230.10.10.10)RPT 1/P processing

1.100, 230. 10. 10. 10) RPT J/ P addi ng Prune on QUTSI DE

A PI M Prune nessage is sent fromthe interface QUTSI DE

IPv4
IPv4
IPv4
IPv4

PIM: (192.
PIM: (192.
PIM: (192.
PIM: (192.

168.1.100,230.10.10.10)RPT Delete entry
168.1.100,230.10.10.10) Processing timers
168.1.100,230.10.10.10) J/P processing
168.1.100,230.10.10.10) Periodic J/P scheduled in 50 secs

IPv4 PIM (192.168. 1. 100, 230. 10. 10. 10) J/ P addi ng Joi n on NET207

<-- APIMJoin nessage is sent fromthe interface NET207

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=22,c=20)
IPv4 PIM: [0] (192.168.1.100,230.10.10.10) Signal presenta on NET207

IPv4 PIM: (192.168.1.100,230.10.10.10) Set alive timer to 210 sec

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB modify !SP

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=2,c=20)

HEITEER , FTDEMPIMEES

<{froot>

IPv4 PIM: J/P entry: Join root: 192.168.1.100 group: 230.10.10.10 flags: S

IPv4 PIM (192.168.1.100, 230. 10. 10. 10) NET207 J/ P state changed from Null to Join



<-- APIMJoin nessage is sent fromthe interface NET207

IPv4 PIM (192.168.1.100,230.10.10.10) NET207 FWD state change from Prune to Forward

<-- The packets are sent fromthe interface NET207

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

PIM:
PIM:
PIM:

PIM:
PIM:
PIM:

PI M

[0] (192.168.1.100,230.10.10.10/32) NET207 MRIB modify F NS
(192.168.1.100,230.10.10.10) NET207 Raise J/P expiration timer to 210 seconds
(192.168.1.100,230.10.10.10) TunnelO Processing timers

[0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=9,c=20)
J/P entry: Prune root: 192.168.1.100 group: 230.10.10.10 flags: S
(192.168.1.100,230.10.10.10) OUTSIDE J/P state changed from Join to Null

(192.168. 1.100, 230. 10.10. 10) OUTSIDE FWD state change from Forward to Prune

<-- A PIMPrune nessage is sent fromthe interface OUTSI DE

SPTHRRABI R FTDEEH :

<tfroot>

firepower#

show nroute 230.10.10. 10

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168.1.100, 230.10.10.10), 00:00:06/00:03:23, flags: SF

T

<-- SPT-bit is set when the sw tchover occurs

Incoming interface: INSIDE
RPF nbr: 192.168.1.100, Registering
Immediate Outgoing interface list:

NET207, Forward, 00:00: 06/ 00: 03: 23 <-- Both interfaces are shown ir



QUTSI DE, Forward, 00:00: 06/00:03: 23 <-- Both interfaces are shown ir

Tunnel0, Forward, 00:00:06/never

TESPTYIEREF , ENET207 M HEREFTDHOILA :

<#root>
firepower#

show nroute 230.10.10. 10

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168.1.100, 230.10.10.10), 00:00:28/00:03:01, flags: SFT
Incoming interface: INSIDE
RPF nbr: 192.168.1.100
Immediate Outgoing interface list:

NET207, Forward
, 00:00:28/00:03:01

<-- The interface NET207 forwards the nulticast streamafter the SPT switchover

& & — B MER(ASA) LIERRE T SPTHL :

<tfroot>
asa#

show nroute 230.10.10. 10

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.10.10.10), 01:43:09/never, RP 198.51.100.1, flags: SCJ
Incoming interface: OUTSIDE
RPF nbr: 192.168.104.61



Immediate Outgoing interface Tist:
INSIDE, Forward, 01:43:09/never

(192.168. 1. 100, 230. 10. 10. 10)
, 00:00:03/00:03:27, flags: SJ

T <-- SPT swi tchover for group 230.10.10.10

I ncom ng interface:

NET207 <-- The mul ticast packets arrive on interface NET207

RPF nbr: 192.168.105.60
Inherited Outgoing interface Tist:
INSIDE, Forward, 01:43:09/never

fEASA NET207N M ( $TYIRAE —BkER 2T ) T, PIMIIACH B EIXR| EiEEE(FTD):

[ [{pim.group == 230.10.10.20) && (pim.type == 3) && (ip.src == 192.168.105.50)

No. Timea Deha Sounce Destination Protocal Identification Length  Group Tnfo
282 61.891684 0. 000080 192.168.105.58 224.8.8.13 PIMv2 @xlc71l (7281) 68 230.10.16.10,230.10.10.18 Join/Prune
1873 128.893215 59.801541 192.168.185.58 224.8.8.13 PIMv2 ex68ac (26796) 68 238.18.18.18,238.10.18.18 Join/Prune
1174 188. 894766 G@.201541 192.168.185.56 224.8.8.13 PIMv2 exadfa (3576) 68 230.10.19.10,238.10.10.18 Join/Prumne
1276 248.896307 68, 091541 192.168.105.58 224.9.8.13  PIMv2 ox6858 (26712) 68 230.19.16.10,230.10.10.180  Join/Prune

» Frame 2@2: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
> Ethernet II, Src: Cisco_f6:1d:ae (@@:be:75:f6:1d:ae), Dst: IPvamcast_ed (@1:00:5e:08:86:0d)
> Internet Protocol Versionm 4, Src: 192.168.105.58, Dst: 224.0.0.13
~ Protocol Independent Multicast
ea1e .... = Version: 2
Reserved byte(s): ee
Checksum: @xfBed [correct]
[Checksum Status: Good]
w PIM Options
» Upstream-neighbor:|192.168.105.60 |
Reserved byte(s):
Hum Groups: 1
Holdtime: 218
~ Groun B
Group @: 239.10.10.10/32 |
Hum Joins: 1|
[1F address: 192.168.1.100/32| (S)
Num Prunes: @

{

ZOUTSIDESMTE L , PIMISEE B M EIXFIRPLAUE ILBER -



[ [fip.src == 192.168.104.50 && pim.type == 3) && (pim.group == 230.10.10.10) && (pim.numjsins == 1)

Mo, Time Delta Source Destination Protecol Identification Lemgth  Group
I_ggg:61¢391663 0.900006 192.168.104.58 224.8.0.13 PIMV2 ©x3as6 (14934) 68 230.10.10.10,230,10.10. 18
2818 1137.915409 1076.023741 192.168.184.50 224.0.8.13 PIMv2  exlacf (6863) 68 239.10.12.10,230,16.18.18
5124 1257.917183 120.801694 192,168.184.58 224.8.9.13 PIMv2Z @xeébs2 (2898) 68 239.19.198.18,230.10.10.18

» Frame 282: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
» Ethernet II, Src: Cisco_f6:1d:8e (@8:be:75:f6:1d:8e), Dst: IPvamcast_ed (@1:08:5e:00:00:0d)

Info

Join/Prune
Join/Prune
Join/Prune

» Internet Protocol Version 4, Src: 192.168.184.58, Dst: 224.0.0.13
v Protocol Independent Multicast
1o .... = version: 2
. 8811 = Type: Join/Prune (3)
Reserved byte(s): 6@
Checksum: exfse3 [correct]
[Checksum Status: Good]
v PIM Options
zIUpstream-neighbor: 192,163.1Bd.61|
Reserved byte(s): @@
Num GI"-DIJpS: 1
Holdtime: 21@
~ Group @
~|ErEoup 8: 230.10.10.18/32 |
Hum Joins: @
~ Num Prunes: 1
> IP address: 192,168.1.180/32 (SR)
BEPIMEE :
<#root>
firepower#
show pimtraffic
PIM Traffic Counters
ETapsed time since counters cleared: 1lw2d
Received Sent
Valid PIM Packets 53934 63983
Hello 36905 77023
Joi n- Prune 6495 494 <-- PIM Joi n/ Prune messages
Regi st er 0 2052 <-- PIM Regi ster nessages
Regi ster Stop 1501 0 <-- PIM Regi ster Stop nessages
Assert 289 362
Bidir DF Election 0 0
Errors:
Malformed Packets 0
Bad Checksums 0
Send Errors 0
Packet Sent on Loopback Errors 0
Packets Received on PIM-disabled Interface 0
Packets Received with Unknown PIM Version 0
Packets Received with Incorrect Addressing 0



ERFTRERECRRERECREHMPEENERSE ,

<#root>
firepower#

show asp cluster counter

Global dp-counters:

Context specific dp-counters:

AT T RAE

MCAST_FP_FROM_PUNT 2712 Number of multicast packets punted from CP to FP
MCAST_FP_FORWARDED 94901 Number of multicast packets forwarded in FP
MCAST_FP_TO_SP 1105138 Number of multicast packets punted from FP to SP
MCAST_SP_TOTAL 1107850 Number of total multicast packets processed in SP
MCAST_SP_FROM_PUNT 2712 Number of multicast packets punted from CP to SP
MCAST_SP_FROM_PUNT_FORWARD 2712 Number of multicast packets coming from CP that are for
MCAST_SP_PKTS 537562 Number of multicast packets that require slow-path atte
MCAST_SP_PKTS_TO_FP_FWD 109 Number of multicast packets that skip over punt rule an
MCAST_SP_PKTS_TO_CP 166981 Number of multicast packets punted to CP from SP
MCAST_FP_CHK_FAIL_NO_HANDLE 567576 Number of multicast packets failed with no flow mcast_h
MCAST_FP_CHK_FAIL_NO_ACCEPT_IFC 223847 Number of multicast packets failed with no accept inter
MCAST_FP_CHK_FAIL_NO_SEQ_NO_MATCH 131 Number of multicast packets failed with no matched sequ
MCAST_FP_CHK_FAIL_NO_FP_FWD 313584 Number of multicast packets that cannot be fast-path fo
MCAST_FP_UPD_FOR_UNMATCH_IFC 91 Number of times that multicast flow's ifc_out cannot b

IRESBREBRNER

5 FTD (*, 230. 10.10.10)0’ ASA [19230 ae.1m)
HA1 M Register+Data
Multicast stream (Data) ; i M IGMP iﬁi
—
INSIDE PIM Prune INSIDE
QUTSIDE

server 192,168.1.100
(multicast source for
group 230.10.10.10)

NET207

client 192.168.2.100

L=
NET207  (multicast receiver)

PIM Join (SPT Switc_hover)

. ¥ E R (H2) X IGMPER & LA 0 A 4B #%3%2230.10.10.10,

R %P B8 (ASA) ( BIPIM DR ) 231 —1E(*, 230.10.10.10)f% B,
. ASAE#0230.10.10. 109 RPEIEPIMINAE B

.RPEE1(* 230.10.10.10)f%& B -

. fARESEEEERER,
FTDEZHEBHIHEREPIMEFHALSY , AHHEE (B

RERE ) TIRP, LA, RPE
A —EEDEWER  BRHEKEBENE TR CMNEEIEKER,

o ghwWN =

7. RPEIFTDEEPIMAN A A E LA AN A 2 BhEIX
8. RPHFTDELPlME{ﬂJ&ﬁtaﬂm
9. FTDA A 2 BEEA R ( |MPIME £ ) BIZEIRP,
10. B % —BEER FIES(ASA) R IR (192.168.1.100) E AR ENET207 /1 M HY B 17 3% 18 36 B 24 £ 42,



© 6 L8 E (FTD)EEPIMMNAE &,
1. & —BBABZBORPEEPIMISEEE,
12. FTIDA Z B ERREEZTINET207M H. ASAREAS (RPE ) BENZRE(SPT).

F#%2 — BLEPIME| B HEF(BSR)

BSREHE A

« BSR(RFC 5059)2 — & APIMit E I /3T 5 E B BB ARPE AR 12 5 F EAEE S,
- BSREZ :

- {&#RP(C-RP) : #ERARPHEE,

- {##BSR(C-BSR) : #ER ABSRI M HtE BB ERPEMNEE,

- BSR: #£7f%C-BSRHAEZ TBSRIWEE, REHBSRELIEFEREESR,

- RP-set : FTEC-RPREEBEIEFHEE.,

- RP: EERERPELBNEBKESEE,

- BSRPIMGEE. (Z ) : ARBSREENPIMEER.,

- BSRPIMEE (E¥ ) : EiX%/224.0.0.13 IPY¥ B ERPEMBSREFAHPIMHEE.

BSRHY TR IE
1. BSRiZ 8 #41,

S{EC-BSREXZESELIEFHPIMBSREHE ., EERSELIEFNEKE (EERREEHNIP ) #§
RERBIRABSR, HHREKETBEEAEMZEBSREER

C-BSR (p:100)
C-RP (p 1CID]| C-BSR {p 70)

‘ BSR election
C-BSR (p:200)

C-RP (p: 1Dﬂ} C-RP (p:0)

R — ==

ﬁ

___i ﬁ_l_



BERIBEFEHANBSRESEZEC-BSRELIEFER :

|4

» 8@2.10 virtual LAN, PRI: @, DEI: @, ID: 286

~ Protocol Independent Multicast
8018 .... = version: 2
. @198 = Type: Bootstrap (4)
Reserved byte(s): @@
Checksum: @xdaad [correct]
[Checksum Status: Good)
» PIM Options
Fragment tag: @x687b
Hash mask len: @
BSR pricrity: @
» BSR: 192.168.183.58

» Frame 2: 52 bytes on wire (416 bits), 52 bytes captured (416 bits)
» Ethernet II, Src: Cisco _33:44:5d (f4:db:e6:33:44:5d), Dst: IPvamcast_©d (91:00:5e:90:80:0d)

» Internet Protocol Version 4, Src: 192.168.183.58, Dst: 224.0.8.13

E&EWireshark P EERBSREE. , FEFEAILERIBIEES : pim.type =

2. C-RPEZEHC-RPELIEFHIBSREIZEEBSRIER

i [pim.type == 4
[ Timag Delta Source Destinatian Protocol Identificatian Length  Growp Info
2 6.437481 2.008080 192.168.183.58 224.8.8.13 PIMv2 Bx2748 l:‘.l.&ﬂdﬂ] 52 Bootstrap
8 66 ,.643725 68, 286324 192,168.183.50 224.09.09.13 PIMw2 8x1559 (5465) 52 Bootstrap
13 126. 858814 68, 286289 192,.168.183.58 224.8.8.13 PIMw2 exod3iz (3378) 52 Bootstrap

——

— g
= S

I am the BSR

C-BSR (p:200)
C-RP (p:100)

E —
ﬁ -*-

e ) ]
—* - EE—_—€—€_—_—_—M___—_——_—"™—____"_——n"—""_"—.« ﬁ

C-BSR (p:100)
C-RP (p:100)

C-RP

C-BSR (p:70)

C-RP

h C-RP (p:0)

——y—




RZERPHE. :

A [pmtype == 8 I
Ha. Tima [0 Source Destination Protocl Identification Length  Growp Infa
35 383.703125 9. 000000 192.0.2.1 192.168.183.50 PIMv2 axdca (19624) 69 224.9... Candidate-RP-Advertisement |

£

|
» Frame 35: 68 bytes on wire (480 bits), 60 bytes captured (480 bits) .
» Ethernet II, Src: Cisco_fo:fcidd (dc:de:35:fc:fc:da), Dst: Cisco_33:44:5d (fd:db:es:33:44:5d)
» 8@2.10 virtual LAN, PRI: @, DEI: @, ID: 206
» Intermet Protocol Version 4, Src: 192.9.2.1, Dst: 192.168.103.58
¥ Protocol Independent Multicast
ee1e .... = Versign:
. 1008 = Type:%ndidate-RP—Aduerti;euent ) |
Reserved byte(s):
Checksum: 8x3263 [correct)
[Checksum Status: Good]
~ PIM Options
Prefix-count: 1
Priority: @

Iv RP: 192.8.2.1 I

aAddress Family: IPva (1)

Encoding Type: Native (@)

Unicast: 192.8.2.1

Address Family: IPwa (1)

Encoding Type: Mative (8)
> Flags: oxe

Masklen: 4

Group: 234.8.8.8

EfEWireshark P EERBSRIEE |, e fF AL BE/RIBIRES : pim.type =
3. BSREBHRPEL A HBEHEFIEPIMEBE

C-BSR (p:100)
C-RP (p:100) C-BSR (p:70)

—
g™ =
RP-set
C-BSR (p:200)
C-RP (p:100) C-RP (p:0)

— N
==
_

RP-set

RP-set
RP-set

., s,
— - —- —— —
—l - : — el




| {ip.sre == 102.168.105.60) 8& (pim.type == 4) |

Inifiy
24 224.9.9.8,224.0.8.8  Bootstrap |

M, Time Dalta Source Dastination Fratocol Edartification Length  Group

152 747.188256 1.891297 192.168.105.60 224.8.8.13 PIMv2 exabec (2@52)
<

Frame 152: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)
Ethernet II, Src: Cisco_33:44:5d (f4:db:e6:33:44:5d), Dst: IPvdmcast_ed (01:00:5e:00:00:ad)
802.1Q Virtual LAN, PRI: &, DEL: @, ID: 207
Internet Protocel Version 4, Src: 192.168.105.68, Dst: 224.0.0.13
Protocel Independent Multicast
2018 .... = version: 2
Reserved byte(s): @@
Checksum: @x264f [correct]
[checksum Status: Good]
~ PIM Options
Fragment tag: @x2412
Hash mask len: @
BSR priority: 188
» BSR: 192.8.2.2
~ Group @: 224.0.8.0/4
Address Family: IPva (1)
Encoding Type: Native (@)
» Flags: exee
Masklen: 4
roup: 1.0.8.0
| RP count: 2
RP count:
Priority: @

[Ty | |

0 1

pldtime: 158

> RP 1: 192.0.2.2
Holdtime: 158

Reserved byte(s): @@

Reserved byte(s): @@

4. 3% M 85/Ph K i B EIRPE Y AR R & K8 55 JE 7 #ERP:

C-BSR (p:100)
C-RP (p:100) C-BSR (p:70)

| use R6 as RP since
has priority 0

| use R6 as RP since
has priority 0




EHER
BRI T HEEE EC-BSRHMC-RP:

C-BSR pricrity 100
C-RP priority 100
lo0 192.0.2.2

INSIDE 192.168.2.x/24

— T
el R2

192.168.104.x/24

NET207 .50 .70

192.168.105.x/24 192.168.3.x/24

NET207 go
81
FTD ’—_l .50 61 R1
Smmmmwm OUTSIDE  192.168.103.024
' 100 192.0.2.1
C-BSR priority 0 S ——

C-RP priority 0
BRI  FTDAEEOUTSIDENH LLLC-BSRIVE @S , EBSRELIER A0,
RA R

FTDEYFMCHEEE :



Policies

L Firewall Management Center .
P Overview

Analysis

Devices

Objects Integration

FTD4125-1
Cisco Firepower 4125 Threat Dafense
Interfaces Inline Sets DHCP
X Enable Multicast Routing (Enabling Multicast Routing checkbox
Manage Virtual Routers
Protacol Meighbor Filter Bidirectional Neighbor Filter

Interaca:®
OUTSIDE v

Hashmask Langth

OSPF3 o
ER Priority:
RIP 0
Palicy Based Routing
~ BGP Configure this FTD as Border Bootstrap Router (BSR) (opticnal)

1Py

Interface

*~ Multicast Routing

IGMP
PIM

EENEE :

multicast-routing
|

pim bsr-candidate OUTSIDE 0 0O

L SEE FHYAEAE

\

R

ip multicast-routing

ip pim bsr-candidate LoopbackO 0

ip pim rp-candidate Loopback0

I

interface Loopback0

ip address 192.0.2.1 255.255.255.255
ip pim sparse-mode

I

Rendervous Points Route Tree

will emable both IGMP and PIM on all Interfaces.)

Request Filter

Enalble BSR

! PIM is also enabled on the transit interfaces (e.g. G0/0.203, G0/0.207, G0/0.205)

ZER2LE#EE , EEEFEMC-BSRFMC-RPE LB

ip pim bsr-candidate Loopback0 0 100
ip pim rp-candidate LoopbackO priority 100

Bootstrap Router




EASAL |, ExEMRAEARE. ESEMENELEAPIM:

multicast-routing

Ba s
R2Z2:EZEMNBSR , RAERRSEEIEF :

<#root>
firepower#

show pi m bsr-router

PIMv2 BSR information

BSR Election Information

BSR Address: 192.0.2.2 <-- This is the IP of the BSR (Rl | 00)
Uptime: 00:03:35, BSR Priority: 100

Hash mask length: 0
RPF: 192.168.1.70,INSIDE

<-- The interface to the BSR

BS Timer: 00:01:34
This system is candidate BSR
Candidate BSR address: 192.168.103.50, priority: 0, hash mask length: 0

HREEIEFRE  R1BIEARP:

<#root>
firepower#

show pi m gr oup- map

Group Range Proto Client Groups RP address Info
224.0.1.39/32%* DM static 0 0.0.0.0
224.0.1.40/32%* DM static 0 0.0.0.0
224.0.0.0/24* L-Local static 1 0.0.0.0
232.0.0.0/8* SSM config 0 0.0.0.0

224.0.0.0/4



SM
BSR
0
192.0.2.1
RPF: OUTSIDE,192.168.103.61

<-- The el ected BSR

224.0.0.0/4 SM BSR
224.0.0.0/4 SM static 0

o

2.2 RPF: INSIDE,192.168.1.70
.0 RPF: ,0.0.0.0

o
onN
o o

BSRIEEEZEHTRPFRE, & LABAdebug pim bsrABREIEE -

<tfroot>

IPv4 BSR: Received BSR message from 192.168.105.50 for 192.0.2.2, BSR priority 100 hash mask Tength 0
IPv4 BSR:

BSR nessage

from 192.168.105.50/
NET207

for 192.0.2.2

RPF fail ed, dropped

<-- The RPF check for the received BSR nessage fail ed

MREFERRPFNE , AR ERREREB, EARGG | BHAEEZREIP 192.168.105.5089
BSREE :



Danvice Routing Interiaces Irlire S5 DHCP

Sourca NMeterork RPF Address Source Interfnce

Add Multicast Route Configuration @

Souncl MNetwark:*
| bsr_192.0.2:2 r | 4+
nierface
- Address
RPF Ackdngss:"

| 192.168.105.50

B .
LHETance

<ffroot>

firepower#

show run nroute

mroute 192.0.2.2 255.255.255.255 192.168.105.50

<#root>
firepower#

show pi m bsr-router

PIMv2 BSR information

BSR Election Information
BSR Address: 192.0.2.2
Uptime: 01:21:38, BSR Priority: 100, Hash mask Tength: 0

RPF: 192.168. 105. 50, NET207

<-- The RPF check points to the static mroute
BS Timer: 00:01:37
This system is candidate BSR
Candidate BSR address: 192.168.103.50, priority: 0, hash mask length: 0

H1E , NET207/ E LHBSREE#IES , EINSIDELHHEHWEEE



<ffroot>

I Pv4 BSR Received BSR nessage from 192.168.1.70 for 192.0.2.2, BSR priority 100 hash nask |l ength O

I Pv4 BSR BSR nessage from 192.168. 1. 70/ 1 NSIDE for 192.0.2.2 RPF failed, dropped

I Pv4 BSR Received BSR nessage from 192. 168.105.50 for 192.0.2.2, BSR priority 100 hash mask length O

<-- RPF check is K

EB A& LA S BB BPFEEE , YREBSRABNEESR :

<#root>
firepower#

show capture

capture CAPI type raw-data trace interface INSIDE [Capturing - 276 bytes]
match pim any any

capture CAPO type raw-data trace interface OUTSIDE [Capturing - 176 bytes]
match pim any any

PIMEMRAER K L& 1E , Rt AERBEBIERET  FE2EREENER

<#root>
firepower#
show conn all | i PIM

firepower# show conn all | include PIM

PIM OUTSIDE 192.168.103.61 NP Identity Ifc 224.0.0.13, idle 0:00:23, bytes 116802, flags
PIM NET207 192.168.104.50 NP Identity Ifc 224.0.0.13, idle 0:00:17, bytes 307296, flags
PIM NET207 192.168.104.61 NP Identity Ifc 224.0.0.13, idle 0:00:01, bytes 184544, flags
PIM NET207 192.168.105.50 NP Identity Ifc 224.0.0.13, idle 0:00:18, bytes 120248, flags
PIM INSIDE 192.168.1.70 NP Identity Ifc 224.0.0.13, idle 0:00:27, bytes 15334, flags

PIM OUTSIDE 224.0.0.13 NP Identity Ifc 192.168.103.50, idle 0:00:21, bytes 460834, flags
PIM INSIDE 224.0.0.13 NP Identity Ifc 192.168.1.50, idle 0:00:00, bytes 441106, flags
PIM NET207 224.0.0.13 NP Identity Ifc 192.168.105.60, idle 0:00:09, bytes 458462, flags

firepower#

clear conn all addr 224.0.0.13

8 connection(s) deleted.
firepower#

clear cap /al



<#root>
firepower#

show capture CAPlI packet-nunber 2 trace

6 packets captured

2: 11:31:44.390421 802.1Q vlan#205 P6

192.168.1. 70 > 224.0.0.13
ip-proto-103, length 38

<-- Ingress PI M packet

Phase: 1

Type: CAPTURE

Subtype:

ResuTlt: ALLOW

ETapsed time: 4880 ns
Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

ETapsed time: 4880 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

ETapsed time: 9760 ns

Config:

Additional Information:

Destination 1is locally connected. No ECMP load balancing.
Found next-hop 192.168.1.70 using egress ifc INSIDE(vrfid:0)

Phase: 4

Type: CLUSTER-DROP-ON-SLAVE
Subtype: cluster-drop-on-slave
Result: ALLOW

ETapsed time: 4392 ns

Config:

Additional Information:

Phase: 5

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 4392 ns
Config:

Implicit Rule
Additional Information:



Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 4392 ns
Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 4392 ns
Config:

Additional Information:

Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
ResuTlt: ALLOW

ETapsed time: 18056 ns
Config:

Additional Information:

Phase: 9

Type: MUILTI CAST <-- The multicast process

Subtype: pim

Result: ALLOW

ETapsed time: 976 ns
Config:

Additional Information:

Phase: 10

Type: MULTICAST
Subtype:

Result: ALLOW

ETapsed time: 488 ns
Config:

Additional Information:

Phase: 11

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

ETapsed time: 20008 ns

Config:

Additional Information:

New flow created with id 25630, packet dispatched to next module

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: INSIDE(vrfid:0)
output-status: up
output-line-status: up



Action: allow

Time Taken: 76616 ns

MRBHRRPFHEEMERPIMER D , IREUGER

<#root>
firepower#

show capture NET207 packet-nunber 4 trace

85 packets captured

4: 11:31:42.385951 802.1Q vlan#207 P6
192. 168. 104. 61 > 224.0.0. 13 i p-proto-103
, length 38

<-- Ingress PIM packet

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 5368 ns
Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 5368 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 11224 ns

Config:

Additional Information:

Found next-hop 192.168.103.61 using egress ifc OUTSIDE(vrfid:0)

Phase: 4

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface
ResuTlt: ALLOW

Elapsed time: 3416 ns

Config:

Additional Information:



Found next-hop 192.168.103.61 using egress ifc OUTSIDE(vrfid:0)

Result:

input-interface: NET207(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: OUTSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: drop

Time Taken: 25376 ns

Drop-reason: (rpf-violated) Reverse-path verify failed, Drop-location: franme 0x0000558f240d6el5 fl ow (N

<-- the packet is dropped due to RPF check failure

ASPIk & Z I i show RPF-failed packets:

<#root>
firepower#

show asp drop

Frame drop:

Reverse-path verify failed (rpf-violated) 122
<-- Multicast RPF drops
Flow is denied by configured rule (acl-drop) 256
FP L2 rule drop (12_acl) 768

HEARRPFHREMERNERS

<#root>
firepower#

capture ASP type asp-drop rpf-violated

<#root>
firepower#

show capture ASP | include 224.0.0.13

2: 11:36:20.445960 802.1Q vlan#207 P6 192.168.104.50 > 224.0.0.13 ip-proto-103, Tength 38
10: 11:36:38.787846 802.1Q vlan#207 P6 192.168.104.61 > 224.0.0.13 ip-proto-103, Tength 38
15: 11:36:48.299743 802.1Q vlan#207 P6 192.168.104.50 > 224.0.0.13 ip-proto-103, Tength 46
16: 11:36:48.300063 802.1Q vlan#207 P6 192.168.104.61 > 224.0.0.13 ip-proto-103, Tength 46



HUEHER T A

Br K ey iR HEBR T A E BBUR R KB E AR EPNER. ATRRHIMNERIREE

1. BEEERBIERNVFE, ERSEERE /RS FE(IGMP/PIM)HERFE ( HIBR
) F':ﬁiEEIEo
2. B AR E VAR E R EE TR EHEBRAV SR FIM AT IR R B ER B RE, BELETERTE
« B AESPHABNEE® — FHR, LHR, RPREMTE AR,
- PP EWTEHABAOMEONE,
« RP,
o B4 ARIPHbAE,
- {BIBEIPH LA B AEE,
- HEBRAEWES.

3EEMABEAMNER- StubHPIMARIBIEH -

- RETAEREME — CREDEEIMER , XS EEBKH. EREASRDBBBEHE , ASAK
EIGMPRIE, ASATRT£SRIBEBIMH , MEMKIGMPEEERD L ABREMHE , &
EREMBENNEE, ERBIARBENXEH , FEMshow igmp interfaces & E
IGMPEEE & :

<#root>
firepower#

show i gnp interface

inside is up, line protocol is up
Internet address is 192.168.2.2/24
IGMP is disabled on interface
outside is up, Tine protocol 1is up
Internet address is 192.168.3.1/24
ICGMP 1is enabled on interface
Current IGMP version is 2
ICGMP query interval is 125 seconds
ICGMP querier timeout is 255 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1 seconds
Inbound IGMP access group is:
IGMP 1imit is 500, currently active joins: 0
Cumulative IGMP activity: 0 joins, O Teaves

QW forwarding on interface inside

ICGMP querying router is 192.168.3.1 (this system)

THEEBATPIM ; BERREMBFEHE



<#root>
firepower#

show pi minterface

Address Interface PIM Nbr HeTllo DR DR

192.168.2.2 inside on
192.168.3.1 outside on

firepower# show pim neighbor

No nei ghbors found.

PIM-SM/BidirflIGMP#5 2% 1 [5] B X % .

I EETL B RPH#b iE 2 FHAVIEIR ¢

<tfroot>

Count Intvl Prior

0 30 1 this system
0 30 1 this system

Y%rror: PIMSMBidir and | GW forwarding are not supported concurrently

- PIMB#EIEH - PIMEERBBERRERNTEE, PFABREEZEPIM-SMAEEPIM, PIM-
SME—EEBERENE , cFAKEEERRBEAERB UN I EABNEBRENAE. ©5
BREMABEZIRREFAEEZRRPHERDHRAR  YIREFEASEEBRE L RERLHE
o EUHHBEHERT A BRAFEXTE , FHEBFEERPHUEE , HABENEFERET

PIM#B#2RA £

<#root>
firepower#

show run pim

pim rp-address 10.10.10.1

firepower#

show pi m gr oup- map

Group Range Proto Client Groups RP address Info

224.0.1.39/32* DM static O 0.0.0.0

224.0.1.40/32% DM static O 0.0.0.0

224.0.0.0/24%* L-Local static 1 0.0.0.0

232.0.0.0/8* SSM config O 0.0.0.0

224.0.0. 0/ 4* SM config 1 10.10.10.1 RPF. inside, 192.168.2.1 <--- RP address is 1(
224.0.0.0/4 SM static O 0.0.0.0 RPF: ,0.0.0.0



firepower#

show pi m nei ghbor

Neighbor Address

192.168.2.1
192.168.3.100

Interface
inside
outside

Uptime Expires DR pri Bidir

00:02:52 00:01:19 1

00:03:03 00:01:39 1 (DR)

4 BERP Pt RAEEEM ATARM -

<{froot>

firepower#

show run pim

pim rp-address 10.10.10.1

firepower#

show pi m gr oup- map

Group

224.
224.
224.
232.

224.

224.

0.

o O O

Range

1.39/32*
.1.40/32*
.0.0/24*
.0.0/8*

. 0.0/ 4*

.0.0/4

<tfroot>

firepower#

show pi m gr oup- map

Group

224.
224.
224.
232.

224.

224.

0.

o O O

Range

1.39/32*
.1.40/32%*
.0.0/24*
.0.0/8%

. 0.0/ 4*

.0.0/4

Proto
DM

DM
L-Local
SSM

SM

SM

SM

Client
static
static
static
config

config

static

Client
static
static
static
config

config

static

Groups RP address

0 0.0.0.0
0 0.0.0.0
1 0.0.0.0
0 0.0.0.0
1 10.10.10.1
0 0.0.0.0

Groups RP address

0 0.0.0.0
0 0.0.0.0
1 0.0.0.0
0 0.0.0.0
1 192.168.2.2
0 0.0.0.0

Info

RPF: inside, 192.168.2.1 <--- RP is 10.10. 10.

RPF: ,0.0.0.0
Info
RPF: Tunnel 0, 192. 168.2.2 (us) <--- “us” mear

RPF: ,0.0.0.0



A 25 . B rEFEREARPAIFHR,

S5RIFH N RBEABRAEPINACHNBEER , #EHMRE T,
FHR

« MEEOTunnelOiRRE, N HEARFEPIMERANFRBEABRE K IAEAEFERTEIED
RP , RPE&E T PIME 1881 :

<tfroot>

firepower#

show interface detail | b Interface Tunnel O

Interface Tunnel O "", is up, line protocol is up

Hardware is  Available but not configured via nameif
MAC address 0000.0000.0000, MTU not set
IP address unassigned
Control Point Interface States:
Interface number is un-assigned
Interface config status is active
Interface state is active

firepower#

show pi mtunne

Interface RP Address Source Address
TunnelO 10.10.10.1 192.168.2.2

- BMEER

<#root>
firepower#

show nroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168.2.1, 230.1.1.1), 00:00:07/00:03:22, flags: SFT
Incoming interface: inside



RPF nbr: 192.168.2.1, Registering <--- Registering state

Immediate Outgoing interface Tist:
outside, Forward, 00:00:07/00:03:26

Tunnel 0, Forward, 00:00:07/never <--- TunnelO is in AL, that indicates raw traffic is encapsul at ed

Ef AR E EREMELLVAPIMER SR , SROILFMPERTunnel0, #F  BHFAREFILHE
, WEBBENEAEERESHERRE

<#root>
firepower#

show nrout e

MuTlticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168.2.1, 230.1.1.1), 00:07:26/00:02:59, flags: SFT
Incoming interface: inside

RPF nbr: 192.168.2.1
Immediate Outgoing interface Tist:

out si de, Forward, 00:07:26/00:02:59

- MEPIMEFERFTRES

<#root>
firepower#

show pimtraffic

PIM Traffic Counters
ETlapsed time since counters cleared: 00:13:13

Received Sent
Valid PIM Packets 42 58
Hello 27 53
Join-Prune 9 0
Regi st er 0 8 <--- Sent to the RP

Regi ster Stop 6 0 <--- Received fromthe RP



Assert
Bidir DF Election 0 0

o
o

Errors:

Malformed Packets 0
Bad Checksums 0
Send Errors 0
Packet Sent on Loopback Errors 0
Packets Received on PIM-disabled Interface 0
Packets Received with Unknown PIM Version 0
Packets Received with Incorrect Addressing 0

- REHABNRPZ BN ERPIMER THE

<#root>
firepower#

capture capo interface outside natch pimany host 10.10.10.1 <--- RP IP

firepower#

show capture cap

4 packets captured

1: 09:53:28.097559 192.168.3.1 > 10.10.10.1 ip-proto-103, length 50 <--- Unicast to RP
2: 09:53:32.089167 192.168.3.1 > 10.10.10.1 dip-proto-103, length 50
3: 09:53:37.092890 192.168.3.1 > 10.10.10.1 dip-proto-103, length 50

4: 09:53:37.095850 10.10.10.1 > 192.168.3.1 ip-proto-103, length 18 <--- Unicast fromRP

- WEHMRAE (xxxx2HEEE , y.y.y.yERPIP) ., BEWERHHL%K:

<{froot>

show conn all protocol udp address X.X.X.X
show | ocal - host x. x. X. X
show asp event dp-cp

show asp drop



show asp cluster counter

show asp table routing y.y.y.y

show route y.y.y.y

show nrout e

show piminterface

show pi m nei ghbor
show pimtraffic

show i gnp interface

show nfib count

- BEFRBEBNEENSTNASPEREE.

<#froot>

capture capi interface

buf fer 32000000 match udp host X host Z <--- (ingress capture for multicast UDP traffic from host

capture capo interface



buf f er 32000000 mat ch udp host X host Z <--- (egress capture for multicast UDP traffic from host >

capture asp type asp-drop buffer 32000000 match udp host X host Z <--- (ASP drop capture for multicast |

- R#FBFHEE — ERIDR302015, 3020161710005,
RP

« BENETunnelOAREE, NHARMEPIMERANERSHERRE K LiEEREENS
BEIXEIFHR , LI 1TEREPIM-stopfiL T :

<#root>
firepower#

show interface detail | b Interface Tunnel O

Interface Tunnel O "", is up, line protocol is up

Hardware is  Available but not configured via nameif
MAC address 0000.0000.0000, MTU not set
IP address unassigned
Control Point Interface States:
Interface number is un-assigned
Interface config status is active
Interface state is active

firepower#

show pi m tunne

Interface RP Address Source Address
Tunnel O 192. 168. 2. 2 192. 168. 2. 2
TunnelO 192.168.2.2 -

- BMERH

<tfroot>



firepower#

show nroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 01:04:30/00:02:50, RP 192.168.2.2, flags: S <--- *,Gentry

Incom ng interface: Tunnel 0

RPF nbr: 192.168.2.2
Immediate Outgoing interface list:

out si de

, Forward, 01:04:30/00:02:50
(192. 168.1.100, 230.1.1.1), 00:00:04/00:03:28, flags: ST S <--- S, G entry

Incoming interface:

i nsi de

RPF nbr: 192.168.2.1
Immediate Outgoing interface list:

out si de, Forward, 00:00:03/00:03: 25

. WMEPIMFTEES :

<#root>
firepower #

show pimtraffic

PIM Traffic Counters
ETapsed time since counters cleared: 02:24:37

Received Sent

Valid Pl M Packets 948 755



Hel I o 467 584

Joi n- Prune 125 32
Regi st er 344 16
Regi ster Stop 12 129
Assert 0 0
Bidir DF Election 0 0
Errors:

Malformed Packets 0
Bad Checksums 0
Send Errors 0
Packet Sent on Loopback Errors 0
Packets Received on PIM-disabled Interface 0
Packets Received with Unknown PIM Version 0
Packets Received with Incorrect Addressing O

o WEHMEE (xxxx2HEEE , y.y.y.yERPIP) , BEWNERHH LK

<tfroot>

show conn all protocol udp address Xx.X.X.X
show conn all | i PIM

show | ocal - host x. Xx. X. X

show asp event dp-cp

show asp drop

show asp cluster counter

show asp table routing y.y.y.y

show route y.y.y.y

show nroute



show pi minterface

show pi m nei ghbor

show i gnp interface

show nfi b count

- WERBEBNEENIMASPERBE

<tfroot>

capture capi interface

buf fer 32000000 nmatch udp host X host Z <--- (ingress capture for nulticast UDP traffic from host

capture capo interface

buf f er 32000000 match udp host X host Z <--- (egress capture for multicast UDP traffic from host >

capture asp type asp-drop buffer 32000000 match udp host X host Z <--- (ASP drop capture for multicast |



. Syslog — A $ID2302015, 302016%1710005.,
LHR
EEEERERPHMELM NME —EFIREINIER

* Mroutes:

<#root>
firepower#

show nrout e

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:23:30/never, RP 10.10.10.1, flags: SCJ <--- C flag neans connected receiver

Incoming interface:

i nsi de

RPF nbr: 192.168.2.1
Immediate Outgoing interface list:

out si de

, Forward, 00:23:30/never
(192.168.1.100, 230.1.1.1), 00:00:36/00:03:04, flags: SJT <--- J flag indicates switchover to SPT, T fl

Incoming interface:

i nsi de

RPF nbr: 192.168.2.1
Inherited Outgoing interface list:

out si de

, Forward, 00:23:30/never
(*, 230.1.1.2), 00:01:50/never, RP 10.10.10.1, flags: SCJ <--- C flag neans connected receiver

Incoming interface:



i nsi de

RPF nbr: 192.168.2.1
Immediate Outgoing interface Tist:
out si de

, Forward, 00:01:50/never

(192.168.1.100, 230.1.1.2), 00:00:10/00:03:29, flags:

Incoming interface:

i nsi de

RPF nbr: 192.168.2.1
Inherited Outgoing interface Tist:
out si de

, Forward, 00:01:50/never

« IGMP#H :

<#root>
firepower#

show i gnp groups detail <--- The list of | GW groups

Interface: outside

G oup: 230.1.1.1

Uptime: 00:21:42

Router mode: EXCLUDE (Expires: 00:03:17)

Host mode: INCLUDE

Last reporter: 192.168.3.100 <--- Host joined group 230.1.1.1

Source 1ist 1is empty

Interface: outside

G oup: 230.1.1.2

Uptime: 00:00:02

Router mode: EXCLUDE (Expires: 00:04:17)

Host mode: INCLUDE

Last reporter: 192.168.3.101 <--- Host joined group 230.1.1.2

SIT <---

<--- J flag indicates switchover to SPT



Source 1ist 1is empty

- IGMPREHFTEA -

<#root>
firepower#

show ignp traffic

IGMP Traffic Counters

ETlapsed time since counters cleared: 1d04h

Received Sent
Valid IGMP Packets 2468 856
Queries 2448 856
Reports 20 0
Leaves 0 0
Mtrace packets 0 0
DVMRP packets 0 0
PIM packets 0 0
Errors:
Malformed Packets 0
Martian source 0
Bad Checksums 0

PIM#REBERR v & ( 1@

VTARY

=E )

A

show running-config multicast-
routing

RARHAE ERE A S HEEEH

show run mroute

RRAR B A L L B Y R RE R FH

show running-config pim

ARG X i £ RPIMEL B

show pim interface

R WPLRs KEN A TPIMAMPIMEBE,

show pim neighbor

BEPIMEBE




show pim group-map

BRHREIRPHAERER

show mroute

WA TRV AERAR

show mroute 230.10.10.10

BARSERBENAER

show pim tunnel

BEBIEMNRPZ B E2EEE TPIMBEE

show conn all detail address
RP_IP_ADDRESS

BB NEBMRPZ B R A ERIER ( PIMBRE )

show pim topology

AR B K REPIMIR B E

debug pim

LeRR R R R B KB FT B PIMGE B

debug pim group 230.10.10.10

It B8 St R R 45 RE 4B 1R A B9 B X B A 2 B BV PR B PIMOH
B

show pim traffic

BB BV S EEPIMEERN R EA

show asp cluster counter

RESRRTCRRERTHEGHMPEENENIH

show asp drop

WP N e LN AT Rk E R

capture CAP interface INSIDE trace
match pim any any

By X s LM R Bt APIMIBEE RS

capture CAP interface INSIDE trace
match udp host 224.1.2.3 any

R AR MEA OB R

show pim bsr-router

Ba R R ORI AVBSRER AR

show conn all address 224.1.2.3

BR A EER




show local-host 224.1.2.3

R FIRER A B

IR KBRS BT

& &Y E &

FirepowerfB 1B R #l :
° Tigl Pv6,.

. £ A Firepower & B #E #%E M Packet Tracer

s REEFHEMCP)RHWNEF XEPIM/IGMPHEE,
o BFABETRER R RRPHIFHR,

« show conn allff S EFE R~ B AZBER, ERETKE/HEBIEBER

<group IP>@ 5o

vPC Nexusf X EPIM

MR EE R ENexus VPCHIBH A MR 2 BEBPIM#BIZEI R , BIFETENexusfRHl |
£ Nexus ¥ & HiEBEEEZEEEH TR Y ENHE
HENGFWHAEXRE K SECFHBRRNEEFEILESE:

<ffroot>

Result:

input-interface: NET102
input-status: up
input-Tine-status: up
output-interface: NET102
output-status: up
output-line-status: up
Action: drop

Drop-reason: (no-ntast-intrf) FP no ntast output intrf <-- The ingress nulticast packet is dropped

Bh K ot £ 5 ST A RPRE]

<#root>
firepower#

show nroute 224.1.2.3

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected, L - Local,

I - Received Source Specific Host Report,

& fE Fshow local-host

WMTRAR


https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/zh_tw/support/docs/ip/ip-routing/118997-technote-nexus-00.html
https://www.cisco.com/c/zh_tw/support/docs/ip/ip-routing/118997-technote-nexus-00.html
https://www.cisco.com/c/zh_tw/support/docs/ip/ip-routing/118997-technote-nexus-00.html

P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J

- Join SPT
Timers: Uptime/Expires

Interface state: Interface, State

(*, 224.1.2.3), 01:05:21/never, RP 10.1.0.209, flags

Incoming interface: OUTSIDE
RPF nbr: 10.1.104.10

Immediate Outgoing interface Tist:
Forward, 01:05:21/never

Server_102,

SCJ

(10.1.1.48, 224.1.2.3), 00:39:15/00:00:04, flags: SFIT

Incoming interface: NET102

RPF nbr

Immediate Outgoing interface Tist:
Tunnel0, Forward, 00:39:15/never

T EEEES

10.1.1.48, Registering

<-- The RP Registration is stuck

BrRACEEABRENFBEFHRBRAEEERZ2ES

Devices

1 Firewall Managnmc.:nt C.n_rjmr Sverdiii Anabysis Fobsles
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Rules Security Intalligence HTTP Responses Logging Advanced

Objects
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1 allow mulicast

~ Default - FTD_Access_Control_Policy (-)
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A~ Internet multicast routing from address range 224.0.0/24 is not supported; IGMP group is not created when enabling
multicast routing for the reserved addressess.

In clustering, for IGMP and PIM, this feature is only supported on the primary unit.

= You must configure an access control or prefilter rule on the inbound security zone to allow traffic to the multicast host,
such as 224.1.2.3. However, you cannot specify a destination security zone for the rule, or it cannot be applied to

Configure IGMP Features

IP hosts use IGMP to report their group memberships to directly-connected multicast routers. IGMP is used to dynamically
register individual hosts in a multicast group on a particular LAN. Hosts identify group memberships by sending IGMP

multicast connections during initial connection validation.

» You cannot disable an interface with PIM configured on it. If you have configured PIM on the interface (see Configure
PIM Protocol), disabling the multicast routing and PIM does not remove the PIM configuration. You must remove (delete)
the PIM configuration to disable the interface.

s PIM/IGMP Multicast routing is not supported on interfaces in a traffic zone.

+ Do not configure FTD to simultanecusly be a Rendezvous Peint (RP) and a First Hop Router.

HMRHSRP , BF R BT EE LB EEPIMEER



192.168.1.x/24

B R1
_®_ 10 HSRP IP .1
inside f_]_ m Outside
Multicast client FW ~___ 172.16.1.1
route outside 0.0.0.0 0.0.0.0 192,168.1.1 T Multicast
_ﬂ source
3
R2

HEEEERT  BHAREAEHASwHEEBEABNEHSRP)IP 192.168.1.1 M AR 1MR2H
PIMZ} =B GRAYFRER B B

<#root>
firepower#

show run route

route outside 0.0.0.0 0.0.0.0 192.168.1.1 1

B K EERIMR2M A MY ENHEIP 2 B EBPIMAB R :

<#root>
firepower#

show pi m nei ghbor

Neighbor Address 1Interface Uptime Expires DR pri Bidir
192.168.1.1 outside 01:18:27 00:01:25 1
192.168.1.2 outside 01:18:03 00:01:29 1 (DR)

By KR HEPIMINAE B EIEE L&, PIM debugis S debug pim BREL T H -

<#root>
firepower#

debug pim

IPv4 PIM: Sending J/P to an invalid neighbor: outside 192.168.1.1



RFC 2362#5 i "ERmzzEMEERES , G). (*,G)M(** RP)#% B BEtny S ET ERPFHEEiE
AMETHE, REERPFEMERPIMBER , T2EEMAMEEER.

BIEMILRIRE | FHAEAERAE g FEmouteff B, REASBAXAEOMERBENEIPH U
Z—192.168.1.25,192.168.1.3 , BE EHSRP;EEIRR HESIP,

g4 -

<#root>
firepower#

show run nroute

firepower#

nroute 172.16.1.1 255. 255. 255. 255 192.168.1.2

EFEmroute BRIV , BHARPFER , AR ELAFERBEEEBERM AT RASANEREHEX
, WAEPIMIE B E XTI #/E192.168.1.2,

NusEE  BEmouteE R S ENIT T HSRP LA B i it , B AmroutelE 1 32 S @ ith 1t /{E %
BIBESH1ET —B. MRmroutetn THIEEN T —EERAMSBEESE , BFABEFSE
iﬁsﬂ%_1ﬁﬁﬂﬂ%§o

EFF BT RLANBEFHDRE , FTEHREALHR

192.168.1.x/24

2
inside
E ‘10 -
Multicast client 179.16.1.1
L S Multicast
_i i source
3
R1

B K g R1EALANRER HHIPIM#E, R1ZPIM DR:


https://datatracker.ietf.org/doc/rfc2362/

<#root>
firepower#

show pi m nei ghbor

Neighbor Address 1Interface Uptime Expires DR pri Bidir

192.168.1.3 i nsi de 00:12: 50 00:01:38 1 (DR

MRKBBIRBEEFIHNVIGMPIIAGER , AIBF X T ERALHR,

mroute B R EMNullfEAOIL , ¥ EBPrunedEs% :

<#root>
firepower#

show nroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C

Connected, L - Local, I - Received Source Specific Host Report,

P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

] Join SPT
Timers: Uptime/Expires
Interface state: Interface, State

(*, 230.1.1.1), 00:06:30/never, RP 0.0.0.0,
flags

: S

Incoming interface: Null
RPF nbr: 0.0.0.0
Immediate Outgoing interface Tist:

inside, Null, 00:06:30/never <--- AL has inside and Nul

EEHAMEALHR |, ATLE NN EDRE EIEF.

<#root>
firepower#

interface G gabitEthernet0/0

firepower#



pimdr-priority 2

firepower#

show pi m nei ghbor

Neighbor Address

192.168.1.3

i nsi de

Interface Uptime Expires DR pri Bidir

17:05:28 00:01:41 1

PIM debugig ¥ debug pim BRLTE#H -

<tfroot>

firepower#
debug pim

firepower#

IPv4 PIM (*,230.1.1

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

Pl M

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

(*,230.1.1.

(*,230.1.1.
(0] (*,230.
(*,230.1.1.
(0] (*,230.
1.

(*,230.1.
(*,230.1.
(*,230.1.
(*,230.1.
(*,230.1.
(*,230.1.

1)

1)

1

inside Start being last hop <--- Firewall considers itself as the

Start being last hop

Start signaling sources

1.1.1/32) NULLIF-skip MRIB modify NS

1

inside FWD state change from Prune to Forward

1.1.1/32) inside MRIB modify F NS

1

1.1
1.1
1.
1
1

1

D)
D)

Updating J/P status from Null to Join
J/P scheduled in 0.0 secs

Processing timers

J/P processing

Periodic J/P scheduled in 50 secs

No RPF interface to send J/P

Pruned#ZsE FINullf&mroute & il B -

<{froot>

firepower#

show nroute

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

| asp hop



J - Join SPT
Timers: Uptime/Expires
Interface state: Interface, State

(*, 230.1.1.1), 16:48:23/never, RP 0.0.0.0, flags:
SCJ

Incoming interface: Null
RPF nbr: 0.0.0.0
Immediate Outgoing interface list:

inside, Forward, 16:48: 23/ nnever

HRAREREERRERY , HAREZREBENS

192.168.1.x/24 192.168.2.x/24
, outside inside .
—— y Y
Multicast client Multicast
source

route outside 192,168.2.0 255.255.255.128 192.168.1.100

EEERERT , HARPFEE | dHBUDPER OB EE , RAMABBEEABNEHEERBEA
255.255.255. 128 E E B8R A,

<#root>
firepower#

capture capi type rawdata trace interface inside match udp any any

firepower#

show captureture capi packet-nunber 1 trace

106 packets captured
1: 08:57:18.867234 192.168.2.2.12345 > 230.1.1.1.12354: udp 500
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Elapsed time: 2684 ns
Config:



Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 2684 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 13664 ns

Config:

Additional Information:

Found next-hop 192.168.1.100 using egress ifc outside

Phase: 4

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 8296 ns

Config:

Additional Information:

Found next-hop 192.168.1.100 using egress ifc outside

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: drop

Time Taken: 27328 ns

Drop-reason: (rpf-violated) Reverse-path verify failed, Drop-location: franme 0x0000556bcb1069dd fl ow

(NA) /NA

firepower#

show route static

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

S 192.168. 2. 0 255.255.255.128 [1/0] via 192.168.1.100, outside



ASPEZHEBERNERPMWEEZERR :

<#root>
firepower#

show capture asp

Target: OTHER

Hardware: ASAv

Cisco Adaptive Security Appliance Software Version 9.19(1)
ASLR enabled, text region 556bc9390000-556bcd0603dd

21 packets captured

1: 09:00: 53. 608290 192.168.2.2.12345 > 230.1.1.1.12354: udp 500 Drop-reason: (rpf-violated) Rever
2: 09:00:53.708032 192.168.2.2.12345 > 230.1.1.1.12354: udp 500 Drop-reason: (rpf-violated) R
3: 09:00:53.812152 192.168.2.2.12345 > 230.1.1.1.12354: udp 500 Drop-reason: (rpf-violated) R
4: 09:00:53.908613 192.168.2.2.12345 > 230.1.1.1.12354: wudp 500 Drop-reason: (rpf-violated) R

MFIBE H FHIRPF &k BT 242538 40

<#root>
firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics

7 routes, 4 groups, 0.00 average sources per group

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)

Goup: 230.1.1.1

RP-tree:

Forwar di ng: 0/0/0/0, Other: 6788/6788/0

firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics

7 routes, 4 groups, 0.00 average sources per group

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)



Group: 230.1.1.1
RP-tree:

Forwarding: 0/0/0/0, Qther: 6812/6812/0 <--- RPF failed counter increased

RRFRZEERPFRERY. —EERRMERFRERA.
MERAHMRPFRELY , AISERXERE , AMFIBE I+ #9Forwardingst B2 S HE 0

<#root>
firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics
8 routes, 4 groups, 0.25 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Group: 230.1.1.1
RP-tree:
Forwarding: 0/0/0/0, Other: 9342/9342/0

Source: 192.168.2. 2,

Forwar di ng: 1033/ 9/528/ 39

, Other: 0/0/0
Tot. shown: Source count: 1, pkt count: O

firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics
8 routes, 4 groups, 0.25 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Group: 230.1.1.1
RP-tree:
Forwarding: 0/0/0/0, Other: 9342/9342/0

Source: 192.168.2. 2,

Forwar di ng: 1044/ 10/ 528/ 41
, Other: 0/0/0

<--- Forward counter increased

Tot. shown: Source count: 1, pkt count: 0



Firewall does not Generate PIM join when PIM Switchover to Source-tree ( FEPIM4]

BRERBE , B AR A EERKPIMIIA )

Best path toward the source _
P
192.168.34.x/24 192.168.47 x/24 192.168.67.x/24 192.168.6.x/24
3 4 g 4 7 BEn 7 . - 6 g 6 .100-
-. _ﬁ outside E==== dmz UGB ﬂ d
y : R4 ]
Multicast client FW R6 Multicast
< 7 | inside 6 source
5 |_ 5
192.168.57.x/24 RP 192.168.56.x/24

EARGIF | BFAREBEBIMzAERS > FW > R6EANBLBABRNER K MRERIFFIHNDBERE
®&E ARG > RP > DW > R4:

<#root>
firepower#

show route 192.168.6. 100

Routing entry for 192.168.6.0 255.255.255.0
Known via "ospf 1", distance 110, metric 11, type intra area

Last update from 192.168.67.6 on dne, 0:36:22 ago

Routing Descriptor Blocks:

* 192.168.67.6, from 192.168.67.6, 0:36:22 ago, via dne

Route metric 1is 11, traffic share count is 1

—EEFSPTHIERE , RAZSEISPTH Y EX RIS ENPIMMATER, EFXBRIERLE
SPTHI# |, (S, G)mroute’ R ETERE :

<ffroot>

firepower#



show nrout e

MuTlticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT

Timers: Uptime/Expires
Interface state: Interface, State

(*, 230.1.1.1), 00:00:05/00:03:24, RP 10.5.5.5, flags: S
Incoming interface: inside

192.168.57.5

Immediate Outgoing interface Tist:

RPF nbr:

outside,

Forward, 00:00:05/00:03:24

(192.168. 6.100, 230.1.1.1), 00:00:05/00:03:24, flags: S

Incoming interface: dmz

RPF nbr:

192.168.67.6

Immediate Outgoing interface Tist:

outside,

Forward, 00:00:05/00:03:2

PIM debug@s 5 debug pim B RHEHE FERABEB2EPIMINATER — &HE(*,G)F(S , G)o BHAME
[ (*,G) L EE TPIMMMAGER , ¥ B HRME192.168.67.6 M M EEIARISERK

<tfroot>

firepower#

debug pim

| Pv4

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

PI M

PI M

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

PI M

Received J/P on outside from 192. 168.47.4 target:

J/P entry:

(*,230.1.1.
(0] (*,230.
(0] (*,230.
(*,230.1.1.
(*,230.1.1.
(*,230.1.1.
(0] (*,230.
(*,230.
(*,230.
(*,230.
(*,230.
(*,230.
(*,230.

1.

e el

R R R R R R

Join root: 10.5.5.5 group: 230.1.1.1 flags: RPT WC S <---

1) Create entry
1.1.1/32) MRIB modify DC
1.1.1/32) inside MRIB modify A

D
D
D

outside J/P state changed from Null to Join
outside Raise J/P expiration timer to 210 seconds
outside FWD state change from Prune to Forward

1.1.1/32) outside MRIB modify F NS

D)
D)
D)
D)
D)
D)

Updating J/P status from Null to Join
J/P scheduled in 0.0 secs

Processing timers

J/P processing

Periodic J/P scheduled in 50 secs

J/P adding Join on 1inside

Sendi ng J/ P nessage for nei ghbor 192.168.57.5 on inside for 1 groups

192.168.47.7 (to us) <--- 1st PIMjoin to tt

1st PIMjoin with root e

<--- PIMJoin sent fror



IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

<o - -

PI M

PI M

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

PI M

Received J/P on outside from 192.168.47.4 target: 192.168.47.7 (to us) <--- 1st

J/P entry: Join root:

192.168. 6.100 group: 230.1.1.1 flags: S <--- lst

(192.168.6.100,230.1.1.1) Create entry
Adding monitor for 192.168.6.100
RPF Tookup for root 192.168.6.100: nbr 192.168.67.6, dmz via the rib

(192.
(192.
[0] (192.
[0] (192.
[0] (192.
(192.
(192.
(192.
(192.
[0] (192.
(192.
(192.
(192.
(192.
(192.

Sendi

168
168

168

168.
168.

168

168.

168

168.
168.

168

.6.100,230.1.1.
.6.100,230.1.1.
168.6.100,230.
168.6.100,230.
168.6.100,230.
.6.100,230.1.1.
6.100,230.1.1.
6.100,230.1.1.
.6.100,230.1.1.
168.6.100,230.
6.100,230.1.1.
.6.100,230.1.1.
6.100,230.1.1.
6.100,230.1.1.
.6.100,230.1.1.

1) RPF changed from 0.0.0.0/- to 192.168.67.6/dmz

1) Source metric changed from [0/0] to [110/11]
1.1.1/32) MRIB modify DC

1.1.1/32) inside MRIB modify A

1.1.1/32) outside MRIB modify F NS

1) outside J/P state changed from Null to Join

1) outside Imm FWD state change from Prune to Forward
1) Updating J/P status from Null to Join

1) J/P scheduled in 0.0 secs

1.1.1/32) dmz MRIB modify NS

1) outside Raise J/P expiration timer to 210 seconds
1) Processing timers

1) J/P processing

1) Periodic J/P scheduled in 50 secs

1) J/P adding Join on dmz

ng J/P to an invalid neighbor: dnez 192. 168.67.6

I nval i d nei ghbor

show pim neigbourds > &i 5t 2 R6:

<#froot>

firepower#

show pi m nei ghbor

Neighbor Address Interface
192.168.47.4 outside
192.168.57.5 inside
B A AT Edmz EBAAPIM:
<#root>

firepower#

show pi minterface

Address

Interface

Uptime Expires DR pri Bidir
00:21:12 00:01:44 1
02:43:43 00:01:15 1

PIM Nbr HeTllo DR DR
Count Intvl Prior

PIMjoin to tt

PIMjoin with



192.168.47.7 outside on 1 30
192. 168.67.7 dne on 0 30
192.168.57.7 inside on 1 30

ER6STE LEAPIM:

<{froot>
R6#

show ip interface brief

Interface IP-Address OK? Method
GigabitEthernet0/0 192.168.6.1 YES manual
GigabitEthernet0/1 192.168.56.6 YES manual
GigabitEthernet0/2 unassigned YES unset

G gabi t Et hernet 0/ 3

TunnelO

Ro6#

show ip piminterface G gabitEthernet0/3 detail

GigabitEthernet0/3 is up, Tine protocol is up
Internet address 1is 192.168.67.6/24
Multicast switching: fast
MuTticast packets in/out: 0/123628
MuTticast TTL threshold: 0

PIM disabled <--- PIMis disabled

MuTticast Tagswitching: disabled

R 5 2R R FER6H GigabitEthernet0/37T E L B APIM:

<#root>
R6(config-if)#

interface G gabitEthernet0/3

R6(config-if)#

ip pi msparse-node

192.168.67.6 YES nanual

192.168.56.6 YES unset

1 this system

1 this system

1 this system

Status Protocol
up up

up up
administratively down down

up up

up up



R6(config-if)#
*Apr 21 13:17:14.575: %PIM-5-NBRCHG: neighbor 192.168.67.7 UP on interface GigabitEthernet0/3

*Apr 21 13:17:14.577: 9%l M5- DRCHG DR change from nei ghbor 0.0.0.0 to 192.168.67.7 on interface G gabit

Pr K ie R R TR , RANSPTHIH#:

<#root>
firepower#

show nroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:26:30/00:02:50, RP 10.5.5.5, flags: S
Incoming interface: inside
RPF nbr: 192.168.57.5
Immediate Outgoing interface list:
outside, Forward, 00:26:30/00:02:50

(192.168.6.100, 230.1.1.1), 00:26:30/00:03:29, flags: ST

Incoming interface: dmz

RPF nbr: 192.168.67.6

Immediate Outgoing interface list:
outside, Forward, 00:26:30/00:02:39

Br iR EERRREMEREEER S

ERFABEFPHFKREIFEBRNE —BERTE , e EEHCPETEARE, EEEBRT
, FPIBIBSP(FP > SP > CP)#$E R S E B ZICPLAEIT H iR E

o EFPHEANEN G4 EZBEEILER.

- HibEERBBHBRE | SINMRPFERE. PIMEE (MRBHABEFHR ) . OILBES,
o FEmrouteRHPEIEFEANELNENS , G)KE.

- EEANBHENE2BEEFPHEN F/ERER,

ERAEHFERREN -2 , BHABEASRICCPEEERTHIER,
BHERNERIEEPEE , WA TRpunt-rate-limit drop reason:

<tfroot>



firepower#

show asp drop

Frame drop:

Punt rate limt exceeded (punt-rate-limt) 2062

f# Fshow asp cluster counterip T ER B R SPEIXEZEICPHABE R TH

<#root>
firepower#

show asp cluster counter

Global dp-counters:

Context specific dp-counters:

MCAST_FP_FROM_PUNT 30 Number of multicast packets punted from CP to FP
MCAST_FP_TO_SP 2680 Number of multicast packets punted from FP to SP
MCAST_SP_TOTAL 2710 Number of total multicast packets processed in SP
MCAST_SP_FROM PUNT 30 Number of nmulticast packets punted fromCP to SP <--- Nunber of
MCAST_SP_FROM_PUNT_FORWARD 30 Number of multicast packets coming from CP that are forwarded
MCAST_SP_PKTS 30 Number of multicast packets that require slow-path attention
MCAST_SP_PKTS_TO_CP 30 Number of multicast packets punted to CP from SP
MCAST_FP_CHK_FAIL_NO_HANDLE 2650 Number of multicast packets failed with no flow mcast_handle
MCAST_FP_CHK_FAIL_NO_FP_FWD 30 Number of multicast packets that cannot be fast-path forwarded

{# Fishow asp event dp-cp punt Gn S ERFEFP > CPEX 5| F MV B B S EUA R 15 IR

<#root>
firepower#

show asp event dp-cp punt | begi n EVENT- TYPE

EVENT-TYPE ALLOC ALLOC-FAIL ENQUEUED ENQ-FAIL RETIRED 15SEC-RATE
punt 24452 0 24452 0 10852 1402
mul ti cast
23800 0
23800
0 10200

1402



pim 652 0 652

EEXEmroute EFPH R RX/FERE , EROEAREERN —

MT , FPArE8ERSEREICP,
B BT B BB RN E—RERE ?

652

BHEFPRER, MEEE

EfXREERBEFRIFEBRNE — BT |, BHIRSREUATEF

1. BEZERBERATERS,
2. BB REFPEER TEZFICP,

3. EA AN EMRREN 2 B E M ER:

<#root>
firepower#

show capture capi packet-nunber 1 trace

10 packets captured

1: 08:54:15.007003 192.168. 1. 100. 12345 > 230.1.1.1.12345

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 192.168.2.1 using egress ifc

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW
Config:

inside

udp 400



Implicit Rule
Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
ResuTlt: ALLOW

Config:

Additional Information:

Phase: 8

Type: QOS

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: MILTI CAST

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 10

Type: FLOW CREATI ON

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 19, packet dispatched to next nodule <--- New fl ow

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: inside
output-status: up
output-line-status: up



Action: allow

Rk B

<{froot>

firepower# Apr 24 2023 08:54:15: %ASA-7-609001: Built local-host inside:192.168.1.100
Apr 24 2023 08:54:15: %FTD-7-609001: Built local-host identity:230.1.1.1

Apr 24 2023 08:54:15: %TD 6-302015: Built inbound UDP connection 19 for inside:192.168. 1. 100/ 12345 (19

I E &R fEshow conn all s FHBHEP AR -

<#root>
firepower#

show conn all protocol udp

13 1in use, 17 most used

UDP inside 192.168.1.100:12345 NP Identity Ifc 230.1.1.1:12345, idle 0:00:02, bytes 0, flags —

4. CPEBMEFBBREINTHENANEREBEERSE , SINRPFERE. PIMEHE (RBHARBE
FHR ). OILBRES,
5.CPEI—1{E(S , G)fE , MR E RHEANE LN E MM mroute:

<#root>
firepower#

show nroute

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:19:28/00:03:13, RP 192.168.192.168, flags: S
Incoming interface: inside
RPF nbr: 192.168.2.1
Immediate Outgoing interface Tist:
outside, Forward, 00:19:28/00:03:13



(192.168.1.100, 230.1.1.1), 00:08:50/00:03:09, flags: ST

I nconming interface: inside

RPF nbr: 192.168.2.1
Immediate Outgoing interface Tist:

out si de, Forward, 00:00:32/00:02:57

6. CPIEiBCP > SP > FPIRRIE RFPEBAMEH N H BRI F/REELR
L E 4R {E Eshow local-hostip S HIBIHE P A R -

<#root>
firepower#

show | ocal - host

Interface outside: 5 active, 5 maximum active
local host: <224.0.0.13>,

local host: <192.168.3.100>,

local host: <230.1.1.1>,

Conn:

UDP outside 230.1.1.1:12345 inside 192.168.1.100:12345, idle

0:00:04, bytes 4000, flags -

Jocal host: <224.0.0.5>,

Jocal host: <224.0.0.1>,

Interface inside: 4 active, 5 maximum active
local host: <192.168.1.100>,

Conn:

UDP outside 230.1.1.1:12345 inside 192.168.1.100:12345, idle

0:00:04, bytes 4000, flags -

local host: <224.0.0.13>,

local host: <192.168.2.1>,

local host: <224.0.0.5>,

Interface nlp_int_tap: 0 active, 2 maximum active
Interface any: 0 active, 0 maximum active

FEIEIE T BREERRID CSCwe21280H) BX 88 hig 8



https://tools.cisco.com/bugsearch/bug/CSCwe21280
https://tools.cisco.com/bugsearch/bug/CSCwe21280

 BEAEKF302015/RENERN R BT ARHESR

<#froot>
Apr 24 2023 08:54:15: %FTD-6-302015:

Bui It out bound UDP connection 20 for outside:230.1.1.1/12345 (230.1.1.1/12345) to inside:192.168. 1. 100/

113

RERNF/REEREFRILE , ADERN SRR/ ERTE , YEFPHES

<ttroot>

firepower#



show capture capi trace packet-nunber 2

10 packets captured
2: 08:54:15.020567 192.168.1.100.12345 > 230.1.1.1.12345: udp 400
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: FLOW LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 19, using existing flow <--- Existing flow

Result:
input-interface: inside
input-status: up
input-Tine-status: up
Action: allow

EFEICMPZ M EIARE
ELFEAACLBRICMPS BEIARE, SAMSEAESTEREE(CMP):

Cisco#7RID CSCsl26860 ASATIBIREIEICMPE RIS

2 HPIMAEIE TR

&) LA FIBug Search Tool&# B HERFE : https:/bst.cloudapps.cisco.com/bugsearch

RZEASATIFTDERFEFITE "Cisco Adaptive Security Appliance(ASA)Software; Em@mT :


https://tools.cisco.com/bugsearch/bug/CSCsl26860
https://bst.cloudapps.cisco.com/bugsearch

ol I i l b Products Support & Learmn Partners Events & Videos
CIsco

Bug Search Tool

Search For

PIM

x ®
Product

Series/Model

Cisco Adaptive Security Appliance (ASA) Software e

Select from List
Release

Affecting or Fixed in Releases A\

@ Save Search B4 Email Search

I94 Results | Sorted by Severity Sort By: Show All
Filters Clear Filters

CSCsy08778 no pim on one subif disables eigrp on same physical of 4 ge module

Symptom: eigrp stops working on one subinterface, if “no pim® is issued on another subinterface which belongs to the
Severity same physical interface. Conditions: The physical interface belongs to the 4-GE module. If using the main-board
Show All ~ Severity: 2 | Status: Fixed | Updated: Nov 09, 2016 | Cases:3 | (0)
Status

CSCtg52478 PIM nbr jp_buffer can be corrupted under stress
Symptom: memory corruption of pim nbr structure Conditions: multicast w/ PIM-SM and heavy traffic and CLI

" Adk

» Firepower: =



https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/115804-asa-multi-probs-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/115804-asa-multi-probs-00.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-multicast.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-multicast.html
/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_6.html#wp2293978542
/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_6.html#wp2293978542
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