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Bl FEIEEBE RS
. FTDEBEventHandlerERBRAFER ( HEBEBUEE LESnontEAREEE )
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#show disk-manager CLISHa & M B K AZH(LWM A S K EBRHWM)Z BN EZEETRT
FLWM ( #iEEd ) BIHWMESEMAXEBERRERZSLZE., NREEHERESH (BRERE
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B THREERR BREMNEHARE  FSEEEN TRAST. BY
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adm n@MC:. ~$ sudo perfstats -Cq < /var/sf/rna/correlator-stats/now
129 statistics lines read

host limt: 50000 0 50000

pcnt host limt in use: 0.01 0.01 0.01

rna events/second: 0. 00 0. 00 0. 06

user cpu tine: 0. 48 0.21 10. 09

system cpu tine: 0. 47 0. 00 8.83

menory usage: 2547304 0 2547304

resi dent nenory usage: 28201 0 49736
rna flows/second: 126.41 0.00 3844.16
rna dup flows/second: 69.71 0.00 2181.81
i ds al erts/second: 0. 00 0. 00 0. 00

i ds packet s/ second: 0. 00 0. 00 0. 00

i ds conm records/second: 0.02 0.01 0.03

i ds extras/second: 0. 00 0. 00 0. 00

fw_stats/second: 0. 00 0. 00 0.03

user | ogi ns/ second: 0. 00 0. 00 0. 00

file events/second: 0. 00 0. 00 0. 00

nal war e event s/ second: 0. 00 0. 00 0. 00

fireanp events/second: 0. 00 0. 00 0. 00
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/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/connection_logging.html?bookSearch=true#id_80973

RHI2.BAR/RFMC 2 BN BERBERT

LR BIR B R 5 —EFE RRE R A R[MFMC Z B8V BFBIE (sftunnel) 1 AV E AR B BN/ A8
Et, BABERREEAR

. sftunnel AR AFBE ( BF ) .
. sftunnel B EEET B
¥ sftunneiEAREE , SEREMRFMCHIBURIZSETCPESIOS LN EBENH 2B EE IEMS,

FEFTD L , A LATE[/ngfw]/var/log/messagestsE = 18 Ssftunneld ¥ &, EREESEHERNT

N

/Haes .

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_ch_util [INFO] Delay for heartbeat
reply on channel from 10.62.148.75 for 609 seconds. dropChannel...

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_connections [INFO] Ping Event
Channel for 10.62.148.75 failed

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_channel [INFO] >> ChannelState
dropChannel peer 10.62.148.75 / channelB / EVENT [ msgSock2 & ssl_context2 ] <<

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_channel [INFO] >> ChannelState

freeChannel peer 10.62.148.75 / channelB / DROPPED [ msgSock2 & ssl_context2 ] <<

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunnel d:sf_connections [INFOQ Need to send SW
version and Published Services to 10.62.148.75

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_peers [INFO Confirm RPC service in
CONTROL channel

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunnel d:sf_channel [INFQ >> Channel State
do_dat ai o_f or _heartbeat peer 10.62.148.75 / channel A/ CONTROL [ nsgSock & ssl_context ] <<

Sep 9 15:41:48 firepower SF-1MS[5458]: [5464] sftunnel d:tunnsockets [INFQ Started |listening on
port 8305 | Pv4(10.62.148.180) nanagenentO

Sep 9 15:41:51 firepower SF-1MS[5458]: [27602] sftunneld:control _services [I NFO Successfully
Send Interfaces info to peer 10.62.148.75 over nanagemen

Sep 9 15:41:53 firepower SF-1MS[5458]: [5465] sftunnel d:sf_connections [INFQ Start connection
to : 10.62.148.75 (wait 10 seconds is up)

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunnel d:sf_peers [INFO Peer 10.62.148.75
needs the second connection

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ |nterface managenentO is
configured for events on this Device

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ Connect to 10.62.148.75
on port 8305 - managenent O

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ Initiate | Pv4 connection
to 10.62.148. 75 (vi a managenent 0)

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ] Initiating |Pv4
connection to 10.62.148. 75: 8305/tcp

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFO Wit to connect to 8305
(1 Pv6): 10.62.148.75
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adm n@MC:. ~$ sudo perfstats -Cq < /var/sf/rna/correlator-stats/now

129 statistics lines read

host limt: 50000 0 50000 pcnt host limt in use: 100.01 100.00 100.55 rna events/second: 1.78
0.00 48.65 user cpu tine: 2.14 0.11 58.20 systemcpu tine: 1.74 0.00 41.13 nenory usage: 5010148

0 5138904 resident nenory usage: 757165 0 900792 rna flows/second:

101.90 0.00 3388.23
rna dup fl ows/second: 0. 00 0. 00 0. 00
i ds al erts/second: 0. 00 0. 00 0. 00
i ds packet s/ second: 0. 00 0. 00 0. 00
i ds comm records/second: 0.02 0.01 0.03
i ds extras/second: 0. 00 0. 00 0. 00
fw stats/second: 0.01 0. 00 0.08
user | ogi ns/ second: 0. 00 0. 00 0. 00
file events/second: 0. 00 0. 00 0. 00
mal war e event s/ second: 0. 00 0. 00 0. 00
fireanp events/second: 0. 00 0. 00 0.01
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adm n@MC: ~$ sudo perfstats -C < /var/sf/rna/correlator-stats/now

<OUTPUT OM TTED FOR READABI LI TY>

Wed Sep 9 16:01:35 2020 host limit: 50000 pcnt host limt in use: 100.14 rna events/second
24.33 user cpu tine: 7.34 systemcpu tinme: 5.66 menory usage: 5007832 resident menory usage:
797168 rna flows/second: 638.55

rna dup fl ows/second: 0. 00

i ds al erts/second: 0. 00

i ds pkts/second: 0. 00

i ds comm records/ second: 0.02

i ds extras/second: 0. 00
fw stats/second: 0. 00
user | ogi ns/second: 0. 00
file events/second: 0. 00
mal war e event s/ second: 0. 00
fireAVP events/second: 0. 00

Wed Sep 9 16:06:39 2020

host limt: 50000
pcnt host limt in use: 100. 03
rna events/second: 28. 69
user cpu time: 16. 04
system cpu tine: 11.52
menory usage: 5007832
resident menory usage: 801476
rna flows/second: 685.65
rna dup fl ows/second: 0. 00

i ds al erts/second: 0. 00

i ds pkts/second: 0. 00

i ds comm records/ second: 0.01

i ds extras/second: 0. 00
fw stats/second: 0. 00
user | ogi ns/second: 0. 00
file events/second: 0. 00
mal war e event s/ second: 0. 00
fireAVP events/second: 0. 00

Wed Sep 9 16:11:42 2020

host limt: 50000
pcnt host limit in use: 100. 01
rna events/second: 47.51
user cpu time: 16. 33
system cpu tine: 12. 64
menory usage: 5007832
resident menory usage: 809528
rna flows/second: 1488.17
rna dup fl ows/second: 0. 00

ids al erts/second: 0.00



i ds pkts/second: 0. 00
i ds comm records/ second: 0.02
i ds extras/second: 0. 00
fw stats/second: 0.01
user | ogi ns/ second: 0. 00
file events/second: 0. 00
mal war e event s/ second: 0. 00
fireAVP events/second: 0. 00
Wed Sep 9 16:16:42 2020
host limt: 50000
pcnt host limt in use: 100. 00
rna events/second: 8. 57
user cpu time: 58. 20
system cpu tine: 41.13
menory usage: 5007832
resi dent menory usage: 837732
rna flows/second: 3388.23
rna dup fl ows/second: 0. 00
i ds al erts/second: 0. 00
i ds pkts/second: 0. 00
i ds comm records/ second: 0.01
i ds extras/second: 0. 00
fw stats/second: 0. 03
user | ogi ns/ second: 0. 00
file events/second: 0. 00
mal war e event s/ second: 0. 00
fireAVP events/second: 0. 00
197 statistics lines read
host limt: 50000 0 50000
pcnt host limt in use: 100. 01 100. 00 100. 55
rna events/second: 1.78 0. 00 48. 65
user cpu timne: 2.14 0.11 58. 20
system cpu tine: 1.74 0. 00 41.13
menory usage: 5010148 0 5138904
resi dent menory usage: 757165 0 900792
rna flows/second: 101.90 0.00 3388.23
rna dup fl ows/second: 0. 00 0. 00 0. 00
i ds al erts/second: 0. 00 0. 00 0. 00
i ds packet s/ second: 0. 00 0. 00 0. 00
i ds comm records/ second: 0.02 0.01 0. 03
i ds extras/second: 0. 00 0. 00 0. 00
fw_stats/second: 0.01 0. 00 0.08
user | ogi ns/ second: 0. 00 0. 00 0. 00
file events/second: 0. 00 0. 00 0. 00
mal war e event s/ second: 0. 00 0. 00 0. 00
fireanp events/second: 0. 00 0. 00 0.01
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Events Time Window Preferences
Static Time Window I
Start Time End Time Presets
2020-09-09 17:06 17 #|:| 05 * 2020-09-09 17:16 17 #2116 *| | qt Current
< € September 2020 > >l [< < September 2020 > >l 1 hour Day
B B 6 hours Week
sSU MO TU WE H FR  SA SU MO TU  WE H FR SA
1 9 3 4 5 1 day Month
6 7 8 9 a 10 11 12 1 week Synchronize with
132 14 15 16 17 18 19 2 weeks Audit LO_Q Time Window
20 2 29 23 24 75 26 1 month Health Monitoring Time
27 28 29 30 Window
10 minutes

FERALKEBREUENGENEREN K TESKERRKE, EARMP , BRISRERAUTCHMFMC
UTC+1, ERRMBTTRABBBMBHNEN , WA REEE

tHadaaaadAadadaadadaranaa

v 65000 18k fres
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BIEREE (F—ENSR—EERINEE )  TUFEELERRETM, I, InitiatorH
Responder PacketsS I RBELSRORARB T —EERE, EFAERRETN , KENERRD

o

FEUUEIMEELRBUMBNEREAIPNELABEE. A EMFHR —BRIRERE (2R
BIZgBIngressMEgress T HEA— RS RIERHVNVEMAD ) » HARE

- BERFRR EHNREBFE.
- BfEDOS/DDOSHR E S SRENH i TR FH 1B e

B ANHENRREHARIR "TREES4AHH ) BREEAER, WRHIERhping34
FE B R RRERMTCP SYNZHt, BREIRILFTDRER MR , 75M4R Cisco Firepower & & Ff
BoabismE
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/content/en/us/td/docs/security/firepower/640/hardening/ftd/FTD_Hardening_Guide_v64.html
/content/en/us/td/docs/security/firepower/640/hardening/ftd/FTD_Hardening_Guide_v64.html

BB RBTE AR Cisco TACZBINEUTER :

- BBRAETRRERNERTIRR,

- BIEFMCA RV E RIE T HIEHERR

- B EN RS E RNV ERETHRELR,

- BUREBRBEEN B MR,

- FERIIHREMENEAEINESA (WREA ) .

- BHRE I PR stats_unified.plés H AV E H R 2R EN BORIZRHIR A

PRARES

RETFHMARA T A USRL BB ETRRERNZTETH, EhaE

- BHRE — RARARKENFMCLEENSHER, BEETHRAERSIRSHEEIBER
e ERER.
. Disk Manager — M BHIFEERRE,. NEREESHRN.
CBTMRRERSE — MR NAERE TR ER IR EBCETARNER,
. Log to Ramdisk — M #8ramdiskBI8ERY B SE B R HERBEE RN B EXE,
ﬁ;ﬁﬁﬂﬂ;?g—@lt& ETRRER , YAEMERNBENHER , SEMREL B UM ITHEUARIE
B EE,

BHRE

BERERHERNERERIEHESHEBNISEE | Cisco TACEIIRBAS HEHIHE
SHHEBEFANREER, A, EREAEERREESHVER  SERREHEERRES
R EHABR T

FMC

SFDataCorrelator

SFTunnel

| 2

Unified
Events

R
Database

EFirepowerB RIS EFTEF N B ER T | snortEBRSERK —H2ENELH |, IR —E=
HEUHERX , AFERNE B R EEW B,

B H B8 RFTDAn ©system support trace , B EEF BRI EEUMNHER, ERNBNHERUT
BEEHNy :

192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Packet: TCP, SYN, seq 3310981951
192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Session: new snort session



192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Appl D: service unknown (0), application
unknown (0)

192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1
192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1

I 0 newfirewall session
I
I nspection', action Allow and prefilter rule 0
I
I

0 using HWor preset rule order 4, 'Default

192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1 0 HitCount data sent for rule id: 268437505,
192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1 0 allow action

192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Firewall: allow rule, 'Default Inspection',
al | ow

192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Snort id 0, NAPid 1, IPSid 0O, Verdict PASS

Snort unified_eventstg R 1£ 5184 18 #Y path[/ngfw]var/sf/detection_engine/*/instance-N/ T £ , &
o

. *ZSnort UUID, FEEEEBZME—,
- NESnortflEID , EStE AT AR E L —E&@d ( REIFREBRHEA0) + 1896]1EID
F{iT%& 7E B9 Snort 5 18 & #l 3 P FB AT LA B 2 & Bl BV unified_eventsig % :

. unified_events-1 ( @SB EIEFEH ) .
. unified_events-2 ( @ EERBEEIEFEH) o
SEXIEFE4REBEESRERIEHENEH,

SHERREBEIER
5 B ST I (1) BTN (2)
AR AR
BEEHE %E
Z2 B SES
BRI E AR S et

T—EmEERER L —EROIP RNV IERNES. ZEX Bunified2 , BMNLR
[/ngfw]/var/sf/detection_engine/*/instance-1/(X #1251 E ¥ L+ 1+ HH B HWsnortfil 1Bid, FH—F4H
FR N B BAEAFE Zunified_events-2.109.1599654750 , EH 2R REXPBERNEHELIERF , mE
R &% 502 (1599654750) 2 M B (Unix) 2 L R RV KF ).

BR B LAEALinux datef SASUnixEF SR AT E B
admin@FP1120-2:~$ sudo H &-d@1599654750
2020%F9A9HIA=14:32:30 CEST

Uni fied2 Record at of fset 2190389

Type: 210(0x000000d2)

Ti mestanp: 0

Length: 765 bytes

Forward to DC. Yes

Fl owSt at s:

Sensor ID: O

Service: 676

Net Bl S Domai n: <none>

Client App: 909, Version: 1.20.3 (linux-gnu)
Protocol: TCP

Initiator Port: 42310

Responder Port: 80

First Packet: (1599662092) Tue Sep 9 14:34:52 2020
Last Packet: (1599662092) Tue Sep 9 14:34:52 2020

<OQUTPUT OM TTED FOR READABI LI TY>



Initiator: 192.168.0.2

Responder: 192.168.1.10

Oiginal dient: ::

Pol i cy Revi si on: 00000000- 0000- 0000- 0000- 00005f 502a92
Rule I D. 268437505

Tunnel Rule ID: O

Monitor Rule ID: <none>

Rul e Action: 2

B Bunified_eventsiERZZ2HME—FEEEER , HPIsMEEEE :

1. B BIEFE K IEFH BB unified_ events*QEE’J%FEH%FEJEﬁo
2. Unified_eventi@ RPHE —EBNEHMMVE ( MUTBHBEN) .
BYEIRIZRIRBHIEFREES , W THIFR

root @TD: / hone/ adm n# cat /var/sf/detection_engines/d5a4d5d0-6ddf-llea-b364-
2ac815cl16717/instance-1/unified_events-2.log.bookmark.la3d52e6-3e09-11ea-838f-68e7a£919059
1599862498, 18754115

B, WREEREERUUAEBLEEHERLRE (BERFMC) |, MEERFTEE.

AER aﬁﬁ”‘ﬁ%ﬁ%ﬁi?FFuzﬁﬁﬁﬁ%%ﬁ , CERBRRE-EHER. ARBRIENESE
, P2 EHREESR D

EUTRRAz—RER  ERSENR—EXZBRA/AEFREENEH

”1"9*

Sl

1. EBFEFERERELRRE,

2. EERNHBEEREUREMER  YEERPH Tl NBERAREKXN,
EventHandlerERE Rtk — B EHPENE 4 , jtJEL_sﬁunneI(ﬁéml,\J%%,ﬁﬁiFMCZFEUJﬂﬂﬁnﬂE’h_
) SERNEEIFMC (EARRER ). ER—EERTCPHER , AtEHREBFMCHESR

& 1] LATE[/ngfw]/var/log/messagestiE RFFEILLTHE -

sfpreproc: QutputFile [INFQ *** oOpening /ngfw var/sf/detection_engines/77d31ce2-c2fc-1lea-b470-
d428d53ed3ae/ i nstance-1/unified_events-2.|0g. 1597810478 for output" in /var/l og/ nessages

EventHandler: Spool Iterator [I NFO Opened unified event file /var/sf/detection_engi nes/77d31lce2-
c2fc-1lea- b470- d428d53ed3ae/ i nstance- 1/ uni fi ed_events-2.10g. 1597810478

sftunneld: FileUtils [INFO Processed 10334 events from log file
var/sf/detection_engi nes/ 77d31ce2-c2fc- 11lea- b470- d428d53ed3ae/ i nst ance- 1/ uni fi ed_event s-
2.10g. 1597810478

Lt HRHE LT ER -

- SnortBARX T unified_eventsiE RUAE&E ( EEFEAN ),
- BHREBEERXFM T B —@unified_eventsiE R ( #HEE ) .
. sftunnel#k &5 #Zunified_eventstiE R REE N EH &,

RE  HEBEMEBER Sftunnel%.—;1%5‘61'@7?#%%&155‘&"@7?# T RIER2EB AR -5
#H(UE)BEOM 1M T EEE

EFTD L fEMAfunnel_status CLHIES , BRI BRI B RN BHNEE,

Priority UE Channel 1 service



TOTAL TRANSMITTED MESSAGES <530541> for UE Channel service
RECEI VED MESSAGES <424712> for UE Channel service

SEND MESSAGES <105829> for UE Channel service

FAI LED MESSAGES <0> for UE Channel service

HALT REQUEST SEND COUNTER <17332> for UE Channel service
STORED MESSAGES for UE Channel service (service 0/ peer 0)

STATE <Process nmessages> for UE Channel service

REQUESTED FOR REMOTE <Process nessages> for UE Channel service
REQUESTED FROM REMOTE <Process nessages> for UE Channel service

EFMCH , =4 HSFDataCorrelatorEf2 121,

{5 A stats_unified.plas = 7 1247 28 BRI BR IR IR AV S AHAIRAE

adm n@MC: ~$ sudo stats_unified.pl
Current Time - Fri Sep 9 23:00:47 UTC 2020

Rk I R b O O R O o R S Rk kR kO R

* FTD - 60a0526e-6ddf - 11ea- 99f a- 89a415¢c16717, version 6.6.0.1

Rk I R b O O kR O Rk Sk S kS R kO R

Channel Backlog Statistics (unified_event_backl og)

Chan Last Tine Bookmar k Ti ne Byt es Behi nd
0 2020- 09- 09 23:00: 30 2020- 09-07 10:41:50 0
1 2020- 09- 09 23:00: 30 2020- 09- 09 22:14:58 6960

TR EBETHERENSHREBNMRE  £RANBEIDEsftunnel#E,

Bytes BehindEAJ AT E AR —SHEBERPETRHUERER —SHERN DN ENEE , ML
FAREAESREBERTHEEHENREESR,

SFDataCorrelator# 212 R EREEHRETEN |, ELEHKFTEAMETE Ivar/sfirnalcorrelator-stats/F ., &
REV—EER , LCSVEABERZRNUNEERETENA. EZBEA "YYYY-MM-DD, #%=x , 50
HEEENERRERA,

METEABSPEWE—IX (BSHEBRE—1T) -

A] LA Fperfstatsis S B EUL B RAVE
, Rt XA E AR ER

ER, Mistn T IE AR EEsnort BT EAE R

\"

-C:18 Rperfstatsii A Zcorrelator-statstg % ( F#F LR FperfstatsfRE &8 A Bsnort? BT &S

z)o

GRBER , AIERNEE.

admin@FMC:~$ sudo perfstats -Cq < /var/sf/rna/correlator-stats/now

287 statistics lines read
host limt: 50000 0 50000
pcnt host limt in use: 100. 01 100. 00 100. 55
rna events/second: 1.22 0.00 48.65
user cpu tine: 1.56 0.11 58. 20
system cpu tine: 1.31 0. 00 41.13
menory usage: 5050384 0 5138904
resi dent nenory usage: 801920 0 901424
rna flows/second: 64.06 0.00 348.15

rna dup fl ows/second: 0. 00 0.00 37.05

ids alerts/second: 1.49 0.00 4.63



i ds packet s/ second: 1.71 0. 00 10. 10

ids conm records/second: 3.24 0. 00 12. 63
i ds extras/second: 0.01 0. 00 0.07
fw_stats/second: 1.78 0. 00 5.72
user | ogi ns/ second: 0. 00 0. 00 0. 00
file events/second: 0.00 0.00 3.25

malware events/second: 0.00 0.00 0.06
fireanmp events/second: 0. 00 0. 00 0. 00

REDPNES—TRIUTIEFEIEE : ¥9&8 , &/ME , ZRKE.

ﬂu%ﬁu EI-'I HTT'I_‘E' — qgwu\ , jﬁﬁ%% J \EFEﬂ BEEO %ﬁﬂ%&*%%ﬁo

5

AR BEFMCEHERRPHBERENEARE, TRESHFEERKRPEEEENE !

FMC FMC FMC FMC FMC FMC FMC FMC FMC
]

2 750 1000 1600 2000 2500 2600 4000 4500 4600 FMCv FM
B K& (fps) 2000 5000 5000 12000 12000 12000 20000 20000 20000 £ 1:

s

AR, EEEARSFDataCorrelatorffizt E A H P UAEBETNFIESHEBINRS,

mREwKREE  YERMEBEMAREERL (TERKERKERLER ) ZEN A ERAERRM
MIFMC , BItFMCE FIH B¢ 548.65 + 348.15 + 4.63 + 3.25 + 0.06 = 404.74 fps.

R EREEREERRPHNEETLR,

SFDataCorrelatori® Al LA¥HZIR R B4+ ( BIANEABER A ) #ITHM T , AR EMAREFEERE
F RENEREHUERFMCEFERAENEGU)FHNEEEF Bl RARNE AR

WEREER

T — 1B %8 [ ¥ ‘R Health Monitor¥1Disk Manageri:i2 9B 8 T4 |, KA © 948 B 338 b4 A B2
BRAHBHNETRTLER.

Health Modules

SFTunnel Health Monitor:

Disk Usage
Module <‘r '>
Local Modules

Disk Manager

EmEe  MKEEREREEZXENHBRERARR , HEEERMURngfw]/etc/siERIRF, 1
BEBATALEARMKREEREENSEREER

. diskmanager.conf — Z2HBER,
. diskmanager_2hd.conf — E#f - R 2EEREFEH. £ _AEREDREZEZURERM
B, ARREFEREBPERNESR,



- ramdisk-diskmanager.conf — fE BX A fC 8% EIRamdisk . BEIFFMERN , FE1RLog to
RamdiskZB % -

WEEERELENSEANNERBIER —FERE TR, BRRARLTHANEREZREE ¥k
EEREABATRRERITESKMERHWM)NEKZRERLWM),

EWGEEREEASIRMESRN , CE-EXE , EFIELWME. ARESEERTHELEH
, Rt BB L ER{E .

ERERARKE LMSHMRE , TUEALGS

> show disk-manager

Silo Used M ni mum Maxi mum
m sc_fdm.| ogs 0 KB 65.208 MB  130.417 MB
Tenporary Files 0 KB 108.681 MB 434.726 MB
Action Queue Results 0 KB 108.681 MB 434.726 MB
User ldentity Events 0 KB 108. 681 MB 434.726 MB
U Caches 4 KB 326.044 MB 652.089 MB
Backups 0 KB 869.452 MB 2.123 GB
Updat es 304.367 MB 1.274 GB 3.184 &B
O her Detection Engi ne 0 KB 652.089 MB 1.274 GB
Performance Statistics 45.985 MB  217.362 MB 2.547 GB
O her Events 0 KB 434.726 MB 869.452 MB
I P Reputation & URL Filtering 0 KB 543.407 MB 1.061 GB
arch_debug_file 0 KB 2.123 B 12. 736 GB
Archives & Cores & File Logs 0 KB 869.452 MB 4.245 GB
Unified Low Priority Events 974.109 MB 1.061 GB 5.307 GB
RNA Events 879 KB 869.452 MB 3.396 GB
File Capture 0 KB 2.123 &B 4.245 GB
Unified Hgh Priority Events 252 KB 3.184 GB 7.429 GB
| PS Events 3.023 MB 2.547 &B 6. 368 GB

wm R TRz — B |, MR EEREREAET

ERRR (REHRD )

- Big R EEREIEHWM

- RERESEFEREEE

- BEF-R
FBRETHGEERERR  cHS2CECHNEFERTASETANIMEER —BEKE , X8
1’1'-?EuﬁA[lngfw]/var/log/d|skmanager.IogT , WHEHCSVIERHNER,

TR, B EBdiskmanager. loglE R RHIT , ZRGIITH B BRER —KELIRFEHETR
MEBPHEREESANRRER , URMEEINMASD

priority_2_events, 1599668981, 221, 4587929508, 1132501868, 20972020, 4596, 1586044534, 5710966962, 11421
93392, 110, 0

5 W{E
BRRERFSEER priority_2_events
BEHBRRE (A2 TR ) 1599668981
ERESNERY 221
2SN THE 4587929508
BEHBRERNER A/ (Tl ) 1132501868

EREBNRAER (fLxh) 20972020



CEESENHNMER (fLni) 4596

RENERCHES (kB ) 1586044534
SEKED (fZITHE ) 5710966962
R (i) 1142193392
EEEREESHNERSE 110
Diskmanagerif BE1Z 5% 0

K&, FEETHRERFEAFIULER , S ERIEI TR E o
FEEZBRMER

EREERT , EAURFEFBHEZREMTR. fl , FAFHRERRFHEZWERZE , mMF
EFHMBRER , EARUBEERRERSTMBRMLER., UEEERREREERERNG
R CE N

FABERBESTUUSERE , WENFGIAARREIE (WMEREERSETER , BETERERR
LWMEIE ) . system support silo-drainis S AIEFTD CLISHEX T#EA , TR AR R RAES
(BHE+EFID ) WBE,

UTRFBEER—RERIRFEHDRRBTRN T

> show disk-manager

Silo Used M ni mum Maxi mum
m sc_fdm.| ogs 0 KB 65.213 MB  130.426 MB
Tenmporary Files 0 KB 108.688 MB 434.753 MB
Action Queue Results 0 KB 108.688 MB 434.753 MB
User ldentity Events 0 KB 108.688 MB 434.753 MB
U Caches 4 KB 326.064 MB 652.130 MB
Backups 0 KB 869.507 MB 2.123 GB
Updat es 304.367 MB 1.274 GB 3.184 GB
O her Detection Engi ne 0 KB 652.130 MB 1.274 GB
Performance Statistics 1.002 MB 217.376 MB 2.547 GB
QG her Events 0 KB 434.753 MB 869.507 MB
I P Reputation & URL Filtering 0 KB 543.441 MB 1.061 GB
arch_debug file 0 KB 2.123 &8 12.737 GB
Archives & Cores & File Logs 0 KB 869.507 MB 4.246 GB
Unified Low Priority Events 2.397 GB 1.061 GB 5.307 GB
RNA Events 8 KB 869.507 MB 3.397 GB
File Capture 0 KB 2.123 GB 4.246 GB
Unified Hgh Priority Events 0 KB 3.184 &8 7.430 GB
I PS Events 0 KB 2.547 GB 6.368 GB

> system support silo-drain
Avai l abl e Sil os
1 - msc_fdml ogs

2 - Tenporary Files

3 - Action Queue Results
4 - User ldentity Events
5 - U Caches

6 - Backups

7 - Updates

8

- Ot her Detection Engine



9 - Performance Statistics
10 - O her Events
11 - IP Reputation & URL Filtering
12 - arch_debug file
13 - Archives & Cores & File Logs
14 - Unified Low Priority Events
15 - RNA Events
16 - File Capture
17 - Unified High Priority Events
18 - I PS Events

0 - Cancel and return

Select a Silo to drain: 14
Silo Unified Low Priority Events being drained.

> show disk-manager

Silo Used M ni mum Maxi mum

m sc_fdm.| ogs 0 KB 65.213 MB  130.426 MB
Tenmporary Files 0 KB 108.688 MB 434.753 MB
Action Queue Results 0 KB 108.688 MB 434.753 MB
User ldentity Events 0 KB 108.688 MB 434.753 MB
U Caches 4 KB 326.064 MB 652.130 MB
Backups 0 KB 869.507 MB 2.123 GB
Updat es 304.367 MB 1.274 GB 3.184 GB
O her Detection Engi ne 0 KB 652.130 MB 1.274 GB
Perfornmance Statistics 1.002 MB 217.376 MB 2.547 GB
QG her Events 0 KB 434.753 MB 869.507 MB
I P Reputation & URL Filtering 0 KB 543.441 MB 1.061 GB
arch_debug file 0 KB 2.123 &8 12.737 GB
Archives & Cores & File Logs 0 KB 869.507 MB 4.246 GB
Unified Low Priority Events 1.046 GB 1.061 GB 5.307 GB
RNA Events 8 KB 869.507 MB 3.397 GB
File Capture 0 KB 2.123 GB 4.246 GB
Unified Hgh Priority Events 0 KB 3.184 &8 7.430 GB

I PS Events 0 KB 2.547 GB 6.368 GB
EBITRRER R

DT_RE:

. EFMCHY TE1TARREEMRES 1 (Health Monitor)iBE = THEF U1 (Message Center)#y MiE1T

M1 (Health) ER FTRETRHEMETHRAERIIRETRAERFERERK,
- WIBRIERRRNETRRE , SBEFMCHIZERAIEE , Y BEAZETENEHBN.
- REEREAEEERBTES , TUIREEER,
BT B SRARBREREEERN , 'ﬂﬁ%ﬁ—JEFMC B S ERURIEE LET,
- BFMCLHETR R ERBERETR (B0 E—ARNBRFIHETH )
AR diskmanager.logfg % | ZZD%I%EIEEEE’M%# , B MEENETRER,
E#§#Drain of Unprocessed eventsiZE{TiR L B , X EAWEATFIEHRYE :

1. EREBNNUTHEBMUAR (ERTUBBRFEFRTNERHCES ) .
2. AREEHERBANMERE (EXRTERSNERTFERERESH ) .
3. FAKMBERERII1TNNEA,

ERRARFHEHMETRRER , LA MR TR

, MR ERIERE

1. diskmanager.logiERFH & &Z2ERE FE . Have Bytes drawed##{ KXA0 (EEXRREKA L

BEFEESRENERNCHZ ) . BREETEIRESS
2. B BRFRESRRR —ERENEERERER £1/J\E—rWo


/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/health_monitoring.html?bookSearch=true#ID-2227-000001d1

RUBERAEARENER (UREMEARENER ) BiBsftunneEEZIFMC, BRI LEH
sftunnel_status @y S 1R BiBsftunnel 3T RHE /TR R B4RV ETEES -

TOTAL TRANSMITTED MESSAGES <3544> for Health Events service

RECEI VED MESSAGES <1772> for Health Events service

SEND MESSAGES <1772> for Health Events service

FAI LED MESSACES <0> for Health Events service

HALT REQUEST SEND COUNTER <0> for Health Events service

STORED MESSAGES for Health service (service 0/ peer 0)

STATE <Process nessages> for Health Events service

REQUESTED FOR REMOTE <Process nessages> for Health Events service
REQUESTED FROM REMOTE <Process nessages> for Health Events service

& ABRamdisk

BERZBEMHREFEHET , HRE LS TERE B AT R ramdisk SA B Lk B 7 A B 10 R ik 55 A F0
BRE 4 T E A SSDE E 18 H

FEHRGIH | E4TREFE/ngfw]/var/sf/detection_engine/*/instance-N/ T , EE R
[/ngfw]/var/sf/detection_engine/*/instance-N/connection/+ , &%iE# Z/dev/shm/instance-
N/connectionf i B, FEEERT , ESHREBEERCERY  MTA2ERRER+,

adm n@TD4140: ~$ 1s -la /ngfw/var/sf/detection_engines/b0Oc4a5a4-de25-1llea-8ec3-
4dfd4ea7207e3/instance-1/connection

Irwxrwxrwx 1 sfsnort sfsnort 30 Sep 9 19:03 /ngfw var/sf/detection_engi nes/b0Oc4a5a4-de25-1lea-
8ec3- 4df 4ea7207e3/i nst ance- 1/ connecti on -> /dev/shm/instance-1/connection

ERFTHBEENEREANTHERE , BRFTD CLISHIE1Tshow log-events-to-ramdiskan . &b
A LA A 5 5 configure log-events-to-ramdisk <enable/disable>:

> show log-events-to-ramdisk
Loggi ng connection events to RAM Di sk.

>configure log-events-to-ramdisk
Enabl e or Disable enable or disable (enable/disable)

& : 9T configure log-events-to-ramdisk disables 5 , EEAEFTD L TR MELE
, SMEsnort A& A "D, AREE ( TEEREER ) , EFEBUREPE.

LT R E RS CiscofiFRID CSCvz5372MRFEH, EE —EIBEBF , BB ¥ snorti B
PEERH EFFTAL , EEHsnortiEA "D, REE , BMRAZRFEATMNERERHTS — BB

o

ERBEATHEKRE  FEREERSERRRBESAIENZEE)D , AER—BR TS EEE
EFEREEM, T—E@WERRBFPR4140MEBREIES K ZEESTEEHFEHNEEEFEHLUR
FA Zlramdisk SA i LE B,

Log to Ramdisk enabled

> show disk-manager

Silo Used M ni num Maxi mum
Tenmporary Files 0 KB 903.803 MB 3.530 GB
Action Queue Results 0 KB 903.803 MB 3.530 GB
User ldentity Events 0 KB 903.803 MB 3.530 GB

U Caches 4 KB 2.648 GB 5.296 GB


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvz53372

Backups 0 KB 7.061 GB 17.652 GB

Updat es 305.723 MB 10.591 GBB 26.479 GB
O her Detection Engi ne 0 KB 5.296 &B 10. 591 GB
Performance Statistics 19. 616 MB 1.765 GB 21.183 &B
O her Events 0 KB 3.530 GB 7.061 GB
I P Reputation & URL Filtering 0 KB 4.413 GB 8.826 GB
arch_debug file 0 KB 17.652 GB 105.914 GB
Archives & Cores & File Logs 0 KB 7.061 GB 35.305 G&B
RNA Events 0 KB 7.061 GB 28.244 @B
File Capture 0 KB 17.652 GB 35.305 GB
Unified Hgh Priority Events 0 KB 17.652 GB 30.892 GB
Connection Events 0 KB 451.698 MB 903.396 MB
I PS Events 0 KB 12.357 GB 26.479 GB
B EAE A FJRamdisk

> show disk-manager

Silo Used M ni mum Maxi mum
Tenmporary Files 0 KB 976.564 MB 3.815 GB
Action Queue Results 0 KB 976.564 MB 3.815 GB
User ldentity Events 0 KB 976.564 MB 3.815 GB
U Caches 4 KB 2.861 GB 5.722 GB
Backups 0 KB 7.629 GB 19.074 GB
Updat es 305.723 MB 11.444 GB 28.610 GB
O her Detection Engine 0 KB 5.722 GB 11. 444 GB
Perfornmance Statistics 19.616 MB 1.907 GB 22.888 B
O her Events 0 KB 3.815 GB 7.629 GB
I P Reputation & URL Filtering 0 KB 4.768 GB 9.537 GB
arch_debug_file 0 KB 19.074 GB 114.441 GB
Archives & Cores & File Logs 0 KB 7.629 GB 38.147 &B
Unified Low Priority Events 0 KB 9.537 GB 47.684 GB
RNA Events 0 KB 7.629 GB 30.518 &B
File Capture 0 KB 19.074 GB 38.147 GB
Unified Hgh Priority Events 0 KB 19.074 GBB 33.379 GB
I PS Events 0 KB 13.351 GB 28.610 GB

BRRERESRRATHE)D , SREHAKERBDFMCHEERBR, BRAEBEBENRGTER—EEL
1IRIE | BEBAZEITHRE.

ERBEE (FAQ)
B4 RS T AR R ?
i

- AR EERT AR ESRBUUERAERESER.
- EARSHAEBENERRERBTUAERREESHHEHNER.
BEREHREEEANEEAE.

E HHFrequent Drainf2EE R 5N , REREEBRBEALog to Ramdisk?

&, EHERDOS/DDOSZIM NBE HEERH, BRF , EZXENTRRTRRERSHDER
freafy , BERELE - SRR AREERER,

WMRDOS/DDOSEHIBZ M Hitscsk , BRI REEREDOS/DDOSRE S HFRDOS/DDOS K ERY
HiR o

% Ih8E "Log to Ramdisky AIEASSDHER , A EIIERFERTE,



fTERRBESEH ?

EHTEEREREAREE, ETIHERT  BREAREENSEH
HEVREHASAEAESRERDNEEEML.

/)

HEVKEESAZESBEERTNEEHBRL , TEEXKNERAZEEBRERL "Ll Wi
PRE.

FMCH{AAE R E B RIS B R THE ?

BRI EE A Runified_eventsiE B MANHNERER , UREBERLNEF , MAFMCRAR
HNEFALUGTERANVITE , TR :

Current unified_events file size - Position in Bytes" field from bookmark file + Size of alll
unified_events files with than timestamp than the timestamp in the accorrect bookmark file,

EANFEE

B EkBug Search Tooldfi AU TE :

[E] save Search [=|Load Saved Search + 3 Clear Search Email Current Search

Search For: Drain + Events o
Examples: CSCtd10124, router crash, ete...

Product: Series/Model [ Select from list

Releases: Affecting or Fixed in these Rele: E



https://bst.cloudapps.cisco.com/bugsearch/

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



