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> show mac-address-table
interface mac address type Age(min) bridge-group

Outside 0050.56a5.6d52 dynamic 1 1
Inside 0000.0c9f.f014 dynamic 3 1

. Interface — LA R B R P B REEENE IR RE AL B LLMACHEIE Y T TH &2 78
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FTD63# show cap icmpin trace pack 1
7 packets captured

1: 00:20:22.338391 802.1Q vlan#20 PO 10.10.10.5 > 20.20.20.5 icmp: echo request
Result:

input-interface: Inside

input-status: up

input-line-status: up

Action: drop

Drop-reason: (dst-12_lookup-fail) Dst MAC L2 Lookup Failed

MREHTPZAAREMACH AR ARIFEMACHL , AIEEMADEEE B IEANMBFEERN
REHR  HE-EAHNIBERREEER .



— B REFEIIMACHE IR , MAFFE T —EERITRARSERBA KEEE.

FTD63# show cap icmpin trace pack 2
7 packets captured

2: 00:20:27.329206 802.1Q vlan#20 PO 10.10.10.5 > 20.20.20.5 icmp: echo request
Phase: 1

Type: L2-EGRESS-IFC-LOOKUP

Subtype: Destination MAC L2 Lookup

Result: ALLOW

Config:

Additional Information:

Destination MAC lookup resulted in egress ifc Outside

AR . MACE M Z[ XKV IRIER S8 — PR, R 2EMAMEBRFBERTRERME
BENESEANIFTERAUSIERE, EEXERBER B ERERANRENR SN,
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ARP Table: D Add ARP Config |
Add MAC Config ? X§

MAC Address:

MAC Table: oK [ @ Add MAC Config

HMNRMACH it B ESR T

A ER ORI IEEMACH: 1t RIVIRE, NRERIRVRMACH: 1 BRI EH
MACEM®E , RlgmKRPHEHEE .

HERARPHAIN B RER T

MRHSIERAN B WHMACIEFREMACKIN —%% , EEMNtIPEEESERNT
(BV)BRAR—#5% , AITFWSEXRSHNHEZBFMAEBEREENEEEARPESR, MRKEREE
{TRBENTENARPES | A€ EFEIIMACKD, FIE , WLEXMR , RBELEX
ARPER |, EFiE &R EBSHASPRIEdst-12_lookup-failE

HRICMPH AN DS T

MR H B ERFT A ENiBMAC I FRMACKRHN —& % , BB RIIPREBVINE — I —
0 , AgEE—EICMPRIEER , RAEFRE(TTLESMM. B XELEICMPIE KRS R
BRAE T — B R HIMACH 1t

MAC 1t R E{LEH 38
HREBEEBANKRE , MACHIL R E(LFTRBRRERSDE, I HER W1 E 89 R
ZLERE— R

ERI3DERN , MACIREAge BT ERIF , RIFARPEZER T BB A , EIRMACH HEER
MACH it R P EIEE . IWIEHTSIEREMBAEIPHUNARPEL, EXRRERITER , FAF



EHMENARPEIENH M EN WS WA,

FEARRGIF | IP#hiE%10.10.10.509PCIE# [ 10.20.20.5F % ping. 10.20.20.5K {8 EAIP b 31t &
10.20.20.3,MAC#b 31t £000.0c9f.f014,

BHIPCE25ME M —RARPEH , EFIFENARPER ZEIBRS X i&.

FTD63# show mac-address-table
interface mac address type Age(min) bridge-group

Inside 00fc.baf3.d680 dynamic 3 1
Outside 0050.56a5.6d52 dynamic 5 1
Inside 0000.0c9£.£014 dynamic 5 1
Outside 40a6.e833.2a05 dynamic 4 1

ERumERRBARPER ERANTRELER .

> show capture

capture arp type raw-data ethernet-type arp interface Inside [Capturing - 1120 bytes]
>show capture arp

12 packets captured

23:04:52.142524 802.1Q vlan#20 PO arp who-has 10.20.20.3 (0:0:c:9f:£f0:14) tell 10.20.20.5
23:04:52.142952 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:£f0:14
23:04:52.145057 802.1Q vlan#20 PO arp who-has 10.20.20.3 (0:0:c:9f£:£f0:14) tell 10.20.20.5
23:04:52.145347 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:£f0:14
23:05:16.644574 802.1Q vlan#20 PO arp who-has 10.20.20.3 (0:0:c:9f£:£f0:14) tell 10.20.20.5
23:05:16.644940 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:£f0:14
23:05:16.646756 802.1Q vlan#20 PO arp who-has 10.20.20.3 (0:0:c:9f:£f0:14) tell 10.20.20.5
23:05:16.647015 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:£f0:14
9: 23:05:41.146614 802.1Q vlan#20 PO arp who-has 10.20.20.3 (0:0:c:9f:£0:14) tell 10.20.20.5
10: 23:05:41.146980 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:£0:14
11: 23:05:41.148734 802.1Q vlan#20 PO arp who-has 10.20.20.3 (0:0:c:9f:£0:14) tell 10.20.20.5
12: 23:05:41.149009 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:£0:14

000.0c9f.4014H R B 1A A5 , L AR FENKEF.

0 J o Ul W DN

> show mac-address-table
interface mac address type Age(min) bridge-group

Inside 00fc.baf3.d680 dynamic 3 1
Outside 0050.56a5.6d52 dynamic 5 1
Inside 0000.0c9f.f014 dynamic 5 1
Outside 40a6.e833.2a05 dynamic 4 1

ZLERE _RR

HRE20EA , kB EABR A MU BB Y B B

> show mac-address-table
interface mac address type Age(min) bridge-group



Inside 00fc.baf3.d680 dynamic 5 1
Outside 0050.56a5.6d52 dynamic 3 1
Inside 0000.0c9f.£f014 dynamic 2 1
Outside 40a6.e833.2a05 dynamic 3 1

AR B 1 ARMER , SRR EMEMEMACHBILERFE ( BRERREENS ) CENERS , B
L& B S RIFE55 8.

FEARFIR | 2o EREEXping , BB AREE B S HARPEH S,

> ping 10.20.20.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.20.3, timeout is 2 seconds:
[

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

MAC iz 11t 5k B #% E# 5% E A57 i

> show mac-address-table
interface mac address type Age(min) bridge-group

Inside 00fc.baf3.d680 dynamic 4 1
Outside 0050.56a5.6d52 dynamic 2 1
Inside 0000.0c9f.f014 dynamic 5 1
Outside 40a6.e833.2a05 dynamic 5 1
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PHARPEREZN L EHBRER,

ARPRE AREBEEEN , EEEENAERIREERI NGRS, EAEBEHNORG , MRS
BHREAIPH UL | BItIPA AR ping B #9#s,

> show ip

Management-only Interface: Ethernetl/4
System IP Address:

no ip address

Current IP Address:

no ip address

Group : 1

Management System IP Address:

ip address 10.20.20.4 255.255.255.0
Management Current IP Address:

ip address 10.20.20.4 255.255.255.0

MR B Wit EEBAIPVNRAR —FHEF , BAIEEEIBTARPER ; MR KEIEHRNARPES |, Al
IP/MAC1# B # @ FEARPR A,

> show arp
Inside 10.20.20.3 0000.0c9f.f014 6

BEMACHtERFRE , N E/IPibut/MACH I = TR M 2 p ST RS28 B — BB 18 E.,



> show arp
Inside 10.20.20.3 0000.0c9f.£014 1
>show arp
Inside 10.20.20.3 0000.0c9f.£014 2
>show arp
Inside 10.20.20.3 0000.0c9f.£014 3
>show arp
Inside 10.20.20.3 0000.0c9f.£f014 4

EFTEERE SN - 30E(HEHnRARPRE MR (TR E A 1440088 | Bh XS EE —EARPER
REFER. WREBERWARPEE |, AMRERKRE , 5TEFREEEI0,

EARGIFR | ARPEEHEEZICON,

> show running-config arp
arp timeout 60
arp rate-limit 32768

A LAFEFMCH 9 Devices > Platform Settings > Timeouts E & H Bl E LB , 0T BFT Ro

Overview Analysis Policies eS8 Objects | AMP Intelligence

Device Management MAT VPN v QoS Platform Settings FlexConfig Certificates

FTD Platform Settings

5 = "
ARP Inspection Console Timeout i} (1]
Banner Translation Slot{xlate) Default »

DNS
External Authentication “onnacton(Conn) Defauit 4
Eraament:satiings Half-Closed Default v
HTTP
ICMP uppP Default 2
A 1cMP Default v
SMTP Server
SNMP RPC/Sun RPC Default v
S5L

H.225 Default =2
Syslog

» Timeouts H.323 Default W

Time Synchronization

¥ SIP Default v

UCAPL/CC Compliance
SIP Media Default o
SIP Disconnect: Default ¥
SIP Invite Default 2
SIP Provisional Media Default ¥
Floating Connection Default N
Xlate-PAT Default ¥
TCP Proxy Reassembly | Default S|
ARP Timeout Custom 2 60

HRERA60Y , FIt&30%EE—BARPFER(60 - 30 = 30).

> show capture arp
8 packets captured

1: 21:18:16.779729 802.1Q vlan#20 PO arp who-has 10.20.20.3 tell 10.20.20.4



: 21:18:16.780111 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:¢:9f:f0:14
: 21:18:46.779744 802.1Q vlan#20 PO arp who-has 10.20.20.3 tell 10.20.20.4
: 21:18:46.780126 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:f0:14
:21:19:16.779744 802.1Q vlan#20 PO arp who-has 10.20.20.3 tell 10.20.20.4
:21:19:16.780111 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:¢c:9f:f0:14
:21:19:46.779729 802.1Q vlan#20 PO arp who-has 10.20.20.3 tell 10.20.20.4
21:19:46.780126 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:f0:14

?"ﬁfﬁ ARPEZREZ30® R — X

OO\]O\U‘I}PUJ[\J

> show arp
Inside 10.20.20.3 0000.0c9f.£f014 29
>show arp
Inside 10.20.20.3 0000.0c9f.£f014 0

SERPERR R R
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ETFWERHSERSENER < —RARER @, BREREWMIREE BN FRE AR RS E
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HEBEXT K BWEERNAONHONER -—HEERNGEE  RATESEARXBSENER
, BIEREA B BEMACH IHE R MY —ENEE S —ENENEFRBTTLERD

EEZRATFWRERAATH, AZHEERT , BRWANHNE S ERERERHR ABEMEE,

MRTEFEER TEAMREUARA SRR, REEETAMACRBRERESHERES
S hNER &,

RTBEBEIGANBHERNE , TUEENTHE S EMtraceBR T

capture in interface inside buffer 33554432 trace trace-count 1000 match tcp host 10.10.220.42
host 10.10.241.225

capture out interface outside buffer 33554432 trace trace-count 1000 match tcp host 10.10.220.42
host 10.10.241.225

buffer — B MBEEEFE ( SMUTHEBEN ) . 335544322 % KA H{E, 1E5500-X, Firepowerst
ERERMSESEED  REMARERTERE ULt FERAL KX NME,

trace — AIEEMNHE AR MNERIE,

trace-count — A FFEZ R, 10002 AFFHERAE , 12828k E, ERKEANKRBEEFERX
NMEIBEMER R ERE

BER NRESEHMEEP—EEE , £ULEBS| AREABARERIEIEE , MAL4
BRXBEAERERHE, B2, ﬁi&lﬁr%gﬁﬁﬁﬂ’ﬂﬁﬂ@l@ , ALk , A fEMAclear capture
capname RE4X BERTmFIUARVFUR. =¥l . ERHEPHE

FEERE 2% |, show capture cap_name traceig T 2R TNMEAEHTHEI1000/EEH ( MREHR B 218
o

FTD63# show capture out trace



1: 16:34:56.940960 802.1Q vlan#7 PO 10.10.241.225 > 10.10.220.38 icmp: time exceeded in-transit
Result: input-interface: outside input-status: up input-line-status: up Action: drop Drop-
reason: (dst-12_lookup-fail) Dst MAC L2 Lookup Failed 2: 16:34:57.143959 802.1Q vlan#7 PO
10.10.220.42 > 10.10.241.225 icmp: echo request 3: 16:34:57.146476 802.1Q vlan#7 PO
10.10.241.225 > 10.10.220.42 icmp: echo reply Result: input-interface: outside input-status: up
input-line-status: up Action: drop Drop-reason: (dst-12_lookup-fail) Dst MAC L2 Lookup Failed

UTFahRAS T HENSHERREN R, ERTEIIMIEANBNE , HE28ETH,
AEL BB R EMET , HIOEZHEHTHITEURNIERRBEATHNERERR.

HRBROEBH K WMRESPEEEEERST , IJLLEHAshow capture cap_name trace packet-
number packet_number Ti T ERZISEER TH R M,

TR AFFER w1089 R B,

FTD63# show capture in detail trace packet-number 10

10: 20:55:31.118218 0000.0c9f.f014 0100.5e00.0066 0x8100 Length: 98 802.1Q vlan#20 PO
10.20.20.1.1985 > 224.0.0.102.1985: [udp sum ok] udp 52 [tos Oxc0] [ttl 1] (id 0) Phase: 1 Type:
L2-EGRESS-IFC-LOOKUP Subtype: Destination MAC L2 Lookup Result: ALLOW Config: Additional
Information: Destination MAC lookup resulted in egress ifc Outside Phase: 2 Type: CAPTURE
Subtype: Result: ALLOW Config: Additional Information: MAC Access list Phase: 3 Type: ACCESS-
LIST Subtype: Result: ALLOW Config: Implicit Rule Additional Information: MAC Access list Phase:
4 Type: FLOW-LOOKUP Subtype: Result: ALLOW Config: Additional Information: Found flow with id
2562905, using existing flow Phase: 5 Type: SNORT Subtype: Result: ALLOW Config: Additional
Information: Snort Verdict: (fast-forward) fast forward this flow Phase: 6 Type: CAPTURE
Subtype: Result: ALLOW Config: Additional Information: MAC Access list Result: input-interface:
Inside input-status: up input-line-status: up Action: allow

MAC R it

TFWIRBMACH It M HEFIEERRE ., ERESMBED L ERBERAERRSEERSL
RERF B ZBHMACH I IEFE,

1 FEETH AE ] 3 8 B8 /R fiF F show capture 155 B detail 32 I8 Fir 8 FH BIMACHL 3t o

FTD63# show cap 1 detail
98 packets captured

1: 20:55:06.938473 0000.0c9f.£014 0100.5e00.0066 0x8100 Length: 98
802.1Q vlan#20 PO 10.20.20.1.1985 > 224.0.0.102.1985: [udp sum ok] udp 52 [tos 0xcO0]
[ttl 1] (id 0)
2: 20:55:09.805561 0000.0c9f.£014 0100.5e00.0066 0x8100 Length: 98
802.1Q vlan#20 PO 10.20.20.1.1985 > 224.0.0.102.1985: [udp sum ok] udp 52 [tos 0xcO0]
[ttl 1] (id 0)

REEERTERNBEBMACHLLE , HEUBRRE R EAR

FTD63# capture in type raw-data trace interface inside match mac 0000.0c9f.f014 ffff.ffff.ffff
any

FTD63# show capture

capture in type raw-data trace interface inside [Capturing - 114 bytes] match mac 0000.0c9f.f014
ffff.ffff. f£ff any



FTD63# show cap in detail 98 packets captured 1: 20:55:06.938473 0000.0c9f.£f014 0100.5e00.0066
0x8100 Length: 98 802.1Q vlan#20 PO 10.20.20.1.1985 > 224.0.0.102.1985: [udp sum ok] udp 52 [tos
0xc0] [ttl 11 (id 0) 2: 20:55:09.805561 0000.0c9f.f014 0100.5e00.0066 0x8100 Length: 98 802.10Q
vlan#20 PO 10.20.20.1.1985 > 224.0.0.102.1985: [udp sum ok] udp 52 [tos Oxc0] [ttl 1] (id 0)

LBREREFEMACHBNER SR ERIEZSERIETH.
Mac-address-table Debug

A AR AMACH: it R AR EM R, WRERMNEAGERBREMERERPER, BIFM
fHIBRMAC Hz 11t .

RETRUR B ER AV RBIA R B WUt B, FEHEFTD LR AdebugiE & , B4 AFER
CLI,

B AR\EAN , AEUREEEABER, EREZRRENREERBERAEMN. W
SRGAFAREHFABAZLM , BRSELFAMLIRM B EAKE.

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

FTD63# debug mac-address-table
debug mac-address-table enabled at level 1

25E1 BEMACHHE, MNBEMACKRAEZAEEE |, Bl A& FHBRIR AP, EHRAESEHZER
SR AN,

FTD63# ping 10.20.20.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.20.3, timeout is 2 seconds:
add_12fwd_entry: Going to add MAC 0000.0c9f.f014.

add_12fwd_entry: Added MAC 0000.0c9f.£f014 into bridge table thru Inside.
set_12: Found MAC entry 0000.0c9f.f014 on Inside.

ladd_12fwd_entry: Going to add MAC 00fc.baf3.d680.

add_12fwd_entry: Added MAC 00fc.baf3.d680 into bridge table thru Inside.

ZZD%JEJ_ICMPH,?E SHMAC , RIE R T —EAS. HIREEABRBHINE —BER , EZHEEF
ERBMACH UL R E(CFT I ES o 51 H B R4 R # EL 5T R 2R

learn_from_icmp_error: Learning from icmp error.

E-III,

FR2NRERCA , ARESRAXRER, ARESERERYHHAREEBNEFEE,

set_12: Found MAC entry 0000.0c9f.f014 on Inside.
12fwd_refresh: Sending clustering LU to refresh MAC 0000.0c9f.f014.
12fwd_refresh: Failed to send clustering LU to refresh MAC 0000.0c9f.f014

SRS MANTIESE MERE (BEERRI2OE )

FTD63# show mac-add
interface mac address type Age (min) bridge-group



Inside 00fc.baf3.d4700 dynamic 3 1
Outside 0050.56a5.6d52 dynamic 4 1
Inside 0000.0c9f.£014 dynamic 2 1
Outside 40a6.e833.2a05 dynamic 3 1

FTD63# 12fwd_clean:MAC 0000.0c9f.£f014 entry aged out.
12fwd_timeout:MAC entry timed out

SRA P ABREZRFEZEUNFBHIRHZR. AREE2PBAREECENIERAXKE
, Bt 1k A4 BR

FTD63# show mac-address-table
interface mac address type Age(min) bridge-group

Inside 0000.0c9f.£f014 dynamic 1 1

Outside 40a6.e833.2a05 dynamic 3 1

FTD63# 12fwd_clean:Deleting MAC 0000.0c9f.f014 entry due to timeout.
delete_12_ fromPC: Deleting MAC 0000.0c9f.f014 due to freeing up of entry
12fwd_clean:Deleted MAC 0000.0c9f.f014 from NP.

HERER
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