3 M Firepower B X B #EER , LAE N EH$ 8 3% RS
RAME1T SR B HE AR

B MUWEEFTD Lina#fEx

BUAFMUNEEFTD Snort#EER
SEEPEAR
=6 LZBTCP SYN

I13. —BRIFITCP =R + RST
BRI
31— BEERMTCP= RIEF+IEERST

RH|7. TCPEMRMERE (HEIE% )
v DT
BRNRE



Z=418.UDPEFRERE (B ERT )
ol P
ROIOHTTPSELRERE (F51)
L PO
BN E
EHMOHTTPSIELRMERE (552 )
il PO
E611.1Pv6E AR FE

ANHRAZTEHTEM O NN , SEARYBHEEEETREIRE,

AR

&K

BREBEEAELLT TE -

« Firepower¥ & %21
« NGFWH:E
* NGFW Packet Tracer

A, RiEsERIEE R , BAESBREATER

- BEFHERE — MRETRBHENHENMET , FIEREREENIHE,
- BRENE — SXARRREIRNEREE. MRETAR , BELLAME LENTHEEE

- BRFRE — AL ARBRESNMEEENS,. PROME (AQ/ED ), EEXEERME
, AR B EHES,
- BRAFERE — BXAMBEEEREZNMARBUATRGEES IR
- BRH/EEAE
- FERAWREE
- HEBRLHUEEEFE(NAT)
- BMURATE —RTHEEZHN  BREREFERAEM T ENEN (0B FLHMBRHRER
), MEFERSHERBENERN SHEE



BRI TR
AR ERARBIRA T RBAEREA -

- KZESESEMNETFTDEEG.5.xHFP4140,
« FMCiE{TEX#86.5.x,

ANHHEARBBBEERETREANEEMEL. XHPEAZNAMBERERRERER (HEK
) BVAERESRERE) . MREHMEEET , FRACREEMES IRERNEE,

BREMN

EROHERESEMARNBEIHRIRE 2 —, 88X, Cisco TACE AL 0 T AV & BB R
ATZREE,
ANENEEREDRERNZETIEMTEENERTHED IRBBI MR E R EE.,
AXRBNF AR EER BRI B /O(TAC) 7] R W ERRE & =5,

BRI HAB JBNCFW)HN AR M EH SHE , EARNBSEEERREBRERE

o

WA Y EE N EE ENGFWE R R HI P A HE 2

= 2 FirepowerZ & (1xxx, 21xx, 41xx. 93xx)HMFirepowerBEHEFTD)EARER , ERETERER
Bt , I TEFR.

FTD Snort engine

Internal
Switch

FTD LINA engine

CHEEABANE , YHBERNIBRBREREE,

. EHEH¥AFTD Lina5| 2 , TEHTLI/LIRE,
CINRRBEERFDHESnort5|ZME (FERLTRE ),
. Snort5| ZBEEHIMWHERER,

. LINA 5|21R#& Snort W EFREEREEXHT.
 HEEB RIS SR,

o b WOWN -

RIFTREZERE , FTDEE A BAE = Q)BT Bt 5 ET

+ FXOS



« FTD LinaB|Z
« FTD Snorts|2

W EFXOSHIE

RERBRALER

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos271/web-
quide/b GUI FXOS ConfigGuide 271/troubleshooting.html#concept E8823CC63C934A909BBCODF12F

FXOSHEEX AR et A AR ILBERR R0 8 A 75 [ #EER , 20 TN EFiRo

FTD Snort engine

Internal
Switch

FTD Lina engine

LEER , SES A MERNE (HRASRKEERE ) .

FTD Snort engine

FTD Lina engine

2, SN4RHENEN SRR ERRREFER(VNTag).

N FXOSKARBEEEFPARIFPI3F A LT A, FPIoxRIFP21xx i I 4L,

A MU EEFTD LinafEX

FTEHEN

- WANE
« WHE
« INEZLEKE(ASP)


/content/en/us/td/docs/security/firepower/fxos/fxos271/web-guide/b_GUI_FXOS_ConfigGuide_271/troubleshooting.html#concept_E8823CC63C934A909BBC0DF12F301DED
/content/en/us/td/docs/security/firepower/fxos/fxos271/web-guide/b_GUI_FXOS_ConfigGuide_271/troubleshooting.html#concept_E8823CC63C934A909BBC0DF12F301DED

FTD Snort engine
Internal

Switch

(FX0S) —m .
backplene FTD LINA engine YT g Py e ey So ity

linterfaces

& T LA A FirepowerE I f/UMEF E N E(FMC UNSFTD CLIBUAFMULEFTD Linafi.
FINSIDENE LRCLIBA#HE -

<#root>
firepower#

capture CAPI interface INSIDE match icnp host 192.168.103.1 host 192.168.101.1

LB PTHELIP#E4E192.168.103.1F1192.168.101. 1 2 AN E @ H &,
FXFASPHELUSRIRFTD Linas | BEENMEEHS -

<#root>
firepower#

capture ASP type asp-drop all

#&FTD LinatEEXE H ZFTPRIBRES :

<#root>
firepower#

copy /pcap capture: CAPI ftp://ftp_usernane: ftp_password@92. 168. 78. 73/ CAPI . pcap

#EFTD Linat @B E H ZTFTPRIARES :

<#root>
firepower#

copy /pcap capture: CAPI tftp://192.168.78.73



BFMC 6.2 xirA#2 |, B LLEFMC UIBR A FUREFTD Lina#EE.
RFMCE BB A B EFTDRERN B —E AT,
SER 1

FELINASIASPHEELRYIE R T , A HENE R BIFTDELER.

<#root>
firepower#

copy /pcap capture:capin di sk0: capi n. pcap

Source capture name [capin]?

Destination filename [capin.pcap]?
(RN

HER 2

BRIERER , REFFHOHE | LAAHERT/ngfw/var/commonfiE :

<#froot>

firepower#
Console connection detached.

>

expert
admin@firepower:~$
sudo su

Password:
root@firepower:/home/admin#

cd /mmt/ di skO
root@firepower:/mnt/disk0#
Is -al | grep pcap

-rwxr-xr-x 1 root root 24 Apr 26 18:19 CAPI.pcap
-rwxr-xr-x 1 root root 30110 Apr 8 14:10

capi n. pcap

-rwxr-xr-x 1 root root 6123 Apr 8 14:11 capin2.pcap
root@firepower:/mnt/disk0#

cp capin. pcap /ngfw var/comon



HER3

ZABEFTDHFMC , A% EE = Devices > Device Management, EIFTDEE , REIBIE

Troubleshoot& 7~ :

®

SR 4

i#1EAdvanced Troubleshooting:

e FJI'EF:I'DWET Management Center A e
CISCO  Syst Health Monitor Appliance Q XS SR FOiches
Health Monitor
Appliancao
(1] mzafeira_FP2110-2 Generate Troubleshooting Files |
| | Advanced Troublashooting J I
EEREBESIIEE TH :
::lllsil:LI} FII!'EDD'I.I'JEF M?PHQE”TET"CE”ter Q Overview Analysis Policies Devices Objects AMP Intelligence
Advanced Troubleshooting
mzafeiro_FP2110-2
File Dowmnlboad Threat Defense CLI Packet Tracer Capture w/Trace
Fila
o
BRNAREFMC UIRAA/MERBNE S R, FERUTXUE :




https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-
firepower-threat-defense-f.html

BYFAFIWEEFTD SnortiEEY
BESERELENERS,

FTD Snort engine
Internal
Switch
(FX0S) -
FTD LINA engine JRRFPES (Slow Path + Fast Path)
XA SnortiR Bl ¥
<#root>

>

capture-traffic

Please choose domain to capture traffic from:

0 - brl

1 - Router
Selection?
1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n host 192.168.101.1

KBS AR Acapture.pcapfI fE R W EIBFTPRAERIH R RS :

<#root>

>

capture-traffic

Please choose domain to capture traffic from:
0 - brl


https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html

1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-w capture. pcap host 192.168.101.1

CTRL + C <- to stop the capture

>

file copy 10.229.22.136 ftp / capture. pcap
Enter password for ftp@l0.229.22.136:
Copying capture.pcap

Copy successful.

>

BRI TRAEIRIRIRNEZ Snortif BB RS , FERUATXE :

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-
firepower-threat-defense-f.html

a3

1. BWEHAELERBTCP SYN

HEOTEMR :
. Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100
192.168.0.100 E1/2 E1/3.202
INSIDE OUTSIDE
] — =
—-— 1\‘__7___/"
E1/3.203

192.168.3.x/24] DMz

FIRERA  HTTPEEZERE T


https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html

ZEEWNR
JRIP:192.168.0.100
Dst IP:10.10.1.100

#hE : TCP 80
WED

FEFTD LINAS|ZE L BUAREER

<#root>

firepower#

capture CAPI int INSIDE nmatch ip host 192.168.0.100 host 10.10.1.100
firepower#

capture CAPO int QOUTSIDE match ip host 192.168.0.100 host 10.10.1.100

" Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100
192.168.0.100 E1/2 _ . E1/3.202
INSIDE OUTSIDE

F L
[

gD

192.168.3.x/24| DMZ

g — Theeis =
EREE RMESSHEEERRRIEEER.
ENGFW INSIDETE E#THHE W TEFAE :

‘ CAPl-working.pcap
File Edit Yiew Go Capture Analyze Statistics Telephony Wireless Tools Help

Am . ® RE QesE=dsEaaatm

[ W Trep.stream eq 1

No. Time Source Destination Protocol  Length  Info o
2 8.258878 |192.168.8.168 1é.16.1.188 TCP 66 1779 » 80 [SYN] Seq=0|Win=8192 Len=8 M55=1460 WS=4 SACK_PERM=1
3 8.001221 |10.10.1.100 192.168.9.188 TCP 66 80 » 1779 [SYN, ACK] $eg=0 Ack=1 Win=8192 Len=0 M55=138@ WS=256 SACK_PERM=1
4 9.000488 |192.168.6.168 16.16.1.168 TCP 54 1779 + 28 [ACK] Seq=1|Ack=1 Win=66248 Len=0
5 9.000290 |192.168.0.100 10.10.1.108 HTTP 369 GET / HTTP/1.1

eﬁ 9.602182 |18.16.1.168 192.168.0. 168 HTTP 966 HTTP/1.1 208 OK (text/himl) 9
7 ©.066830 |192.168.6.1680 16.16.1.100 HTTP 331 GET /welcome.png HTTP/1.1
8 9.0821727 |10.10.1.180 192.168.8.188 TCP 1434 80 » 1779 [ACK] Seq=913 Ack=592 Win=65792 Len=1388 [TCP segment of a reassembled PDU]
9 9.000000 |10.16.1.168 192.168.9. 160 TCP 1434 88 + 1779 [ACK] Seq=2293 Ack=593 Win=65792 Len=1380 [TCP segment of a reassembled PDU]
16 @.8e8626 |192.168.0. 100 16.16.1.108 TCP 54 1779 » 88 [ACK] Seq=593 Ack=3673 Win=66248 Len=@

» Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

> Ethernet II, Srci Cisco fc:fc:d8 (dc:de:35:fc:fc:d8),|Dst: Cisco f6:1d:ae (P@:be:75:f6:1d:ae) e

> Internet Protocol Version 4, Src: 192.168.8.108, Dst: 10.18.1.168
© Transmission Control Protocel, Src Port: 1779, Dst Port: 89, Seg: @, Len: @




B

1. TCP=XEF.

2. B AR,

3. EREHELE (ERNENECENKEZE )
4. EMACR EREHN THFERE,

FENGFW OUTSIDESTH L E/THHE , M T BT

‘ CAPO-working.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Adm . ® Y QesEFsEEqaal

|i |tr.u.5treameq 1

Ho. Tirme Source Destination Protocol  Length Info
2 9.250787 192.168.9.100 16.18.1.100 TCP 78 1779 » 80 [SYN] Seq=0 Win=8192 Len=0 MS55=1380 WS=4 SACK_PERM=1
30.000534 10.10.1.160 192.168.0.100 TCP 78 88 » 1779 [SYN, ACK] Seq=8 Ack=1 Win=8192 Len=0 M55=1460 W5=256 HACK_PERM=1
4 8.808564 192.168.0.1600 16.18.1.186 TCP 58 1779 + 80 [ACK] Seq=1 Ack=1 Win=66240 Len=@
50.888534 192.168.0.100 16.16.1.1086 HTTP 373 GET / HTTP/1.1 o
6 0.901663 10.10.1.18@ 192.168.08.100 HTTP 978 HTTP/1.1 200 0K (text/html)
79.e67273 192.168.0.100 16.1@.1.100 HTTP 335 GET /welcome.png HTTP/1.1
89.021422 10.10.1.160 192.168.0.100 TCP 1438 80 + 1779 [ACK] Seq=913 Ack=593 Win=65792 Len=138@ [TCP segment df a reassembled PDU]
9 9.200015 10.18.1.160 192.168.6.106 TCP 1438 2@ » 1779 [ACK] Seq=2293 Ack=593 Win=65792 Len=1388 [TCP segment [of a reacsembled PDU]

Frame 2: 7@ bytes on wire (560 bits), 7@ bytes captured @ bits)

Ethernet II, Sre: Cisco_f6:1d:8e (0@:be:75:f6:1d:8e),| Dst: Cisco_fe:fe:d8 (4c:de:35:fc:fc:d8) |9
> 8@82.1Q Virtual LAN, PRI: @, DEI: @, ID: 282
> Internet Protocol Version 4, Src: 192.168.9.160, Dst: 19.10.1.108

Transmission Control Protocol, Src Port: 1779, Dst Port: 88, Seq: @, Len: 8

B

1. EECAPIEEFR M ERMERE,
2. BEMACRIEREM LigEE,

¥ — ETIRES R
REBCLIF |, HWEUOTAR

<#root>

firepower#

show capture

capture CAPI type raw-data interface INSIDE
[Capturing - 484 bytes]

match ip host 192.168.0.100 host 10.10.1.100
capture CAPO type raw-data interface OUTSIDE

[Capturing - O bytes]

match ip host 192.168.0.100 host 10.10.1.100

CAPIRZA :

<ffroot>



firepower#

show capture CAPI

6 packets captured

1: 11:47:46.911482 192.168.0.100.3171 > 10.10.1.100.80:
S

1089825363

1089825363(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
2: 11:47:47.161902

192.168.0.100.3172 > 10.10.1.100.80:
S

3981048763:

3981048763(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
3: 11:47:49.907683

192.168.0.100.3171 > 10.10.1.100.80:
S

1089825363

1089825363(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
4: 11:47:50.162757

192.168.0.100.3172 > 10.10.1.100.80:
S

3981048763:

3981048763(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
5: 11:47:55.914640

192.168.0.100.3171 > 10.10.1.100.80:
S

1089825363

1089825363(0) win 8192 <mss 1460, nop,nop,sackOK>
6: 11:47:56.164710

192.168.0.100.3172 > 10.10.1.100.80:
S

3981048763:3981048763(0) win 8192 <mss 1460, nop,nop,sackOK>

<#root>
firepower#

show capt ure CAPO

0 packet captured

0 packet shown

1E 2CAPIIEEEWireshark P &R -



Na. Time Source Destination Protocol Length Info

10.600000 192.168.0.100 18.16.1.188 TCP 66(3171 + 88 [SYN] Seq=@ Win=8192 Len=9 1 =1468 WS=4 SACK_PERM=1
£ @428 192.168.0.100 19.18.1.180 TCP 66(3172 » 80 [SYN] Seq & £=1460 WS=4 SACK_PERM=1
Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet I c:I(isco_fc:‘Fc:dB (dc:de:35:fc:fc:ds)] Dst: Cisco f6:1d:ae (@8:be:75:f6:1d:ae)

Internet P ol Version 4, Src: 192.168.6.108, Dst: 16.16.1.166
Transmission Control Protocol, Src Port: 3171, Dst Port: 80, Seq: @, Len: 8

BEY

1. REE|TCP SYNHE ( ETCP=X#EF ),

2. 2ATCPEEE (RE3171F13172 ) EEEN, REFEAZ RS EFHEATCP SYNH T, BEL
B ERNERABWiresharki% Bl ATCPE &,

3. TCPEFME&HmE~3¥. §6$"a_ﬁ Ko

4. FEMACHEHE R B [EFERY T bEsE

RIR2EHEEN AT 15 H A T A5

 437E5 Tl (sre/dst IP, src/dst port, protocol)# & #HBEETEH N E(INSIDE) LB BE X fE,
- HEBTEHFAEYNEOUTSIDE) LHIB X i,

BEEIRE
REFFINTE ERE— SR EEEE,
BRI REEREN TR,

£ AiPacket Tracer TEM R A BEMMEEER T, MR ARBHERBERTERNT , RIEE
BRI O RKEEREL T HE A

<#root>
firepower#

packet-tracer input INSIDE tcp 192.168.0.100 11111 10.10.1.100 80

Phase: 1

Type: CAPTURE

Subtype:

ResuTt: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list



Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 4

Type: ACCESS- LI ST

Subtype: Tog

Resul t: DROP

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip any any rule-id 268439946 event-log flow-start
access-1list CSM_FW_ACL_ remark rule-id 268439946: ACCESS POLICY: FTD_Policy - Default
access-1list CSM_FW_ACL_ remark rule-id 268439946: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x00005647a4f 4b120 fl ow

TE2 REEBE R TR BT,
BAER T RHRER NI EEERTCP SYNERE, FERIEAT , EEM50EEa AR .

<#root>
firepower#

capture CAPI trace

EREEEEE
<#root>

firepower#

cl ear capture /al



MRHEEH B EFRRASR | EREFEREATHHEM

<#root>
firepower#

show capture CAPlI packet-nunber 1 trace

6 packets captured

1: 12:45:36.279740 192.168.0.100.3630 > 10.10.1.100.80: S 2322685377:2322685377(0) win 8192 <m
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 4
Type: ACCESS- LI ST

Subtype: Tlog

Resul t: DROP

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny 1ip any any rule-id 268439946 event-log flow-start
access-1ist CSM_FW_ACL_ remark rule-id 268439946: ACCESS POLICY: FTD_Policy - Default
access-1ist CSM_FW_ACL_ remark rule-id 268439946: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop



Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x00005647a4f 4b120 fl ow

1 packet shown

1TEI3.MEFTD Linait %,
EEEBFMCEFTDLERERK A , BBEUTESR :

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-
on-FTD-via-FMC.html

SRZUEBAFTD Linaft SRENERR M B MRS, WRRAEEERRMBEMAMREE  FHEET
HUEBEBREFFE B AR R AR E E B S, ARPIFERHN BFRER —ERFAVER

<#root>
firepower#

show run | oggi ng

Togging enable

logging timestamp

Togging buffer-size 1000000
Togging buffered informational

RIS TR ER241T , UERFEIKRIRS T

<#root>
firepower#

term nal pager 24

EREEEERE
<#root>

firepower#

cl ear logging buffer


https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html

RIEUERR I A BATERIBRARME ARE, EHET , Hamb NEFRURREE

<#root>
firepower#

show | oggi ng | include 10.10.1.100

Oct 09 2019 12:55:51: %FTD-4-106023: Deny tcp src INSIDE:192.168.0.100/3696 dst OUTSIDE:10.10.1.100/80
Oct 09 2019 12:55:51: %FTD-4-106023: Deny tcp src INSIDE:192.168.0.100/3697 dst OUTSIDE:10.10.1.100/80
Oct 09 2019 12:55:54: %FTD-4-106023: Deny tcp src INSIDE:192.168.0.100/3696 dst OUTSIDE:10.10.1.100/80
Oct 09 2019 12:55:54: %FTD-4-106023: Deny tcp src INSIDE:192.168.0.100/3697 dst OUTSIDE:10.10.1.100/80

TEI4 R EFH KHEASPE R,
MRERREH BB NEER , TUAERBEREI A BEROAEH SVETRER

<#root>
firepower#

show asp drop

Frame drop:
No route to host (nho-route) 234
Flow is denied by configured rule (acl-drop) 71
Last clearing: 07:51:52 UTC Oct 10 2019 by enable_15
Flow drop:

Last clearing: 07:51:52 UTC Oct 10 2019 by enable_15

B AR R B LR R AT B ASPHBR IR BIRY B3 !

<#root>
firepower#

capture ASP type asp-drop all buffer 33554432 headers-only

P #7  nReHENENETEAE  AREHESNEER (EREEE ) . ERORTL
EEREEEFERESHE, LA ETLSHEEEEN A (WRIRTA500KE ) 8
MEIRS2VMBHE (EHEEE ) . Bk , LFTDRACIMMN , MR DEAAHCEER
E10CBNBEME. EEMBRT , ARIEH IR Apcapi RWBBAR,

FEREHEAST , TUERAGESRGENESHE



<#root>
firepower#

show capture ASP | include 10.10.1.100

18: 07:51:57.823672 192.168.0.100.12410 >
19: 07:51:58.074291 192.168.0.100.12411 >
26: 07:52:00.830370 192.168.0.100.12410 >
29: 07:52:01.080394 192.168.0.100.12411 >
45: 07:52:06.824282  192.168.0.100.12410 >
46: 07:52:07.074230 192.168.0.100.12411 >

EEERBAT , AREENEHMKABRHRHERN T , RItASPHERFERRERNER,

10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.

PR R R R

.100.
.100.
.100.
.100.
.100.
.100.

80:
80:
80:
80:
80:
80:

" unmunmumouvon

1870382552:
2006489005
1870382552:
2006489005
1870382552:
2006489005

1870382552(0)
2006489005 (0)
1870382552(0)
2006489005 (0)
1870382552(0)
2006489005 (0)

win
win
win
win
win
win

8192
8192
8192
8192
8192
8192

et , R

RRE—EVEEHRHS (WANTEHRASPER ), EEEERT , BEREAZSEASPERLRER

EASPEERE, UTREZNGE !
1.8 FREBTASPHIBREH 825

<#root>
firepower#

cl ear asp drop

2. BB XA HEHERRAY R (ETRE ) o
3. B MEASP TR FT =R T NAY,

<#root>
firepower#
show asp drop

Frame drop:
No route to host (

no-rout e
)
Flow is denied by configured rule (
acl -drop
) 71

4. BHRNEEE SMAASPHE

<{froot>

234

<mss
<mss
<mss
<mss
<mss
<mss



firepower#
capture ASP_NO ROUTE type asp-drop no-route
firepower#

capture ASP_ACL_DROP type asp-drop acl-drop

5. 1818 By KA EE T HEHERRAV R (BITRIE ) -

6. MEASPHE, EEEBRT , HRNRIEH K EREWER

<tfroot>

firepower#

show capture ASP_NO ROUTE | include 192.168.0.100.*10. 10.1. 100

93: 07:53:52.381663 192.168.0.100.12417 > 10.10.1.100.
95: 07:53:52.632337 192.168.0.100.12418 > 10.10.1.100.
101: 07:53:55.375392 192.168.0.100.12417 > 10.10.1.100.
102: 07:53:55.626386 192.168.0.100.12418 > 10.10.1.100.
116: 07:54:01.376231 192.168.0.100.12417 > 10.10.1.100.
117: 07:54:01.626310 192.168.0.100.12418 > 10.10.1.100.

TE5.8EFTD LinalER R,

80:
80:
80:
80:
80:
80:

n ununmoumouvmn

3451917925:
1691844448:
3451917925:
1691844448:
3451917925:
1691844448:

3451917925(0)
1691844448 (0)
3451917925(0)
1691844448 (0)
3451917925(0)
1691844448 (0)

win
win
win
win
win
win

8192
8192
8192
8192
8192
8192

BAREHEFENEgRE E "X,  EEREAMTERR  eHERENE 'Yy . BAREET

T BR BUR R LA TR AEIRFF
1. EEUREREM

2. WAER b B IR (NAT)ZE S — UN-NAT ( BEENAT ) BB X APBRMBHEM,

3. RAIE R H(PBR)
4. BHREH

BEFTDEEEX

<#root>
firepower#

show conn

2 in use, 4 most used
Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 4 most enabled, 0 most in effect

TCP

(D)\Y/4

10.10.1.100:

80

<mss
<mss
<mss
<mss
<mss
<mss



I NSI DE
192.168.0.100:
11694
, idle 0:00:01, bytes 0, flags
aA N1
TCP
DvZ
10.10.1.100:80
I NSI DE
192.168.0.100:
11693
, idle 0:00:01, bytes 0, flags

aA N1

BE

« RIBRFS(Aa) , ERERHEMRE (FRM — B ABREBEETCP SYN) .
« RIBARIF/E R ERE  WANHEAINSIDE , @HNEADMZ,

BUNEMENERTEBRERE

. Expected forwa rdlnsq Server
Client 192.168.1.x/24 2.168.2.x/24 10.10.1.100
192.168.0.100 E1/2 S F1/3.202
INSIDE OUTSIDE

=]

192.168.3.x/24% DMZ

N 2 BRFEFTDAEN RS SMER0 , Eitkshow connd i i A ENEFFBUR AN EAR S
. ERME , EAESvpif-num ( EEFEENEMRE ) WA ESE Ainside , T EEFE RKvpif-
numBd N E#IE Boutside, 18 7] LA Fshow interface detailfs 5 & SN EvpifE. HHEIERIN
gE , BREEE2ID CSCvi15290


https://tools.cisco.com/bugsearch/bug/CSCvi15290

ENH:FTDZE/RFTD 'show conn'®r i & BV B4R J5 0] 14

<#root>
firepower#

show interface detail | i Interface nunber is|Interface [P|E].*is up

Interface Ethernetl/2 "INSIDE", is up, line protocol 1is up
Interface number is

19

Interface Ethernetl/3.202 "OUTSIDE", 1is up, line protocol is up
Interface number is

20

Interface Ethernetl/3.203 "DMZ", is up, Tine protocol 1is up



Interface number is

22

N oxE. fEFirepower#X B8 iR A<6.5FIASA 9.13.xkRAFAA , show conn longFlshow conn
detailin i H IR BB ER B FNEEBENER

B A1

<#root>
firepower#

show conn | ong
TCP OUTSIDE: 192.168.2.200/80 (192.168.2.200/80) INSIDE: 192.168.1.100/46050 (192.168.1.100/46050), fla

Initiator: 192.168.1.100, Responder: 192.168. 2. 200

Connection lookup keyid: 228982375

2

<#root>
firepower#

show conn det ai

TCP OUTSIDE: 192.168.2.200/80 INSIDE: 192.168.1.100/46050,
flags aA N1, idle 4s, uptime 1ls, timeout 30s, bytes 0

Initiator: 192.168.1.100, Responder: 192.168. 2. 200

Connection lookup keyid: 228982375

L4k |, show conn longiE & HRNATed IPs ( TE{BEE bt EIRMER T )

<#root>
firepower#

show conn | ong

TCP OUTSIDE: 192.168.2.222/80 (192.168.2.222/80) INSIDE: 192.168.1.100/34792 (192.168.2.150/34792), fla
Initiator: 192.168.1.100, Responder: 192.168.2.222
Connection lookup keyid: 262895



1TEN6. A E B K {4k AR AT B B 18 E (ARP) PR EX

WMRB KR EEBEN T — B, PR EUBRAANERERENE (AR A/TCP SYN ) |, AHiE
BIXARPFER |, BRI T —Bk.

EmR NEARPIREY , FEAGT

<#root>
firepower#

show arp

o EEREREERBNNER  AILERGS

<#root>
firepower#
show arp statistics

Number of ARP entries in ASA: 0O

Dropped blocks in ARP: 84

Maximum Queued blocks: 3

Queued blocks: 0

Interface collision ARPs Received: 0
ARP-defense Gratuitous ARPS sent: 0
Total ARP retries:

182 < indicates a possible issue for some hosts

Unresolved hosts:

< this is the current status

Maximum Unresolved hosts: 2

MREE—SWMEARPRF | ATLRARERARPHYHE

<#root>
firepower#

capture ARP ethernet-type arp interface OUTSI DE



firepower#

show capture ARP

4: 07:15:16.877914 802.1Q vlan#202 PO arp

who- has 192.168.2.72 tell 192.168.2.50

5: 07:15:18.020033 802.1Q vlan#202 PO arp who-has 192.168.2.72 tell 192.168.2.50

s | BHARE(192.168.2.50) E AT T~ —E%E(192.168.2.72) , (ER EARPEZ

. Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100
192.168.0.100 E1/2 S8 ima E1/3.202
INSIDE —@ OUTSIDE /2|
' — arp who-has 192.168.2.72 tell 192.168.2.50 - EI
E‘E‘E‘ arp who-has 19i.163.‘12sz_2 tell 192.168.2.50 __,/I
E1/3.203

152.168.3.x/24|] DMz

RN HER T EAERARPEMANIIGES =

<#root>
firepower#

show capture ARP

2 packets captured

1: 07:17:19.495595 802.1Q vlan#202 PO
arp who-has 192.168.2.72 tell 192.168.2.50

2: 07:17:19.495946 802.1Q vlan#202 PO
arp reply 192.168.2.72 is-at 4c:4e:35:fc:fc:d8

2 packets shown

<#root>
firepower#
show arp

INSIDE 192.168.1.71 4c4e.35fc.fcd8 9
OUTSIDE 192.168.2.72 4c4e.35fc.fcd8 9

MEBREEARPER |, BIEIETCP SYNEXAWBEMERET :



<#root>
firepower#

show capture CAPlI packet-nunber 1 trace

6 packets captured

1: 07:03:43.270585

192.168. 0. 100. 11997 > 10. 10. 1. 100. 80

: S 4023707145:4023707145(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
Phase: 1

Type: CAPTURE

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 14

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 4814, packet dispatched to next module

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Result:
input-interface: INSIDE
input-status: up
input-Tine-status: up

out put-interface: QUTSIDE

output-status: up



output-line-status: up

Action: allow

RWHPAED |, EXRBIERAction: allow , BIME T —EER B ZER B ABUBEM L NER
HO | BEBERT , BXEMREPacket Tracer LE , RATCRME T ERENRE !

<#root>
firepower#
packet-tracer input INSIDE tcp 192.168.0.100 1111 10.10.1.100 80

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 14

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 4816, packet dispatched to next module

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Result:
input-interface: INSIDE
input-status: up
input-line-status: up



output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Dr op-reason: (no-v4-adjacency) No valid V4 adjacency, Drop-location: frame 0x00005647a4e86109 fl ow (NA)/

EHFHIASA/FirepowerlfkZA&H |, L BIHEEEHRELS !

<#root>
Drop-reason: (no-v4-adjacency) No valid V4 adjacency.
Check ARP table (show arp) has entry for nexthop

, Drop-Tocation: f

RN REMEZNRFRE

MREEMANEH LERERTCP SYNEE , BRERARNEE N HEHEAMTCP SYNEZ , Al
—LETEENERNT

A RERY R A BEARE

- ff B packet Tracerscapture w/tracet@ 4R 2n{aIff
RBREBER S,

- WER AR B,

- WERF N FEASPEZE (show asp dropSicapture
type asp-drop).

- MEFMCEREH., BREFRA KA B,

Br X IUR A SR E S,

- i Fpacket-tracerscapture w/trace@ R 2 &5 H1&
SURIPE B ZIPHINATE#:, EEBERT , #
BENHERREER.

- show conn long#s = % tH & RNATed IP,

WEEERER,

- £ fpacket Tracerscapture w/tracet@ i By X &
MMAREBERS, REERaL NERE. Eq

e 4 3 R B B L A E4R. UN-NAT, PBRIBHXREHANIRIEIERF

- BEHAEE.

o BB AEERR (show conn),




MR ERTHNEENERICE MEEXRERNNAE
, sEafE A dn S clear conn address Y8 & B 5 BRAYIEAR
K57t

« £ M packet Tracer=capture w/tracet 4% a0{aIBf

- ABREERE,
RRBE R B, - BEPHAFEASPEZE (show asp drop) A ¥EHino-
route drop/& &,
X - BREPH AEARPHREL(show arp).
i E LR E ~
W ITE LR BARPE « {#Fpacket Traceri@ R 2B 5B WA BRI R,
44 E D e WEBH A& _Eshow interface ip briefis SR H |, &R

&I HEMREE,

ZH2.RKBEEZFHWTCP SYN , REFRSEMTCP RST

TERERAE
2 Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100
INSIDE —@_ OUTSIDE
E1/3.203
192.168.3.x/24| DMz

BIERA  HTTPEEAEE T
SEENR
JRIP:192.168.0.100

Dst IP:10.10.1.100

#hE : TCP 80

BRI




TEFTD LINAS| 2 Lt BURA #EEL,

<{froot>

firepower#

capture CAPI int INSIDE match ip host 192.168.0.100 host 10.10.1.100

firepower#

capture CAPO int OQUTSIDE match ip host 192.168.0.100 host 10.10.1.100

Client 192.168.1.x/24 192.168.2.x/24
192.168.0.100 E1/2 E1/3.202
OUTSIDE

[

192.168.3.x/24

\Y

DMZ

HE — FmEss
REBECLIRHENTAR

<#root>

firepower#

show capture

capture CAPI type raw-data trace interface INSIDE [Capturing -

834 bytes

1
match ip host 192.168.0.100 host 10.10.1.100
capture CAPO type raw-data interface OUTSIDE [Capturing -

878 bytes

1
match ip host 192.168.0.100 host 10.10.1.100

CAPIRARA :

<#root>
firepower#
show capture CAP

1: 05:20:36.654217 192.168.0.100.22195 > 10.10.1.100.80:

e1/3.200 | AP0

Server

10.10.1.100
A

=]




S

1397289928:1397289928(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
2: 05:20:36.904311 192.168.0.100.22196 > 10.10.1.100.80:

S

2171673258:2171673258(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
3: 05:20:36.905043 10.10.1.100.80 > 192.168.0.100.22196:

R

1850052503:1850052503(0) ack 2171673259 win 0O
4: 05:20:37.414132  192.168.0.100.22196 > 10.10.1.100.80:

S

2171673258:2171673258(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
5: 05:20:37.414803 10.10.1.100.80 > 192.168.0.100.22196:

R

31997177:31997177(0) ack 2171673259 win O
6: 05:20:37.914183  192.168.0.100.22196 > 10.10.1.100.80:

S

2171673258:2171673258(0) win 8192 <mss 1460, nop,nop, sackOK>

CAPORR A :

<#root>
firepower#
show capt ure CAPO
1: 05:20:36.654507 802.1Q vlan#202 PO 192.168.0.100.22195 > 10.10.1.100.80:
S

2866789268:2866789268(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOkK>
2: 05:20:36.904478 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:

S

4785344:4785344(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOK>
3: 05:20:36.904997 802.1Q vlan#202 PO 10.10.1.100.80 > 192.168.0.100.22196:

R

0:0(0) ack 4785345 win 0O
4: 05:20:37.414269 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:

S

4235354730:4235354730(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOK>
5: 05:20:37.414758 802.1Q vlan#202 PO 10.10.1.100.80 > 192.168.0.100.22196:

R

0:0(0) ack 4235354731 win O
6: 05:20:37.914305 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:



S

4118617832:4118617832(0) win 8192 <mss 1380,nop,nop,sackOK>

Itk B B RCAPIfEWireshark M Y 1 &

No. Time Source Destination Protocel Length Info

1 @.000000 192.168.6.10@ 10.10.1.100 TCP 66 22195 » 8@ [SYN =8 Win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1
2 @.250094 192.168.6.10@ 10.10.1.100 TCP 66 22196 » 8@ [SYN @ Win=8192 Len=0 MSS5=1460 Jii=4 SACK_PERM=1

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet II, Src: Cisco fc:fc:d8 (4c:4e:35:fc:fc:d8), Dst: Cisco f6:ld:ae (GB:be:?S:fa:ld:aeo
Internet Protocol Version 4, Src: 192.168.0.100, Dst: 10.10.1.100

Transmission Control Protocol, Src Port: 22195, Dst Port: 8@, Seq: @, Len: @

1. FREIETCP SYNH S,

2. TCP RSTE&EEZ 3R,

3. RIREHE®BMTCP SYNHE,

4 MACHuiItIFRE (EAOERE L , EMACHE I BR THIEHEES | B AIMACH: 1B AR A&
INSIDES M ) »

Ltk B #E SR Wireshark B B CAPOIHIE

Ho. Time Source Destination Protoced  Length Infia

| 12019-18-11 67:28:36.6545087 192.168.0.160 18.18.1.168 TCP T8 22195 + BB [SYN] Win=8192 Len=8 MS5=1388 WS=4 SACK PERM=1
2 2019-18-11 87:20:36.984478 192.168.6.160 TCP 78 22196 » 2@ [SYN] "
E 9-108-11 @ E 997 19.19. g 6 . @ -+ 2219

Frame 1: 70 bytes on wire (568 bits), 7@ bytes can& (568 bits)

Ethernet II, Src: Cisco_f6:1d:8e (@@:be:75:f6:1d:8e)5¥ Dst: Cisco_fc:fc:df (4c:de:35:fc:fcidB)
862.1Q Virtwal LAN, PRI: @, DEI: @, ID: 282

Internet Protocol Version 4, Src: 192.168.0.180, Dst: 16.10.1.108

Transmission Control Protocol, Src Port: 22195, Dst Port: 88, Seq: @, Len: @

BEY

1. FREETCP SYNH S,

2. TCP RSTZIEA N HE.

3. RIFEFHEHTCP SYNHE,

4. MACHbiHIFRE (EHHOERE L |, BFABOUTSIDERREMAC , LiEHAEREEMAC) .

RIR2EHEEN AT 15 H LA T A

- BEFRNARSRZENTCPZEFRAETK
« FAEELERS AEE A ETCP RST



Br X iREEER LM TREE TEHAL (ERMACHLE
BEARE
REFAFINTHEEE -SRI EEEE,

BE1BEBIETCP RSTHIRMACH! I,

)

HESETCP SYNH a8+ E2H B WitMACEETCP RSTH A BRI RKBEMACHEE,

M CAPO_RST_SERVER pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Frame 2: 7@ byte ed (

i hitzl
Ethernet ITI, Src) Cisco_f6:1d:8e (@@:be:75:f6:1d:8e) Dst:icisco_fc:fc:da (4c:qe:35:fc:fc:d8)

202.1Q \.I'lr*tual 170, 10 267
Internet Protocol ’u'er'smn -d Src: 192.168.0.160,

st: 16.16.1.100

v owowow v |lAas

Adm @ TR QesEF & _ | aqaql

In [Apply & display filter ... <Ctel/

IHo. Time Source Destination Frotocol  Length Info
1 2019-10-11 87:20:36.654587 192.168.0.160 10.10.1.180 TCP 7@ 22195 + 88 [SYN] Seq=0 Win=8192 Len=@ MSS=1380 WS=4 SACK_PERM=1
2 2019-10-11 87:20:36.904478 192.168.0.160 16.1@.1.1e8 TCcp 7@ 22196 + 88 [SYN] Seq=08 Win=8192 Len=@ MSS=13808 WS=4 SACK_PERM=1

Ethernet II, Src:QCisco_fc:fc:dg (dc:de:35:fc:fc:d8) Dst:|

wow o || A

802.10Q Virtual LAN,
> Internet Protocol Version 4 Src 19 19 1.100, Dst: 192.168.0.100
Transmission Control Protocol, Src Port: 80, Dst Port: 22196, Seq: 1, Ack: 1, Len: 8

Transmission Control Protocel, Src Port: 22196 Port: 80, S @, Len: @
M CAPO_RST SERVERpeap
File Edit View Go Capture Analyze Statistics Telephony Wirel To Help
A 2@ 1 NRE Ae»ESFECE oAl
n |.-.p,_,|-,- a display filter ... <Ctrl-/
No. Time Source stination rotocol  Length  Info
1 2019-10-11 87:20:36.654507 192.168.0.100 16.16.1.160 4 70 22195 + 88 [SYN] Seq=8 Win=8192 Len=0 M55=1380 WS=4 SACK_PERM=1
2 2019-10-11 07:20:36.904478 192.168.0.18 16.16.1.160 T 76 22196 » 80 [SYN] Seq=8 Win=8192 Len=0 M55=1380 WS=4 SACK_PERM=1
Frame 3: 58 bytes d (4

s EEREMGSE

- BFELAIFHER.
- RBEMACREBREMN LiFKE

TER2.EBRARMEOERSE,

B RltbBWireshark EREIE RIS , BB X BRI BEIERBIEE
T

cENE, —EAMEERRE




Am & RE Qe=sE§FL G el
n] 2 desplay Pl . EJ -] Expression..  +
No. Time Sowoe Destinaton Frotocol Langth Infs [ =
1 2019-18-11 ©7:20:36.654217 192.168.9.100  10.10.1.108 e £6 22105 + 50 [SYN] Seq=0 Win=8192 Len=0 MSS=1468 WS=4 SACK_PERM=1 .
2 2619-18-11 07:20:36,994311 192.168.0.100  10.10.1.1060 e 66 22196 + 80 [SYN] Seq=0 Win=8192 Len= M5S=1468 WS=d SACK PERM=1 v
¥
Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) ~

Ethernet II, Src: Clisco_fo:fc:d8 (dcide:35:fc:fcidd), Dst: Cisco_f6:ld:ae (B@:be:75:F6:1d:ae)
Internet Protecol Wersion 4, Src: 192.168.9.100, Dst: 16.19.1.100
~ [Transmission Control Protocel, Src Port: 22196, Dst Port: 88, Seq: @, Len: @
Source Port: 22196
Destination Port: 50

Ml CAPO_RST SERVERpeap

[Stream index: 1] File Edit Yiew Go Caplure Analyze  Statistics Telephony Wireless Tools Help

[TCP Segment Len: ©] ‘ " e RE AwsEFe T Eaaed
Sequence musber: @ (relative sequence number) | [l r e T3 -] Boreesien.. | +
[Mext sequence rumber: &  (relative sequence nu
Acknowledpsent nusber: & e Teme 9 Seerce Destnption Frotcl  Lesgth e .A
1060 _... = Header Length: 32 bytes (8) 1 2019-18-11 87:20:36.654567 192.168.9.180  10.19.1.180 T 70 32195 + B8 [SYN] Seqs@ Wins8192 Lens@ MSS=1388 WSed SACK_PERMs1
'ﬂ.‘“ B2 (SYH) ] 2 2919-19-11 87:208:36.9084478 192.168.0.188 18.18.1.18@ TP TO 22106 + BB [SYN] Seqed Win=8192 Lens=@ MSS=1380 WS=4 SACK_PERM=1 o
Window size value: B192 2 :
[Calculated window size: §192] Frame 2: 70 bytes on wire (560 bits), 70 bytes captured (568 bits) ~
Checksum: @xBf7e [unverified] Ethernet II, Src: Cisco f6:1d:8e (80:be:75: d:8e), Dst: Cisco fo:fcidi tﬂ-c'.ﬂe:kS:Fc:Fc:dso
[Checksum Status: Unverified] B02.10 Virtual LAN, PRI: @, DEI: @, ID: N}@
Urgent polnter: @ Internct Protocel Version 4, Src: 192.168.0.100, Dst: 10.10.1.100
~ Options: (12 bytes), Maximum sepment size, No-Opel v [Transmission Control Protocol, See Port: 22106, Dst Port: 88, Seq: 6, Len: @
TCP Option - Maximus segment size: 1460 bytes Source Port: 22196
TCP Option - Mo-Operation (MOP} Destination Port: B9
TEP Option - Window scale: 2 {multiply by 4) [Stream index: 1]
TEP Option - Mo-Operation (MOP) [TCP Segment Len: @]
TCP Option - Wo-Operation (NOP) Sequence number: @ {relative sequence number)
TCP Option - SACK permitted [Next sequence number: @ {relative sequence nusber)]
o7 fcknowledgment number: @
Q Ethesnat (ath], 14 bytes

1808 .... = Header Length: 32 bytes (8)

Flags: Bx202 (SYN)

Window size walue: 8192

[talculated window size: 8192)

Checksum: @x26df [wnverified]

[Checksum Status: Unverified]

Urgent pointer: @

~ Options: {12 bytes), Moximus segment size, No-Opecgfion (WOP), Window scale, Mo-Operation (NOP), No-Operation (WOP), SACK permitted

TCP Option - Maximum segment size: 1380 bytes
TCP Option - Mo-Operation (NOP)
TCP Option - Window seale: 2 (multiply by 4)
TCP Option - Mo-Operation (NOP)
TCP Optisn - Mo-Operation (NOP)

O 7 CAPO_RST_SERVER.pcap Facits: 11 * Deplayed: 11 [100.0%) Profils: Defaul

BE%

1. BEBTE, 5—F1rHE , EEZEX/A/IMEE, EEUAREARER SN REMRIERELL
EEELHNER,
. ERENRETREEETE , RERMREM ABERE —IHmF /MR T dot1 QIRE,
. MACHb it R [E],
CHREHEREFNELETH , B BUEAdot1 QIRE,
 FEAENATSR IR i it EIR(PAT) EARER S | IP#it R TR,
. MEBNATHPATEARER S , BIRES B RERE,
. IR 2 A Wireshark Relative Sequence Numberi2I8 |, i & & IR F FIIR(ISN)FE# L
, B BEER T TCP R B ok /HERR A% .
%‘”‘TCPJ&IE—I MBS, Bl BHREBTERESTCPRAERK/NMSS)EE 51380 , LUl
REHKEFHHITD R,

TEIS. E B RREAITHE.

MERARE , FENBASETHE, NREZER  AEREETREILIER. EENEERRE
FHEIXTTCP RST ( RAMMAMRMERKEHNHEMBEE? )

~NOo O WN

co

=613. kB —EKRIwmHUTCP=XEF+ RST
TEERAE



2 Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100

192.168.0.100 E1/2 g F1/3.202

B INSIDE [ OUTSIDE _
E—e—H— —E

E1/3.203
DMZ

192.168.3.x/24

RIREEREA : HTTPEZEE I
ZHENR
JRIP:192.168.0.100

Dst IP:10.10.1.100

W E : TCP 80
wEDH

FEFTD LINABGIZE L BRI #RER.

<#root>
firepower#

capture CAPlI int INSIDE match ip host 192.168.0.100 host 10.10.1.100
firepower#

capture CAPO int QUTSIDE match ip host 192.168.0.100 host 10.10.1.100

. Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100

192.168.0.100 E1l/2 g E1/3.202 -

—@_ OUTSIDE
[ p— © i —
5133.20

192.168.3.x/24| DMZ

=]

HE — FURER
LtEETEREETRN AN ERERRE LR,
3.1 — BEFImNTCP=IRIBEF+EIERST

Bh NS HIENCAPIFICAPOZ EMHBEIMNHE , M TEMR.



™ Tima Source Destination Frotoced Length  Info
2 201%9-18-13 17:06:27.874045 192.168.0.18¢  109.19.1.180 TP 66 48295 + B8O [SYN] Seq=179631561 Win=8192 Len=0 M55=1460 Wi=4 SACK_PERM=1
3 2019-10-13 17:06:27.874741 19.10.1.1068 192.168.0.108  TCP 66 50 - ABXO5 [SYN, ACK] Seq=3838911937 Ack=179631562 Win=8192 Len=0 M55=1380 W5=256 SACK_PERM=1

TP 54 48295

4 2019-18-13 17:86:27.875183 192.163.9.18@ 108.10.1.180 + B8 [ACK] Seq=179631562 Ack=3338911938 Win=66248 Len=0

L 17 2019-10-13 17:06:47.943631 192.163.0.160  10.10.1.100 P 15T, ACK] Se 3838911938 Win=0 Len=8

Y
1. TCPZ X EFEIBRH X,
2. A REFEFHEH#SYN/ACK,

3. EF im EHE#WMACK,
4. R#208% , EFIRMEIFEETCP RST,

BEEAVIRE

REFRFINTHEEE -SRI EEEE,
BRFE1.EBURREIIMERMBERE,

Bh X iR E RARBRARERER FIRACK, ERERUTESR

{7l AR B8 EF{EE# SYN/ACK,
EFinEHEBWACK,
EFPIREEMER 2 HEETCP RSTEHFIN/ACK,

HERRRSE LHEEEREE. TCPZREFHNEFIRACKIEREE :

I 26 7.636612 192.168.8.1688 168.16.1.168 TCP 66 55324288 [SYN] Seq=433281323 Win=8192 Len=8 MS5=1388 WS=4 SAC..
29 7.637571 18.18.1.1e6 192.168.8.18@ TCP 66 88255324 [SYN, ACK] Seq=4863222169 Ack=433201324 Win=8192 Len..
3@ 7.938152 192.168.08.188 18.16.1.16868 TCP 66 5532528@ [SYN] Seq=3661974990 Win=8192 Len=@ MSS5=13808 WS=4 SAC..

31 7.938221 16.1e.1.1ee 192.168.8.160 66 8@+55325 [SYN, ACK] Se 6197508 Win=8192 Len..

3.2-TCP=REF+HREAF FiRAIEEFIN/ACK +R B A RZFAYLEERST

Bh A B EHEENCAPIFICAPOS EHEINHE , M TEMR.

25 2819-18-13 17:87:06.853334 192.168.0.160 18.10.1.10d TCP 66 48299 + 80 [SYN] Seq=3239914802 Win=8192 Len=0 MSS=1460 WS=4 SACK_PERM=1

38 2819-19-13 17:87:09.854844 10.16.1.108 192.168.0.188 TCP 66 30 + 48209 [SYN, ACK] Seq=808763519 Ack=3239914003 Win=8192 Len=8 MSS=1388 WS=256 SACK_PERM=1
31 2819-19-13 17:87:09.855287 192.168.0.18¢ 10.19.1.109 TCP 54 48299 + 8@ [ACK] Seq=3239314803 Ack=888763520 Win=66248 Len=@

34 2819-19-13 17:87:14.856996 192.168.9.180 10.19.1.189 2 54 48299 » 88 [FIN, ACK] Seq=3239914803 Ack=B83763520 Win=66248 Len=8

9 16.18.1.188 192.168.0.168 CP 54 80 » 482 A5T] Seq B Win=@ Len=@

BE

1. TCP=REFEEBM XK.
2. {9580 % , BEFIREIEFIN/ACK,
3. R¥20¥ & , AMREBMEILEIETCP RST,



BRIFHERER , WOk E  #ATEBBARBNTCPZEF , BLFE—Ein® LRKRELE
EREF (ENBHRTLER )

BENIRME
SR AI3.148E
3.3 — BF MM TCPZIRBF+IEERST

Fh XS HIENCAPIFICAPOZ EHBEMNH S , M TNEM R,

No. Time Source Destination Protocol Length Info
129 2019-18-13 17:99:20.513355 192.168.0.160 10.10.1.106 TCP o 66 48355 » 80 [SYN] Seq=2581697538 Win=8192 Len=@ M55=146@0 WS=4 SACK_PERM=1

136 2019-16-13 17:09:20.514011 10.10.1.100 192.168.0.190 TCP 66 88 » 48355 [SYN, ACK] 5eq=1633018698 Ack=2581697539 Win=8192 Len=0 M55=1

131 2819-18-13 17:989:20.514438 192.168.0.1080 10.18.1.160 TCP 54 48355 » 86 [ACK] Seq=2581697539 Ack=1633018699 Win=66248 Len=0
132 2819-18-13 17:99:39.473089 192.168.0.108 10.108.1.1880 C 54 48355 » 80 [RST, ACK] Seq=2581697939 Ack=1633018699 Win=0 Len=@

B

1. TCP=REFESEBM A&,
2. K200 %& , EFIHBERILFETCP RST,

RIFELHB LG HER
« 520W#& , —ERIRMEIRER LELR.

BEWERE
ERHI3.148E
3.4 — REMERFIVTCP="BEF+AIRFRST

RER A B EH S HEECAPI , MCAPIE@EELHE , I TEMR.

No. Time Source Destination Frotocol Length Info

| 26 2819-10-13 17:07:67.104410 192.168.9.160 10.16.1.100 TCP 66 48300 » 80 [SYN] Seq=2563435279 Win=8192 Len=@ MS5=146@ WS=4 SACK_PERM=1
27 2819-10-13 17:67:67.185112 18.16.1.166 192.168.0.100 TCP 66 8@ - 48308 [SYN, ACK] Seq=3757137497 Ack=2563435288 Win=8192 Len=0 M55=1380
28 2819-18-13 17:87:87.185554 192.168.0.160 10.10.1.108 TCP 54 dSBQﬁ e EB [MK] Seq 25631‘135238 A-clc 3?5?13?4‘38 Win=66248 Len=0

41 2619-16-13 17:87:087.106325 10.16.1.1886 192.168.8.188 TCP

B

1. TCPZ X EFEiBRH X1,
2. EACKE T BELEWRF  [AREEEELETCP RST,

BRI
RfE - BRI REARSEN L ERERE.

K EMREEMIEITCP RSTAIREXR RAIRESHESFIXTCP RSTH R EFMEE, ERAKRSEESE
THE , BETCP RSTH IR,



=fla.REEREWBTCP RST

TE#ERAE .

Client
192.168.0.100

f |

Server
192.168.1.%x/24 192.168.2.x/24 10.10.1.100
E1/2 g E1/3.202 E—
INSIDE OUTSIDE

- -

192.168.3.x/24 | E1/3.203
DMZ

=

RIREERE : HTTPEEIEE T 1E,

ERENR
iRIP:192.168.0.100
Dst 1P:10.10.1.100

i E : TCP 80

mED

FEFTD LINAS|ZE L RUA BEEN

<ttroot>

firepower#

capture CAPl int INSIDE match ip host 192.168.0.100 host 10.10.1.100

firepower#

capture CAPO int QUTSIDE match ip host 192.168.0.100 host 10.10.1.100



Client
192.168.0.100

2E -

HE — FURe R

LT ECAPINARA,

<ffroot>

firepower#

show capture CAPI

14 packets captured

12:
12:
12:
12:
12:
12:
12:
12:
12:
:12:
:12:
:12:
:12:
14: 12:

32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:

O oo NOYULID WN

22.
23.
23.
25.
25.
26.
26.
26.
31.
31.
31.
32.
32.
32.

860627
111307
112390
858109
868698
108118
109079
118295
859925
860902
875229
140632
159995
160956

14 packets shown

L\ T RCAPORE :

<tfroot>

firepower#

show capt ure CAPO

11 packets captured

12:
12:32:
12:32:
12:32:
12:32:
12:32:

32:22

SV WN R

.860780
23.
23.
25.
25.
26.

111429
112405
858125
868729
108240

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

802.
802.
802.
802.
802.
802.

192.168.1.x/24
E1l/2

INSIDE

192.168.2.x/24

E1/3.202
OUTSIDE

192.168.3.x/24] DMz
168.0.100.47078 > 10.10.1.100.80: S
168.0.100.47079 > 10.10.1.100.80: S
168.0.100.47079 > 10.10.1.100.80: R
168.0.100.47078 > 10.10.1.100.80: S
168.0.100.47078 > 10.10.1.100.80: R
168.0.100.47079 > 10.10.1.100.80: S
168.0.100.47079 > 10.10.1.100.80: R
168.0.100.47079 > 10.10.1.100.80: R
168.0.100.47078 > 10.10.1.100.80: S
168.0.100.47078 > 10.10.1.100.80: R
168.0.100.47078 > 10.10.1.100.80: R
168.0.100.47079 > 10.10.1.100.80: R
168.0.100.47079 > 10.10.1.100.80: S
168.0.100.47079 > 10.10.1.100.80: R
1Q vlan#202 PO 192.168.0.100.47078 >
1Q vlan#202 PO 192.168.0.100.47079 >
1Q vlan#202 PO 192.168.0.100.47079 >
1Q vlan#202 PO 192.168.0.100.47078 >
1Q vlan#202 PO 192.168.0.100.47078 >
1Q vlan#202 PO 192.168.0.100.47079 >

4098574664 :
2486945841:
3000518858:
4098574664 :
1386249853
2486945841:
3000518858:
3000518858:
4098574664 :
1386249853
1386249853
3000518858:
2486945841:
3000518858:

10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.

e1/3.200 | AP0

N N e e

.100.
.100.
.100.
.100.
.100.
.100.

Server

10.10.1.100

4

4098574664 (0)
2486945841(0)
3000518858 (0)
4098574664 (0)
1386249853(0)
2486945841(0)
3000518858 (0)
3000518858 (0)
4098574664 (0)
1386249853(0)
1386249853(0)
3000518858 (0)
2486945841(0)
3000518858 (0)

80:
80:
80:
80:
80:
80:

nhnoxun=uvwun

1386249852:
3000518857
3514091874:
1386249852:
2968892337:
3822259745:

=]

win 8192
win 8192
win 0
win 8192
win 0
win 8192
win 0
win 0
win 8192
win 0
win 0
win 0
win 8192
win 0

<mss
<mss

<mss

<mss

<mss

<mss

138624985
300051885
351409187
138624985
296889233
382225974



12:32:26.109094 802.1Q vlan#202 PO 192.168.0.100.47079
12:32:31.860062 802.1Q vlan#202 PO 192.168.0.100.47078
12:32:31.860917 802.1Q vlan#202 PO 192.168.0.100.47078
10: 12:32:32.160102 802.1Q vlan#202 PO 192.168.0.100.47079
11: 12:32:32.160971 802.1Q vlan#202 PO 192.168.0.100.47079
11 packets shown

O 00 N
V V. V VYV

Bh K fE B
<{froot>

firepower#

show log | i 47741

10.10.1.100.80: R 40865466:40865466(0)
10.10.1.100.80: S 4294058752:429405875
10.10.1.100.80: R 1581733941:158173394
10.10.1.100.80: S 4284301197:428430119
10.10.1.100.80: R 502906918:502906918(

Oct 13 2019 13:57:36: %FTD-6-302013: Built inbound TCP connection 4869 for INSIDE:192.168.0.100/47741 (
Oct 13 2019 13:57:36: %FTD-6-302014: Teardown TCP connection 4869 for INSIDE:192.168.0.100/47741 to OUT

TCP Reset-0O from | NSI DE

Oct 13 2019 13:57:39: %FTD-6-302013: Built inbound TCP connection 4870 for INSIDE:192.168.0.100/47741 (
Oct 13 2019 13:57:39: %FTD-6-302014: Teardown TCP connection 4870 for INSIDE:192.168.0.100/47741 to OUT

TCP Reset-0O from | NSI DE

Oct 13 2019 13:57:45: %FTD-6-302013: Built inbound TCP connection 4871 for INSIDE:192.168.0.100/47741 (
Oct 13 2019 13:57:45: %FTD-6-302014: Teardown TCP connection 4871 for INSIDE:192.168.0.100/47741 to OUT

BL BB TEFEEREN AEINSIDENHATCP RST
Wireshark R CAPIH%E -

WMEFR , REESE —ETCPERR.

Ho. Time Source Destinabion Proto<ol Length  Info
12019-18-13 14:32:23.860627 192.168.9.180 10.18.1.168 TCP 66 47878 » 30 [SYN] Seq=0 Win=8192 Len=0 MS5=1468 WS=4 SACK_PE™" ~

2 2019-16-13 14:32:23.111367 192.168.0.160 106.106.1.168 TCP 66 A7879 + 88 [SYN] Seq=0 Win=8192 Len=8 MS5=1460 WS=4 SACK_PE
32 18-13 1235 188 8.18.1.188 C 54 47879 + 89 [RS 7 Win=0 Len=@

@.1.188 cP T 1wl Lens@

MarkUnmark Packet
lgnore/Unignare Packet
Set/Unset Time Reference
Time Shift...

Packet Comment...

Edit Resolved Name

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation
SCTP

Follow L TCP Stream

Copy »

Protocel Preferences
Decode As...
Show Packet in Mew Window

EWireshark T , B Zl{RE>EIRE>HE> TCP , A% EUEEZERelative sequence numbersiZ1g

, T BT R



M Wireshark - Preferences ? =
Steam IHS D & || o ot Protocal ~
::_': [*] show TCP summary in protocol tree
STUN [] validate the TCF checksum if possible
SUA [#] AMows subdéssactor to reassemble TCP streams
sV [«] Analyze TCF sequence numbers
::EE HROPH IE Relative sequence numiers
Synergy Sealing factor o use when not svailable from capture | Not known ~
Syslog [] Track number of bytes in flight
I.3B8 [«] calculate comversation timestamps
::EE:CCE*- [] Try heuristic sub-dissectors first
TALI [] tgnore TCF Timestamps in sammary
TAPRA [«] Do not call subdissectors for error packets
TCaP [«] TP Experimental Options with a Magic Humbser
[] oésplay process information via IPFDX
TCPENCAP ™ . -
L4 » . TLF UDF port _I:I o
ot ||

L BB RCAPIHEE 5 —ERENAE :

' [bepustream eq 0
Ko, Timae Spuroe Deshinabon Protoood  Lengfh Info

1 215-18-13 14:32:22 860627 192.168.8.188 18.18.1.108 TP 66 ATATE + B0 [5YN] SeqedB08574664 WinsE8192 Lens8 M5S5-1468 WS=4 SACK _PERMs1

Frase 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Ethernet II, Sre: Cisco_fo:fc:dB (dc:de:35:fc:fc:dB), Dit: Cisco_f6:1d:ase (80:be:75:F6:1d:ae)

Internet Protocol Wersion 4, Src: 191.168.9.100, Dst; 10.10.1.100

~ Transeission Control Protecel, Src Port: 47078, Dst Port: B89, Seq: 4998574664, Len: © ]

Source Port: 47478
Destination Port: 26
[Stressm index: @]
(TCP Segment Len: 8] e
Sequence nusber: 48585746064
[Mext sequence nusber: AR9E574664]
heknow ledgment nusber: @
1980 ..., = Header Lemgth: 32 bytes {83
Flags: @@z (5YN) |
Window size valus: B192
[Calculated window size: 81%2]
Checksum: @xBedl [unverified]
[Checksium Status: Unverified]
Urgent pointer: @
Options: (12 bytes), Maximum segment size, Mo-Operation (NOP), Window scele, Mo-Operation (MOP), Mo-Operation (NOP), SACK persitted
[ Timestamps ]

B

1. EREREXTCP SYNH A,
2. fEA B REETCP RSTHE,
3. TCP SYNE B2 F 53R E £ 14098574664,



CAPOHEARHR—REE :

No. Tirme Source Destination Protocol Length  Info
1 2819-1@-13 14:32:22.868780 192.168.0.100 10.10.1.100 TCP 70 47878 + 80 [SYN] Seq=1386249852 192 Len=8 M55=1388 WS=4 SACK_PERM=1

5 2019-18-13 14:32: 68720 192_.168.0.100 10.10.1.108 TCP 58 47878 + 8@ [RST] Seq=2968892337 Win=0 Len=0

Frame 1: 78 bytes on wire (56@ bits), 7@ bytes captured (56@ bits)
Ethernet II, Src: Cisco_f6:1d:8e (@@:be:75:f6:1d:8e), Dst: Cisco_fc:fc:dB (dc:de:35:fc:fc:dB)
802.1Q Vvirtual LAN, PRI: @, DEI: @, ID: 202
Internet Protocol Version 4, Src: 192.168.6.100, Dst: 10.10.1.168
v Transmission Control Protocol, Src Port: 47878, Dst Port: 88, Seq: 1386249852, Len: @

B

1. EREHEETCP SYNT A, B EFE#LISN,
2. fEAFIREETCP RSTH S,

RIBF BRI ATSH AT &R

- BEFRNARSRZERBTCPZIETF,
- E—ERBFEAZERNTCP RST, CAPIHHEHRMNTCP RSTF 315k {E 41386249853,

BEAVIRE
REFFINTE EEE— SR EESEE,
BRI EEF iR EBTHE,

RIBER ARG ERENER , FRANFRETEHERE. ERENEAERERER
1386249853 TCP RST ( FE#{LISN ) E—FE :

0. Time: Source Destination Protocol Length Info 1
— 19 6.848337 192.168.6.168 18.18.1.168 TCP 66 4787888 [SYN

B

1. FABEIREATCP SYNHE, F5I5854008574664 , B2B5 A #EINSIDEA T H (CAPI) L BEREY
Fr 55548 [

2. B —{HACK#®%% 41386249853 TCP SYN/ACK ( TEFTER AISNBE#Y ) . EABHEEFE
FEHE

3. EFAEREE—{ETCP RST , BATEHHSYN/ACKEACKKRSEE 54098574665 , {EINE
HY{E 51386249853

HBEBULERAS



TCP SYN
. AW Server
Client . i 4 . L. X 10.10.1.100

192.168.0.100 E1/2 \ E1/3.202
INSIDE OUTSIDE |

TCP SYN/ACK

1TE2. MEE Fim M MR < ER R

s .
=7\ .

- HEHEINMACH I RTEHKIMACH I,
- BRI XEANEF i BV HREEN,

HEERT , RSTREMABABNEF BN EE K mMAZBEEPEEFYBRAHA, A TAHH
RIZRH -

192.168.2.x/24

L E1/3.202
OUTSIDE

. o TCP SY
Client 192.168.1.x/24
192.168.0¢

TCP SYN/ACK

EEEBERT , BESSLAR, BERTCP SYNEEMRFEMACH1EETCP RSTH RIFEMACTHL
# AR TCP SYN/ACKE @#) B M MAC It 2 B Z R .

<#root>

firepower#

show capture CAPI detai
1: 13:57:36.730217

4c4e. 35fc. fcd8

00be.75f6.1dae 0x0800 Length: 66
192.168.0.100.47740 > 10.10.1.100.80: S [tcp sum ok] 3045001876:3045001876(0) win 8192 <mss 1460,
2: 13:57:36.981104 4c4e.35fc.fcd8 00be.75f6.1dae 0x0800 Length: 66
192.168.0.100.47741 > 10.10.1.100.80: S [tcp sum ok] 3809380540:3809380540(0) win 8192 <mss 1460,
3: 13:57:36.981776 00be.75f6.1dae

a023. 9f 92. 2a4d

0x0800 Length: 66
10.10.1.100.80 > 192.168.0.100.47741: S [tcp sum ok] 1304153587:1304153587(0) ack 3809380541 win
4: 13:57:36.982126



a023. 9f 92. 2a4d

00be.75f6.1dae 0x0800 Length: 54
192.168.0.100.47741 > 10.10.1.100.80:

R

[tcp sum ok] 3809380541:3809380541(0) ack 1304153588 win 8192 (ttl 255, id 48501)

KRB TCPET®EE (FFE1)
BRI -

F#10.11.4.171F7010.77.19. 11 2 B SFTPEERHRIE, HAMA T BN HK/NEEBW)E100
Mbps , B %% E T &BiB5 Mbps.

EIRF , £4#10.11.2.124M172.25.18. 134 2 ENEBREEMHE S,

BRE

3

ERTCPRNRAEEHREHBARIEEEmBDP)RE. EANANMTEANR :

TCP Window (Bytes)
Max Single TCP Flow Throughput [bps] = x 8 [bits/Byte]
RTT (Seconds)

HEBDPHESFHMET A FELERRER

- B EEEIFEHEEE%1Gbps . A TR th X fF F 10Mbps?
* BRKSEC-3021 — Sk — SA{LEH X iERKEE

=060 1. EmEe

TERERAE

Server
10.77.19.11

10.11.4.171 e '
e INSIDE B M OUTSIDE
E | -:-::-- -. . EI

Client



https://www.cisco.com/c/zh_tw/support/docs/ip/transmission-control-protocol-tcp/200943-Why-Your-Application-only-Uses-10Mbps-Ev.html
https://www.cisco.com/c/zh_tw/support/docs/ip/transmission-control-protocol-tcp/200943-Why-Your-Application-only-Uses-10Mbps-Ev.html
https://www.cisco.com/c/zh_tw/support/docs/ip/transmission-control-protocol-tcp/200943-Why-Your-Application-only-Uses-10Mbps-Ev.html
https://www.cisco.com/c/zh_tw/support/docs/ip/transmission-control-protocol-tcp/200943-Why-Your-Application-only-Uses-10Mbps-Ev.html
"	BRKSEC-3021 - Advanced - Maximizing Firewall Performance
"	BRKSEC-3021 - Advanced - Maximizing Firewall Performance

if

B2y 2.
§§5¢%¥E@ -

<

RIP:10.11.4.171
Dst IP:10.77.19.11

e : SFTP ( fEFASSHHIFTP )
HES N

FEFTD LINABIZE Ry A #EEY :

<tfroot>

firepower#

capture CAPlI int |INSIDE buffer 33554432 match ip host 10.11.4.171 host 10.77.19.11

firepower#

capture CAPO int QUTSI DE buffer 33554432 match ip host 10.11.4.171 host 10.77.19.11

A B4E - FP1IxxxFIFP21xxiE EMLINAKES
BFTDREBEE ) SRERER | BOEFPIOHFP21xxxFE A LEAALINAREEL, BRT R
R B R T4 EETHEES | BEFEHASPANSREE O RESRE, B2 C#%7ECiscodt

#R1D CSCvo030697%

BBFTORREBNEWER, HREMEE (&


https://tools.cisco.com/bugsearch/bug/CSCvo30697
https://tools.cisco.com/bugsearch/bug/CSCvo30697

<#root>
firepower#

capture CAPlI type rawdata trace interface inside match icnp any any

WARNING: Running packet capture can have an adverse impact on performance.

BEAIRE
REFRFNTEHEEE—SR/ D EEEE,



FREE(RTT)FE

B  BESBRELEFBXRE

M. ' Tirmi ' SaurcE Window size value

Protocol Length

Mark/Unmark Packet

30.000168 10.11.4.171 Ignore/Unignore Packet 58 49680 :
409.877068 10.77.19.11 Set/Unset Time Reference 8@ 49680 *
58.000152 18.11.4.171 Time Shift... 58 49680 |
60.000244 10.11.4.171 Packet Comment... 80 49680 (
7 8.871545 10.77.19.11 . 58 49680 |
8 8.000153  10.11.4.171 rlizems e 538 49680 {
9@9.041288 10.77.19.11 Apply as Filter v | 738 49680
16 9.800168  10.11.4.171 Prepare a Filter v 58 49680 |
11 8.830165 10.77.19.11 Comversation Filter ; 58 49680 |
| 120.000168 10.11.4.171 S ——— ; 82 49680 (
£ SCTP ! |
* Frame 1: 7@ bytes on wire (568 Follow * TCP Stream
» Ethernet II, Src: Cisco fB:19:f UDP Strearm
» $02.1Q Virtual LAN, PRI: @, DEI  COP¥ ' SGL Siraam
» Imternet Protocol Version 4, Sr Protocol Preferences * HTTP Stream

E X Wireshark@ R ABR B LA TR ERSURNP . EXRTBLRTTHE

File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help
A W 7 |~ Main Toolbar & S & IF
m «  Filter Toolbar
Ho. i ¥ Status Bar Protocol Length  Window size value Info
CHTG [ P ket Rk TCP 58 49680 39744 » 22 [ACK] Seq=1737026@894
4 9. ¥ Packet Details SSHY2 20 49680 Server: Protocol (SSH-2.@-Sun_SSI
5 @. ¥ Packet Bytes TCP 58 49680 39744 + 22 [ACK] Seq=1737026094
69. " Time Display Format , Date and Time of Day (1970-01-01 01:02:03.123456) Ctrl+Alt+1
78 Name Resolution » Year, Day of Year, and Time of Day (1970/001 01:02:03.123456)
e . Time of Day (01:0203.123456) CtrisAlts2
10 @. _ _ Seconds Since 1970-01-01 Ctrl+Alt+3
11 0. Expand Subtrees Sh‘_“ +Right Seconds Since Beginning of Capture Ctri=Alt+4
12 @. Collapse Subtrees Shift+Left Seconds Since Previous Captured Packet Ctrl+Alt+5
< =l Ctri+Right |8} Seconds Since Previous Displayed Packet Ctrl+Alt+6

RTTAIEBE2EH IR ( —EHERE , —Ezm BNt ) 2B LFEERAE, £EEER
T, H#2EFSE R X BEEIESYN/ACKE SWEE ( [R:S ) 2EHIRTT, Packet #38 R
ABEEXACKHEINWEE (FHER ) 2BHRTT, SMERFEE TR & IHEWRTT:



10.11.4.171 16.77.19.11 TCP 58 49688 39744 + 22 [ACK] 5Seqe1737626094 Ack=835172682 Win=49680 Len=8

3 8. 808168

48877868 10.77.19.11 19.11.4.171 55Hv2 89 49680 Server: Protecol (SSH-2.0-Sun_SSH 1.1.8)

5 8.880152 18.11.4.171 18.77.19.11 TCP 58 49638 39744 « 22 [ACK] Seq=1737826894 Ack=835172784 Win=49688 Len=8
6 0.000244  10.11.4.171 19.77.19.11 S5Hv2 a9 49680 Client: Protocol (SSH-2.8-Sun_5SH 1.1.4)

7 8.871545 10.77.19.11 18.11.4.171 TP 58 40680 22 + 39744 [ACK] Seq=835172784 Ack=1737026116 Win=49588 Len=6
£ 9.000153 18.11.4.171 18.77.19.11 S5Hv2 538 495638 Client: Key Exchange Init

96.841288 10.77.19.11 16.11.4.171 S5Hv2 FE 49638 Server: Key Exchange Init

19 6.080168  10.11.4.171 19.77.19.11 TCP 58 49680 39744 » 22 [ACK] Seq=1737026596 Ack=835173384 Win=49688 Len=8
11 8.838165 18.77.19.11 18.11.4.171 TCP 58 49688 22 + 39744 [ACK] Seq=B351733B4 Ack=1737826596 Win=49688 Len=8
12 8.090168  108.11.4.171 16.77.19.11 S55Hv2 82 49688 Client: Diffie-Hellman Group Exchange Request

RTT = 80E®
TCPREXR/NETE

ERTCPERE , ERTCPREE , i&1FCalculated window size , A% i##ZEApply as Column:

w Transmission Control Protocol, Src Port: 22, Dst Port: 39744, Seq: 835184024, Ack: 1758869303, Len: 32
Sogurce Port: 22
Destimation Port: 39744
[Stream index: @]
[TCP Segment Len: 32]
Sequence number: 835184024
[Hext sequence number: Z35184856]
Acknowledgment number: 1758069388
8161 .... = Header Length: 28 bytes (5)
» Flags: @x@18 (PSH, ACK)
Window size value: 49688
[Calculated window size: 496881
[Window size scaling factor: | Expand Subtress

Checksum: 8x2bd% [unverified] Collapse Subtrees
[Checksum Status: Unwverified] Expand All
[ TR SRR P -
Collapse All
2 ¥ The scaled window size (if scaling has been .
[ v Apply as Column |

¥ & Calculated window size valuedl , RIRTCPEFEH BN R AR E X/IME, thJLLEESR I
EHF.

MR REHE R T H(server > client) , AIXEREMBRF[EENE, ARFBESHHEARE K/MERE
EERNSEAERZEE.

EEEBRT , TCPHRE K/NA= 50000 Bytes

ll___-‘«m; by & display filter ... <Cirl-/> ) )
Ho. Tima Source Dastination Protoecol  Length leulated window size Infa
| [34.. 9.000091 16.11.4.171 18.77.19.11 TCP 58 40680 39744 » 22 [ACK] Seq=17580869341 P.ck:B?pl,'

.871685 10.77.19.11 12.11.4.171 49680 22 + 39744 [ACK] Seq=835184152 Ack=175i

.080443 10.11.4.171 18.77.19.11 S5Hw2 a8 4968@ Client: Encrypted packet (len=32)

. B
24 ©.871666 18.77.19.11 10.11.4.171 SSHv2 154 49680 Server: Encrypted packet (len=96)
24.. 9.944050 10.11.4.171 19.77.19.11 TCP 58 49680 39744 + 22 [ACK] Seq=1758069308 Ack=83
24 ©.673605 18.77.19.11 10.11.4.171 SSHV2 L) 49680 Server: Encrypted packet (len=32)
24.. ©9.990747 10.11.4.171 19.77.19.11 SSHv2 a9 49680 Client: Encrypted packet (len=32)

ERELE , MFER TEEEERE, A, S ESHEELER TIERNFAREREE
: 50000*8/0.08 = 5 MbpsHI B KEHIEE .,

EEE PRI R4 ey RmMEA,



FHERETCP=XREF. Mk (EEENRAME ) BEGREMMIE , EEWRE2/0=1 ( &R
EfEM ) . EEHERERELSETE .

Na. Time Sowrce Destination Pratacol Length Window size value Infor
14 a 174 18 7719 . . A0RAA 307

<

» Frame 2: 78 bytes on wire (568 bits), 78 bytes captured (56@ bits)
» Ethernet II, Src: Cisco 1f:72:4e (0@:5d:73:1f:72:4e), Dst: Cisco_f8:19:ff (0@:22:bd:fB8:19:ff)
» 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 102
* Internet Protocol Version 4, Src: 108.77.19.11, Dst: 16.11.4.171
~ Transmission Control Protocol, Src Port: 22, Dst Port: 30744, Seq: 835172681, Ack: 1737026094, Len: ©
Source Port: 22
Destination Port: 39744
[Stream index: @]
[TCP Segment Len: @]
Sequence number: 835172681
[Mext seguence number: B35172681)
Acknowledgment number: 1737026094
1860 .... = Header Length: 32 bytes (8)
- Flags: @x@12 (SYN, ACK)
Window size value: 49680
[Calculated window size: 4962@)
Checksum: @xa%1lb [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
v Options: (12 bytes), Maximum segment size, Mo-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted
> TCP Optlon - Maximum segment size: 1380 bytes

» TCP Option - Window scale: @ (multiply by 1)

> TCP QOption - No-Operation (NOP)

L, FEERARSR LBTHE  BRAREGRAEL-0WREEYEFEET ( BRNMHATIL
BRENET , FREARBXIE ) o

EZVIPRSEIC L)

WAERESE— TEAER (EBE—EERRRERE ) -
i

Server

Client 172.25.18.134
10.11.2.124

| ouTsIDE y L

i S

FER :

RIP:10.11.2.124

Dst IP:172.25.18.134

e : SFTP ( EASSHIFTP )

TEFTD LINAS|Z = BR A #EER

<#root>
firepower#

capture CAPlI int |INSIDE buffer 33554432 match ip host 10.11.2.124 host 172.25.18.134



firepower#

capture CAPO int QUTSI DE buffer 33554432 nmatch ip host 10.11.2.124 host 172.25.18.134

FARFFBE(RTTFE : EEERRT , RTTA=EX,

Time Source

3 6.6ea137 10.11.2.124 172.25.18.134

4 8.883784 18.11.2.124 172.25.18.134 55Hv2 91
5 6.266863 172.25.18.134 10.11.2.124 TCP 7@
6 6.6135880 172.25.18.134 10.11.2.124 SSHv2 91

TCPRER/IFTE : ARF[EETCPRELLAIR F7,

> Internet Protocol Version 4, Src: 172.25.18.134, Dst: 19.11.2.124

Source Port: 22
Destination Port: 570932

[5tream index: @]

[TCP Sepment Len: 8)

Seguence number: 661963571

[Hext sequence number: 661963571]
Acknowledpment number: 1778516295

1818 .... = Header Length: 48 bytes (18)

Window size wvalue: 14480
[Calculated window size: 14438]
Checksum: @x6497 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
v Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1390 bytes
TCP Option - SACK permitted
TCP Option - Timestamps: TSwal 398233208, TSecr 931650424

TCP Option - No- )]
TCP Option < Window scale: 7 (multiply by 128) I

» [SEQSACK analysis]

L A T

fRAARBRMI TCPRE K/ A= 16000001 jT4E :

W [2poly a display filter ... <Carl-/>

Timeg

Mo

23 e.266847 [172.25.18.134 | 16.11.2.124

23. 0.268089 |172.25.18.134 | 10.11.2.124 -

i]?._ 8. 0a0a75 172.25.18.134 18.11.2.124 S5Hw2 118 12854 Server: Encrypted pac
23. 0.000351 [172.25.18.134 | 10.11.2.124 SSHvZ 118 12854 erver: Encrypted pac
23. e.000692 [172.25.18.134 | 10.11.2.124 TCP 78 12854

23. ©.060015 172.25.18.134  10.11.2.124 TCP 7@ 12854 -

23. ©.800891 172.25.18.134  10.11.2.124 TCP 708 12854 1645312 22 + 57893 [ACK] Seq

ERELE  BREEEMANAREM

1600000*8/0.3 = 43 Mbpsix K im{E R E



xfple. TCPEmRE ( RHI2)
PIEESA | BBRS N BINFTPRER G ( TH ) EEEE.
BT

= Server
Client 192.168.1.220
192.168.2.220 —
OUTSIDE

INSIDE
: S ——————— — \ EI
-_— \ 4 k- ,/I -~ _.-/.I
STHENR

JRIP:192.168.2.220
Dst IP:192.168.1.220
WE : FTP

WD

FEFTD LINABGIZE L B R #REY.

<tfroot>

firepower#

capture CAPlI type raw data buffer 33554432 interface INSIDE match tcp host 192.168.2.220 host 192. 168. 1.

firepower#

cap CAPO type rawdata buffer 33554432 interface OQUTSIDE match tcp host 192.168.2.220 host 192.168. 1. 22(

JBIEFTP-DATARS , Y KEFTD INSIDE capture(CAPI) L IFTPE B &1k



75 9.808412 192.168.2.220 192.168.1.228 66 54494 » 2388 [ACK] Seq=1884231612 Ack=2678018183

76 0.000518 192.168.1.220 192.168.2.220 msaimwem . asesooa(pacy) (RETR FiledSmb)

77 @.9000061 192.168.1.228 192_168.2.220 P-0 Mark/Unmark Packet PASV) (RETR filelSmb)
7o onaie 192 163 Laso 12 isa2. 20 e o TR

79 0. 000015 192.168.1.226 192.168.2.220 FTP-DATA Set/Unset Time Reference Epnsv} (RETR filel5mb)

28 2.9808187 192.168.2.228 182 . 168.1.228 TCP Time Shifft... =1884231612 Ack=2678819631

81 2.888492 192.168.2.220 192.168.1.228 TCP Packet Comment... =1884231612 Ack=2670020879

82 0.000091 192.168.2.220 192.168.1.220 TCP e 4094 » 2388 [ACK] Seq=188423

£3 8.000815 192.168.2.220 102_168.1.220 TCP 94 » 2388 [ACK] Seq=188423

84 8.888321 192.168.1.220 192.168.2.228 FTP-DATA Apply as Filter * [PASV) (RETR filelSmb}

85 8.888a61 192.168.1.220 192.168.2.228 FTP-DATA Prepare a Filter v [(PASV) (RETR TilelSmb}

86 0.806153 192.168.2,.228 197 168.1.228 TCP Conversation Filter » P494 + 2388 [ACK] Seq=188423

87 8.000122 132.168.2.228 192.168.1.229 TCP ETrere G » 0494 » 2388 [ACK] Seq=188423
[ 830.918415  192.168.1.220  192.168.2.220  TcP  [NENNGE ;

£9 @.006397 192.168.2.220 102 .168.1.220 TeR T . TeREraa F 2670027119

90 8.988869 192.168.1.228 192.168.2.220 FTP-DATA | et [215mb)

FTP-DATARAZR :

waale

ecre

. 168.2. L168.1. 1o [ACK] Seqe che:
34 0.001617 192.168.1.220  192.168.2.220 FTP-DATA 1314 FIP Data: 1248 bytes (PASV) (RETR file1Sab)

35 0. 53351 192.168.2.229 192.168.1.228 T 66 54404 + 2388 [ACK] Seq=1884231612 Ack=2660000027 Win=32128 Len=0 TSval=3577291510 TSe¢r=4264384
37 0. P0061 192.168.1. 229 192.168.2,220 FIP-DATA 1314 FTP Data: 1242 bytes (PASV) (RETR filelSsb)
38 0. BaN158 192.168.2. 329 192.168.1.220 Tee 78 [TCP Window Update] 54494 -+ 2388 [ACK] Seqe1884231612 Ack=2669900027 Wine35072 Lens=0 TSwval=3577291511 TSecr=4264324 SLE-266999217S SRE-2665993423

30 0. 0077 192.168.2.229 192.168.1.220 TP 78 [TCP Window Update] 54494 + 2388 [ACK] Seqe1884231612 Ack=2669900027 Win=17888 Lens@ TSwal=1577291511 TSecr=4264384 SLE-2669597175 SRE=2660994671

41 0. BRMER 192.168.2.229 192.168.1.228 TP 66 54404 + 388 [ACK] Seq=1884231612 Ack=2669004671 Win=20832 Len=@ TSval=3577291820 TSecr=4264415%
A7 0. PAMES 192.168.1.279 192.168.2.228 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)
|| 430.008045 1921681229 __192.168.2.728 __FIP-DATA 1314 [1CP Frevious segment not captured] FIP Data: 1248 bytes (PASV) (RETR filetsst) |
44 0. 2aeaTT 192.168.1.229 192 168.32.230 FTF-DATA 1314 FTP Data: 1242 bytes (PASV) (RETR filelSsb)
45 0. Paazas 192.168.2.3229 192.168.1.238 TCP 66 54494 -+ 2388 [ACK] SeqelBB4231612 Acke2G69995919 Wined3776 Lens@ TSvals3577291221 TSecr=426441%
46 0. 0038 192.168.2.279 192.168.1.238 TCP 7B [TCPF Window Update] 54494 + 2388 [ACK] Seqe1884331612 Ack=2669995919 Win=48768 Lens=0 TSwal=35772918Z1 TSecrs=4264415 SLE=2669997167 SRE=2669999663
A7 0. 000504 192.168.1.270 192.168.2.228 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)
4B 8. PR0253 192.168. 2. 229 192.168.1. 226 TCR 78 [TCP Window Update] 54494 + 2388 [ACK] Seq=1884331612 Ack=2669995019 Win=51584 Len=0 TSval=3577201622 TSecr=4264415 SLE=2669997167 SRE=1670000911
[ 490518106 1921681230 192.168.2.730 __TCP 1314 [TCP fut-0F-Order] 2385 + 58454 [ACK] 5¢q=3669995919 Ack=1864231612 Win=66043 Len=1348 FSval=6aser Tsecea3s7imuizz |
58 8. BOeIne 192.168.2.229 192.168.1.238 TCP 66 54494 » 2388 [ACK] SeqelBB84231613 Acke2670000911 Wine54528 Lens@ TSwvals=3577292741 TSecr=4254507
51 0.988519 192.168.1.229 192.168.2.228 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)
52 0. D061 192.168.1.228 192.168.2.228 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb}
|| s3o.oep0is 192.166.1.200 _192.168.2.220 __ FIP-DATA 1314 [TCP Previous segeent nat coptured] FIP Data: 138 bytes (PRSV) (RETR filetssb) |
54 0., 900815 192.168.1. 229 192,168,228 FTP-DATA 1314 FTP Data: 1248 bytes (PASY) (RETR filelSeb)
55 0,800199 192.166. 2. 229 192.168.1,220 T 66 54494 + 2368 [ACK] Seqe1834231612 Ack=2670002159 Win=5T472 Lensil TSval=3577292742 TSeor=4264587
56 0000229 192.168.2.22% 192.168.1.220 TP 66 54494 + 2388 [ACK] Seqeli84231612 Acke=2070003407 Win=560288 Lens@ TSvals3577292742 TSecr=4264507
57 0.080183 192.168.1.209 192.168.2.228 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
58 0.000106 192.168.2. 229 192.168.1.228 TP 78 [TCP Window Update] 54494 + 2388 [ALK] 5eqe1884231612 Ack=2670003407 Win=G5280 Len=0 TSwal=3577202747 TSecr=4264507 SLE=2670804655 SRE=1670807151
50 0.000168 192.168.2. 229 192.168.1.229 TP 78 [TCP Window Update] 54404 + 2388 [ACK] Seq=1884231612 Ack=2670003407 Win=68224 Len=0 TSval=3577202743 TSecr=4264507 SLE=2670004655 SRE=2670008399
50 0. p0M0S 192.168.1.220 192.168.2.228 FTP-DATA 1314 FTP Dota: 1248 bytes (PASV) (RETR filelSsb}

CAPORHEAZR :

1 0 .168.1. t [
13z 192 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb)
B08541 3 1. TP 66 54404 + 2188 [ALK] Seq=2157030682 Ack=2224318168 Win=32128 Leén=d TSval=3577291518 TS

1.2 L1682, FTP-DATA 1314 FTP Data: 1248 bykes (PASV) (RETR #ilelSsh)
43 0, 600250 192.168.2.230 192.168.1, 2206 (<] 78 [TCP Window Update] 54454 + 2388 [ACK] Seq=2157030682 Ack=2224318150 Win=35072 Len=0 TSval=3577291511 TSecr=4264384 SLE=2124319408 SRE=2334320656
44 . BSDTE 192.168.2.229 192.188.1.2206 TP 78 [TCP Window Update] 54454 + 2388 [ACK] Seqe2157030587 Ack-2224318158 Win=27288 Lens8 TSwal=3577261511 TSecr=4264324 SLE-2224319408 SRE-22243215084
46 0. B5ED 192.168.2.27%9 192.168.1.220 e 66 54494 -+ 2188 [ACK] Seqe2157030682 Ack-2224321904 WinedBB32 Len=d TSval=3577291820 TSecr-4264415
A7 0. B00412 192.168.1.27%9 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR #ilel5sb)
49 ©, BI0OTS 192.168.1,229 102,168, 2, 230 FTP-DATA 1314 FTP Data: 1248 bykes (PASV) (RETR filelSsb)
50 0. 0299 192.168.2.229 192.168.1.220 e 66 54494 - 2388 [ACK] Seqe2157030682 Ack-2224323152 Win=43776 Lens TSval=3577291821 TSecr-426441%
51 0. 900045 192.168.2.20% 192.168.1.2200 e 78 [TCP Window Update] 54404 + 2388 [ACK] Seqe2157030682 Acks2224323152 Win=48768 Lens@ TSwal=1S7T201821 TSecr=4264415 SLE=2224324400 SRE=2224326896
52 0.000412 192.168.1.27% 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb)
53 8. 800351 192.168.2.27%9 192.168.1.220 TP 78 [TCP Windew Update] 54404 + 2388 [ACK] Seq=215703B682 Ack=2224323152 Win=51584 Léns@ TSwal=3577201822 TSecr=4264415 SLE=2224324400 SRE=2224328144
55 @, o107 192.168.2.229 192,168, 1, 220 e 65 54494 - 2388 [ACK] Seqe2157030680 Ack=2224328144 Win=54528 Lensd TSval=3577092741 Toecr=A364507
56 ©. 000457 192.168.1.229 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsh)
57 0. 00061 192.168.1.22%9 192.168.2.220 FTP-DATA 1314 FTP Dats: 1248 bytes (PASV) (RETR filelSmb)
50 0. pOG0MD 192.168.1.27%9 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR #ilelSsb) a
60 8. p0e3T4 192.168.2.279 192.168.1.330 e 66 50494 + 2388 [ACK] Seqe2157830681 Ack=2224320302 Win=57472 Lens=@ TSvals=3577192741 TSecr=4264587
61 8, 900714 192.168.2.229 192,168, 1, 2200 (<] 66 50494 » 2388 [ACK] SeqeZ1STO30682 Ack=2224330640 Wine6O2E8 Lensd TSvale3577192742 TSecr=4264507
G2 0. 000122 192.168.1.22% 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASY) (RETR filelSmb)
63 0. 000168 192.168.2.22%9 192.168.1.22080 e 78 [TCP Window Update] 54454 + 2388 [ACK] Seqe2157030682 Acks2224110640 WinsG65280 Lens@ TSwal=3S7T202742 TSecr=4264507 SLE=22241318B8 SRE=2224334384
64 0. 000107 192.168.1.27%9 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)

B

1. FETCPELF(000)H &,
2. BETCPE#H &M@,
3. FEERTBEX (ERNERZ ) WiET.

p &~ : BfnFFile > Export Specified Packetst¥ , 1z, REEFEEDisplayed BT &



yey

Fiks pame FTD_Data_only b Save
Save as lype Wireshaicpdumg/_ - peap [* dmpoge® dmp cap gz’ cap’ peap g peap) . Cancal
Help

[_lCompress with gzip
PackelRange
CiCaptwred [ Displayad
Al packets 23954
() Salected packat 1

(IRange: 1

BEEIRE

REFRFINTHEEE - SR/ EEEE,

RIFIBEERTERNVE,

HEEEBAT , BLARARKBEELER "28%) RENEHENTERNBERR, B AE
WAERE , TERIEER

1. HEEXRHEEABARSERN.
2. HEBEREEMHXNBEEN TR (RAKRFIERERNTE ) 51k,
3. HEBARREMNBEEN LiF (RREAERIARBF[AIGE ) ERE,

PXBEFNERBER  RATHEERSERRTHEBAEEIE , FERADNBERL OHEE
ThE. BREZAETULEMETRNHE. AERT—BHTHERN G,

Fe B2 B R ER AR Bl £ 2B KAV R K

SR EREREISERAE-KEARENERE. EXRTFT—AENP-—ELXFHIRES —E
Wl R REE, BEELETUEIE—H

- REE—ENRE—EHTPHEBI(D)E,
- REZ-ANRR —EENEHNRERHE.

LR | BRI FEBRNE - EH2E/HEENIP IDE :



™ Teme — [rseep— La— s

1 2919-18-16 16:13:84.169354  192.168.2.229 192.168.1.220 54434 + 2388 [SYN] 5 84231611 Win=-29209 Lene@ MSS5-1468 SACK PERM=1 TSwale3577288500 TSccr

4 7019-18-16 16 7.178030  192.168.2.208 192.158.1.228 &6 Bx0436 (I514) SA4A8 s PR [ACK] Sid=1RAAT 161D Ark=3RRMORIATY Min=2T12 Lol TSwal=157220050R TSheral 2AA1R4
5 2019-18-16 16:13:47.170647  192.168.1.20% 192.168.2. 220 1314 9x1521 (5409) Ml Wireshark
& F19-18-16 16:13:47.179968  19.168. 2.2 193 .168.1. 24 66 BxBa3? (3615) B

File Edit View Go Captore Asaboe Sttisics Telephory Wissless Tools Help

8 2019-10-16 16:13:47.180507  192.168.1.2290 192.168.3. 1314 9x1524 (5412) LIS RE Q=

9 2019-10-16 16:13:47.180715  192.168.2.229 192.168.1. 78 OxBa38 (2616) ¥
18 2019-16-16 16:13:47.180752  192.168.2.200 192.168.1. 78 dwda3d (2617} o
12 2019-10-16 16:13:47.490376  192.168.2.200 192.168.1. 66 Bxlada (2518)
13 3019-10-16 16:13:47. 490865  152.168.1.23% 192.168.2. 1314 8x1526 (54143 1 ] y 1

— 4 1919-18-16 . 1592.168.2.229 168.1.220 66 Bidadh [2614) 54454 = 2388 [ACK] Seqe215]
L L il e ) 5 019-18-16 192.168.1.229 192.166.2.220 TCP 1314 @x1521 (5483} 2388 + 54494 [ACK) Seq=222q
15 2019-16-16 16:13:47.491231  192.168.2. 200 192.168.1.220  TCP 66 Gieadb (2619) € 2019-18-16 16:13:47, 193.168.2.229 192.168,1,220 66 BxBa37 (2615} 54494+ 2388 [ACK] Seq=2157

17 2019-10-16 16:13:47.491261 152.168.2.228 192.168.1.220 TP T8 udadc (2628) -
18 7019-10-16 16:13:47.491765  192.165.1.200  192.168.2. e 1314 Gx152a ($418) 8 2019-10-16 16:13:47. g 102.168.1.200 1921632230 1314 81524 (5412} T8 + 54484 [ACK] Seqe2224
19 2019-10-16 16:13:47.432024  192.168.2.220 192.268.1. TCP 78 Oxbazd {2621) 9 2019-19-16 192.168.2.220  192.168.1.328  TCP 78 dals (2616) [TCP Window Update] 54454 4

: 18 7619-18-16 : 192.168.2.228  192.168.1.220 78 @039 (2617) [TCP Window Update] 54454 4

21 2019-10-16 16:13:48.411050  192.168.2.220  192.160.1. 3 66 Bxlale (2622) :
B e R L e S 1318 GAS2F (S423) 12 2019-19-16 16:13:47.4504087  192.1068.2.220  192.168.1.220 66 Gxdada (2618) 54454 = 2388 [ACK] Seqs2157
23 1919-10-16 16:13:48.411638 192.168.1.22% 102.168.2.. TP 1314 1530 (5424) 13 3019-10-16 16:13:47.459819 192.168.1.239 192.168.2.220 1314 Bx1526 (5414} 2388 =+ 54434 [ACK] Seqeizid

25 1019-10-16 16:13:48.411668  152.168.1.228 192.168.2. TP 1314 8wl533 (5427) 15 2010-19-16

16:13:47. 499956 192.168.1.229 192.968.2. 220 1314 dx1525 (5417} 2388 + 54434 [ALK] Seqe2E2d
2% 2019-10-16 16:13:45.411859  10.168.3.20 182,163.1.20%  TCP 66 Bxda3f (2623) 16 2019-18-16 16:13:47 451245  1952.168.2.230 192.168.1_ 230 Tcp 6 Bdadb (2615) S4454 » 2388 [ACK] Seqe215]
27 2019-10-16 16:13:48, 412088 192.16.2.220 192.268.1.220  TCP 50 Oxdadd (2624) 17 2019-19-16 16:13:47.451202  192.168.2.220  192.168.1.228  TCP 78 exbade (2620} [TCP Window Update] 54454 4
Frase 1: 74 bytes o wire (502 bits), 74 bytes captured (592 bits) 18 2019-10-16 16:13:47.491764  102.168.1.2280  192.168.2.220 1314 Bx152a (5418) 238 + 54494 [ACK] Sequ22a
Ethernet 11, Sre: Veware Ob:el:ch (80:0c:20:0b:e3:zch), Dst: Cisco O9d:$9:07 (50:3d:e5:9d:89:97) 19 2019-10-16 16:13:47. 4955 192.168.2.229 192.168.1. 220 78 iidald (2621} [TCP Mindow Update] 54454 4

» Internet Protocol Version 4, Src: 192.168.2.320, Dst: 193.168.1.729
- Transmission Control Protocel, Src Port: 54454, Dst Port: 388, Seq: 1884231611, Len: @ 21 019-18-16 16:13:48 411081 197.165.2.229 192.168.1.228 66 Gxbade (2612} Sadid + 2388 [ACK] Seqea153
12 W19-19-16 16:13:48.411538 192.168.1.220 192.168.2.220 TcP 1314 @x152f (5423) 2388 + 54494 [ACK] Seqe2iid
23 W19-19-16 16:13:48. 411599 152,168.1.23% 192.068.2,230 TLP 1314 Gxi530 (5434} 2283 + 54454 [AIK] Seqe2Eid

MREFMTRE , HREE

1. EBREBEBENS —EER SN EEE,
2. REEBFEEBNHERIUBIRES , P TimestampBRR{E==EhA>= ( F—EEH
) M<= (REBE—BERE ) Ed, il :

Na. Timne Sourca Destination Pratocol

Length  Info

1 16 1 1[5
2 2019-16-16 16:13:43 245638 192 168.1.228 192 168.2.228 TCP 74 21 + 38400 [S
3 2019-18-16 16:13:43.245867 192.168.2.220 192.168.1.228 TCP 66 38408 + 21 [A

<

w Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Encapsulation type: Ethernet (1)
Arrival Time: Oct 16, 2619 16:13:43.24563800¢ ~--~~-7 " =-=--= Podi-ki i
[Time shift for this packet: 9.000000008 sec e
Epoch Time: 1571235223.245638000 seconds

Collapse Subtrees

[Time delta from previous captured frame: @.¢ Expand All
[Time delta from previous displayed frame: @. Collapse All
[Time since reference or first frame: @.@809:
Apply as Column
Frame Mumber: 2
Frame Length: 74 bytes (592 bits) Apply as Filter ’
Capture Length: 74 bytes (592 bits) Prepare a Filter L3 Selected |

(frame.time >="20194%10 B 16 H 16:13:43.244692000") #&(frame.time <= "2019%108 16 B
16:20:21.785130000")

SHEENENCELINBE EFER-BEHEENENE , ARBEFETNERNS. LK
, MERERLACSBER - KERENENST. BE , BLRKALE2ERE.

SR 2EEARER2ERENER IHMN. TTUERNRAVRY
P& 51

- RTPFFI%%
« ICMPF5I5%

BIUSEBENNARE , EFasfaSRIPEENSEAER M. At  FERERER
K5, Gl REBRBIPEBLBERN S , FERHE , W TEMR.



Aamsa® !

TRE QesEFE]EQaqaE

W | Apply a display filter ... <Ctri-f>

{ Right-click here }———

Ho. Time

3 2019-10-16 16:13:43.245867
4 2019-10-16 16:13:43.558259

Source Destination

192.168.1.220
192.168.2.220

192.168.2.220
192.168.1.220

Protocol

Length  Info

.ﬁ'__

66 38400 » 21 [ACK] Se
229 Response: 220-File,

Align Left
Align Center
Align Right

M Wireshark . Preferences ?
w Appearance
Coumng Displayed Title Type Fields
Forit and Colors O Ne Numier
Layout O Time Time (format a5 specified)
Capture a Source Sowce addness
Expent L] Destination Destination address
Filter Buttons O Profoce Protocol
Name Resolution O Lengw Raciet length (bytes)
v PrOMOEols (] Sequence rumber Custom bopseg
b SiMtivthes O Source Pont Custom wdpsreport
Advanced O Destination Pod Custom wdpudstpot
0
¢ » | =

BRRE




identification

Bx150e (5390)
fxfdbl (549440
Bx1512 (5394)

@xfdbl (64945)

fxfdb3 [(HA947)
Bx1513 (5395)
fcfdbd (64948)

Bx1516 (5398)

dxfdbb (64958)
Ax1517 (5399)
fxfdb? (64951)
Ax1518 (5408)
pxfdba (64952)

Bx151b (5483)

dxfdba (64954)
Hxiolc (5484 )
Bxfdbb (64955)
fxl51d (5485)
BcBa3d (2612)
fxfdbe (64956)

51f (5487)

sl FE FAETAN

w Frame 23988: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Encapsulation type: Ethernet (1)
Arrival Time: Oct 16, 2009 16: 3:21.785130080 Central European Daylight Time

SRIEVHENOXFRAN( TER, > TEHBIZER,L > THBEEXA......0 ), TEMF :



;l'-".l'irc-shazk
|File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Open Ciri+ 0 S aaall

Open Recent ¥

Merge...

Wrigor #om Hex Eumo. I
Close Cirl =\

Save Cirl+5

Save As.. Ctrl «Shift+5

¥

Export Packet Bytes_.. Ctrl #Shift+X As OV
Export PDUs to File... As " Arrays...

HUHEIE A Include column headingsFPacket detailsi®Ig , LMEE HFFBE B NE , ITEAR :

FPacket Range Packet Format
O Captured (@) Displayed £ Packet summary line

(®) Al packets 16514 W
(") Selected packet 1 [ Packet detais:

Marked packets As displayed

First to last markoed
(C) Range: | 0 [] Packet Bytes

Remowe Ignoned packets El Each packet on a new page

SRAUERINENTETHF. ETUEMLinux sortas TEIT A TR

<#root>

#

sort CAPl IDs > filel.sorted
#

sort CAPO IDs > file2. sorted

TES5FERAXALBETE (HlmwinMerge ) SiLinux diff s S EH2EHECENEE,



0x0a3d (2621) 0x0a3d (2621)

0x0a3e (2622) 0x0a3e (2622)
0x0a3f (2623) 0x0a3f (2623)
Ox0add (2624) Ox0add (2624)
Ox0adl (2625) ) O0x0adl (2625)
0x0a42 (2626) WinMerge X | loxoas2 (2626)
0x0ad43 (2627) . 0x0ad43 (2627)
0x0ad44 (2628) . The selected files are identical. 0x0ad44 (2628)
0x0a45 (2629) @) 0x0a45 (2629)
0x0ad46 (2630) [Ioon't display this message again. 0x0a46 (2630)
0x0a47 (2631) 0x0a47 (2631)

.

0x0a49 (2633)

0x0ada (2634) 0x0ada (2634)

Ox0adkb (2635) 0x0adb (2635)

Ox0adc (2636) Ox0adc (2636)

0x0ad4d (2637) 0x0add (2637)

Ox0ade (2638) Ox0ade (2638)

O EY. K fPETIQN NarN=AF MEIQN

< > I<

Ln: 27 Col: 14/14 Ch: 14/14 1252 Win Ln: 23955 Col: 1/1 Ch: 1/1 1252

FEEERBRT , ARFTPERRENCAPINICAPOHET £ME, ERAHTEXRT M AMIEK
B,

BE L THFEREER.

3 ] 1 20 TC

4 2019-10-16 16:13:47.178060 192.168.2.220 .168.1. 220 66 54494 -+ 2388 [ACK] Seq=2157030682 Ack=2224316912 Win=29312 Len=0 TSval=3577291508 TSecr=4264384

5 2019-18-16 16:13:47.179338 192.168.1.22@ -168.2.226 1314 2388 + 54494 [ACK] Seq=2224316912 Ack=215703@682 Win=66048 Len=1248 TSval=4264384 TSecr=35772915@8
6 2819-10-16 16:13:47.188829 192.168.2.278 .168.1.228 66 54494 » 2388 [ACK] Seqe2157930682 Ack=2224318168 Win=32128 Len= TSval=3577291518 TSecr=4264334

B 2819-168-16 16:13:47.188456 192.168.1.229 193.168.2. 228 1314 2388 + 54404 [ACK] Seqe2224320656 Ack=2157030682 Win=66848 Len=1248 TSval=4264384 TSecr=3577291518

9 2019-18-16 16:13:47.1807456 192.168.2.220 192.168.1. 228 TCP 78 [TCP Window Update] 54454 + 2388 [ACK] Seq=2157030682 Ack=2224318160 Win=35072 Len=@ TSval=357729151]
18 2819-18-16 16:13:47.188822 192.168.2.228 192.168.1.228 TCP 78 [TCP Window Update] 54494 + 2388 [ACK] 5eq=2157830682 Ack=2224318160 Win=37888 Len=@ TSval=357729151]
12 2019-18-16 16:13:47.490407 192.168.2.220 192.168.1. 220 TP 66 54494 + 2388 [ACK] Seq=2157030682 Ack=2224321904 Win=48832 Len=08 TSval=3577201820 TSecr=4264415%

13 2019-18-16 16:13:47.458319 192.168.1.239 192.168.2.228 TCP 1314 2388 + 54494 [ACK] Seqe2224321904 Acks2157030682 Wins66848 Lens1248 TSval=4264415 TSecrs3577291820

15 2819-108-16 16:13:47.408956 192.168.1.229 192.168.2.228 TCP 1314 2388 + 54404 [ACK] Seq=2224325648 Ack=2157030682 Win=66848 Len=1248 TSval=4264415 TSecr=3577291828
A6 IG-1A-TA 16 13: 47 401 244 193 4GR. 3200 192 ARR. 4. 200 e 06 54404 - JIRR TACK D SeneFISTAMGAD Acke?i243031052 WinedI7T6 Leneft TOvaleiR77201821 Therredriddln

B

THERNIRTCPEEENE, ERME , CRUEFFIHREEIIFAMRBIFNTCP SYNERI , ARK
BEATHFTPER. HREAZEREHREEIHS , BETUFEIMMRSYNFHSH1) , RtHSE
B AR B EE K.

_ TCP SYN (packet #1) > x/ Server
Client >, 192.168.1.220

o =
192.168.2.220

INSIDE OUTSIDE

TCP SYN Retransmission (packet #2)

HEEEBAT , EURERSYNH SR EMARSS , ESYN/ACKH B EBREHEX :

TCP SYN (packet #1) Server

Client — =92‘168_1220

192.168.2.220

INSIDE OUTSIDE v

'\, TCP SYN/ACK

TCP SYN Retransmission (packet #2)

2 feffRaEs 3 — &R , WiresharkBE R EZ/HE L —EERER, HRRBENENSREM



REFBEIEFin , MAEMARBEEHERILENT , EEREZIXAER SERMRIBIME ik
Fﬂ%gio

Client
192.168.2.220

E —
\ )
b 4

ERTFFTPRIAREBR ML X is 2 EREHTERX

T52TGEM.220

b . Packet sent Server
“/L = A

OUTSIDE

=]

N Next-packet sent
—

TEI2 EEH M,
ERimEENMHABENRE, ERRA A RE - SRBEFENTERNTEENERR,

He. Time Source Destination Protacol Length  Info

155 2019-18-16 16:13:51.749845 192.168.1.220 192.168.2.220 FTP-DA. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
156 2019-18-16 16:13:51. 749860 192.168.1.220 192.168.2.220 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
157 2019-18-16 16:13:51. 749872 192.168.1.228 192.168.2.228 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR fileldS5mb)
158 2019-18-16 16:13:51.758722 192.168.2.220 192.168.1.228 TCP 66 54494 + 2388 [ACK] Seq=2157@30682 Ack=2224385552 Win=180488 Len=0 TSwi
159 2019-18-16 16:13:51.750744 192.168.1.220 192.168.2.228 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
168 2019-18-16 16:13:51. 7587638 192.168.2.220 192.168.1.228 TCP 66 54494 » 2388 [ACK] Seq=2157030082 Ack=2224386800 Win=183424 Len=0 TSVE

161 2819-18-16 16:13:51.758782 192.168.1.220 152.168.2. 220 FTP-DA.. 131 jplahlmiiadamilidibion (PASV} (RETR leelSmb)

163 2819-18-16 16:13:51.751824 192.168.1.220 192.168.2.220

16-16 16 13 51 51&82

Frame 167: 1314 bytes on wire (18512 bits), 1314 bytes captured (18512 bits) on interface @
Ethernet II, Src: Vemare_30:2b:78 (80:0c:29:30:2b:78), Dst: Cisco_9d:89:9b (50:3d:e5:9d:89:9b)
Internet Protocol Version 4, Src: 192.168.1.220, Dst: 192.168.2.220
Transmission Control Pmtocol Src Port: 2388, Dst Por 94 || Seq: 2224386808 Ack: 2157630682, Len: 1248
FTP Data (1248 bytes data) e
[Setup frame: 33
[Setup method: PASV]
[Command: RETR filelSmb]
I 4
[Current working directory: /]
Line-based text data (1 lines)

B

1. BWER (ABPAFTPEFin ) REHEANTCPFSIH., MEMAINENTEX ( EBBTEM
RS ) |, AlIERFBACK="E BB R F SIS WACKER ., FitREIH
, Ack=2224386800,
2. Dup ACKE R TCPRIZEN Bt ( NIER/MACKE , BE20ZEVRENES ).

EBRACKRTERR?
BEEACKER , BRFERENGE  EXRAEFTRFENEIZIRTFEEL.
EENACKNERNENSARAFE ERENEREEX.

TR A EEREN TR N REERE.

RN HEERAR2ETENTH



<ffroot>

firepower#

capture CAPlI buffer 33554432 interface |INSIDE match tcp host 192.168.2.220 host 192.168. 1. 220

firepower#

capture CAPlI interface QUTSI DE

EHAEREADERSELENENQCENEEE

RHI7.TCPEREE (HBTER)
BE#ER

FIRE F%(192.168.21.193) ERER T B ZE R MREF(192.168.14.250 - HTTP) , St E EMET RV
B

- EREFRmERIEARAPK "TAL B HTTPERTEER.
- ERFIRERIEARMAP) "By B HTTPERSEE I/,

TE#ERAE .

Server

Client 192.168.14.250

192.168.21.193 INSIDE —@_ OUTSIDE
— .’ | —— ——— E

ZRENM

L

RIP:192.168.21.193
Dst 1P:192.168.14.250

#E : TCP 80



mEDH

EFTD LINAS| 2 B A #EEN :

<#root>

firepower#

capture CAPI

firepower#

nt

INSIDE match ip host 192.168.21.193 host 192.168. 14. 250

capture CAPO int QOUTSIDE match ip host 192.168.21.193 host 192.168. 14. 250

e — SR
EREE  ERACBHMRFFRTIWHEBHRIRIFEERR.

B FE RNGFW INSIDES T £ R HEEX

Hio. Time
1 2013-98-08
2 2013-98-08
3 2013-08-08
4 2613-98-08
5 2813-88-08
6 2013-08-08
7 2013-93-08
8 2013-98-08
9 2013-08-08
10 2013-98-88
11 2813-98-28
12 2013-08-08

17:03:
17:03:
17:83:
17:03:
17:83:
17:03:
17:83:
17:83:
17:03:
17:03:
17:83:
17:03:

25,
25.
25.
25,
25.
LBABS2T
25,
34.
3.
34,
48.

25

554582
555238
579918
41081
BABAGE

5445
391749
395487
GBB352
730681

48, 741538

Source

192,
192.
192.
192.
192.
192.
193,

192

192.
192,
192.
192.

168,
168.
168.
168.
168.
168.
168.
J168.
168.
168.
168.
168.

21.193
14.250
21.193
21.193
14.25@
14.258
21.193
21.193
14.258
21.193
21.193
14.258

Dsstination

192.

.168.
-168.
.168.
2,168,
J168.
.168.
.168.
.168.
.168.
168,
.168.
168.

14.
.
258
14,
.
21.
14,
14.
21.
258
14.
21.

258
193

258
193
193
258
258
193

258
193

Protocol
TCP
TCP
TCP
HTTP
TCP
HTTP
Tcp
HTTP
HTTP
Tcp
HTTP
HTTP

Length  Info
66 1855 + 88 [SYN] 5eq=1341231 Win=65535 Len= M55=1460 SACK_PERM=1
66 89 + 1655 [5YN, ACK] 5eq=1915787806 Ack=1341232 Win=64240 Len=0 MS5=1388 SACK_PERM=1
58 1855 -+ 88 [ACK] Seq=1341232 Ack=1015787807 Win=65535 Len=8
378 GET fttest.html HTTP/1.1
1438 88 + 1855 [ACK] Seq=1015787007 Ack=1341544 Win=63928 Len=1388 [TCP segment of a reassembled PODU]
698 HTTP/1.1 484 Mot Found (text/himl)
58 1855 + 80 [ACK] Seqel241544 Acke18157B9827 Win=65535 Len«d
368 GET Stest.html HTTR/1.1
586 HTTP/1.1 200 0K (text/hitml)
58 1855 + 80 [ACK] Seqe1341855 Ack=10815780555 Win=65087 Len=@
483 GET ftest.html HTTP/1.1
271 HTTP/1.1 384 Hot Modified

FRENGFW OUTSIDENM H L BB RE.

fio. Time
| 1 3013-88-88
2 2013-68-08
3 2913-038-08
4 2913-08-08
5 2013-08-08
6 2013-08-08
7 2013-08-08
8 2912-88-08
9 2013-088-08
18 2213-08-88
11 2913-088-88
12 2012-88-08

B

17:83:25, 554872

17:8;

17:03;
H: T

125
25.
.841112
848451
848512
-B58476
L391779
+395456
EGBG3I6E
739646
741523

555177
579926

Source
192.168.21.193
192.168.14.252

192.168.21.193

192
192.
192.
19,
192,
192.
192.
192,
192.

[}

-16B.21.193

168.14. 250
168.14. 250

J168.21.193

168.21.193
168.14. 258
168.21.193
168.21.193
168.14, 250

Drestination
192.168.14.25@
192.168.21.193
192.168.14.250

192.
192,
192.
193,
192.
192.
192,
192,
152,

168.21.193
168.14.250
168.14.250
168.21.193
168.14.250
168.14.250
168.21.193

Protocol
TP
TP
TCP
HTTP
TP
HTTP
TCP
HTTP
HTTP
TP
HTTP
HTTP

Length  nfo
66 1055 + 80 [SYN] Seq=1830800324 Win=65535 Len=0 M$$=1380 SACK_PERM=1
66 80 + 1855 [SYN, ACK] Seq=521188628 Ack=1839B00325 Win=64240 Len=8 M55=1468 SACK_PERM=1
58 1855 -+ 80 [ACK] Seq=1839308325 Ack=52113862% Win=65535 Len=0
370 GET /ttest.html HTTR/1.1
1438 80 » 1055 [ACK] Seq=521188629 Ack=1839808637 Win=63928 Len=1288 [TCP segment of a reassembled PDU]
698 HTTP/1.1 484 Not Found (text/html)
58 1855 + 88 [ACK] Seq=1839800637 Ack=521198640 Win=65535 Len=@
369 GET ftest.htal HTTP/1.1
586 HTTP/1.1 200 OK (text/html)
58 1@55 + 80 [ACK] Seq=1839300048 Acks=521191177 Win=65007 Lens=0
483 GET ftest.html HTTP/1.1
271 HTTP/1.1 384 Not Modified

1. 2B EETF2MEE ( ERISNFERIL ) .

2. RAERBERNIR,

3. REBELF(000)H3

4. B3EHTTP GET#EXR. F£—{EE5B404 "R&KE, , F-EES200 "EFE, , E=EESE
304 "HRIEH L EERHEE,
HE —cHA8ESS

I ABEER(CAP)A A



No. Time Source Destination Frotocel  Length  info

1 2013-88-88 15:33:31.9689193 192.168.21.193 192.168.14.250 TCP 66 3872 + 808 [SYN] Sequd231766828 Winw65535 Lens@ MSS=1460 SACK_PERMs1
2 2013-088-08 15:33:31.909849 192.168.14.258 192.168.21.193 TCPo 66 88 » 3872 [SYN, ACK] Seq=B67575959 Ack=4231766829 Win=64248 Len=@ MS5=1388 SACK EE&H:I

3 2013-08-88 15:33:31.913267 192.168.21.193 192.168.14.258 TCP 60 3072 + B0 [ACK] Seq=4231766829 Ack=867575960 Win=£5535 Len=2[Malformed Packet]
4 2913-88-88 15:33:31.913649 19%.168 192.168.21.193 HTTP 222 HTTR/1.1 460 Bad Request (text/html)

p

8 2013-88-088 15:33:34.804713 192.168.21.193 192.168.14.250 60 3872 - B0 [ACK] Seq=4231767140 Ack=867576125 Win=£5371 Len=2

11 2@13-688-88 15:3 ¥ 192.168.21.193 192.168.14. 258 66 3873 + 88 [SYN] Seqs2130836820 Wins65535 Lens@ M5S=1468 SACK_PERMs1
12 2913-88-88 15:33:35.118737 192.168.14, 258 192.168.21.193 65 83 = 3873 [SYN, ACK] Seq=2991287216 Ack=2130836821 Win=64240 Lens0 M5S=1380 SACK_PERM=1
13 2013-88-88 15:33:35.121575 192.168.21.193 192.168.14.258 6@ 3873 + B0 [ACK] Seq=2130836821 Ack=2991287217 Win=65535 Len=2[Malformed Packet]

15 2013-083-88 15 5.121896 192.168.14.258 192.168.21.193 222 HTTP/1.1 4080 Bad Request (text/himl)
16 2013-88-88 15:33:35.124657 192.168.21.193 192.168.14.258 68 3873 » &0 [ACK] 5eq=2130837134 Ack=2091287382 Win=65371 Len=2

1. ﬁ_1 TCPE;KE%EO
2. FETCPEFHE@mMENIEKRETR,
3. B —{BH 8 (TCP ACK)#Wireshark3& 5l &Malformed,

F R HEE(CAPO)RA,

o, Tieme Souree Destnation Proteesl  Length Iefo
1 2013-08-08 15:33:31.9989514 192.168.21.193 192.168.14.258 TCP 66 3072 + 80 [SYN] Seq=230342488 Win=65535 Len=0 M55=1388 SACK_PERM=1
2 2913-88-88 15:33:31.989884 192.168.14.258 192.168.21.193 TP 66 B -+ 3872 [SYN, ACK] Seq=268013986 Ack=2310342489 Win=64248 Len=8 MS5=1460 SACK_PERM=1
3 2013-08-08 15:33:31.91329¢ 192.168.21.193 192.168.14.258 i 60 3072 + 80 [ACK] Seq=230342489 Ack=268013987 Win=65535 Len=2[Malformed Packet]

4 3913-08-88 15:33:31.913533 192,168,14, 258 192,168.21.193 HTTP 222 HTTP/1.1 480 Bad Request (text/html)

§ 2613-08-08 15: 60 3072 + 88 [ACK] Seq=238342808 Ac

11 2913-03-08 3 168.21.193 192,168.14,258 66 3873 » 88 [SYN] Seqe2731219422 Wins55535 Lens® MSS»1388 SACK_PERMs1

12 2013-08-08 15:33:35.118707 168.14.250 192.168.21.193 66 80 + 3073 [SYN, ACK] 5eq=B453407925 Ack=2731219433 Win=64248 Len= M35=1468 SACK_PERM=1
1 f ]

13 7913-88-88 15 192. 16 258 60 3873 » 80 [ACK] Seq=2731219423 Ack=2453487926 Wi 2[Malformed Pack
15 2013-03-08 15:33 192.168.21.192 HTTP 222 HTTP/1.1 420 Bad Request (text/html)
16 2813-68-88 15:33:35.124673 192.168.21.193 192.168.14.258 TCP 68 3073 + 80 [ACK] Seqs2731219736 Ack=2453488091 Win=65371 Lens2

B
2EFHEETFTLMERE ( ZERISNFE#IL ) -
1. 5—@BTCP=REF,
2. FETCPEMEBERMMERIEXRE T
3. B — B8 (TCP ACK)#Wireshark3& 5l &Malformed,

BRERXERNERNS




ta. Time Source Destinaton Protocol  Length  Info

| 12013-68-068 15:33:31.909193 192.168.21.193 192.168.14.250 TCP 66 3872 + 80 [SYN] Seq=4231766828 Win=65535 Len=8 MS5=1468 SACK_PERM=1
| 2 2913-88-88 15:33:31.9@9849 192.168.14.258 192.168.21.193 TCP 66 80 » 3072 [SYN, ACK] Seq=867575959 Ack=4231766829 Win=64240 Len=0 M5S=1380 SACK_PERM=1 |
| | 3 2013-88-88 15:23:31.913267 192.168.21.193 192.168.14.258 TCP 60 3072 + 88 [ACK] Seq=4231766829 Ack=867575960 Win=65535 Len=2[Malformed Packet]o |

» Frame 3: 68 bytes on wire (480 bits), 68 bytes captured (438 bits)

» Ethernet II, Src: BelkinIn_63:90:f3 (ec:1a:59:63:98:f3), Dst: Cisco 6l:cc:9b (58:8d:89:61:cc:9b)
» B982.1Q Virtual LAN, PRI: &, DEI: @, ID: 20

» Internet Protecel Version 4, Src: 192.168.21.193, Dst: 192.168.14.250
~ Transmission Control Protocol, Src Port: 3872, Dst Port: 88, Seq: 4231766829, Ack: B6757596@, Len: Ze
Source Port: 3872

Destination Port: 8@

[Stream index: @]

[TCP Segment Len: 2]

Sequence number: 4231766820

[Mext sequence number: 4231766831]

Acknowledgment number: 867575060

8101 .... = Header Length: 20 bytes (5)

Flags: 9x010 (ACK)

Window size walue: 65535

[Calculated window size: 65535]

[Window size scaling factor: -2 (nmo window scaling used)]
Checksum: @x81bf [unverified]

[Checksum Status: Unverified]

Urgent pointer: @

[SEQ/ACK analysis]

[Timestamps] 0

TCP payload (2 bytes)

v ﬂ—
v [Expert Info (Error/Malformed): formed Packet (Exception occurred)]

[Malformed Packet (Exception accurred)]
[Severity lewel: Error]
[Group: Malformed]

\

v

v

58 8d @0 61 cc 9b ec la 5963 90 F3 Bl @O O 14 X --a- - Yoo
08 08 45 00 00 2a 7f 1d 40 80 80 06 d5 ad B a8 E-.*.. @
628 15 ¢1 ¢B aB @e fa 8c 8@ 80 50 fc 3b 33 b6 RRRRR O] e 1)
9232 28 98 58 10 ff ff @1 bf 00 00 LNk [ ‘

B

1. BRI HE B B Wireshark#y Malformed.
2. REA2M@{I T,

3. B2 T TCPAS,

4. BHIE/NHW4{E0(00 00).

BEHIRE

REFFINTE ERE— SR EEEE.

BE1EREHMEE, QKRB ENEE MR, BE
, Blgn -

g-lll,l

FER 7R R RIRREE M 2R ITEN KIR

Capture at client
Server

m 192.168.14.250

Client
192.168.21.193

: B B

HEEEERT , XM "A) MNHESREXEMN T HEAN2M A , F#RFARMAERBRRAI TR
o




=pI8.UDPERBEE (tRVERT )

BREHIL : £ B R Syslog A ARER L& T2 R4 HEE(UDP 514)5H 5.

TEERHRE :
' ) Syslog Server
192.168.1.x/24 192.168.2.x/24 10.10.1.73
E1l/2 E1/3.202
e — INSIDE OUTSIDE
=
71
~ EIGRP AS 1)
L Syslog Client
ZEENR

iRIP:192.168.1.81
Dst 1IP:10.10.1.73

#%E : UDP 514
HES N

FEFTD LINABIZE Ry A FEEY :

<#root>

firepower#

capture CAPI int INSIDE trace match udp host 192.168.1.81 host 10.10.1.73 eq 514
firepower#

capture CAPO int QUTSIDE match udp host 192.168.1.81 host 10.10.1.73 eq 514

FTD#EEshow no packets:

<#root>
firepower#
show capture

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]
match udp host 192.168.1.81 host 10.10.1.73 eq syslog
capture CAPO type raw-data interface OUTSIDE [Capturing - 0 bytes]



match udp host 192.168.1.81 host 10.10.1.73 eq syslog

EERE
AEHAAFINTEEEE - SR/ EEEE,
B BEFTDERR.

ERERTEER , AUERNTE

<#root>
firepower#
show conn address 192.168.1.81 port 514

10 in use, 3627189 most used
Inspect Snort:
preserve-connection: 6 enabled, 0 in effect, 74 most enabled, 0 most in effect

ubp
I NSI DE

10.10.1.73:514

I NSI DE

192.168.1.81:514, idle 0:00:00, bytes

480379697

, flags -

N1

B2E

1. B A K& A E AR (U-turn)o

2. ﬁy‘u%ﬁ%{ﬁﬁ#ﬁkﬂﬁﬁ( 5 GB).

3.5 "oy REMES R (EBERINERE ). EMREBMTEFTDHERNTENMAHES. &
AMxxFIIIXFAXERED T, EARBIHR , EER41xx,

TE2 AR,

EiREIFirepower @ EIESE , WEAONE ( &FIHPAE1/2) MERMNE ( E1/9FE1/10 ) LBA
HE , WTERR



FP41xx

E1,"2 Capture
Point 2 FTD Snort engine

Capture Internal
Point 1 Switch E1/9

(FX0S) —

FTD LINA engine

{10

-1 H

Capture
Point 3

Cwverview Interfaces Logical Device: curity Engine  Platform Settings System Help  admin

Select an instance: raf w
[ mzaleins_FTD 1 Session Name®
Selected Interfaces Ethemnatl/2
Buffer Size 256 MB w
Snap length: 1518 Bytes
Etharnetl/2
Stare Packets I e
Capture On Al Backslane Pects =

FTD Capture Filter Apply FiRer Cagtura Al

Etharnaet 13 Ethermet1 9, Ethemet 110
o apply Angther Filter  Creats Filter

Etbarnat )]

LRER
s

- ] CAPI Drap Count: 40103750 Operational State: DOWN - Memary_Overshoot
Interface Name Filter File Size (in bytes) File Hame Device Name
Etherneti/10 Haone 276 CAPI-ethernet-1-10-0.peap mizafeira_FTD
Ethemetl/9 Mane 132276060 CAPI-ethernet-1-%-0.pcap mzafeiro_FTD l:.
Ethermetl/2 Mang 126224072 CAPL-atharnet-1-2-0.pcap mzafgirg_FTD W,

Q 2R : EWireshark®d , SFRRVNRBNER S , SUERMENERIINENTER

ZH



M CaR-ethernet-1-2-0,pcap
Eile Edit Yiew Go Capture Analyze Statistics

Telephony Wireless Jools Help

Am TRE AesEFECEaqqE
v & display fiter _., <Chrk- >
—— m— e = = 1
o, Time Source Destination Frotocol Length Info
3 @.8532. Vmware 85:4f:ca  Broadcast ARP 78 Who has 192.168.103.111¢ Tell 192.168.183.112 |
49,0000 Vmware 85:4f:ca  Broadcast ARP 64 Who has 192.168.183.1117 Tell 192.168.183.112
5 8.5216. Vmware_85:2f:88 Broadcast ARP 78 Whe has 18.18.18.17 Tell 19.16.16.10
6 0.0000. Vmware_85:2f:88 Broadcast ARP 64 Whe has 19.18.18.17 Tell 190.10.16.10
7 0.5770. Vmware_85:2f:88 Broadcast ARP 70 Whe has 19.18.18.17 Tell 19.198.10.19
8 0.0000. Vmware_85:2f:80 Broadcast ARP 64 Whe has 19.18.18.17 Tell 19.198.19.19
11 @.1520_ Vmware _85:21:80 Broadcast ARP 78 Whe has 10.18.18.17 Tell 10.18.18.18
13 6.0800_ Vmware _85:2f:88 Broadcast ARP 64 Who has 10.18.18.17 Tell 10.16.16.16
13 8. B6@6_- Vmware B5:4f:ca  Broadcast ARP 78 Who has 192_168.183.1117 Tell 192.168.163.112
14 6.0000_ Vmware 85:4f:ca  Broadcast ARP 64 Who has 192.168.183.1117 Tell 192.168.163.112
15 8.1655_ 192.168.8.181 17338200 . 100 DHS 41 Standard query 8xdadf A 2.debian.pool.ntp.org
16 0.0000_ 192.168.9.181 173.38.200. 100 DHS 85 Standard query Sxda9f A 2.debian._pool.ntp.org
17 0.0000. 192.168.8.181 173.38.200. 100 DHS 91 Standard query Sxdafd AAAA 2.debian.pool.ntp.org
18 0.0000. 192.168.08.181 173.38.208. 180 DHS 85 Standard query Sxdafd AAAA 2.debian.pool.ntp.org
19 6.80803. 192.168.8.161 173.38. 200, 188 DS 91 Standard query @xdadf A 2.debian.pool.ntp.org
20 9.0000. 192.168.8.181 173.38.200.180 DHS B5 Standard query Bxdadf A 2.debian.pool.ntp.org
2% -
M CAPI-ethernet-1-2-O.pcap
Eile Edit Yiew Go Capture Analyze 3tatistics Telephony Wireless Jools Help
am 1@ "RE QesEF L Eaaarl .
[] A |
B, Time Source Destination Frotoogl Length  Timetolve Info
1334 0000000000  192.168.1.81 10.10.1.73 Syslog 147 255 LOCALA.DEBUG: Oct 15 2019 @7:47:17: ¥ASA-7-6@9802: Teardown local-host identity:192.168.1.81 dur|
1336 ©.0007887. 192.168.1.81 10.19.1.73 Syslog 147 254 LOCALA.DEBUG: Oct 15 2010 87:47:17: ¥ASA-7-680002: Teardown local-host identity:192.168.1.81 dur|
1338 0.0001 192.168.1.81 19.10.1.73 Syslog 147 253 LOCALA.DEBUG: Oct 15 2819 87:47:17: XASA-7-609002: Teardown local-host identity:192.168.1.81 dur
1340 0000128919  192.168.1.81 10.10.1.73 Syslog 131 255 LOCALA.DEBUG: Oct 15 2019 07:47:17: XASA-7-6@89001: Built local-host NET_FIREWALL:192.168.1.71\n
1342 0000002839  192.168.1.81 18.10.1.73 Syslog 147 252 LOCALA.DEBUG: Oct 15 2019 67:47:17: ¥ASA-7-6@9802: Teardown local-host identity:192.168.1.81 dur|
1344 6.000137974  192.168.1.81 10.10.1.73 Syslog 131 254 LOCALA DEBUG: Oct 15 2819 67:47:17: ¥ASA-7-600001: Built local-host NET_FIREWALL:192.168.1.71\n
1346 9, 000002758 1592.168.1.81 10.12.1.73 Syslog 147 251 A, DEBUG: Oct 15 2019 87:47:17: KASA-7-689002: Teardown local-hest identity:192.168.1.81 dur
1348 0.600261845  192.168.1.81 10.10.1.73 Syslog 131 253 (OPALA.DEBUG: Oct 15 2019 ©7:47:17: ¥ASA-7-689001: Built local-host NET_FIREWALL:192.168.1.71\n
1350 0.000002736  192.168.1.81 10.10.1.73 Syslog 147 250 LOCALA.DEBUG: Oct 15 2010 87:47:17: ¥ASA-7-6@9002: Teardown local-host identity:192.168.1.81 dur|
1352 0.000798149  192.168.1.81 10.10.1.73 Syslog 200 255 LOCAL4.INFO: Oct 15 2819 @7:47:17: XASA-6-302620: Built inbound ICHP conmection for faddr 192.16
1354 0000498621  192.168.1.81 10.10.1.73 Syslog 131 252 LOCALA.DEBUG: Oct 15 2019 07:47:17: XASA-7-600001: Built local-host NET_FIREWALL:192.168.1.71\n
1356 0.000002689  192.168.1.81 10.10.1.73 Syslog 147 249 LOCALA.DEBUG: Oct 15 2019 07:47:17: ¥ASA-7-689002: Teardown local-host identity:192.168.1.81 dur|
1358 0000697783  192.168.1.81 10.10.1.73 Syslog 195 255 LOCALA. INFO: Oct 15 2019 @7:47:17: ¥ASA-5-302021: Teardown ICMP connection for faddr 192.168.1.7
1360 8.000599782 192.168.1.81 10.10.1.73 Syslog 151 255 LOCALA.DEBUG: Oct 15 2019 87:47:17: XASA-7-600002: Teardown local-host NET_FIREWALL:192.168.1.71
1362 0.000002728 192.168.1.81 19.10.1.73 Syslog 200 254 LOCALA.INFO: Oct 15 2019 @7:47:17: XASA-6-302020: Built inbound ICHMP connection for faddr 192.16
1364 0000499914  192.168.1.81 10.10.1.73 Syslog 131 251 LOCALA.DEBUG: Oct 15 2019 07:47:17: ¥ASA-7-600001: Built local-host NET_FIREWALL:192.168.1.71\n
1366 0.000697761  192.168.1.81 10.10.1.73 Syslog 147 248 LOCALA.DEBUG: Oct 15 2010 @7:47:17: ¥ASA-7-689002: Teardown local-host identity:192.168.1.81 dur|
1368 0.000160137  192.168.1.81 10.10.1.73 Syslog 195 254 LOCALA. INFO: Oct 15 2019 @7:47:17: XASA-6-382021: Teardown ICMP connection for faddr 192.168.1.7
1370 0000433196  192.168.1.81 10.10.1.73 Syslog 151 254 LOCALA.DEBUG: Oct 15 2019 07:47:17: XASA-7-689902: Teardown local-host NET_FIREWALL:192.168.1.71
1372 0000498718  192.168.1.81 10.10.1.73 Syslog 200 253 LOCALA.INFO: Oct 15 2019 @7:47:17: ¥ASA-6-392020: Built inbound ICMP conmection for faddr 192.16
1374 0.000002840  192.168.1.81 19.10.1.73 Syslog 131 250 LOCALA.DEBUG: Oct 15 2010 07:47:17: ¥ASA-7-600001: Built local-host NET_FIREWALL:192.168.1.71\n
1376 9. 000596345 192.168.1.81 10.10.1.73 Syslog 147 247 LOCALA.DEBUG: Oct 15 2019 97:47:17: XASA-7-600002: Teardown local-hest identity:192.168.1.81 dur
1378 0.000600157  192.168.1.81 10.10.1.73 Syslog 195 253 LOCALA. INFO: Oct 15 2019 @7:47:17: XASA-6-382021: Teardown ICMP connection for faddr 192.168.1.7
1380 0.000002772  192.168.1.81 10.10.1.73 Syslog 151 253 LOCALA.DEBUG: Oct 15 2019 87:47:17: ¥ASA-7-689902: Teardown local-host NET_FIREWALL:192.168.1.71
1382 0.000600947  192.168.1.81 10.10.1.73 Syslog 200 252 LOCALA. INFO: Oct 15 2019 @7:47:17: ¥ASA-6-382020: Built inbound ICMP conmection for faddr 192.16
1384 0.000498808  192.168.1.81 16.10.1.73 Syslog 131 249 LOCALA.DEBUG: Oct 15 2019 67:47:17: ¥ASA-7-600001: Built local-host NET_FIREWALL:192.168.1.71\n |
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"=

' Syslog Server
192.168.1.x/24 192.168.2.x/24

10,10.1.73

E1/2 E1/3.202 e
T INSIDE OUTSIDE | _gerem
% =]
71
. EIGRP AS 1
192.168.1.81
s SYslog Client

1TE13.1F FHPacket Tracer,

HREHERERLBIH ABELINAGIZE | Rtk EEES/TENREM ( HEEVIERE ) |, 1B A LA A packet
TracerB Mt H S -

<#root>
firepower#

packet-tracer input |NSIDE udp 10.10.1.73 514 192.168.1.81 514

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access 1ist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access 1ist

Phase: 3

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 25350892, using existing flow

Phase: 4

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Verdict: (fast-forward) fast forward this flow

Phase: 5



Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.1.81 using egress ifc INSIDE

Phase: 6

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

Result: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address a023.9f92.2a4d hits 1 reference 1

Phase: 7

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: |NSIDE

input-status: up
input-line-status: up

out put-interface: |NSIDE

output-status: up
output-line-status: up
Action: allow

1TB)4. FESEFTDERHA
BERNEBEHEK , REARSFERBBE

<#root>
firepower#

show route 10.10.1.73

Routing entry for 10.10.1.0 255.255.255.0
Known via "eigrp 1", distance 90, metric 3072, type internal
Redistributing via eigrp 1
Last update from 192.168.2.72 on

QUTSI DE, 0:03:37 ago

Routing Descriptor Blocks:
© 192.168.2.72, from 192.168.2.72,

0: 02: 37 ago, via OUTSI DE

Route metric is 3072, traffic share count is 1



Total delay is 20 microseconds, minimum bandwidth is 1000000 Kbit
Reliability 255/255, minimum MTU 1500 bytes
Loading 29/255, Hops 1

B

1. ZBEHEOERNEOMEH,
2. B0 ERTE £1(0:02:37),

1TE)5. HERDEMR E R ETR A,

REEREFETRE  MREMERVKRE

<#root>
firepower#
show conn address 192.168.1.81 port 514 det ai

21 1in use, 3627189 most used
Inspect Snort:
preserve-connection: 19 enabled, 0 in effect, 74 most enabled, 0 most in effect
Flags: A - awaiting responder ACK to SYN, a - awaiting initiator ACK to SYN,
- TCP state-bypass or nailed,
- CTIQBE media, c - cluster centralized,
- DNS, d - dump, E - outside back connection, e - semi-distributed,
- dinitiator FIN, f - responder FIN,
- group, g - MGCP, H - H.323, h - H.225.0, I - dinitiator data,
- incomplete, J - GTP, j - GTP data, K - GTP t3-response
- Skinny media, L - decap tunnel, M - SMTP data, m - SIP media
- inspected by Snort (1 - preserve-connection enabled, 2 - preserve-connection in effect)
- GUP, O - responder data, o - offloaded,
inside back connection, p - passenger flow
- SQL*Net data, R - initiator acknowledged FIN,
- UDP SUNRPC, r - responder acknowledged FIN,
- SIP, t - SIP transient, U - up,
- VPN orphan, v - M3UA W - WAAS,
- secondary domain backup,
- inspected by service module,
- per session, Y - director stub flow, y - backup stub flow,
- Scansafe redirection, z - forwarding stub flow

NX X=<4X”mO TS Z~-=--0TMUN<oT
I

UDP INSIDE: 10.10.1.73/514 INSIDE: 192.168.1.81/514,
flags -oN1, idle Os,

upti me 3mi9s

, timeout 2mOs, bytes 4801148711

=
1. BB EN4DENRYN (ERERHRPLZEEIGRPEAHZAN)
TEG BRCEILNELR,



EEERBAT , ERQrE B AER , UHEHEEIEBRNEETE ; EFEIRE,
B X s RN

1. BBV HWERES (HELEEFEREEMBRARES ).

2 ARG b 1 B HA(NAT)E R — UN-NAT ( BAENAT ) BEERE ERPBRIEHE,
R Al 2 3% B (PBR)

4. SEMEARES

HPERETER ( SyslogF FiniFBEAERE , MUDPERZRBERA27E ) , ALTFETF
BBRRERR

ERRE &

f"|||

<#root>
firepower#
cl ear conn address 10.10.1.73 address 192.168.1.81 protocol udp port 514

1 connection(s) deleted.

REERRCEMINER

<#root>

firepower#

show conn address 192.168.1.81 port 514 detail | b 10.10.1.73.*192.168.1.81
ubpP

QUTSI DE

: 10.10.1.73/514

I NSI DE

: 192.168.1.81/514,
flags -oN1, idle 1ml5s, uptime 1ml5s, timeout 2mOs, bytes 408

1TE7 BLEF BERE R
SRR BE I IR BHRBNERBRAR , HRUDPERRLH ML, EEEDevices >

=71 A

Platform Settings > Timeouts , AZREE :



SMTP Server H.323 | Default v | |

SNMP

SIP Default v
SSL
SIP Media Default v
Syslog
Timeouts SIP Disconnect: Default v
Time Synchronization SIP Invite Default v
UCAPL/CC Compliance
SIP Provisional Media Default v
Floating Connection Custom v 0:00:30
Xlate-PAT Default v

FRFHERERKNFRES  F2RADTSE .

https://www.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/T-
Z/cmdref4/t1.html#pgfld-1649892

ROIQHTTPSERRERE (B=1)
B . EEEIEF%192.168.201.105F 7] Bk 25§ 192.168.202.101 2 EMIHTTPSIEA

TE#ERAE .

Client Port-Address Translation (PAT) 192 168.2 Oz‘lﬁr\rer
192.168.201.111 192.168.202.11 ——

E % : ::-i OUTSIDE

By BN .
ZENR

INSIDE

=]

iRIP:192.168.201.111
Dst 1P:192.168.202.111

HE : TCP 443(HTTPS)

wEDH

EFTD LINAS| 2 B A #EEN :


/content/en/us/td/docs/security/asa/asa-command-reference/T-Z/cmdref4/t1.html#pgfId-1649892
/content/en/us/td/docs/security/asa/asa-command-reference/T-Z/cmdref4/t1.html#pgfId-1649892

HRABEIEHREE  OUTSIDEWMEFRFERNIPARE.,

<#root>
firepower#

capture CAPlI int INSIDE match ip host 192.168.201.111 host 192.168.202. 111

firepower#

capture CAPO int QUTSIDE match ip host 192.168.202.11 host 192.168.202. 111

Lt EFERNGFW INSIDEA T L By #EEY :

to. Tima Source Deshnstion Protocod  Length  Mdenitsfication

38 2018-82-81 19:39:35.187887 192.168.291.111  152.168.262.111  TCP 78 Bx2F31 (12081) uu - 443 [S¥N] m&ﬂ mm Len=@ HSSMB SACK_PERM=1 TSval-=192658158 TSecr=8 WS-128
30 2018-82-01 10:39:35 188900 102.168.292.111 102.168.281.111 TCP 78 Bx0800 (B) 443 + 6666 [SYN, ACK] Len=0 M55=1388 SACK_PERM=1 TSva.
46 2018-92-01 10:39:35.189046  192.168.201.111  192.168.202.111 TP Ta @x2F32 (12082) G466 + 443 [ACK] Seqe=. zasfswe;z Ack=4006514532 Win=29312 Len=0 TSval=192658158 TSecr=3119615616

41 2018-02-81 18 35.251695 192.168.281.111 192.168.202.111  TLSwl 326 Gx2F33 (12933) 2 Client Hello
A2 2018-92-01 18:39:35.252352  192.168. ::.111 192.168. 281,111 TCP 70 Gxefbd (G1364) 3 443 + 6666 [ACK] Seq=4086514537 Ack=2034865868 Win=8192 Len=0 TSval=3119615816 TSecr=192658174
43 2018-92-81 18:48: 31732 192.168_ 232 152.168.281.111 CP 78 Bxd8cd (55491) 443 + 6666 [RST] Seqedf86514532 WineB192 Lens@ TSvals3119 908 TSecrs0

BEY

1. 58— @TCP=REF,

2. SSLiERE . FFimEEEFikHellodH R
3. RtME FirfEix T TCP ACK.

4. H—IRTCP RSTEIARI&E Fif.

It EFERTENGFW OUTSIDES T H L B R E.

™ Teme pr— Destation Protoosl  Lemgth  Kartficgbon

33 2018-02-01 19:39:35.188192 192.168.002.11 192.168.202.111  TCP 78 feaf3l (12981) Mv 443 [S¥] Seq-2ABEO3HTOT Win-29200 Lens0 HSS-1380 SACK PERM-1 TSval-192858158 TSccr-8 Wi-128
34 J018-02-01 19:30:35 188527 192,168 202.111  192.168.202.11 TP T8 Q00D (8] 443 + 15880 [S¥N, ACK] Seq=3674405382 Ack-2486030708 Win=28060 Len=D MSS=1460 SACK_PERM=1 TSwal=3119615816
35 J01E-92-01 10:39:35,189214 192,168, %92.11 192,168, 262,101 TEP 7@ Bx2f32 (12082} 15880 + 443 [ACK] Seq=2485030708 Ack=3674405383 Win=29312 Len=@ TSval=192658158 TSecr=3119615816

192,168, 702.11 192.168.202.111  TLSw1 257 Bued26 (52534) R clicnt bello

36 1018-03-01 10:39:35.252357

40 JO1E-02-01 19:40:05_ 317305

B
1. E—@ETCP=XEF.
2. SSLiGERE . &FFIREEEFiwHelloE R,

3. FAEREEy Xk A R 2R E XN TCPER &8,
4. H—{RTCP RSTEIA I AR SR

BEEIRE
REFFINTE EEE— S EEEE,
BRI EBRHMREHE.

ERARR LBENEARTR , ARFUINTLSEFimHelloWTCPREMEER , ARUFIRA X
EZEEM (REEOFFIRNTCP RSTRAMEMEEERST )



, offset @&, fl [DF], proto TCP (6 0
: Flags sum 8x@ce5 (incorre 5e ack 64, options [nop,nop,T

ons [nop,
64, options [nop,nop,

63114, =t 8, flags [DF],
111.443: FL r - 7) . llse :188 o 64, options [nop,

L 64, id 54817,
111.443: ags [R] 8 (i ] t X eq 24 89 64, opticns [nop,nop,TS

win 28968, ©

154 packets captured
154 packets re ved by filter

ERIEF A RARE — R

EEBERT , ATEMR , FEE Wireshark LA Validate the TCP checksum if possiblei&18, &
B ZEEdit > Preferences > Protocols > TCP , 21T BFf Ko

M \Wireshark - Preferences ? e
Steam [H5 D » Transmission Control Protocol °
STF .

ST [+] Shew TCP summary in progocel trae
- I ] I H I
STUN : |+ Walidabe the TCF checksum if possible .
SUA [+] Allow subdissector to reassemble TCP streams
o |+] Anabme TCP sequence numbers
SYNC || elatem sequerce rumbsrs
SYNCHROPK
Gt Scaling facior to use when mot available from capiure | Not known s
YTy
Slog [] Track number of bytes in fight
T.38 [+] Calculste conversation bmestamps
TACACS
Try hewristic sub-deseciors first
TACALCS+ Lo
TALI [] 1gnore TCP Timestamps in summary
TP, [++] Do not call subdissectors for ermor packets
TCAP [+#] TCP Experimental Options with & Magic Kumber
TCP [_] Display pracess idormation via IPFIX
TCPEMNCAP
L » TCF UDF poat (0 -

S

EEEERT  SERLSHENRE S EEERAAAN -



Ml Weeihac
Fde Edit Wew Go Caphwre Anahme Statatics Telephory Wirelem Took Heln

dm 28

40 2018-02-01 10:39:35.189046 192, asa 20011 192.168.202.110 0 02F12 (12082)
326 w2f 33 (12081 1
7 thoefbd (61364)

35 7818-02-81 10:39:35,180214 192, 168.302.11 192, 168. 262,111 70 02432 (12082)

[TCP Retranssission] 443 + 15888 [SYN, ACK] Seqe=3578805352 Acks2436930708 MWins28960 Len-o

A0 218-02 14 485, 31730 TCF 4817
41 J018-02-21 10:40:96.790700  192,165.302.111  192,168.292.11 78 Bx0000 (8}

BE

1. E—@BTCP=XEF. IPIDHEE. EXRTHREFTZHHABREN,
2. TLSE FifiHelloXR B EHBIP ID 12083 % Fif. EREHBFABRIE ( AFIFHABEE T
TLSEEZKME ) , ¥ HIP IDEXA52534, ﬁt% , HETCPANREBCESR ( AR HEBIRE
, AR BRERIEE ) .
3. FHMP‘JEEATCPREEE‘WEF:‘J%F HEIEACK ( REMRBRET ) -

15 P0-02-91 10:39:05. 18504 192, 168, 202,11 152, 168, 12, 111 e M e fiz (12082} 15880 + 243 [ALK] SeqeddBiS00R08 Ack=3OT4405101 Wine2al12 |
16 Bo18-02-91 10:¥5:15, 253087 100, 168.202.11 153, 168,302,111 TLS 257 Gacd 36 (52534) Llient Hells

£

Intermet Protocol Version &, Sec: 152,108, 303,11, Ost: 152168, 33.111
W

Source Port: 15880

Destinatlon Fort: 243

[Stresm index: 1]

[TOP Segment Len: 157]

Seguence musber: MBSOHITEE

[Mext sequence nusber: JEBLSINENS]

Acknoul cdpment nusber: 3674405303

1K ..., = Header Length: 32 bytes (83
» Flags: @w818 (PSH, ALK}

Window size walue; &4

|Caleulated window skze: EB192)

[Wirsdina iize scaling Fackor: 128]

[Checksum Status: Bad]

[Caloulated Checksum: Bu3dsl]

Urpeat pointer: @
¢ Options: (1F bytes), Wo-Operation (WOP), Mo-Operstion (NOP), Timestamps
+ |SEQIACK analysiz]

[Timestamps]

TOP payload (187 bytes)
Secure Sockefs Layer

4. BFREREUWERIR B A RSFHEMTCP ACKERE , MREFEHTLSE FikHellolHE, &
R AR AEERMATCPREER TR,

5. #9308 % |, B A BEE M [0 F A & iR{EIETCP RST,

6. B K& E {7 IR 83 X TCP RST,

Z

i

/N

*

Firepower TLS/SSLIEF RIE



/content/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/understanding_traffic_decryption.html#id_19071
/content/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/understanding_traffic_decryption.html#id_19071

EHM0.HTTPSERERE ( H=R2)
BEHR : FMCE S5 ATt MR e

Overview Analysis Policles Devices Objects = AMP Intelligence Deploy N System

Configuration Users Domains Integration Updates Licenses * Smart Licenses Health » Monitoring ¥ Tools ¥

Error ®

Failed to send the message to the server. Please verify
the DNE Server/MTTE Broxy settings

Welcome to Smart Licenses

ore you use Smart Licenses, obtain a registration token
Smart Software Manaagr, then click Register

Smart License Status

TE#ERAE .

Cisco Licensing Portal

192.168.0.100

ZEENR
JRIP:192.168.0.100

Dst:tools.cisco.com

7 : TCP 443(HTTPS)
HES T

HEFMCEENH LRUAHE :

Capture on FMC eth0 (mgmt) i|1terfacej Cisco Licensing Portal

92.168.0.100

BREAEM. HRFEREAR , MCTRL-CFILHE :



<#root>
root@firepower:/Volume/home/admin#
tcpdunp -i ethO port 443 -s 0 -w CAP. pcap

HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: listening on ethO, Tink-type EN1OMB (Ethernet), capture size 262144 bytes

~C
264 packets captured
<- CTRL-C

264 packets received by filter
0 packets dropped by kernel

root@firepower:/Volume/home/admin#

RFMCH I EE % (System > Health > Monitor , ##E# & ¥ ## Advanced Troubleshooting) , 21T
B

Overview Analysis Policies Devices Objects AMP Intelligence e 3 Help v admin v

Configuration Users Domains Integration Updates Licenses v Health » Monitor Monitoring * Tools

Advanced Troubleshooting

Firagsser

File Download

Fila CAP.pcap

[ Download [ Back |

% B R~Wireshark EFIFMCIHIE :

‘ CAP.pcap
Eile Edit Wiew Go Capture Analyze 3Statistics Telephony Wireless Tools Help
AR Z® 1 TRE QewEFsCEQaarl
[M]apply a display filter ... <Ctrl-
No. Time Source Destination Protocol  Length Info
1 2019-16-23 07:44:59.218797 192.168.6.100 16.229.28.96 TLSvl.2 167 Application Data
2 2019-18-23 87:44:59.2208929 10.229.20.96 192.168.0.100 TLSv1.2 123 Application Data
3 2019-18-23 @87:44:59.220968 192.168.0.100 10.229.20.96 TCP 54 443 + 64722 [ACK] Seq=1380971613 Ack=2615750168 Win=249 Len=08
4 2019-10-23 07:45:02.215376 192.168.9.100 10.229.20.96 TLSv1.2 187 Application Data

5 2019-18-23 87:45:082.217321 18.229.26.96 192.168.0.16@ TLSv1.2 123 Application Data
6 2019-18-23 @7:45:82.217336 192.168.8.180 18.229.20.96 TCP 54 443 » 64722 [ACK] Seq=1388971666 Ack=2615750237 Win=249 Len=0
7 2019-10-23 07:45:05.215460 192.168.0.100 10.229.20.96 TLSv1.2 107 Application Data
8 2019-18-23 87:45:05.217331 10.229.20.96 192.168.0.100 TLSv1.2 123 Application Data

9 2019-18-23 87:45:85.217345 192.168.8. 18.229.20.96 TCP 54 443 + 64722 [ACK] Seq=1380971719 Ack=2615750306 Win=249 Len=0

1 1 1 6 CP 6 1 [SYN, in en
12 2019-10-23 @7:45:06.218550 10.229.20.96 192.168.0.1600@ TCP 60 64784 -+ 443 [ACK] Seq=4002690285 Ack=3428959427 Win=66048 Len=0
13 2019-19-23 87:45:06,219386 10,229,20,96 192.168.0.100 TLSvl.2 571 Client Hello

f:‘) RT  EERERECHEFMEMTCPERE , B Wireshark £ Atcp.flags==0x2H R iB B 25



52 . SeBmFAERNTCP SYNSA,

Ml CAPpcap
file Edit Miew Go Capture Analyze 3Seatisics Telephony Mlireless Jools Help

dm i@ 1 DRE A«»EF2Saaall
1 1. Mogsasoez
Mo Time Source Destination Prote<ol Length  Info

52 25 . #tSSLEEEHeloh A ARE S BEST,

l T5 2019-10-23 @87:45:14,634051 192. 168,89, 184 72.163.4.38 TLswl.2 571 Client Hello
£

* Frame 75: 571 bytes on wire (4568 bits), 571 byte:s captured (4568 bits)
» Ethernet II, Src: Viesare 10:d0:a7 (00:0c:20:10:d48:a7), Dait: Cim_fﬁ:ld:ae (B :be: 75: 16 1d  ae)
» Imternet Protocol Version 4, Src: 102.168.0.100, Dst: 72.163.4.38
» Transmission Control Protocol, Sec Port: 35752, Dst Port: 843, Seqr 2427943532, Ack: 2779078885, Len: 517
|+ Secure Sockets Layer
* TLSvl.2 Record Layer: Handshake Protocol

Expand Subinesd

Content Type: Handshake {32) Collapse Subnets

Wersfon: TLS 1.0 (@x0301) Excpand Al

Lemgth: 5132 Collapse All

~ Harmdshake Protocol: Client Hello m

Handshake Type: Client Hello (1)
Length: 508 Apply ad Filter B
Verdion: TLS 1.2 {0x@303) Frepare a Filter L

¥ Random: Z34408a107438CTIBS056465320 Conmversation Filter "
Session ID Lemgth: O Colorize with Filter "
Cipher Swites Length: 198 Follewr »

* Cipher Suites (58 suites)
Compression Methods Length: 1 Capy L

» Compression Methods (1 method) Shov Packet Bytes..
Extensions Lempth: 367 Export Packel Bytes...
w Extension: server_nase (lens28) Wiki Protocel Pasge
Type: server_name (8} Fitiar Field Refrence
Lengkh: 28
v Server Mame Indication sxtensfor  Frovocol Prefesences *
Server Name list lemgth: 18 Dpcode A

Server Nase Type: host_npse |
Server Nome length: 1%
Server Name: tools.cisco.com

G 1 Rinked Pagiet
Shorw Linkcesd Paciont en New Window

p BR  ERLERIBIEES LER R Client HellosH Bssl.handshake.type ==

N | ssl.handshake.type == 1
Ma. Tirme Source Destination Frotooodl  Length  Server Name Infr
| 13 2819-10-23 87:45:86. 219386 18.229.29.96 192.168.8.168 TLSv1.2 571 Client Hello
23 2819-10-23 87:45:86.227250 16.229.29.96 192.168.8.168 TLSv1.2 Client Hello
48 2619-19-23 @7:45:12.406366 16.229.20.96 192.168.9.108 TLSv1.2 Client Hello
54 26819-16-23 87:45:12.412199 16.229.29.96 192.168.6.108 TLSv1.2 Client Hello
75 2619-18-23 87:45:14. 634891 192.168.0. 180 72.163.4.38 TLSw1.2 .Cisco.com Client Hello
111 2819-18-23 87:45:25.136089 192.168.8. 180 72.163.4_38 TLSv1.2 .cisco.com Client Hello
149 2e19-18-23 @7:45:35.637252 192.168.0. 182 173.37.145.8 TLSv1.2 .cisco.com Client Hello
166 2619-18-23 87:45:46.136858 192.168.0. 182 173.37.145.8 TLSv1.2 .cisco.com Client Hello
195 2619-18-23 @7:45:56.635438 192.168.0. 188 72.163.4.38 TLSv1.2 . C1sco. com Client Hello
238 2619-18-23 87:46:97. 221567 16.229.29.96 192.168.4.108 TLSv1.2 Client Hello
240 2619-18-23 87:46:07. 228486 16.229.29.96 192.168.4.108 TLSv1.2 Client Hello




S 2 BBEAXE  EEFTPY S (tools.cisco.com)E A LA RIP:72.163.4.38, 173.37.145.8

BB HEF —ETCPER FH#IT(Follow > TCP Stream) , #1 T B o

75 2019-18-23 87:45:14.634891 192.168.0.1680 72.163.4.38 TLSv1.2 571 tools.cisco.cc - r;'.:'l.;mn rkPaqFoe
111 2019-10-23 07:45:25.136089  192.168.0.100  72.163.4.38 TLsvl.2 571 tools.cisco.cc oo e ackel
148 2819-18-23 87:45:35.637252 192.168.0. 1680 173.37.145.8 TLSv1.2 571 tools.cisco.cc |9“°'CfUMQﬂU'¢Pa=hEI
166 2019-10-23 07:45:46.136856  192.168.6.100  173.37.145.8 TLSvl.2 571 tools.cisco,cg  Sel/UnsetTime Reference
195 2919-18-23 87:45:56.635438 192.168.8.1680 F2.163.4.38 TLSvw1.2 571 tools.cisco.cc Time Shift...
238 2019-18-23 87:46:87. 221567 18.329.28.96 192.168.8.168 TLsvl.2 571 Packet Comment...
248 2019-18-23 87:46:97, 228486 18.229.28.96 192.168.08.168 TLsvl.2 571 Edit Resoleed Name
Apply as Filter r
Prepare a Filter v
| Conversation Filter E 1
rame T5: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) Colorize Conversation v
(thernet II, Src: Veware 18:d0:a? (0@:8¢:29:18:d8:a7), Dst: Cisco_f6:ld:ae (©8:be:75:f6:1d:ae) TR »
;nterm.!-t I.Fr'ntacol Version 4, Src: 192 168.9.184, Dst: 72.163.4.38 Fallow ' TCP Stream
Iransmission Control Protocol, Sec Port: 35752, Dst Port: 443, Seq: 2427943532, Ack: 277007T8EBS, Ler |DP Strearn
|ecure Sockets Layer cony ' SSL Sl:rean;1-
¢ TLSv1.2 Record Layer: Handshake Protocol: Client Hello Protocol Preferences B -
Content Type: Handshake (22} Decade As. -
Version: T (N E '
erilon: TES 1.0 (6] Show Packet in New Window
Length: 512 |
[Wicpsren= g5 ) § =R

Besnnstien Frotocel  Langth  Saner iiose

72.163.4.38 T[P 54 35752 = 443 [MK] :q-—?-ﬂ??‘}-ﬂﬁi? ukq?m?as&s Win=29208 Len=2

14.632935 1‘}).163..1%

74 2019-18-23 87:45:

18-

75 2019-10-23 97:45:14, 634091 192.168.0.100 72.163.4.38 TLSv1.2 571 tools.cisco. (ole Client Hello

76 2019-18-23 @7:45:14. 634796 72.163.4.38 192.163.8. 180 TP =] 443 » 35752 [ACK] Seqe27700TEEES Ack=2427044049 Win=32768 Len=@

77 2819-18-23 @7:45:14, 966729 72.163.4.38 192.163.9. 100 TLSv1.2 158 Server Hello

7B 2819-18-73 @7:45:14,966772 192.168.8.188 72.163.4.38 e 54 35752 = 443 [ACK] Seq=2427940049 Ack=2T770075081 Win=19200 Len=0

79 2019-18-23 @7:45:14. 966834 72.163.4.38 192.163.8. 100 TP 1384 443 » 35752 [PSH, ACK] Seq=277087R081 Acks=2427044040 Win=12768 Len=1338 [TCP sepment of a reascesbled POU)
20 2019-18-23 @7:45:14, 966850 192.168.0.180 72.163.4.38 TP 54 35752 + 443 [ALK] Seqe2427944049 Ack=2770080311 Win=31920 Len=8

81 2819-18-23 @7:45:14, 9668 72.163.4.38 192.163.9.108 TLSv1.2 155 o Certificate

82 2919-18-23 @7:45:14. 9668 192.168.0.188 72.163.4.38 TP 54 35752 » 443 [ACK] Seqe2427044840 Ack=2770088412 Win=31008 Len=@

83 2019-18-23 @7:45:14, 966915 72.163.4.38 192.163.9.100 TLSv1.2 63 Server Hello Done
84 2019 114, 966525 192.168.0.100 72.163.4.38 e 54 35752 + 443 [ACE] Seq=2427944049 Ack=2770088432 n=31928 Len=8

85 2819 967114 192.168.0.188 72.163 TLSv1.2 61 Alert (Level: Fatal, Description: Unknown CA)

443 - 35752

> Frame 75: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits)
» Ethernet II, Src: Vewore_10:d0:a7 (00:0c:29:10:d0:a7), Dst: Cisco_f6:1d:ae (00:be:75:f6:1d:ac)
» Internet Protecel Version 4, Src: 192.168.8.189, Dst: 72.163.4.38
» Tramsmission Control Protocol, Src Port: 35752, Dst Port: 443, Seq: 2427943532, Ack: Z770O78885, Lenm: 517
v Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22}
Version: TLS 1.8 (#xB381)
Length: 312
~ Handshake Protocol: Client Hells
Handshake Type: Client Hello (1)
Length: 588
Version: TLS 1.2 (8x8303)
+ Rondom: 2344902107438<73b! E532371cTcd9fbbbTac16897184, |
Session 1D Length: @ ﬁ
Cipher Suites Length: 180
- Cipher Suites (50 suites)

B

1. §—ETCP=XEF,

2. BEFIHm(FMC)a & &5 I FEESSLE FiwHellodE R

3. SSLEFEIDAO, EERETCTI2EE

4. B ERRETE £ A Server Hello, Certificate%l]Server Hello Done’E BT EI &,
5. EFmEA AR "ARAHCA, HISSLBMER,

6. FHAEIHEETCP RSTURIREXEMRER

7. BETCPEFEEERM (REMFIREER ) 48058,

iZ{EServer Certificate , A% B Missuerl{Z AR commonName, EEBHERT , "2HAE, HE
—B#HT THEAL MITMPEE,



o, Tirms Source Destination Frotscol  Lengih  Server Hamse Infe

74 2019-10-23 87:45:14.632935 192.168.0.1880 T2.163.4.38 TP 54 35752 + 443 [ACK] Seq=2427943532 Ack=2770078885 Win=29200 Len=0

75 3819-18-23 87:45:14.634891 192.168.8.180 TE.163.4.38 TLSw1.2 571 tools.cisco.com Client Hello
76 2019-10-23 87:45:14.634796 T2.163.4.38 192.168.8.188 TP (2] 443 » 35752 [ACK] Seq=27T0078885 Ack=2427944849 Win=32768 Len=@
77 2019-19-23 @7:45:14.966729 72.163.4.38 192.168.8.180 TLSv1.2 158 Server Hello
78 2019-19-23 0F:45:14 966772 192.168.0.108 T2.163.4.38 e 54 35752 & 443 [ACK] Seq=242T7044049 Ack=2770078081 Win=20200 Len=0
79 2019-10-23 07:45:14, 966834 72.163.4.38 192.168.0.100 TCP 13g4 443 » 35752 [PSH, ACK] Seq=2770078981 Ack=2427944849 Win=32768 Len=1330 [TCP segment
B8 2819-18-23 87:45:14. 966858 192.168.8.180 72.163.4.38 TCP a4 ACK] Seq=2427944049 Ack=2770088311 Win=31929 Len=@
b B1 2819-18-23 87:45:14. 966872 72.163.4.38 192.168.8.180 TLSv1.2 155 |

Length: 1426
~ Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1422
Certificates Length: 1419
v Certificates (1419 bytes)
Certificate Length: 1416
w Certificote: 308205843082046<000302010202840000230f5d607c0000. .. (id-at-commonName=tools.cisco.com, id-at-organizationName=Cisco Systems, Inc.,id-at-localityMome=San Jose, id-at-stal
v signedCertificate
wversion: w3 {2}
seriallumber: Bx@faszlafsdoa7eadnnafi2isee

» signature (shaZSeWithRSAEncryption)
dnchuencc (e}

~ rdnSeguence: 3 items (id-at-comsonMame=FTDM168 MITM,id-at-organizationalUnitName=FTD_OU, id-at-organizationleme=FTD_0)

» RDNSequence item: 1 item (id-at-organizationNa

> ADNSequence item: 1 item (id-at-organ

> ADHSequence item: 1 item (id-at
» validity
» subject: rdnSequence (@)
* subjectPublicKeyInfo

<

extensions: & items

MTEMR :

EMC NGFW doing SSL MITM Cisco Licensing Portal

INSIDE OUTSIDE ™~ )

192.168.0.100

=

BEEIRE

REFAFINTE EEE - SR/ AR
BRI EMEMRHE,
EE@HNREE LHEUATAR

EMC Cisco Licensing Portal

INSIDE OUTSIDE f )

192.168.0.100

=

CAPIZE TR :



Source

192.168.9.100

Destination

173

-37.145.8

Protocol

TCP

Length  Server Name

54

Info

39924 » 443 [MK] Seq=427175839 Ack=236460466 Win=29200 Len=8

1224 2919-18-22 192.168.9.100 173.37.145.8 TLSv1.2 571 tools.cisco.com Client Hello

1225 2019-10-22 173.37.145.8  192.168.0.100 TP 54 443 » 39924 [ACK] Seq=236460466 Ack=427176356 Win=32768 Len=0

1226 2019-10-22 173.37.145.8  192.168.0.108  TLSvi.2 150 Server Hello
+ 1227 2019-10-22 173.37.145.8  192.168.0.100  TCP 1384 443 - 39924 [PSH, ACK] Seq-236460562 Ack=427176356 Win=32768 Len-1330
+ 1228 2019-10-22 .710092  173.37.145.8 192.168.0.100  TLSv1.2 155 |

1229 2019-10-22 .710167  173.37.145.8  192.168.0.100  TLSvi.2 63 Server Hello Done

1238 2619-18-22 . 7184132 192.168.9.188 173.37.145.8 TCP 39924 =+ 443 [ACK] Seq=427176356 Ack=236460562 Win=29208 Len=@

1231 2019-10-22 .710519  192.168.0.100  173.37.145.8 Tep 39924 » 443 [ACK] Seqm427176356 Ack=236461892 Win=31920 Len=0

1232 2819-18-22 .718519 192 _168.8.108 173.37.145.8 TCP 39024 + 443 [ACK] Seq=427176356 Ack=236461993 Win=31920 Len=@

1233 2019-10-22 .710534  192.168.0.100  173.37.145.8 T 39924 + 443 [ACK] Seq=027176356 Ack=236462002 Win=31920 Len=0

1234 2019-10-22 .710626  192.168.9.100  173.37.145.8 TLSv1.2 Alert (Level: Fatal, Description: Unknown CA)

718641 173.37.145.8 443 - 39924 [ACK] Seq-236462802 Ack=427176353

Length: 1426
~ Handshake Protocol: Certificate

Handshake Type: Certificate (11}
Length: 1422
Certificates Length: 1419
v Certificates (1419 bytes)
Certificate Length: 1416
w Certificate: 393205843982046c20030201020200000223a75d68700000. .. (id-at-commonName=tools.cisco.com,id-at-organizationlame=Cisco Systems, Inc.,id-at-localityName=San
~ signedCertificate
version: w3 (2)
seriallumber: @xB0aa23af5do07e00002f423880
signature (shaZSEWithRSAEncryption)
issuer: rdnSequence (@)
v rdnSequence: 3 items [(id-at-conmnﬂane:FTmleo_HITH,id-at-organizationalunimame=FTD_OU,id-at-organizationﬂaue:FTD_O} ]
> RDNSequence item: 1 item (1d-at-orgamizationName=FTD_0)
» RDWSequence item: 1 item (id-at-organizatiomalUnitMame=FTD_OU)
» RDNSequence item: 1 item (id-at-commonNames=FTD4188_MITH)
validity

w

<

"

CAPO® R :

[ tep.stronm oq 57 ]
Saurce Destination Frotecol  Length  Server Name Infa

Mo, Time

1171 2919-18-22 17:49:83.379329 192.1638.8.108 173.37.145.8 TP 58 39924 + 443 [ACK] Seq=623942019 Ack=4179458725 Win=29208 Len=@

1172 2819-18-22 17:49:83.380793 192.168.9.100 173.37.145.8 TLSv1.2 512 tools.cisco.com Client Hello
{1173 2019-19-22 17:49:03.545748  173.37.145.8 192.168.9.108 TCR 1388 443 » 39924 [PSH, ACK] Seq=4179450725 Ack=623042473 Win=34788 Len=1330 [TCE
| 1174 2019-18-22 17:49:63.545800  173.37.145.8 192.168.9.109 TCp 1388 443 + 39924 [PSH, ACK] Sequ4179452055 Acks623942473 Win=34780 Len=1330 [TCF
1175 2019-18-22 17:49:83.545824 192.168.9.108 173.37.145.8 TCP 58 39924 + 443 [ACK] Seq=623942473 Ack=4179453385 Win=65535 Len=0
+ 1176 2019-18-22 17:49:83.545915 173.37.145.8 192.1638.8.108 TCP 1388 443 + 39924 [PSH, ACK] Seq=4179453385 Ack=623942473 Win=34788 Len=1338 [TCE
{1177 2019-10-22 17:49:03.545961  173.37.145.8 192.168.0.108 TCP 1388 443 + 39924 [PSH, ACK] Seq=4179454715 Ack=623942473 Win=3478@ Len=1330 [TCE
| 1178 2819-18-22 17:49:83.545961 192.168.8.108 173.37.145.8 TCP 58 39924 » 443 [ACK 042473 Ack=41794560845 Win=565535 Len=@
¢ 1179 2019-10-22 17:49:03,700420  173.37.145.8 192,168.0.109 TLSvl.2 82 server Hello, server Hello Done
1180 2819-18-22 17:49:83.710687 192.168.8. 188 173.37.145.8 TLSv1.2 65 Alert (Level: Fata

Description: Unkmown CA)

|

Length: 5339
» Handshake Protocol: Server Hello
~ Handshake Protecel: Certificate
Handshake Type: Certificate (11)
Length: 5248
Certificates Length: 5237
~ Certificates (5237 bytes)
Certificate Length: 2025
~ Certificate: 308207e5308205cdadd302010202143000633b0Ff7504F7b2. .. (id-at-commonName=tools.cisco.com,id-at-organizationName=Cisco Systems, Inc.,id-at-localityMame=San Jose,
> signedCertificate
» algoritheldentifier (sha2SeWithRSAEncryption)
Padding: @
encrypted: 6921d@84f7a6f6167058f14e2aadBboBbdetc971eabealbd. ..
Certificate Length: 1736
v Certificate: 303206c4308284acaddiniol0202147517167783d8437eb5. .. (id-at-commonNamesHydrantID S50 ICA G2,id-at-organizationNamesHydrantID (Avalanche Cloud Corporation),id-
v signedCertificate
version: v3 (2)
seriallumber: @x7517167783d0437eb556c357046e4563bBebd3ac
» signature (sha2S6WithRSAEmcryption)
~ issuer: rdnSequence (@)
I> rdnSequence: 3 items (id-at-commonName=QuoVadis Root CA 2,id-at-organizationMame=QuoVadis Limited,id-at-countryName=BH) I
> validity

ELHERRER NS R T ARBIEEMITM)
TE2mERERR.
B AR ERERPFTRFMC TSEHES -

https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-
SourceFire-00.html



https://www.cisco.com/c/zh_tw/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html

EEEERT |, /dir-archives/var-log/process_stdout.logiE R & R T

¢

<#root>
SOUT: 10-23 05:45:14 2019-10-23 05:45:36 s1a[10068]: *Wed .967 UTC: CH-LIB-ERROR: ch_pf_curl_send_msg[4

failed to perform err code 60, err string "SSL peer certificate or SSH renote key was not OK"

SOUT: 10-23 05:45:14 2019-10-23 05:45:36 s1a[10068]: *Wed .967 UTC: CH-LIB-TRACE: ch_pf_curl_is_cert_is

cert issue checking, ret 60, url "https://tools.cisco.conlits/

HBRERA R
ERABRERHIMITM , BUEFMCRI MBI EEFTE,

=611 IPveELR I RE

BIEHER . AFEE (LR RBHINSIDENH 2% ) SEEENAIER (LR ABHN
OUTSIDESTHIZ2 &M E# ) B,

TERE R

fc00:1:1:1::100 E1/2
INSIDE

E1/3.202
OUTSIDE

U 4
% fc00:1:1:2::1/64

fc00:1:1:2: 2

— W Y

N ogle
" T

fc00:1:1:1::1/64

B/ 488 .
;:Z«'R/a E’JIJIL .

iRIP:fc00:1:1:1::100
Dst IP:fc00:1:1:2::2
WE 5
BEDT

FEFTD LINABG|ZE L B R #RER.

<tfroot>



firepower#

capture CAPI

firepower#

i nt

INSIDE match ip any6 any6

capture CAPO int QUTSIDE natch ip any6 any6

fc00:1:1:1::100

¥ — 3FThae

INSID

fc00:1:1:1::1/64

e

ELHEREICMPES BRI TES
fc00:1:1:2::2 ( L& AT )

B A AEINSIDE/THE LW HEE S

/3.202
QUTSIDE

fc00:1:1:2::2

, ICMPE#RBIZE#RIP fc00:1:1:1::100 ( AR AHET ) BIP

& .
EIE fc00:1:1:2::1/64

(8 Timg
1 2819-18-24
2 2019-18-24
3 2019-10-24
4 2019-19-24
5 2019-10-24
6 2019-10-24
7 2819-18-24
8 2019-19-24
9 2e19-10-24
10 2019-10-24
11 2819-18-24
12 2019-18-24
13 2919-18-24

BEX

1. B 253X IPv6 Neighbor Solicitation’ B3 555k £ ifr 2 BRIMACHE3E(IP fc00:1:1:1::1)0
2. BEREEAIPVER E B S EST
—{EICMPEIFEZERK.,
SHEIFER Tk
HITRE

3. B EE
4. B R ABEEIPVE R E S
5. B FEAIPVeEES

13:62:87.001663

13:02:07.
02273
2:88.

13:
13:

2:07

201376

97918

13:02:10. 998056

13:
12:
13:
13:
13:
3:
13:
13:

-

2:11.
.B02875
998346
L YOBAR3
R62725
.B62862
-59994
. B0 300

999917

Source
Fc0B:1:1:1::160

:1::1680

feBl: :dede: I5FF: fefc:fodd
fedt: :2be: 75ff: fefo:1dae
= :2be: 75FF: fef6: 1dae
feB: :dede: 35FF: fefc:fedd

Destination
fFO2::1:§f00:1
foB@:1:1:1::100

fcoa: 2
fepo: 2
fe@:1:1:2::2
fod: 11108

fed: : 2be: 75 F: fefb:1dae

2
fel: :2be:75FF: fefb:ldae
fedd: :dede:35ff: fefc: fods
fed@: :dede:35FF:fefe: foda
fedd: :Jbe:75fF:fefo:1dae

a8,

6. B SRS EIXEEIRIIPV6 ICMPEIFEFER,

BN BEOUTSIDENE LWEESS

o Tirrse
1 2019-16-24
2 2019-18-24
3 2919-18-24
4 3919-18-24
5 2019-18-24
6 2019-16-24
7 2819-18-24
B 2819-18-24
9 2019-16-24
10 2019-19-24
11 2019-18-24
12 2019-18-
13 2019-18-24
14 2019-10-24
15 2019-16-24
16 2819-18-24

BEX

13:82:07.
13:02:97.
13:82:88.
13:02:09.
13:02:10.
13:82:18.
13:02:11.
13:02:12.
13:62:12.
13:82:132.
13:82:13.
24 13:82:14.
13:82:14.
13:82:15.
13:82:17.
13:02:17.

Ba2517
BAE569
997995
Ba1815
825038
996132
858815
Be6082
866234
998422
Ba2185
899251
99B544
178358
B59963
862512

Source
feB0: :2be: 75Ff : fef6:1d8e

el
feBB: :dede: 35FF: fefc:fedl
fedO: :2be: 75ff: fefo:1dge

Fedd:1:
fedf::2be: ?5ff fefb:ldie
feBo: :dede: 35Ff : fefc:fodd

feltd: lbe T5ff:fefb:1dBe
fedd: :dede: 35FF: fefc: fodd

c ed.e 35ff:fefc: fedd
fed: :2be:75FF: fefs:1dBe

h nfo

86 Neighbor Solicitation for fc@@:1:1:1::1 from Ac:de:35:fc:fc:dB

86 Neighbor Advertisement fc@@:1:1:1::1 {rtr, sol, ovr) is at @d:be:75:f6:1d:ae
114 Echo (ping) request id=@x168d, seq=0, hop limit=64 (no response foundl)
seqel, hop limite64 (no response foundl)

114 Echo (ping) request id=@xlced, seq=2, hop limit=64 (no response found!)
1:180 from @9:be:75:f6:1d:ae
B8 (rtr, sol}

hop limit=64 (no response found!)
hop limit=64 (no response found!)

14 Echo {ping) request ids@xl6ed,

86 Meighbor Solicitation for fo@@:
78 Neighbor Advertisement fc@@:1:1:
114 Echo (ping) request ids@x168d, seqe3,

eln Echo {ping) reguest id=@xl6ed, seqg=4,
86 Neighbor Solicitation for feB®::2be:75ff:fef6:1dae from dc:de:35:fc:fc:d8
78 Neighbor Advertisement fe8@::2be:75ff:
86 Meighbor Solicitation for feBB::dede:35FF:fefc:fcd® from 00:be:75:F6:1d:ae

fefé:idae (rtr, sol)

78 Neighbor Advertisement feBB::dede:35ff:fefc:fcdd (rtr, sol)

B FYMACH 11t (fc00:1:1:1::100),

h  Info
98 Neighbor Solicitation for fc@@
98 Neighbor Advertisement foB@:1:1

98 Neighbor Solicitation for fc@d:
98 Neighbor Solicitation for fc@@:l:
18 Echo (ping) request id=@xiGed, s

118 Echo (ping) reguest id=@x16@d, seq=
98 Neighbor Selicitation for fe@9:1:1:1
9@ Neighbor Solicitation for fc@:
118 Echo (ping) request id=0x168d, seq=4,

2 from 00:be:75:f6:1d:8e

2 {rtr, sol, owr) is at dc:de;35:fc:fc:dd
18 Echo (ping) request ide@x16@d, seqel, hop limit=64 (no response found!)

1::186 from Ac:de:35:Fc:fc:d8
10180 from dc:de:35:foifoidd
, hop limit=64 (no response found!)
98 Neighbor Solicitation for fe@@:1:1:1::
98 Neighbor Solicitation for feB8::2be:7?5ff:fefé:1d8e from dc:de:35:fc:fc:df
82 Neighbor Advertisement feBB::2be:75ff:

100 from Ac:de:35:fc:fe:ds

fef6:1d8e (rtr, sol)

hop limit=64 {(no response found!}

108 from dc:de:35:fc:fe:dl

11100 from 4c;de:35:fc:fe:ds
hop limit=64 (no response found!)

98 Neighbor Solicitation for fo@@:1:1:1::106 from dc:de:35:fo:fc:df

98 Neighbor Solicitation for feBf::dede:35Ff:fefc:fcdB from 00:be:75:F6:1d:8e

82 Neighbor Advertisement feB@::dede:35Ff:fefc:fcd8 (rtr, sol)



1. BE R B EIEIPVOBREREE | BOERERW A LIFEENMACHHE(IP fc00:1:1:2::2),

2. RS FEHIPVeEE S ETEZ,
3. BFAEEEIXIPV6 ICMPE SR,

4. B#E ( BBEBS1c00:1:1:2::2 ) FEEIPVEREREREE | BHEERERUPv6itt it

fc00:1:1:1:: 1009 MAC Hh 31t

5. Bh X BEEIXFEINNIPY6 ICMPEIESEXK,
6. LB AR EE —EEEINNIPVeIBEES

3k,

HE  ZHBEERIPveiEHEfc00:1:1:1::1008MAC ih

FAMBREER, BE , LERBEEERBABAEE(fC00:1:1:2::2)FIMAC , (EER EEiEKRW

=fc00:1:1:1::100, EFRFHRESEES,

EEEIRE

REFRFINTHEEE -SRI EEEE,

ﬁ%{lﬁ1 *ﬁ'\ElPV63§BE:\3§o
B A& IPve B E R B IEFEIE R

<#root>

firepower#

show i pv6 nei ghbor | i fc00
fc00:1:1:2::2
fc00:1:1:1::100

1TE2.MEIPVEELE.

ERPAXEEE.

<#root>
firewall#
show run int el/2

interface Ethernetl/2

nameif INSIDE

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.0.1 255.255.255.0
ipv6 address

fc00:1:1:1::1/64

ipv6 enable

58 4c4e.35fc.fcd8
58 4c4e.35fc.fcd8

STALE OUTSIDE
STALE INSIDE



firewall#
show run int el/3.202

interface Ethernetl/3.202
vlan 202
nameif OUTSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 192.168.103.96 255.255.255.0
ipv6 address

fc00:1:1:2::1/64

ipv6 enable

LERERERNEERR

<#root>
Router#
show run interface g0/0.202

interface GigabitEthernet0/0.202
encapsulation dotlQ 202

vrf forwarding VRF202

ip address 192.168.2.72 255.255.255.0
ipv6 address FC00:1:1:2::2

/48

WE —mgErR
TR E N ( fL/48E N AR/64 ) FER T LB, ERWBEHT RPHCAPIHE,

Ho. Time Destination Protoco) ngth Tnifar
1 2619-16-24 15:17:20.677775 ffez::1:ffea:1 ICHP 86 Neighbor Solicitation for fc@@:1:1:1::1 from 4c:de:35:fc:fc:dB
2 2019-18-24 15:17:20.677989 fc8o:1:1:1::180 I(HP@ 86 Meighbor Advertisement fc@@:1:1:1::1 {rtr, sel, owr) is at @8:be:75:f6:1d:ae
3 2819-19-24 15:17:20.673481 Fe@d:1:1:2::2 ICMPVE 114 Echo (ping) request id=-0x097e, seq=8, hop limit=64 (no response found!)
4 2019-10-24 15:17:22.674281 fed:1:1: ICHPv 114 Echo (ping) request id=8x8%7e, seq=1, hop limit=64 (no response found!)
5 2819-18-24 15:17:24.674483 fc8a:1:1 ICHMPw 114 Echo (ping) request id=0x097e, seq=2, hop limit=64 (reply in &)
6 2819-18-24 15:17:24.674815 feod:1:1: ICMPVE 114 Echo (ping) reply id=8x@97e, seq=2, hop limit=64 (request in 5)
7 2019-18-24 15:17:24.675242 fco9:1:1: ICHMPvG 114 Echo (ping) request id=8x897e, seq=3, hop limit=64 (reply in 8)
8 2019-16-24 15:17:24.675731 fe@d:1:1: ICHPvE 114 Eche (ping) reply id=0x097e, seq=3, hop limit=64 (request in 7)
9 2019-18-24 15:17:24.676356 fceo:1:1: ICMPVG 114 Echo (ping) request id=0x@97e, seq=4, hop limit=64 (reply in 18)
18 26819-18-24 15:17:24.676753 fe@h:1:1: ICHPvE 114 Echo (ping) reply id=8x897e, seq=4, hop limit=64 (request in 9)

=%

1. RSB EEIPVOMERREE , EEEREW A LIFEENMACHIE(IP fc00:1:1:1::1).
2. AR B IPveR BE S HITERE,
3. B EIEICMPRIER R L EESEEEE,



CAPORRZA :

No. Time Source Destination Protoo ngth  Info

1 2819-1@-24 15:17:20.678645 feBd: : 2be:75ff: fe.. £FO2::1:ff00:2 IC| 98 Neighbor Solicitation for fc@@:1:1:2::2 from @@:be:75:f6:1d:Be

2 2819-10-24 15:17:208.681818 Febd:1:1:2:: feBl: :2be:75ff:fe.. I 90 Neighbor Advertisement fc88:1:1:2::2 (rtr, sol, ovr) is at dc:de:35:fc:fc:d8
3 2819-10-24 15:17:22.674342 fep@:1:1:1::106 fe00:1:1:2::2 IC 118 Echo (ping) request 1d=0x897e, seq=1, hop limit=64 (reply in &)

4 2819-19-24 15:17:22.677943 fe@@:1:1:2::2 FF02::1:ff@0:1 I 98 Neighbor Solicitation for fc@0:1:1:2::1 from 4c:de:35:fc:fc:d8

5 2619-1@-24 15:17:22.6780896 feld:1:1:2::1 foda:1:1:2::2 IC) 9@ Neighbor Advertisement fc@8:1:1:2::1 (rtr, sol, ovr) is at @80:be:75:f6:1d:Be
6 2819-10-24 15:17:22.678462 fc0@:1:1:2::2 fc9:1:1:1::10@ ICHPvE 118 Echo (ping) reply id=8x897e, seq=1, hop limit=64 (request in 3)

7 2019-10-24 15:17:24.674449 fe@@:1:1:1: 1100 fe@B:1:1:2::2 ICHPwE 118 Echo (ping) request 1d=0x897e, seq=2, hop limit=64 (reply in B)

8 2019-19-24 15:17:24 674785 fco@:1:1:2::2 fcop:1:1:1::108 ICHP 118 Echo (ping) reply id=8x897e, seg=2, hop limit=64 (request in 7)

9 2019-19-24 15:17:24.675395 feB@:1:1:1::1008 fe@9:1:1:2::2 TCHPw 118 Echo (ping) request 1d=0x897e, seq=3, hop limit=64 (reply in 18)

18 2819-10-24 15:17:24.675700 foP@:1:1:2::2 fc@@:1:1:1::100 ICHPWE 118 Echo (ping) reply id=8x807e, seq=3, hop limit=64 (request in 9)

11 2819-18-24 15:17:24.676448 feBd:1:1:1: :180 fodB:1:1:2::2 ICHMPvE 118 Echo (ping) request id=8x697e, seq=4, hop limit=64 (reply in 12)

12 2019-19-24 15:17:24.676738 fcR@:1:1:2::2 fc@0:1:1:1::100 ICHPvE 118 Echo (ping) reply id-8x897e, seq=4, hop limit=64 (request in 11)

BE

1. BE B ERIPVOMERBREE | EEERM A LR ENMACHHE(IP fc00:1:1:2::2),
2. B KB R IPveR BB S T EE,

3. B A EEICMPEI FERE R,

4. BHSFEE—RIPVeIMERBRER , B TIHEENMACHUE(IP fc00:1:1:1::1),

5. B X AEEF PVl BB S HITERE,

6. A BEEEICMPEEERLEESEEEE,

FO2. BRI ELREE (ARPHE )
FIREHIR : AOBDE#(192.168.0.0/24) 82 F — FAB-h 9 T M7 12 B BRI AR A 2B
TERERHRE

ﬁ
L

p— 192.168.0.0/24

N — /2 c1/3.202

_— INSIDE OUTSIDE
i — . 1

p— MAC address
00be.75f6.1dae

_

ZEENR
JRIP:192.168.0.x/24
Dst IP:192.168.0.x/24

BE : =



REBEHBNARPREUUFEFE :

BN C\Windows\system32\cmd.exe

C:wlserswmnzafeirol >arp —a

Interface: 192.168B.8.55 —— Bxh

Internet Address
172.168.8.1
122.168.8.22
1722.168.8.23
122.168.8.24
122.168.68.25
1922.168.8.26
122.168.8.27
172.168.6.28
122.168.8.29
172.168.68.38
122.168.6.88
122.168.08.255
224_ 8.8.22

224 _8.8.251
224.8.8.252
239.255.255.25A

Physical Address

BB-bhe—-7?5-f6—1d—ae
BA-he-7?5-Ff6h—1d—ae
BA-he-7?5-f6—1d—-ae
BA-he-7?5-f6h—1d—ae
B-he-7?5-f6—1d—-ae
B-he-7?5-Ff6—1d—ae
BA-he-7?5-fh—1d—ae
BB-bhe—-75-f6—1d—ae
BA-he-7?5-Ff6h—1d—ae
BB-bhe-7?5-f6—1d—ae
BA-he—-7?5-f6h—1d—ae
fE—ff—ff-fFf—ff—f£f
A1 -00-5e-00-B0-16
A1 -00-5e-AA—AA—f h
81 -80-5%e-00—-88—f c
B1-80-5e-f—ff-fa

C:sUserssmzafeirol >

|||

ECEE ki
TEFTD LINAS|Z& B A #EER
W HEEVEREENUNSIDE ST H L WARPE A -

<#root>
firepower#

capture CAPI _ARP interface |INSIDE ethernet-type arp

CAPI_ARP
192.168.0.0/24
E1/2 , E1/3.202
INSIDE OUTSIDE

MAC address
00be.75f6.1dae

2
|

Y — ERES R -
B A AEINSIDEN H LW HEESE,




M [{arp.dst.proto_ipv4 == 192.168.0.0/24) && !(arp.src.proto_ipvd == 192.166.0.1)
No. Time Source Destination Prommla'lgth Info

4 2019-10-25 10:01:55.17957 Vmware_2c:9b:a7 Broadcast ARP 6@ Who has 192.168.0.237 Tell 192.168.9.5

5 2019-10-25 19:81:SS.1?9699Ci5c0_§6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.0.23 is at @@:be:75:f6:1d:ae B
35 2019-10-25 10:02:13.05839 Vmeare_ 2c:9b:a7 Broadcast ARP 68 Who has 192.168.8.247 Tell 192.168.8.55

36 2019-10-25 10:02:13.050488 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.9.24 is at 0@:be:75:f6:1d:ae 9
47 2019-18-25 10:02:19.284683 Vmware_2c:9b:a7 Broadcast ARP 6@ Who has 192.168.0.25? Tell 192.168.9.5

48 2019-10-25 10:02:19.284775 Cisco_f6:1d:ae Vmware_2c:9b:a? ARP 42 192.168.0.25 is at 00:be:75:6:1d:ae

61 2019-10-25 10:02:25.779821 Vmware_2c:9b:a7 Broadcast ARP 6@ Who has 192.168.0.267 Tell 192.168.9.5

62 2019-10-25 10:02:235.779912 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.0.26 is at 00:be:75:f6:1d:ae

76 2019-10-25 10:02:31.978175 Vmware_2c:9b:a7 Broadcast ARP 069 Who has 192.168.0.277 Tell 192.168.0.

W

77 2019-16-25 10:02:31.978251 Cisco_f6:1d:ae Vmware_2c¢:9b:a7 ARP 42 192.168.9.27 is at 00:be:75:f6:1d:ae

97 2019-18-25 18:82:38.666515 Vmware_2c:9b:a7 Broadcast ARP 6@ Who has 192.168.0.287 Tell 192.168.0.
98 2019-10-25 10:02:38.666606 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.0.28 is at 00:be:75:f6:1d:ae
121 2019-18-25 19:82:47.384874 Vmware_2c:9b:a7 Broadcast ARP 68 Who has 192.168.0.297 Tell 192.168.0.5

122 2019-10-25 10:02:47.384150 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.0.29 is at 0@:be:75:f6:1d:ae

00000

6@ Who has 192.168.0.387 Tell 192.168.8.
42 192.168.9.30 is at 00:be:75:f6:1d:ae

137 2019-18-25 19:82:53.539995 Vmware_2c:9b:a7 Broadcast ARP
138 2019-10-25 10:02:53.540087 Cisco_f6:1d:ae Vmware_2c¢:9b:a?7 ARP

W

©

B%

1. Bh A A8 H21K192.168.0.x/24 8 A IPH B BARPEES
2. RSB CHMACH I E EFTE S ( {REARP)

BEARE
REFRFINTE ERE— S/ EEHEE.
BE1BENATEE.

SHEINATELE , F1Eno-proxy-arpERF W HIE R HITANER

<#root>
firepower#

show run nat

nat (INSIDE,OUTSIDE) source static NET_1.1.1.0 NET_2.2.2.0 destination static NET_192.168.0.0 NET_4.4.4

no- pr oxy- ar p

1TE2 1E B X BN E L= Aproxy-arph &g

R "no-proxy-arpy BABFTEEREARRE , B

FEHENEAS LEAKREARP, MRIFTD, Al
TEREARNE , LU EFEAFlexConfiglt 5 & p

T(EEBENTHER) .

sysopt noproxyarp INSIDE



P13 ZEFHEBCPUL ARISNMPH K3 Bl #F 5% (0ID)

HRFIRET , MARBRESNMPE3RR(SNMPVI)H SHEEMHA 54 , SELRARGRBBHLISNMP
OIDE Bl ACPUTFER ( KAERIRE ) MBARERR,

BEHR : RN E LAERSEE N, #— SRR , BACPUFEL ( HSNMPERES|E
) RN HEBEHNRERR.

HWEEHERBREN T —$ 2B EHSNMPERSENCPULAMENBEARR , AERHE NEENE
, UFEEESNMPH REBIRFEE(OID) , E®W#EK , OIDABEEEHCPUL ARBE.

BE] , FTD LINASIZF 25BN SNMP OIDR# "show, #H.

AR&@mHAKNSNMP OIDFE A USNMPEER T Erpipk , BEREEERRT , FEUATHEBESR

- FIDEBEEMEFZHSNVPESETE
« EFTDLEERET EEBALRBNER INZRHSNMPE 3R

& DT
HRAFTDEEEEASNMPEIREMREBMNERMZNERE , REESEIATER :

1. HESNMPE R aEE
2. REHE , M EAWireshark SNMP175 E B2 1E 15 ESNMPEE 3R B & LA R B SNMP E 3R E #
., BERNHERR D TAEESNMP OID

£ A snmp-server hostBit BV /T E L ELESNMPE R T HIE

<#root>
firepower#
show run snnp-server | include host

snmp-server host management 192.168.10.10 version 3 netmonv3

firepower#
show i p address managenent

System IP Address:

Interface Name IP address Subnet mask Method
Management0/0 management 192.168.5.254  255.255.255.0  CONFIG
Current IP Address:

Interface Name IP address Subnet mask Method
Management0/0 management 192.168.5.254  255.255.255.0  CONFIG

firepower#

capture capsnnp interface managenent buffer 10000000 match udp host 192.168.10.10 host 192.168.5. 254 ec



firepower#

show capture capsnnp

capture capsnmp type raw-data buffer 10000000 interface outside [Capturing -

9512

bytes]
match udp host 192.168.10.10 host 192.168.5.254 eq snmp

o Tire o Profocol  Source Source Port  Destination Port Length Info

i B.888 EIHP 192.168.10.18 65484 161 168 getdulkitequest

2 8.888 SHHP 192.168.5.254 161 B4R 167 report 1.3.6.1.6.3.15.1.1.4.8
3 8.176 SNHP 192,168,110, 18 §5484 161 192.168.5. 254 197 e priviey FIEHAT]
4 8.176 SHNHP 192.168.5.254 161 G584 192.168.10.18 192 report 1.3.6.1.6.3.15.1.1.2.9]
5 8,335 SNHP 192, 168.10.10 65484 161 192.168.5.254 159 encryptedPD: priviey Unknown
& B.326 SNHP 192.168.5.254 181 B5484 192.168.108.10 678 enc ryptedPDU: priviey Unknown
7 8408 SHHP 132.168.10.18 65434 161 192.168.5. 254 285 encryptedPDU: priviey Unknown
a 0,499 SNHP 192,168.5.254 161 G4 192.168.10.19 560 encryptedPBU; priviey Unknown
a B.675 SHHP 192.168.10.18 65484 161 192.168.5. 254 285 encryptedPDU: priviey Unknown
e B.767 SNMP 192.168.5.254 161 65484 192.168.10.19 [31:] encryptedPD: priviey Unknown
11  ©.045 SHHP 197.168.10.18 55484 161 192.168.5. 254 205 enc ryptedPDU: priviey Unknown
iz B.946 SHHP 192.168.5.254 181 G544 192.168.18.18 S84 encryptedPDU: priviey Unknown
13 1.133 SHNHP 192.168.18.18 65484 161 192.168.5. 254 2085 encryptedPDU: priviey Unknown
14 1.124 SHHP 192.168.5.254 161 65484 192.168.10.18 SEE encryptedPDU: priviey Unknown
15 1.317 SNHP 192.168.10.10 65484 161 192.168.5.254 285 encryptedPD: priviiey Unknown
16 1.318 SHHP 167 .168.5.254 161 5484 102.168.10.18 513 encryptedPDU: priviey Unknown
17 17.395  SNHP 192.168.10.12 62888 161 192.168.5.254 108 getBulkRequest

18 17.595 SNHP 192.168.5.254 161 G208 192.168.10.18 167 report 1.3.6.1.6.3.15.1.1.4.9|
19 17.749  SNMP 192.168.19.18 62008 161 192.168.5. 254 197 encryptedPDU: priviey Unknown
8 17.749  SHHP 192.168.5.254 161 GRME 192.168.10.14 192 report 1.3.6.1.6.3.15.1.1.2.09|
21 17.898 ShHP 192.168.10.18 62008 161 192.168.5. 254 199 encryptedPDU: priviey Unknown
2 17.899  SNHP 192.168.5.254 161 B20E 192.168.18.18 678 encryptedPDU: priviey Unknown
23 18.894 SWWP 192.168.18.18 62088 161 192.168.5. 254 05 encryptedPDU: priviey Unknown
24 18.094  SHHP 192.168.5.254 151 GRMOE 192.168.10.18 SE@ encryptedPDU; priviey Unknown
25 18.298  SNMP 192.168.10.18 52008 161 192.168.5.254 205 encryptedPDU: priviey Unknown

<[Destination Host: 192_168.5.254]>
<[Source or Destination Host: 192.168.5.254]>
User Datogram Protocol, Src Port: 65484, Dst Port: 161
~ Simple Metwork Management Protocol
msgVersion: snmpvd (3)
msgiGlobalData
msghuthoritativeEnginelD: 30060009felcdadio3panef1fec2301621a4158bfc1f40 .
msghAuthoritativeEngineBoots: @
msgfuthoritativeEngineTime: @
msglseriame: netmonv3
msgiuthenticationParameters: ff3176F5073c30b62Ffcl1bE
msgPrivacyParameters: 000040e1000083196
~ msgData: encryptedPDU (1)

BE

1. SNMPiR it it F1 B B9 b ik /42
2. AR SNMPHEPDU , B AprivKey¥fWireshark & Al
3. encryptedPDUE T &,

EENRE

AEFFNITEEEE -/ EEEE,

BE1.MEBESNMPHE,

@7 R EE Wireshark SNMP1#E B H L S ESNMPR A 3B R U B ZE R 2.

<#root>
firepower#

copy /pcap capture: tftp



Source capture name [capshmp]?
Address or name of remote host []? 192.168.10.253

Destination filename [capsnmp]? capsnmp.pcap

64 packets copied in 0.40 secs

EWireshark - BIBURERE R | 1212 —{ASNMPE Ra I Efin FProtocol Preferences > Users
Table , N TFEFAR :

tg, Time Frotocol SO Source Port  Destination Port DesEraton Length o
1 LR SHHP 192.168.10. 16 G5484 161 192.168.5,254 108 getBulkRequest
2 LR SHMP 192.168.5. 354 161 65484 192.168.19.10 167 report 1.3.6.1.6.3.15.1.1.4.9
3 8176 SHHP 192.168.168.18 55484 Mark/Unmask Pacist ColeM encryptedPDU: priviey Unknown
4 0176 SN 192.168.5.2%4 161 lgnore/Unignone Packet. €l +D report 1.3.6.1.6.3.15.1.1.2.8
H 8,325 SHHP 192.168.18.18 65434 encryptedPDU: priviey Unknown
6 ©.326 SN  192.168.5.254 161 SCALEIACTE & encryptedPDU: priviey Unknown
7 0.498  SWWP 192.162.16.18 65484 Time Shift... Cul+Shift+T aneryptedPDU: priviey Unknewn
8 0.490  SNMP  192.168.5.254 161 Facket Comment... Corl+Alt+C encryptedPDU: priviiey Unknown
9 0.675 SHP  192.168.10.10 65434 Edit Resolved Name encryptedPDU: priviey Unknown
w9767 SHHP 192.168.5.254 161 encryptedPDU: priviiey Unknown
11 0.945 SN 192.168.18.10 65484 Apply as Filtes ’ encryptedPDU: priviiey Unknown
12 0,946 SHHP 192.168.5. 351 161 Prepase a Filter o encryptedPDU: priviey Unknown
13 1.133 SHHP 192.168.108.18 55484 WComversation Filter e encryptedPDU: priviley Unkniown
14 1,134 SNHP 192.168.5. 254 1561 Colorize Conversation ¥ encryptedPDU: priviey Unknown
15  1.317 SHHP 192.168.18. 14 65484 SCTR ] encryptedPDU: privkey Unknown
16 1.318 SHHP 192.168.5.254 161 Follew " encryptedPDU: priviiey Unknown
17  17.595 SNWP  192.168.18.1@ 62008 getBulkReguest
18 17.595 SNMP  192.168.5.254 161 Copy g report 1.3.6.1.6.3.15.1.1.4.9
19 17.743  SHWP 192.168.18.10 62008 [Protocol Preferences L Open Simple Network Management Protocol preferences...
20 17.743  SNMP  192.168.5.254 161 Dacode As.. T e——
21 17.898  SNP  192.168.10.10 62008 Show Packet i Hew Wikdow e SHMPLOID i ko col -
22 17.899  SNMP 192.168.5.254 161 i FEP ey ure (¥ Reassemble SNMP-over-TCP messages spanning maltiple TCP segments
23 18.994  SNMP 192.168.10. 14 62003 161 192, 168.5,254 205 % Display dissected variailes inside SNMP tree
24 18.994  SNMP 192.168.5. 254 161 62008 192.168.18.10 568 I Users Taile... I
25 18,200 SHMP  192.168.10.10 62008 161 152, 168.5,254 205 Enterprise Specific Trap Types..
£ SNMP UDP port: 161... >
«<[Destination Host: 192.168.5.254]» SMMP TCP port: 161...

«<[Source or Destination Host: 192.168.5.254]»
User Datagram Protocol, Sre Port: 65484, Dst Port: 161
v Simple Network Management Protocol
migVersion: snmpv3 (3)
» msgGlobalData

Disable SNMP...

FESNMP Usersk ™ , 5 TSNMPIRAIEAEEZHE, FHRERE, FHBREER. BRHEN
BALAEB ( THRETERER) -

M SNMP Users ? X
Egine ID  Username Authentication model Password  Privacy protocol  Privacy password

MD5 DES
. - (m| A v B C:|Users|igasimovlAppData |Reaming | Wireshark|profies| Profilel |snmp users

Copy from ~ Cancel Help

FEFASNMPHEH EERER , Wireshark@ R EEZHISNMP PDU:



100 @
167
197
192
199
78
205
560
285
(51
205
584
205
588
205
513 9
Lo
167
197
192
199 @
678
285
568

o, Time Froteol  Source Source Fort  Destration Port  Destmabion Length
1 9.080 SNHP 192.163.10.18 65484 161 192,268, 5, 254
2 9.000 SHHP 192,168.5.254 161 G484 19%.168.10.19
E 9.176 SNHP 192.168.108.18 65484 161 192.168.5.254
41 8.176 SNHP 192.168.5.254 161 B5484 192.168.10.10
5 @.325 SNHP 192.1638.18.18 65484 161 192, 168.5.254
[ B.326 SNHP 192.168.5.254 161 BR4B4 192 168.10.18
T 9.498 SNHP 192.163.18.18 63484 161 192.168.5.254
8 9.4%9 SNHP 192.168.5.254 161 65484 192.168.10.19
9 0.675 SHHP 192.163.18.18 65484 161 192.168.5.254
118 0767 SHHP 192.168.5.254 161 65484 192.168.10.19
11 9.945 SNHP 192.168.18.18 B5484 161 192.168.5.254
12 9.945 SNHP 192,168.5.254 161 G484 192.168.10.19
13 1.133 SNHP 192.168.18.18 65484 161 192_168.5.254
14 1.134 SNHP 192.163.5.254 161 BR4E4 192_168.10.18
15 1.317 SNHP 192.163.18.18 65484 161 192.168. 5. 254
1% 1.318 SHHP 192.168.5.254 161 G484 192.168.10.19
17 17.595  SHHP 192.168.10.18 GRO0E 161 192.168. 5. 254
18 17.595 SNWP 192.168.5.254 161 [-FH] 192.168.10.19
19 17.743  SNMP 192.168.18.18 B200E 161 192 168, 5.254
28 17.743  SNMP 192.163.5.254 161 b2BRE 102.168.10.18
s 17.898 SHMP 132.163.18.18 B2BEE 181 182 168.5.254
22 17.899  SNWP 192,163.5.254 161 62008 192.168,10.19
3 18.994  SNHP 192.168.18. 18 G005 161 192.168.5.254
24 18.894  SHMP 192.168.5.254 161 GRS 192.168.10.19
5 18.296  SNMP 192.168.18.10 62008 161 192,168, 5. 254

285

Info

getBulkRequest
report 1,3.6.1.6.3.15.1.1.4.8

getBulkRequest 1.3.6.1.4.1.9.9.221.1
report 1.3.6.1.6.3.15.1.1.2.8

getBulkReguest 1.3.6.1.
get-response 1.3.6.1.4.
getBulkRequest 1.3.6.1.
get-response 1.3.6.1.4,
getBulkRequest 1.3.6.1.
get-response 1.3.6.1.4.
getBulkRequest 1.3.6.1.
get-response 1.3.6.1.4.
getBulkRequest 1.3.6.1.
pet-response 1.3.6.1.4.
petBulkRequest 1.3.6.1,

getBulkRequest

report 1.3.6.1.6.3.15.1.1.4.8
getBulkRequest 1.3.6.1.4.1.9.9.221.1
report 1.3.6.1.6.3.15.1.1.2.8
getBulkRequest 1.3.6.1.4.1.9.0.221.1

get-respense 1.3.6.1.4.1.9.9.221.1.1.1.1,

gctBulkRequest 1.3.6.1.4.1.9.9.221.1.
get-response 1.3.6.1.4.1.9.9.221.1.1.
petBulkRequest 1.3.6.1.4.1.9.9.221.1.

1
1
1
1

1.
1.
1.

2.1.11
1.3.1.8
5.1.11
.1.6.1.8
7111
1.8.1.8

-3.6.1.4.1.9.9.221.1.1.1.1.2.1.2 1.3.6.1.4.1.9.5.

.3.6.1.4.1.9.9.221.1.1.1.1.5.1.2 1.3.6.1.4.1.9.9.

-3.6.1.4.1.9.9.201.1.1.1.1.7.1.2 1.3.6.1.4.1.9.5.

221.1.1

221.1.1

.11

17.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.17.1.2 1.3.6.1.4.1.9.9.221.1

21.18.1.8

19.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.19.1.2 1.3.6.1.4.1.9.9.221.1
1.20.1.8
1.3.6.1.4.1,9.9.292,1.1.2.0 1.3.6.1.4,1.9.9.392.1.1.2.9

11
1.8
11
1.8

+3.6.1.4.1.9,9.221.1.1.1.1.2.1.2 1.3.6.1.4.1.9.9,

-3.6.1.4.1.9.9.201.1.1.1.1.5.1.2 1.3.6.1.4.1.9.5.

1.2.6.1

221.1.1

.11

~ msgData: encryptedPDU (1)
v encryptedPDU: 870a215d23633400a8391c5280d226e0cecB44dET101baT0..
v Decrypted ScopedPDU: 303b041980000009f ¢ 1c6daddaainabefl foc 23016214415
» contextEnginelD: B0080003felcGdaddd3fandeflfec2301621a4158bfc1f40
contextName:
v data: getBulkRequest (5)
~ getBulkRequest
request-id: 5628
non-repeaters: @
max-repetitions: 16
« varisble-bindings: 1 item
~ 1.3.6.1.4.1.9.9.221.1; Value (Hull}
Object Name: 1.3.6.1.4.1.9.9.221.1 (is0.3.6.1.4.1.9.9.221.1)
Walue (Null)

BE%

1. SNMPEE#2 T B FISNMP getBulkRequestZ & FERE R OID 1.3.6.1.4.1.9.9.221.1 M +HE8

OID,

2. FTDZEiB T E8E1.3.6.1.4.1.9.9.221.118BIRY OIDKY get-response [E] FE F B getBulkRequest.

1782. 3 BISNMP OID,

SNMPY - EEEHROID 1.3.6.1.4.1.9.9.221.1 B R & A CISCO-ENHANCED-MEMPOOL-MIBHY

EEEABEMIB) , I TEMR :



https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

Tools & Resources

SNMP Object Navigator

HOME TRANSLATE/BROWSE = SEARCH = DOWNLOAD MIBS | MIB SUPPORT - SW | ENESe
Translate Browse The Object Tree
TOOLS & RESOURCES Suppor Case Manager
. -
SNMP Object Navigator M‘“—“‘M'I e
Translate OID into object name or object name into OID to receive object details
Enter OID or object name: examples -
1.5:.1.4.1.0.9:221. 1 OID: 1.3.6.1.4.1.9927
ransla Qbject Name: ifindex
QObject Information
Object cempMIBObjects
[w]ln] 136141892211
MIB | -ENHAN -MEMP -MIB f - View Supporting Images of
OID Tree
You are currently viewing your object with .'2 v | levels of hierarchy above your object
.50 (1) org (3).. dod (B)_. internet (1)_. private (4) . enterprises (1)_. cisco (9)
|
- ciscaligmt (9)
+ -- ciscoTepMIB (6)
|
. = = SE &g/ 2 .
E&EWireshark P A AT B NFEROID , BEITUTRE -
1. TEMIB CISCO-ENHANCED-MEMPOOL-MIBR B 44818 , I TEFIR :
Tools & Resources
SNMP Object Navigator
HOME TRANSLATE/BROWSE =~ SEARCH = DOWNLOAD MIBS | MIB SUPPORT - SW Help | [ Feedback
SUPPORT
TOOLS & RESOURCES &nm&a&m@agﬂ
SNMP Object Navigator View MIB dependencies and download MIB or view MIB contents mﬂﬂ

| i n select a function in step 2 and click Submit
CISCO-ENHANCED-MEMPOOL-MIB

| List matching MIBs |

A100-R1-MIB
ACCOUNTING-CONTROL-MIB
ACTONA-ACTASTOR-MIB
ADMIN-AUTH-STATS-MIB
ADSL-DMT-LINE-MIB
ADSL-LINE-MIB

ADSL-TC-MIB

ADSL2-LINE-MIB -

I '® View MIB dependencies and download MIB I

“'View MIB contents

Submit |




Tools & Resources

SNMP Object Navigator

MIB SUPPORT - SW

HOME TRANSLATE/BROWSE SEARCH DOWNLOAD MIBS

SUPPORT

TOOLS & RESOURCES

SNMP Object Navigator CISCO-ENHANCED-MEMPOOL-MIB

View compiling dependencies for other MIBS by clearing the page and selecting another MIB.
Compile the MIB
Before you can compile CISCO-ENHANCED-MEMPCOL-MIB , you need to compile the MIBs listed
below in the order listed.

Download all of these MIBs (Waming: does not include non-Cisco MIBs) or view details about each
MIB below.

If you are using Intemet Explorer click here.

MIB Name Version 1 Wersion 2
1. SNMPY2-SMI Downioad | | Downioad
2. SNMPV2-TC Download | | Dewniload
3. SNMPV2-CONF Not Required | | Downioad
4. SNMP-FRAMEWORK-MIB Downioad | | Downioad
5. CISCO-3MI Download | | Download
6. ENTITY-MIB Downicad | | Download
7. HCNUM-TC Download | | Download
8. RFCH55-5MI e | R
9 RFC-1212 v | v
10 RFC-1215 panleeg |y Momlasa
1. SNMPV2-TC-v1 il |
;féﬁmi:‘:'éMCED‘ Download | | Download

Dependencies
View
Dependencies
View
Dependencies

Dependencies
View

I Dependencies
View

Dependencies

I podimaig IEW
Dependencies
View

| Dependencies

| =

Help | [+ Feedback

Related Tools

Supnort Cace Manager
Cisco Community,
MIE Locator

2. &EWireshark W #iRE>EBE>ERBFEMEE D , EHBAOIDMEN ., ESMI ( MIBMPIBERE ) X
B, FEATHHMIBRMSMI ( MIBFIPIBIEE ) €& FK, CISCO-ENHANCED-MEMPOOL-

2 BEEEBED :
MIBE B Bh3#ri8 ZItE 058 F
o, Time Frotocol Source Source Pert Destination Port Destinaton Lenath Info 3
4 8.1%  swe A M 50 paths ? X
5 9325 sk _ . - _
[ 9,326 SHHP ¥ Appearance [ Resobee MAC addresses A Diractary path (1.8.1.9.9.221.1.1
; :-jx :x E“'”m:c o | |5 Rete ronpeet cas [cUsessiadminisusior/Donnicads/sHMPMIES .
. Ont a oot | —m . . A e 0000 | -1.4.1.9.9. 1.
o 8.675 SHNMP Layant o =
i@ ©.767  SWP Capture [ use cagbared DNS packet detn for podress Tesciution 1.4.1,9.9.221.1.1
11 9.945 SN Expert ] use an exteenal network nama resolver
12 9.946 SN Filter Buttons Manimum concurrent requests 500 .6.1.4,1,9.9.221.1
13 1.133 SN Name Resolution | ) — =
14 1134 s 5 Protocols Lt .6.1.4.1.9.9.221.1
15 1317 swe RSA Keys [ resotve viaN s
16 1.318  SNHP » Statistics ] Besobve 557 PCs 92.1.1.3.8 1.3.6.1
17 17.595  SNMP Advarced [] Enable OID resohaion
18 17.595 SHNMP
19 17.745  SHMp (] Supprass SME arrees
20 17.743  SNWP SMI{MID and PID) poths. EdR... B EEEE —
21 17.898 SN
2 17.899 SN SHLIE S P o | ]| o | 1.4.1.9.9.221.1.1
| 23 18.894  SNMP MasMnd datsbhass dirsctories Edit...
24 18.094  SHMP “ )l 21|l s Modules 7 w 01.4.1.9.9.221.1.1%
E | (-] Cancel Help H . ! 2
» Frame 23: 205 bytes on win . _ R . . Madule rame ~
» Ethernet II, Src: Clsco 33:fe:bf (00:12:7f:33:fe:bf), Dst: a2:4¢:66:00:00:20 (al:dc:66:00:00:20) IPVE-MIB
> Intermet Protocol Version 4, Sec: 192.168.10.10, Dst: 192.168.5.254 SAMP-COMMUMNITY-MIZ
> e ——
4 SNMP-MPD-MIB
SNMP-NOTIFICATION-MIB
SNMP-PROXY-MIB
SNMP-TARGET-MIB
SNMP-USER-BASED-SM-MIB
SNMP-USM-DH-OBIECTS-MIB
M P WIEW:| AN M|
CISCO-ENHANCED-MEMPOOL-MIB -
&R o mpgle;
I = e

3.EF B Wireshark#® , OIDEMTASEA :




L IENRY. Y I S e

1
12
13

Timi Frotocol
.00 SHMP
0080 SHHP

@.335 SHMP
9.326 SHHP
9,450 SHHP
0,450 SHHP
B.675 SHHP

a. 767 SHMP
2.945 SHMP
0.5946 SHMP
1.133 SHMP

1 a3 <nmn

<

<

Source

192.1638.18.18
192.168.5.254
192.168.18.18
192.163.5.254
192.163.18.18
192.168.5.254
192,168.10.10
192.168.5.254
192.168.10. 18
192.168.5. 254
192.163.18.18
192.168.5.254

192.168.18.18
107 169 S IEa

CISC0-ENHANCED -MEMPOOL -MIB

Object Name: 1.3.6.1.4.1.9
CISC0-ENHANCED -MEMPOOL -MIB:

Source Port
65484
161
65484
161
65484
161
G5a84
161
65484
161
65484
161
63484

151

Destination Port

161
65484
161
65434
161
65484
161
5484
161
65484
161
65484
161

AEAA

Destination Length

192.168.5.254 100
192.168.10.19 167
192.168.5.254 197
1932.168.18.19 192
192.168.5.254 199
192.168.10.18 678
192.168,5,254 205
192.168.10.18 560
192.168.5.254 5
192.168.10.10 610
192.168.5.254 205
192.168.16.18 544
192.168.5.254 205
107 189 18 18 oo

Info
get BulkRequest
report SHMP-USER-BASED-SH-MIB: iusmstatsUnknownEnginelDs. 8

getBulkRequest CISCO-ENHANCED-MEMPOOL-MIB: :cempMIBObjects

report SHAP-USER-BASED-SM-MIB: jusmStatsNotInT imelindows . @

petBulkRequest CISO0-ENHANCED-MEMPOGL -MT empMIBObjects

get-response CISCO-ENHANCED-MEMPOOL -MI| enpllemPoolType. 1.1 CISCO- ENMANCED -HEHPOOL-MIB : : cempMenPoolType
getBulkRequest CISC0-ENHANCED-MEMPOOL -HIB: : cempitenPoolName . 1.8

get-response CISCO-ENHANCED-MEMPOOL -HIB: ; cempllemPoolAlternate. 1.1 CISC0-ENHANCED-HEMPOOL -MIB: ; cemphienPoc
getBulkRequest CISCO-ENHANCED-MEMPOOL-MIB: :cempMenPoolValid.1.8

get-response CISCO-ENHANCED-MEMPOOL-MIB: :cempMemPoolUsed. 1.1 CISCO- ENHANCED-MEMPOOL-MIB: : compMenfoollsed
getBulkitequest CISCO-ENHANCED-MEMPOOL-HIB: :compMemPoolFree 1.8

get-response CISCO-ENHANCED-MEMPOOL-MIB: : cempMemPoolUsedOvrflu. 1.1 CISL0-ENHANCED-HEMPOOL-MIB: : cenpMenPc

getBulkRequest CISCO-ENHANCED-MEMPOOL-MIE: :cemphemPoolHCUsed. 1.8
" CASCOLENUAMCED MEMDOOL MID. . 1 Lo D MM NCEDL MEMDOOL_MTE ..

Object Mame: 1.3.6.1.4.1.9.9.221.1
CISCO-ENHANCED-MEMPOOL -MIB: : cempHemPoclHame : MEMPOOL_MSGLYR
CISCO-ENHANCED-HEMPOOL-MIB: : cempMenPoolName . 1.4 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.4): MEMPOOL_HEAPCACHE 1
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1,3.1.4 (CIS0C0-ENHANCED-MEMPOOL -MIB:
CISCO-ENHANCED -MEMPOOL -MIB: : cempMemPooMame : MEMPOOL_HEAPCACHME 1
~ CISCO-ENHANCED -HEMPOOL-MIB: ; cempMenPoolName. 1.5 (1.3.6.1.4.1.9.9.221.1.1.1.1. 2, 1.5): MEMPOOL_HEAPCACHE &
9.221.1.1.1.1.3.1.5 (CI5C0-ENHARCED-MEMPOOL -HIE
:cempHesPoolName : MEMPOOL_HEAPCACHE @
w CISC0-ENHANCED-HEMPOOL-MIB: : cempMenPoolName . 1.6 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.6): MEMPOOL_DMA_ALT1
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.6 (CISCO-ENHANCED-MEMPOOL-MIE: : compMemPoolName . 1.6)
CISC0-ENHANCED-MEMPOOL -MIB: : cempenPoollame : MEMPOOL DMA_ALT1
~ CI5C0-ENHANCED-HEMPOOL-MIB: : cempMenPoolName. 1.7 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.7): MEMPOOL_DHA
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.7 (CISC0-ENHANCED-MEMPOOL -HIB : cempMemPoo]Name .1.7)
CISC0-ENHANCED -MEMPOOL -MIB: : cempHemPoolHame ;. MEMPOOL_[MA
* CTSCO-ENHANCED-HEMPOOL-MIB: ; cenpMenPoolNome. 1.8 (1.3.6.1.4.1.9.9,221.1.1.1.1.3.1.8); MEMPOOL_GLOBAL_SHARED
Object Name: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.8 (CISC0-ENHANCED-MEMPOOL -MIB: : compMemPoolName . 1.8)
CISC0-ENHANCED -MEMPOOL -MIB: : cempHemPoolName : MEMPOOL_GLOBAL _SHARED

w CISCO-ENHANCED -HEMPOOL -MIB :n'llpf‘\euPDum.mL-. 1.
Object Mame: 1.3.6.1.4,1.9.9.221.1.1.1.1.3,
CISC0-ENHANCED -MEMPOOL -MIB: ; cempHemPoollame ;. System memory

~ CI5C0-ERHANCED-HEHPOOL-MIB: ; cempMenPoolName, 1.2 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.2); System memory
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.2 (CISC0-ENHARCED-MEMPOOL-HIE : : cempMemPoolName . 1.2)

:cempHemPoollame: System mesory

CISC0-ENHANCED-HEMPOOL-MIB! : compMenPoollame. 1.3 (1.3.6.1.4.1.0.9.231.1.1.1.1.3.1.3): MEMPOOL_MSGLYR

1.1.3.1.3 (CISCO-ENHANCED-MEMPOOL-HIB:

111.3.6.1.4.1.9.9.221.1.1.1.1.3.1.1); System memory
1.1 (CISCO-ENHANCED-MEMPOOL-MIB: :cempMemPoo]Mame . 1.1)

:eempMemloolMame 1.3}

cempiemPoolName . 1.4)

cempiienioolbame. 1.5)

RIBHEERNBZELY  SNVMPERTESEH (10WER ) BHEBFTD LREEE BRI AR
¥, WMTechNote3XZEASA SNMP Polling for Memory-Related Statistics iR , 8 FHSNMP#&
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https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/116423-troubleshoot-asa-snmp.html
https://www.cisco.com/c/zh_tw/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_tw/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
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