;rmeﬁpowerﬁﬂﬂﬁﬁﬁﬁﬂliﬁﬁﬂﬁﬁﬁ : SR

B &

&

a5 8 422 I SR B (ACP) P ER MU B HE BR
BEEREHS

RIR 5 i 20 BB

#ACP

g5 1 REBICEEERA

g5 2 . HEMERAICHRANREREIL
6 3B W e AR -

ERBETACHER
T —2% : SSLEREEHFEHERR
fiifr

AN R—RINEN—IBD , EEXENE T MAIEFirepower R K E R B 1T RFHFELERR
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REEREH

BETAONEONER  REETEUNREER , B5IFirepowerREHEIERENFE - S RBE
MHEBRENERSEH, AEFirepowerEEFONSIT>EE>SBHTRTELENA,

BEE - MEEREMH2H] , FRAREACPHI DA BEC#H. AFCHRESENBREIRR
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EIEEY Policies Devices Objects = AMP  Intelligence
Context Explorer  Connections » Evants  Intrusions = Files  Mosts  Userse  Vulnerabitiesw  Comelation »  Custom = Lookupe  Search

Connection Events
Connections with Appdication Qetaity niie View of Connection Events

I R R R R

BiBE®—T "REES, WiRE—MR ( BER ) IPHETBR , B0 LLE ZIFirepowerk I EI A7 o
MgE, I N FEHHOBRERET "R .

WRFirepowerB EHIERE |, AlREKES "Ik, —F. BT "ERSHAREBER TRHA
EZER., MREES "Blocks , AIAILURREREHHPRI TR

— RH
— RAEEHIR A

RIS R

AT RIEZFIREHACPRAUSIEAIERE , ATLFITUTRE

- BEBRERVESR "EE) X TAFK. BENRA, YAEEBRACPHRIER , REEME
Bz L,

. £A3& "Block, —FANBREETREAMEREA

. IR Default ActiongXE A "Block All Traffics , SBE G HE RS "Network Discovery
Only,

ME  ELEREEBRTERMESR , MAFEMARETHOL, ERLAERATARRIER
HREERBTENRA K ARBETREEL,

#mACP

BiB> system support firewall-engine-debug CLIE ATE I TJ LA B ACPIREB1TIHE — S IEHERR

o

BiEE : fEFirepower 9300814100 A L , AT LUEBU TH SR BEENAR

# connect module 1¥# &
Firepower-module1> connect ftd
>



HRZHIE , JUAERAUL T EBEEECLL,

# connect module 1 telnet

Firepower-module1> connect ftd ftd1
EEEFERIARBRMd(ftd1)IRFE. ... A Texity LUREIRECLI

>

system support firewall-engine-debugZE X B2 HACPF AN B EER ITNIHRE . CEREE
MR AIFEEBRE , URRAICRERFTERENRR,

BEE . E62REFSRAYF , IETRMAZBBHRTE, cFEAERNGIE , B2EESH
HEH. BERTEA rEnable firewall- -engine-debug too ? 4 B , FREXEA Ty, o

®BHl 1 RERCTEEERR
ETEMNRGIH | £ Hsystem support firewall-engine-debugf A SSHEFEMIZE I .

1E &Firepower# & FE1THIACP,

Source Dest Source Dest

# Name Zones Zones Networks Networks VLAN ... Users Applic... Sourc.. DestP.. URLs ISE/S... Acti.. .
Attrib... L]
w Mandatory - JG AC (all) (1-6)

1 Trust ssh for host & 192.168.0.7 SSH = Trust
2 inspect & 10.0.0.0/8 P v Allow

3 trust server backup 5 192.168.62.3 52 10.123.175.22 = Trust

ACPE=E A,

1. E— 1 HAIREERE192.168.0. 7B R EESSHERAMN B EE,
2. BB ABIBXFFREERMERE10.0.0.0/8NFMERE ( NRAKYHRZZNERTT
), E AR TE
3. =% BAIEE1R192.168.62.3%110.123.175. 22 Fi A R &
EHEHREST , EEDHH192.168.62.3%110.123.175.2209 SSHiE#R

FHIERREACKRAIS TEEAMRSERE . TE. BEER  MEXMEFTESOH ST RENRA
M, E—EENIPREZTEMBEARBEACRAIZTELSFENT T MRE , FEZPEE
e

fEFirepower CLIE |, B AL T AR LU RACPR BIFE R E,

>system support firewall-engine-debug

Please specify an IP protocol: tcp

Please specify a client IP address: 192.168.62.3
Please specify a client port:

Please specify a server IP address: 10.123.175.22
Please specify a server port: 22

Monitoring firewall engine debug messages

BT . RFEE Tfirewall-engine-debugfFE BB A EEZ W 5| & , LEERERBREBHRAFE



ETHNHARGBHS SR EEHENSFENITEEERZ,
SYN

SYN , ACK

s1->2 geo00->0,vlan 0,

192.168.62.3-46594 > 10.12 AS 110 Starting with minimum 4, ‘inspect’, and IPProto first with zones 1 -> 2, geo 0 -> 0, vlan 0,

3.175
inline sgt tag: untagged, ISE sgt id: payload 0, client 0, misc 0, user 9999997, icmpType 0, icmpCode 0
3.175

192.168.62.3-46594 > 10.12 S 110 pending rule order 4, 'inspect’, XFF wait for Appld

thr

ER— B —SRARFDBENE XK.

1. SYN 192.168.62.3 < 10.123.175.22
2. SYN,ACK 10.123.175.22 = 192.168.62.3
3.ACK 192.168.62.3 = 10.123.175.22
4. SSH 192.168.62.3 = 10.123.175.22

HRALR  ZEZEE4EER TS ETER A,
AT 2EiEm AR,

-ACP?WEL*”% TReE, RARE , A "T#NEEsshy RATFEE , RABIPHIUAFTEE
R, ER—ERELE A6 FAHEHRREACEFMENFEEATEFENE —RBERS
( IP%I]iE )

CEERBERAE  EBEEEREREBHE Ninspecty RAICE K KAEHTTPERARESEEX-
Forwarded-For(XFF)&H , BEEABEARA , Dt ESHR 2N SFERBEMRE  BEER

- EENEERSTERER® , Tinspecty RAEEATCEER K RNAEHESSHNFRZ
HTTP
- REBIFIPHbu TE TEEMAREEES L FAL

B ERFTERIEERQRCESHE K FACLEASEHARBFNERER K BARR2HERE
ARROR,



MRBAU2EERFHER , MAEXFF , AIERKEE1EHIREEERBER.

EARENERLT , BREEE14ABRERRBTINMEREMRA L , RAELHKRE UE%%E
1MRER ST REBERE, B2, BUEEEED , BIFEEERAE1-4BRE , CERRA AL

FEREMAEERS , ERFNAURLDNSZL1EH, MREFEMA—@EKA , FHAFM&;EEEEEE
AC%%%ETHE’JFE’EQ?E’J@FEEEQ , AAECHXERECMEHTTPEEDNS, A& , ELEBERE
HE ERBAHFEF

LA Zfirewall-engine-debugir T B ET @ , HPMEBEMUMIEREETR, L TARERSER
WEAEXEBHNT S,

rting inimu inspect’, anc ’roto firs
client

-> 0, vlan 0,

[! How to map service/application ID to name]

[sflappid/odp/appMapping.data

K16l 2 : REMEHR A EE R RFE L

HEEERRT  BETE TACPHHEERA , MUBELERE, T REFEESHEEE RS
M EHNRE,

>2,ge00->0,vlan 0

0, vlan 0, inline

*  SourcePort/ ¥  Destination Port/ Intrusion
Ip ICMP Type ICMP Code Protocol Events Policy Rule
Block Intrusion Block @M 192.168.62.3  H 10.123.175.22 55654 / tcp 22 (ssh) / tcp )G AC (all} trust server backup

L PR, firewall-engine-debugil HEE RRERE "E4F. EE , MERSHETHRARERRA
i%ﬁE@BELtEKVE(EEEA NREL SIERARBLEMEE),

BAEEERNER R ESREGR SR EEACP EAdvancedE & F HSetting 2 BI E A I A2
KEE, ERBHANREHRELTEEIZH , HRARKEKERIENCREYERZRE, BR , H
RAIPHILE TEE ARG, BN EETE , HLEACPR AIFT A £ RS R B ITE.

AETERETRKBARKERE , TS ETHRUNER Ninspecty HAlz L , ERMERR THE
EER, HREARSERNA THE, SANTEITFTESXENY , Rt e EFIR Az



B A B9 A 12 R BE (Intrusion Policy)i§ AR BB B ME. A5 "trust server backup. R EIER
Minspecty MAlZ LEEFHERRE—BERNTSREERACE , RAXFRNERIPHY , 5
—EERIPAURERZIPI, Hik BREGEARFKRAZAEANARRBTIZTEFEA,

S5 3: 7 M43 P8 A AR FE L

FEHERGIF , FRERSEREMLEcnn.com, T8 , WEEMFEEBNREGMHELECNNHNEL, &
#5E 4 LA K firewall-engine-debugia i & F8 'RBE LE BV R X o

B%, "EREHNH EEARRUZSEE —EEAE  HPETEBRERARINERUR
Firepower#i tt EF RN 2 B H X,

~ First Packet x Last X  Action ¥  Initiator IP X Responder x  Source Port/ ¥  Destination Port/ %  Application x  Web *  Application ¥  Business X  URL x
Packet 1P ICMP Type ICMP Code Protocol Application Risk Relevance
2017-05-19 16:02:29 Black Wi 192.168.62.63 M 151.101.65.67 54308 /tcp 80 (http) / tcp HITR CNN.com Medium Medium http:/fcnn.com/
CNN.com

Turner Broadcasting System's news website.,

Type Web Application

Risk Very Low

Business Relevance High

Categories , news
Tags displays ads

2% Context Explorer W Wikipedia G Google Yahoo! I> Bing

HRELERAR , ¥ Tfirewall-engine-debug., FERF@MEF , BIBEAEBRMEILRE,

BN 5552 B BA#E A Lk hitp://cnn.comBY 3R A , ACP#R BI# ApplicationsEEF N EME L EEBHNES.



http://cnn.com

Editing Rule - block by tag ? %

Name | block by tag ¥ Enabled Move
Action | J§ Block with reset v L]
Zones Networks VLAN Tags .. Users Ports URLs  SGT/ISE Attributes Inspection Logging Comments
Application Filters & Clear All Filters Available Applications (759) € Selected Applications and Filters (1) + ]
Search b , Search by name Filters
T TE - = W 2 Tags: displays ads |
2| blog 53 | ClickTale (1]
| bundles software 7 | Clip2net (1]
| business impact 44 __| Clip2Net Upload i ]
.| Common Industrial Protocol i ] CloudFlare .@
.| console gaming 25 =] cnBC @
| content provider 28 = cNET o
.| decrypted traffic 21 7 ENET TV Q
.J _: displays ads 759 @
eDankey 2 7 Nty \g)
- encrypts communications 280 - cnzz o
| evasive 58 ) _
= Facebook . _| Cognitive Match Q?
) Facebook game . | CollegeHumor .\%y
.| Facebook post 7 —| Collider @
] file sharing/transfer 249 | Comcast @
7 Flash o | Comedy Central (1]
=] FTP protocol 11 _| Commission Junction -\g) -
Gnutella nrotacal - M4 Viewing 101-200 of 759 b M
Save Cancel
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WEREMFirepowers BB M EHERHE = http://www.cisco.com/c/en/us/support/docs/security/sourcefire-
system support firewall-engine-debug#l snpgE =3

system-support-trace# RERS  HBHAX

&5 12 ol SR g B EfnZISystem > Tools > Import/Export , i###Access Control P

AR MRACPEESSLEN , FHEEH 2 {EACPHMIBRSSLRRE , LU %8R B HURAY
PKIEZA

T—25 : SSLERME MR MR

ﬂﬂiIEE{EHiSSL%’H% , W BRAEERH RS R ABREBE , AT —PRYSSLRIETHE
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#E—Therelf @ T —RXE.
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