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Rules -G AGIENTLLSE HTTP Responses  Advanced

DNS Policy | Default DNS Policy
Whitelist (2)
Networks

Blacklist (30)
Networks L

¥ Global Whitelist (Any Zone)
URLs

i~ Global Whitelist for URL (Any Zone)

& Attackers (Any Zone)
d Bogon (Any Zone)
& Bots (Any Zone)

I

Logging enabled “

& CnC (Any Zone)
) Dga (Any Zone)
& Exploitkit (Any Zone)
d Malware (Any Zone)
8/ Open_proxy (Any Zone)
&/ Phishing (Any Zone)
& Response (Any Zone)
@/ Spam (Any Zone)
d Suspicious (Any Zone)
@ Tor_exit_node (Any Zone)
Y Global Blacklist (Any Zone)
[(f5 | f—— LOgging disabled
@ my_custom_url (Any Zone)
\@ Global Blacklist for URL (Any Zone)
URL Attackers (Any Zone)
URL Bogon (Any Zone)
URL Bots (Any Zone)
URL CnC (Any Zone)
URL Dga (Any Zone)
URL Exploitkit (Any Zone)
URL Malware (Any Zone)

(= (= = O = O = Ol = (OO O = = O = = O = = = (]

URL Open_proxy (Any Zone)
URL Open_relay (Any Zone)
URL Phishing (Any Zone)

URL Response (Any Zone)

URL Spam (Any Zone)

URL Suspicious (Any Zone)
URL Tor_exit_node (Any Zone)
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Domain Not Found DNS Block ﬂ 192.168.1.95 - ErE EE DNS Response

2017-05-16 16:57:50 2017-05-16 16:57:50 Block URL Block  mif 192.168.1.95 (mi| 10.83.48.40 my custom url
2017-05-16 16:50: Block IP Block @l 192.168.1.95 @ momm Malware
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URL URL
Category Reputation

httg:;l'... nar mimme e~
Open in New Window

Blacklist HTTP/S Connections to URL Now Responder IP Securi

Whitelist HTTP/S Connections to URL Now == URL Category
' Blacklist HTTP/S Connections to Domain Now |
Whitelist HTTP/S Connections to Domain Now o1 Open in New Window
Exclude ol Open in Context Explorer
9l Whois
DNS % VLAN x I0C »x Intrus ° 1 View Host Profile
Query ID Eve q
o1 Blacklist IP Now
e IP ) Whitelist IP Now
Open in New Window o1
Exclude
Blacklist DNS Requests to Domain Now = e ——— |

Whitelist DNS Requests to Domain Now | 4mmsm DNS

Exclude
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> show access-control-config

Description :

Default Action . Allow

Default Policy : SOC

Logging Configuration
DC : Enabled
Beginning : Disabled
End : Enabled

Rule Hits :0

Variable Set : Default-Set

===[ Security Intelligence - Network Whitelist ]|====
Name : Global-Whitelist (List)
IP Count :0
Zone :any

===[ Security Intelligence - Network Blacklist |====
Logging Configuration : Enabled
: Enabled

. Attackers (Feed)
:any

: Bogon (Feed)
s any
..[omitted for brevity]
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> expert
$ grep <ip.addr> /var/sf/iprep_download/*
Ivar/sfliprep_download/23f2a124-8278-4c03-8c9d-d28fe08b5e98 . bif:<ip.addr>

$ head -1 /var/sfliprep_download/23f2a124-8278-4c03-8c9d-d28fe08b5e98. bif
#Cisco intelligence feed: Malware

$ grep <url> /var/sf/siurl_download/*
Ivar/sf/siurl_download/00000000-0000-0ed3-0000-073014445223.If:<url>

$ head -1 /var/sf/siurl_download/00000000-0000-0ed3-0000-073014445223.If
#URL object: my_custom_url

$ grep <dns.hostname> /var/sf/sidns_download/*
Ivar/sfisidns_download/032ba433-c295-11e4-a919-d4ae5275b77b.If: <dns.hostname>

$ head -1 /var/sf/sidns_download/032ba433-c295-11e4-a919-d4ae5275b77b.If
#Cisco DNS and URL intelligence feed: DNS Response

BEERE-UUDHNZLBHREERF —EER, LABRUAERAhead -n1 B HEBIFENR
.




ERMHETACHES

‘H iR

BERENFMCHMFirepowerst B /Y 18 R EHER http://www.cisco.com/c/en/us/support/docs/
EHNEREE (SIEEER) BERA , FBEAARX

CLIZFEHY LA BEARHA , FBEARX

MRERRBES , FRUEFZJNER (IP. URL, H) . BHBITEINERRAZRR,

=%
MRBEEREFHRAOMATREABENERRE , AT -5 2HEBRH B G R R BB E,

#E—Therei@@T —RXE,


/content/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
/content/en/us/support/docs/security/firepower-ngfw/214577-firepower-data-path-troubleshooting-phas.html

	Firepower資料路徑故障排除第3階段：安全情報
	目錄
	簡介
	必要條件
	Firepower安全情報階段故障排除
	確定已啟用安全情報事件記錄
	檢視安全情報事件
	如何刪除安全情報配置
	驗證後端上的設定
	要提供給TAC的資料
	下一步


