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> system support capture-traffic

Please choose domain to capture traffic from:
0 - br1
1 - Router

2 - my-inline inline set

Selection? 2

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)

Options: -s 1518 -w ct.pcap

> expert
admin@ciscoasa:~$ Is /ngfw/var/common/

ct.pcap

mEmNEEBE TR , PCAPE R & Act.pcapfy ¥ E B A/ngfw/var/common B #(SFR¥ A L
#9/var/common), A A LR E IR H>1E R E #Firepowerst B8 RIE LB,

=% , fEFirepower 6.2.0% % = R4~ F B FirepowerBEE 1 0\(FMC) £ , Effi F|Devices > Device
Management, A% , #&—T & BRURHEBRESS , A% Advanced Troubleshooting > File
Download.
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I vhreat patense CLI  Packet Tracer Capture w/Trace
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SFREMBENEEREN, ERGKEDHERINEFEETISFRIER.

% TIBIBASA CLIKSFRIEME BN EERES | LA E %BIBIETshow service-policy sfrip T 2K
EFRSFREE 1) A 58 ¥ IR F1 SR BE ¥ AR

# show service-policy sfr

G obal policy:
Servi ce-policy: global_policy
Cl ass-map: sfr
SFR card status Up, node fail-open
packet input 10000, packet output 9900, drop 100, reset-drop O

B HHEAR |, global_policy REE AR IEE ¥ sfry 3E¥ARE HEsfrik K BE BURME,

FiEE : Tfail-closes B2 —EALLETSFRIER , BEEXTER , KA SESFREHRREER
REEEBEILFIERE.

BEEMSFREMAENEEZEN  ATUBEUATHTUREERSFREEY W AEZEREE

# configure term nal

(config)# policy-mp gl obal _policy
(config-pmap)# cl ass sfr

(config-pmap-c)# no sfr fail-open
(config-pmap-c)# sfr fail-open nonitor-only

INFO The nonitor-only node prevents SFR from denying or altering traffic.

(config-pmap-c)# wite nenory
Bui | di ng configuration...

i — B i A EES R | BT 7£show service-policy sfrif i A ¥ TR

# sh service-policy sfr

d obal policy:
Servi ce-policy: global_policy
Cl ass-map: sfr
SFR. card status Up, node fail-open nonitor-only
packet input O, packet output 100, drop O, reset-drop O

MiEE - ZESSFREEEHE ﬁAWHﬁ*E_t s 1t L E R B (config-pmap-c)# 1= R % Hino
sfr fail-open monitor-only &% , SR1% 5 sfr {fail-open | fail-close} i Sk , BT ERY]
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Edit Inline Set
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Tap Mode:

Propagate Link State:

Strict TCP Enforcement:
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asa# packet-tracer input inside tcp 192.168.62.60 10000 10.10.10.10 ssh

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 10.151.37.1 using egress ifc outside

Phase: 3

Type: NAT

Subtype: per-session
Result: ALLOW
Config:

Additional Information:

Phase: 6

Type: INSPECT

Subtype: np-inspect

Result: ALLOW

Config:

class-map inspection_default
match any

policy-map global_policy
class inspection_default
inspect icmp

service-policy global_policy global

Additional Information:

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW
Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW
Config:

Additional Information:

Phase: 4

Type: IP-OPTIONS
Subtype:

Result: ALLOW
Config:

Additional Information:

Phase: 5
Type: SFR
Subtype:
Config:

class-map inspection_default
match any

sfr fail-open
service-policy global_policy global
Additional Information:

Phase: 9

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 756, packet dispatched to next module

ELARBIR | BMEASAFISFREMAH A RN D HURASANARERH DA NGB AR

FTD ( FtE ) — #EFTD CLI L#1TPacket Tracer

EFMBFTDE AL , YU #RFTD CLIE{TPacket Tracerin 5o

> packet-tracer input inside tcp 192.168.62.60 10000 10.10.10.10 ssh

Phase: 1

Type: ACCESS-LIST
Subtype

Result: ALLOW
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.100.1 using egress ifc outside

Phase: 3

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced permit ip any any rule-id 268434433
access-list CSM_FW_ACL_ remark rule-id 268434433: ACCESS POLICY:
My_AC_Policy - Mandatory

access-list CSM_FW_ACL_ remark rule-id 268434433: L7 RULE: Block urls
Additional Information

This nacket will

o[

Type: CONN-SETTINGS
Subtype:
Result: ALLOW
Config:
class-map class-default
match any
policy-map global_policy
class class-default
set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:




Phase: 5

Type: NAT

Subtype:

Result: ALLOW

Config:

object network 62_network

nat (inside,outside) dynamic interface

Additional Information:

Dynamic translate 192.168.62.60/10000 to 192.168.100.51/10000

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW
Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW
Config:

Additional Information:

Phase: 11

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

Config:

Additional Information:
Application: 'SNORT Inspect’

Phase: 12

Type: SNORT
Subtype:

Result: D

Config:

Additional Information:

<NOorn race:

Snort: proce
IPS Event:
Silely

NAP i

Phase: 8

Type: NAT

Subtype: per-session
Result: ALLOW
Config:

Additional Information:

Phase: 9

Type: IP-OPTIONS
Subtype:

Result: ALLOW
Config:

Additional Information:

Phase: 10

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 612016, packet dispatched to next module
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> capture ssh_traffic trace interface inside match tcp any any eq 22
> show capture ssh_traffic

7 packets captured

1: 01:17:38.498906
0,nop,wscale 7>
2:01:17:38.510898
513898266 1045829951, nop,wscale 7>
3:01:17:38.511402
4:01:17:38.511982
1045829957 513898266>
5: 01:17:38.513294
6:01:17:38.528125
1045829957~
7:01:17:38.528613

> show capture ssh_traffic packet-number 4 trace
7 packets captured

4:01:17:38.511982 192.168.62.70.48560 > 10.83.180.173.22: P
4250994242:4250994283(41) ack 903999423 win 229 <nop,nop,timestamp
1045829957 513898266~
Phase: 1
Type: CAPTURE
Subtype:

Result: ALLOW
Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 5

Type: SNORT
Subtype:

Result: ALLOW
Config:

Additional Information:
Snort Trace:

192.168.62.70.48560 > 10.83.180.173.22: S 4250994241:4250994241(0) win 29200 <mss 1460,sackOK timestamp 10458298951
10.83.180.173.22 > 182.168.62.70.48560: S 903999422:903999422(0) ack 4250994242 win 17896 <mss 1380,sackOK, timestamp

192.168.62.70.48560 > 10.83.180.173.22: . ack 903999423 win 229 <nop,nop timestamp 1045829956 513898266>
192.168.62.70.48560 > 10.83.180.173.22: P 4250994242:4250994283(41) ack 903999423 win 229 <nop,nop,timestamp

10.83.180.173.22 > 192.168.62.70.48560: . ack 4250994283 win 140 <nop,nop,timestamp 513898268 1045828957>
10.83.180.173.22 > 192.168.62.70.48560: P 903999423:903899444(21) ack 4250994283 win 140 <nop,nop,timestamp 513898282

192.168.62.70.48560 > 10.83.180.173.22: . ack 903999444 win 229 <nop,nop timestamp 1045829961 513898282>

Phase: 3

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 626406, using existing flow

Phase: 4

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

Config:

Addmond\ Information:

Ap ation; 'SNORT Inspect’

Packet: TCP, ACK, seq 4250994242, ack 903999423
ApplID: service SSH (846), application unknown (0)
Firewall: S’[artlng rule matchlng zone 1 -> 2 geo 0 -> 0, vlan 0O, sgt 65535, user 2, icmpType 0, icmpCode 0
Firewall: trust/fastpath rule, id 26843 3

NAP id 1, IPS |rI|| _ t WH |EL|Q|

Snort Verdict: (fa ward) fast forward this flow

Result:
input-interface: inside
input-status: up
input-line-status: up
Action: allow

ﬁﬁ*ﬁ’]%.ﬁlﬁﬂ@*ﬁﬂﬂm HAERERERAEANENNE —BERT. WEFT
,..sufk%‘uu.,m“i’é TH—SWsnorti@E | W H AFFHETEER

TEARpFF
T, EH AR MsnortBI A BB E
EO

BERCARMEZNHBENFRET  F2H (ASARIIDT2ERER) FHLHED.

FTD ( £& ) — fEFMC GUI L {5 F & M 8 b5 17 #EY

ZEFTD¥A L, AIEFMC UL BT EEMEIIHEE. EFBAZEARERN
Device Management.

& fin ZDevices >



/content/en/us/td/docs/security/asa/asa-command-reference/A-H/cmdref1/c1.html#pgfId-2226542

ARE BT « BRVUAMEBEES , A% EAdvanced Troubleshooting > Capture w/Trace.

LAF 2 30413258 GUIE FA & Mt Eh B 1T #EEN Y 8851

Add Capture ? X%

Name*: Test Interface*: Inside v

Match Criteria:

Protocol*: TCP -
Source Host*: 192.168.1.200 Source Network:
pespatin |, et
P - P Clicking Add Capture
éssmmm  button will display this
putter popup window
Packet Size: 1518 14-1522 bytes Continuous Capture Trace
Buffer Size: 524288 11)33;:-33554432 © stop when full Trace Count: | 1000|

Save Cancel
A.dv.:‘m(:(‘d Troubleshooting
Fite Downlosd _ Threat Defense CL1 _Packet Tracer [[TTFaparroey
ome X WAL pr— View of all current
et trmice. e H s1arss 1518 [oe— ] 681360 P memng 52> I H Captures
Advanced Troubleshooting
Fite Download mfn.wmucu F..(Tlllrw.ulr m —
Example output
shows the packet was
S blocked by Snort

Ticter) aro s seeree. e SO1' Verdict: (block-packet) drop this packet

MRESERBFHENBERBLERNER , AT -SEREEEN KRB TN RBEE,
NMRERAPRENEENRERR , T-SRRESIERE.

EFTDH R I PreFilter Fastpath#3 Al

EFMBFTDYEA L , BE—EFELEEERER , 7T ARER R BFirepower(snort) B RE.

EFMCL , AI#EPolicies > Access Control > Prefilter S # 2|t 18, HELIRETARFEREIRRE , ®
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AR R 5IER BA an{a] 7£ Prefilter Policy A 2 37 1R 2R % 1 #7 Bl b 5% 78 p P 51 2

@ Prefilter rules perform ear fy handling of traffic based on simple network characteristics. Fastpathed traffic bypasses access control and QoS.

Add Prefilter Rule 7%

Name fastpath 192.168.62.60 8 Enabled Insert | below rule ~| [
Action = Fastpath w
otjects [[EREI] ViANTegs  Ports Comment  Logging
Available Networks € Q Source Networks (1) Destination Networks (0)
| o 192.168.62.60 =] any
Bony
B 1Pvd-Private-All-RFC1918
& 10,83 1811
3 52_network ;::
s
2 any-ipvE Destination

& 1Pva-Benchmark-Tests
S 1Pv4-Link-Local

S Pva-Multicast

S8 1Pv4-Private-10.0.0.0-8

Enter an IP address ‘ @ | Enter an IP address | Add ]
(o
fastpath test .
Enter Description
Search Rules

Clicking Add Prefilter

4w Rule button will display
this popup window.

& Add Tunnel Rule &) Add Prefilter Rule

1 fastpoth 192.168.62.60  Prefilter o 192.168.62.60 =+ Fastpath 3

Non-tunneled traffic is

View of all rules in
the fastpath test
Prefilter policy

P

e #8

Prefilter Policy ? X

The prefilter policy performs early traffic handling using simple network
characteristics, including non-encrypted encapsulation. (Firepower Threat
Defense only.)

From AC policy make

_ ¢ sure the Prefilter Policy
fastpath test | j & is set to the custom
Prefilter Policy
. ok || cancet |
-

View of connection events matching prefilter rule

ol 192.168.62.60 @ 10.83.180.173 48480 /tcp

! B 7-05-15 16:05:14 7-05-15 16:05:14

Fastpath

BT EREERRAB RS REHNRFENEENFAES.
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TRE, EEYFirepowert BT — L BEHERR,

MRFE BB R TR FRLEE |, AIUBERETHFRRIESENERN S , LRIER TN
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ERMHETACHES
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e BERA , FBREAAX
ERAASA/LINA:https://www.cisco.com/c/en/us/support/docs/sec
A HEER asa-00.html

¥ A Firepower:http://www.cisco.com/c/en/us/support/docs/sect
sourcefire-00.html
B AASA CLIX M RIREFERFEI B, W Ashowik i ,
ASA Tshow tech. i FERALB S AL ERRF RSN DBRETRED,

show tech | & E [ #£ 8 0:/show_tech.log
BB R EMFirepowers BB B EHERHE = http://www.cisco.com/c/en/us/support/docs/security/sourcefire-

=%

R EFirepowerR B LA EBENRER , T—SRERBLHRSETH , RELBHRFALK.
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