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Specific Threat Detection (Pre-processors)
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Rules -8 EL HTTP Responses  Advanced

ct

DNS Policy Default DNS Policy
Whitelist (2) Blacklist (30)
Networks m
¥ Global Whitelist (Any Zone) @ @ Attackers (Any Zone)
URLs ® Bogon (Any Zone)
{ Global Whitelist for URL {Any Zone) f§ = Bots (Any Zone)
@/ CnC (Any Zone)
® Dga (Any Zone)
@ Exploitkit (Any Zone)
®/ Malware (Any Zone)
y' Open_proxy (Any Zone)
@/ Phishing (Any Zone)
® Response (Any Zone)
@ Spam (Any Zone)
® Suspicious (Any Zone)
y’ Tor_exit_node (Any Zone)
% Global Blacklist (Any Zone)
@ my_custom_url (Any Zone) B
W Global Blacklist for URL (Any Zone)
@ URL Attackers (Any Zone)
@ URL Bogon (Any Zone)
W URL Bots (Any Zone)
W URL CnC (Any Zone)
@ URL Dga (Any Zone)
W URL Exploitkit (Any Zone)

Logging enabled

XAAX XXX AXAXXAXXXXX
(= (= == (= O = O = = = (= O = O = = =

¥ URL Malware (Any Zone)
@ URL Open_proxy (Any Zone)
W URL Open_relay (Any Zone)
W URL Phishing (Any Zone)

(= (= U= (= O = (= O = O = O = O = (= (= O =]

¥ URL Response (Any Zone)
@ URL Spam (Any Zone)

[=(]

W@ URL Suspicious (Any Zone)
W URL Tor_exit_node (Any Zone)

AXAXXAXAXKAX AKX
(= (]

[=1]

E&?; ARER , BUUESIER-RLEMBE4 TRAZLBHRSN. BREERAREWNHE
EWRER,

2017-05-16 17:00:16 Domain Not Found DNS Block glj 152.168.1.95 g ] DNS Response
2017-05-16 16:57:50 2017-05-16 16:57:50 Block URL Block 5}] 192.168.1.95 gﬂ 10.83.48.40 my custom url

2017-05-16 16:50:05 Block IP Block !ﬂ 192.168.1.95 @ m Malware
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FERAREERELR , EUNR-THRBRELLBHWINEMALLNIP, URLEDNSERM , WEFH[RE
BE,

URL URL
Category Reputation

httg:’,ff... mas mimmea st
Open in New Window

Blacklist HTTP/S Connections to URL Now Responder IP % Security
Whitelist HTTP/S Connections to URL Now == URL Category

Blacklist HTTP/S Connections to Domain Now
Whitelist HTTP/S Connections to Domain Now

o Open in New Window

Exclude o1 Open in Context Explorer

o1 Whois

Query D Events
1 Blacklist IP Now
e " ‘ P s Whitelist IP Now
Open in New Window 1
Exclude
Blacklist DNS Requests to Domain Now i ——————)

Whitelist DNS Requests to Domain Now |¢mmmm DNS

Exclude

MRBRFHRLEABTHELMIARRE  RELEBEREIEE |, B UUEL T ERLEREECIisco
TalosBARNZE -

https://www.talosintelligence.com/reputation center/support

IR S ERHRMIGTAC , IBEWALENRE , L AEKKE BB EHMER,
BRZEBHRTHFNRAREL R , FRAEENENEEREHRIE.

R [ 428 Rl SR

MRBEERLIFHDEARMILRE AT —EAEBTRRFRIBEHRBERAURE  EEF T
HIE ) RFNRAREEEERRE,

EEBMREA Mirewall-engine-debug. i EAtracefTHE. BFE , EETENUUAGH
ER , WEFREREFMEBNRA , UREAMFERR,

. BiBLA T a5 B 7EFirepower CLI LETHRE , MAMER A EEEILRE (BRAASITESZH
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> system support firewall-engine-debug

Please specify an IP protocol: tcp . .
Please specify a client IP address: 192.168.62. — SpeC|fy Fllter
Please specify a client port:

Please specify a server IP address:
Please specify a server port:

Monitoring firewall engine debug messages

See Verdict Info per packet

92.168.62.51-51216 > 173.37.145.84-80 6
192.168.62.51-51216 > 173.37.145.84-80 6
first with zones 1 -> 2, geo @ -> 0,

@, client 0, user 9999997,
192.168.62.51-51216 > 173.37.145.84-80 6
192.168.62.51-51216 > 173.37.145.84-80 6
first with zones 1 -> 2, geo 0(0) -> @,
payload 2655, client 638, @, user 9
192.168.62.51-51216 > 173. 5.84-80 6

0 Starting with minimum 3, 'block s', and §
line sgt ta untagged ISE : id: @, svc 676,

Returning URL_BCTYPE

> 173.37.145.84-80 6
/ waited: Oms
173.37.145.84-80 ©

167".168.62.51- 3.37.145.84-80 6
192,168.62.51-51216 > 173.37.145.84-80 6
192,168.62.51-51216 > 173.37.145.84-80 6

rule order 3, 'block urls', URL Lookup Success:

0
0
0
)
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ZZD%@%/HEE PEE R R BRI FI(AC)R Al , NELEEER LR TEMEACKKEEE MR
BT E R SR R R B AR — LR A5 B (FAER  BEEEARF—ERE , BAT
1F5 CERMEREE )

- A THIE, RERKEMHRAURA BEFRE K
- MREMAREEIRENERSHN , YHCEREL , AIETRAMEBREZLFERAE
RIRIR L B
- MBRENEERVNTEBRILEE  BEMRBACKBEERE , #TR , MRA6L, &£
Rk TRHIEFIAERE. ZHANTERR 1’EE.L%)?E’9:EIS§F‘=-EHEE$J%E§

Check logging for block rules

Sou... Dest Sou... Dest

# Name Zon... Zon.. Net.. Net.. VLA.. Use.. App... Sou.. Des.. URLs ISE.. Acti. y
Attr... ) B
‘w Mandatory - My AC Policy (1-2)
5 5 YouT .
1 block with logging Youlr X Blocl ] Lip
2 block no logging ® Gaml| J§ Bloc! 0
Add trust rule
1 Trust traffic =192 ¥ Trus ] 0
. o YouT ;
2 block with logging Youti ) Bloc ] o
3 block ne logging " Gam & Bloc 0
Create blank AC policy
Sour... Dest Sour... Dest
# Name Zones Zones Netw... Netw... VLAN... Users Appli.. Sowr.. Dest.. URLs ISE/... Action :
Attri... Rt |
w Mandatory - Test - No rules (-)
There are no rules in this sec . Add Rule or Add Category
w Default - Test - No rules (-)
There are no rules in this se . Add Rule or Add Category

REF B EHREERARES R , AR EEENREHREIRIE,
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SSLE R

WMREASSLER , AITREPHE T REB. AT RHFRSSLEBBEN —LEXLSR .
- RFTAR AR B , 2 TRRIRE

Administrator Rules

This category is emptly
Standard Rules

1 o DnD banking any any any any any any any any any ® Financial Services (Any Reputatio any =% Do not decrypt

2  decrypt outbound suspicious i inside .4 outside. any any any any any any any ® Any (Reputations 1-2)

Rog Editing Rule - DnD banking ? %

T name | ono bankind # Enabled Move

n Action | =+ Do not decrypt »

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN  Cert Status  Cipher Suite  Version @FESTILE]

(825 &t of comecton [ @  EnaibleLLogging

Send Connection Events to:

. ¥8&EUndecryptable Actions B , AR B EEREAMBILLRE
. £Connection eventsifs , MEZBFHEE "SSL, WATERN
FERERTEZARZE DR, EEEBE—TEMIBZEEZENIREE TEESH, RIES
AR B LE Th A

Referenced Host

SSL Actual Action

@0 E

SS5L Certificate Status
SSL Cipher Suite
SSL Expected Action

SSL Flow Error

SSL Flow Flags

SSL Flow Messages
SSL Policy
SSL Rule

Web Application Category

Web Application Tag
SSL Session ID

B 00 E

SSL Ticket ID

SSL Version




Connection Events .
Connections with Application Details » Table View of Connection Events S S L B I ocC kl n g
» Search Constraints (Edit Search Save Search) / flow
Jump to... v
~ FirstPacket *  Last Packet * Action *  Reason » MinitiatorIP *  Initiator *  ResponderIP »  Responder * Cause of the
Country Country .
SSL failure
3 2017-05-30 13:09:23  2017-05-30 13:09: 24/ Block SSL Block gl 192.168.1.200 @il 216.58.217.138 Mg USA
| 2017-05-30 13:08:53 2017-05-30 13:08:54[ Block SSL Block o] 192.168.1.200 ®i 216.58.217.138 g USA
_
3 2017-05-30 13:08:23 2017-05-30 13:08: 24/ Block 551 Block i 192160 2oy = SSL Flow Error * E‘l % | 58 % | a8 % | g
3 2017-05-30 13:08:18  2017-05-30 13:08: 20l Block SSL Block wll 192.16 Expected Cartificate Varsion
Astion Status
'] 2017-05-30 13:07:53 2017-05-30 13:07:54 /0 Block SSL Block il 19216
Y Decrypt (Resignll PUB CRYPTO OPENSSL RSA OP FAILURE (Oxb7000s20) [Pecryot (Resign) Decrvpt (Resign) Valid Tsviz
! 2017-05-30 13:07:23  2017-05-30 13:07:2a| Block SSL Block mi| 192,16
- % Decrypt (Resignl PUB CRYPTO OPENSSL RSA OP FAILURE (0xb7000220) [Pecrvpt (Resign) Decrypt (Resign)  Yalid Tisvl2
SSL flow Y Decrypt (Resignf] PUB_CRYPTO OPENSSL RSA OP FAILURE (0xb7000a20) [Becryot (Resign) Decrypt {Resign] Valid TLsv1.2
) Decrypt (Resignl] PUB_CRYPTO OPENSSL RSA OP FAILURE (0xb7000a20) [becryot (Resign) Decrypt (Resign) Valid TLSv1.2
ﬂags for what ) Decrypt (Resignf] PUB CRYPTD OPENSSL RSA OP FAILURE (0xb7000a20) [becryot (Resign) Decrypt (Resign) Valid TSv12
ha ppened ) Decrypt (Resignll PUB CRYPTO OPENSSL RSA QP FAILURE (Dxb7000a20) [Pecrvot (Resign) Decrvpt (Resion)  Val nsviz
with flow
85L =  SSL * S5L x| S5l Flow Flags 851 Flow Messages *
Rule Session Tickst
1o 1D
MIT™M 0 Qx0 VALID, INITIALIZED, SSI ETECTED, CERTIFICATE DECODED, FULL HANDSHAKE, CLIENT HELLO SESSTKT, SERVER HELLO SESSTKT, CH PROCESSED, SH PROCESSED, CH CIPHERS MODIFIED, ENT HE| SERVER HELLO, SERVER CERTIFICATE
MITM gm0 ox0 VALID, INITIALIZED, SSL DETECTED, CERTIFICATE DECODED, FULL HANDSHAKE, CLIENT HELLD SESSTKT, SERVER HELLO SESSTKT, CH PAOCESSED, SH PROCESSED, CH CIPHERS MODIFIED, .. CLIENT HELLO, SERVER WELLO, SERVER CERTIFICATE
MM w0 o VALID, INITIALIZED, SSL DETECTED, CERTIFICATE DECODED, FULL MANDSMAKE, CLIENT MELLO SESSTKT, SERVER MELLO SESSTKT, CM PAOCESSED, SM PROCESSED, CH CIPHERS MODIFIED, .. CLIENT MELLO, SERVER WELLQ, SERVER CERTIFICATE
MM gx0 o VALID, INITIALIZED, SSL DETECTED, CERTIFICATE DECODED, FULL HANDSHAKE, CLIENT MELLO SESSTKT, SERVER WELLO SESSTKT, CH PAOCESSED, SH _PROCESSED, CH CIPHERS MODIFIED, .. CLIENT MELLD, SERVER WELLO, SERVER CERTIFICATE
M ax0 o VALID, INITIALIZED, SSL DETECTED, CERTIFICATE DECODED, FULL HANDSHAKE, CLIENT HELLO SESSTKT, SERVER WELLO SESSTKT, CH PROCESSED, SH_PROCESSED, CH CIPHERS MODIFIED, .. CLIENT WELLO, SERVER HELLO, SERVER CERTIFICATE
MM 2x0 o0 VALID, INITIALIZED, S5L DETECTED, CERTIFICATE DECODED, FULL HANDSHAKE, CLIENT HELLO SESSTKT, SERVER HELLO SESSTKT, CH PAOCESSED, SH_PROCESSED, CH CIPHERS MODIFIED, .. CLIENT HELLD, SERVER WELLO, SERVER CERTIFICATE

- BYZEHASSLER |, AEDo not DecrypttE BIERIREIERIBIR L BB

-VERERIER | REHRIRFIR RS P M BRSSLEK R

£ "ok BEEPRELE
RERSSLEBEZRE , THERSHURKREBHIX

BEASSLRBHNERAMIENER , F2EARERBEHEHFRXE,

EHERE

EBHRERPFERRE  EHENRBEANEZERE  CHENEBEATEERE, TBHHRFBIE

ZFE’—IB{E?&w%FﬁﬁHTTP/HTTPSmLE , AANRBEERMEERIFERE  AIFEELERS

HTTPIIER4E, EXRFIBRBTFTELEHMPIRRE ( HIZIDNS, ICMPE ) |, RIFBEFIRE

FEREHENSEFIEHHEA ﬂﬁﬁﬁ%,m,fiéi_FTDtE’JIEE&%HE%L?TE&%O BR 6 EF

gggigsﬁ?ﬂb BEMNBEERE K MEFREELIETEORBURBERLELAREMERIENER
N ‘:n%o

REFERELSREER TERHORE REEAFORBEPNEMRA,
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Editing Rule - Passive ? X
Name  Passive Enabled Move
Action | Passive Authentication v Realm: my-realm
Zones Networks VLAN Tags Ports Realm & Settings
Realm * e ~|,» Make sure passive
i - i auth rules don't
Use active authentication if passive authentication cannot identify user B

fall back to active ! Inn\ Auth
auth

* Required Field

Save Cancel Active Authentication \NTLM & 3

ive Authentication Kerheros o O

Remove or disable

active auth rules ) | Active Autidqtication HTTP Ndgotiate & O

Active Authentication

Active Authentication HTTP Basic

Identity Policy Settings

Or remove identity
from Advanced Passive Authenticatio
tab of ACP

Identity Policy None

BRI OREFNESRAREIHRESR  FRBAEEENREHEIRYE,

ARERA

ABRBUREEEERERNEFTEREE, AEREULUEFBZEFRBHUT=EMNES—+
£/ :

- EREEFERAPN TRE, BERF

- EFERIREH

CTE TEK BEEYD  TREDRBEHRUZAEANERS TRAARER > ARKRITS
ERRARKBERARTHELRE , FEMIFMCHH D IT>AR>EHEE. Table View of
Intg?ogFFE?vj(znts*ﬁ*ﬁh{ IHREHATIRNERNES. RESHITNER  F2EERERE
BHPEHEBR L E,

HEARRUZEZ(PS)REHERENE —ARBLSRELAFTDNCLIFH>RFZBBRETIEE
ttdebug@ = #Y Iﬂﬂ'ﬂ"ﬁgﬁiflrewall -engine-debug#a{Ll , BiER A7 IR MM [ BKF Rk A firewall-engine-
debughyiE1E,

TEERMEAREIERRTEN RS , ZRNERETARARRUIERENIWAE L, EX
SR LERFTARMET | FIMGID (#BRBITTER ) . SID ( B|MABMBIRTER ) . NAP (@D
e ) IDMIPS D, BR bt 425 T SAFR ) 8 7 )R L S MG 45 B IEAE LU ML B
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> system support trace

Please spec1f§ a cl1eﬂt IP addr'egg 192.168.62. — SpeCIfy Fllter

Please specify a client port:

Please specify a server IP address:
Please specify a server port:

Enable firewall-engine-debug too? [n]: y

Monitoring packet tracer debug messages See Verd|Ct InfO per paCket

.. output omitted for brevity]

173,37.,145.84-80 - 192.168.62.69-38488 6
173,37,145,84-80 - 192,168.62.69-38488 ©
192.168.62.69-38488 > 173.37.145.84-80 6
returned @

192.168.62.69-33488 S1
192.168.62.69-38488 > 173.37.145.84-80 6 AS 1 I @ allow action )
192.168.62.69-38488 > 173.37.145.84-80 6 Firewall: allow rule, 'inspect it all', allow

> 173.37.145.84-80 6 A
>
>

192.168.62.69-38488 > 173.37.145.84-80 6
>
>
>

I @ match rule order 5, '"inspect it all', action Allow

192.168.62.69-38488 > 173.37.145.84-80 6
192.168,62.69-38488 > 173.37.145.84-80 6 AS 1 I
192.168.62.69-38488 > 173.37.145.84-80 6
192.168.62.69-38488 > 173.37.145.84-80 6
Verdict reason is sent to DAQ's PDTS

MRS LEEIPSERMLRIEY K ERERECEANBERARKEMEENIPS , ,JJ_ILX
A TPEREMMER) KK "ERLZEER KEERAREKRE, EERINREHRNARR
B WSRETER , AIFREEE , A2EANBERARRBE T RTACETHRESERR, ZZEI%
ERFAREMERE , EUUERSAREREAARTLZLNER  RAELERBNRARD | 8
BEDREGE, fln, MBERERLEL | MEERNE TR ,\Uf.}gmﬁiﬁLﬁéfﬁ%
AR, K, PERBHATAES —BRAEEAREABBRL ERETERORE.

A BAE RS R IR A R T AT, B ‘“ﬁ'l‘?ﬁﬁﬁ)\ﬁ%ﬁ**ﬁﬁﬁﬂiﬂﬁ—ﬁbﬁ(Lﬁ%ﬁ‘l ERDE
U HEBR LN H , ELRH ERERRRE B EACEE , MARERERR S EAIPS)

- EFMESBEEFRA (SEREERECE BZEZEMNAA ) B, Rinspection B & kR
Intrusion Policy

. F£Advanced E # #YNetwork Analysis and Intrusion Policies > Intrusion Policy used before
Access Control rule is determined&B% , 1###No Rules Active R &,

T Inheritasce Settings | (B Poiicy Assigaments (0)
Rules  Securty Intelligence  HTTP Responses [[TRRvl]

General Settings & Layer Settings &
Maximum URL characters to store in connection events 1024 Igmore the VLAN header when tracking connections Mo
Alsow an Interastive Block to bypass biseking for (secends) 0 Datection Enhancement Settings 4
Retry URL cache miss lookup ves [
Enable Threat Intelligence Director Yes Divatied
Tnspect traffic during podicy agply Yes |
Identity Policy Settings & 5
Tduntity Polley Hone 200
SSL Policy Settings P Detatt value
51 Policy to use for inspecting encrypted connections None F—————— o — Detacit Value
Prefilter Policy Settings & Ll 2
Prefiiter Policy used before access control Defauit prefiter policy i Latency-Based Performance Settings Id
Network Analysis and Intrusion Policies & Applied from Installed Ruls Updats ue
e Iy el ke Keraes Hatrel ekt e eremered NoRue et POCKS? Handiing Enasied
Intrusion Poicy Vartable Sat efautses  Packet Handsing - Theeshold (microseconds) 256
Default Network Analysis Policy Balanced Security and Connextivity | e

Rule Handling - Threshold s12
Files and Malware Settings & - e
Prefitter Pollcy: Defay Pr 5L Policy: It Toentity Paliey: g

1 l dd ©
sauree Dest scurce Dest
& Hame Zanes Zanes Metwarks Metworks. VLAN Tags Users Applications Source Ports Dest Ports uRLs ISt/8GT Actien
Attributes Jn

ot —— —— ___________________ [===r ¥ |

MRMATREFREE |, FFRETERRERE 2 REEHE,



BRAARRBEINENESRAREILR , FRAMEENERREHERRE,

AR 70 AT SR A

MER 20 #T R BG(NAP) B S Firepowerdl BIESRERE , HP —LEREAUERRE. ETHHREHR
% —ERBSWAPSHEEBRIRE , NEA>Ra X FHEMT 58X EHsnorthF HERBN AR,
BSULEN TARER, B2, BREELTEARHAENESEN,

RREFZENAPTIREFENRBE , JHAITUTHER

- MRFEANRBERNAP , FREBRA 'FPENRENER, S "BRREERER, K

- MREREMN "TEERRAL | FEAENAPRES LREREZ—
- MREMFEEFHRUEAERER  FEHEAERMR , DAERRERTUERRRATEE
GUIH [z BREY B B IR 85 5%

Add Rule

Name | Catchall o Enabled Insert  Into Mandatory

Zones VLAN Tags . Users Ports URLS  SGT/ISE Attributes Logging  Comments
Intrusion Policy Variable Set

e ey - Remove file policy
: from all rules

There are no rules In this section. Add Rule or Add Category

I -

BERMER DM RN ER AR |, B2 RAXT,


/content/en/us/support/docs/security/firepower-ngfw/214609-firepower-data-path-troubleshooting-phas.html
/content/en/us/support/docs/security/firepower-ngfw/214610-firepower-data-path-troubleshooting-phas.html

MR

$§ mIFirepower 3 18 HYEAE

https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
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