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Topology

FMC

192.168.1.30
Inside Outside
1892.168.1.1 203.0.113.7
Internet
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192.168.1.20
windows 2012 Server
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http://192.168.1.20/certsrv

#—T "Download a CA certificate , certificate chain , or CRL

€ C @ 192.168.1.20/certsry)

Microsoft futien Diredory Coedificale Serdons = cisco-CISCODC-CA

Welcome

Lise this Web sile 1o request a cerlihcate for your Web browser, &
communicate with over the Web, sign and encrypt messages, an

You can also use this Wab site to download a certificate authority
pending request

For more information about Active Directory Certificate Senvices,

Select a task;
Bequeast a cedificate
View the statys of & pending cerificats raquast
Download a CA cedificate, cerificale chain, or CRL

¥ — T Download Certificate , Wi HE#H & A "RootCAcert3.cer

= 2 {y @ 192.168.1.20) certsrycertcarcasp

Microsoff Adive Directory Cortificale Serdces - dsco-CESCODC-CA

Download a CA Certificate, Certificate Chain, or CRL

To frust cartficates issued from this cartification authorly, install this CA cartiicala

To download a CA, cartiicatla, cedificale chain, of CHL, salect the cedificale and ancoding melhod
ChA cartilicats:

Currant [cleco CESCODC-CA] -

Enu:u;n:llng mathcsd:
= DER
Basn 64
Install ¢4 carificate
il il |
Downtoad |atest base CRL
Downioad |atest delia CHL

LR

RootCAcert.cer

#£ B I Windows/Mac PCtRZ#EECAR &

FE1:BBWindows ServerfA RBEEFTEE IPCLZERE ( HREB10EVPNER &K EAEE
) :

hn{a] {55 A 4B SR BE 4 FH Windows Serverfl B Fig B 0 R E



https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/distribute-certificates-to-client-computers-by-using-group-policy

FE2BBESAPCLERZERE  EAMERIPCLLZRRE (FFESAURA —MEVPNERE
)

BR—T A% 8 T HWindows/Mac PCERFEZE , R%E % — TInstall Certificate
o RootCAcert.cer

—a

Install Certdficate

B TERERAE

* Cofdficabe impost Wigued

Welcome to the Certificate Import Wizard

Tha eapand Faip o copsy nev Biey e, oo Bl ol i, ared it rpeone st
B fom yor s g8 cer hace 1o

A cmrbie ate, wieh i manand By & e Bcabon euShority, a9 confrmasion of wour dendty
Bl sty rdormabinn uaed 1o Erodect Bt of 53 rlatiph sRE N bt
mrrechora: & cErtRcade 1iore 8 the ppvies aed sl op PALa I e et

SnE LSRN
) Corrprd Linas

i Machire

T oofvirus, ok Pagat

Cancel

BIEZRMARBRBALTHE , A% Trusted Root Certification Authorities , 3 — TOk , & —
TNext , A% # — TFinish



= 5 Censlicate Import Wizsnd

Cortificate Sboaw
Catioate sbores e dyibem Anead wivere Cerihoabes ane kepd,

Windows can subsrmaticaly select & oo Sicate shone, of you can spedlty 8 locaton for
the cerbficate.

) dwstomatcaly select the certificate store based on the type of certficate

— (WPl e ot o e folowmg shore
Certificabs store:

Select Certificate Store =

| Select T cerficabe shone you wan!t b use.

P S0na A

| | Erderprse Tnust
! Inkermadkaie Certfcabion Authoribes

Bt Direciody Liser Obgect

sy B B ey b
< > Cancel

HEFTDLE4CSR, E8Windows i RESECAEZMWCSR , AR EFTDLRECHEEN AR

# Z Objects > Object Management > PKI > Cert Enrollment , #— T~AddCert Enroliment

Overview Analysis  Policies JRSUIETE Objects AMFP [Intelligence . System Help v admin v

Device Management NAT VPN » Quos Platform Settings FlexConfig Certificates

# — T Add Cert Enrolimentiz &



Add New Certificate

Add a new certificate to the device using cert enrollment object which is used to generate C4 and

identify certificate.

Device™: |:i5|:.:.fp3 L

s/

Cert Enrollment™: | w \_j;.

[ add [
iE#£Enrollment Type > Manual
WMTEMR, BRMFEERBCARSI LRLLE -
Add Cert Enrallment T X
Mamei™ FIDA P ServerCant
Dregonpl:on:
(W WOCET RN Certificate Paamelers  Key  Revorabon
Enccilmgnd Tvoe PP g
C& Cortafecate: ™ .\\ .
Faste the Root CA Cartifkcate In Base-64 text format
hare [we vdll do this in the step balow]
Al Oreplmedgs:
S Cancel

LTRTHBCABE, UNFHRAMRIAGHR LI EFRFHNAR

E Fhttp://192.168.1.20/certsrv

#—T "Download a CA certificate , certificate chain, or CRL.

Cancel


http://192.168.1.20/certsrv

i O & 192168120/ certsny

Microzsalft Active Directory Cediificate Services —

Welcome

Lise this Web sile 1o request a certificate for your Web browser, &
communicate with over the Web, sign and encrypt messages, an

You can also use this Web site to download a certificate authority
pending request

For more information about Active Directory Certificate Services,

Select a task:
Request a cedificate
View the status of 3 pending cerificate requeast
Download a CA cerlificate, cedificate chain, or CEL

% — T Base 641%Z#fi>1% — T Download CA Certificate

“ C O B 1920880 20 certary/ certcarc asp

Microsalf Adiee Direclory Catiicabe Sendces dEca-CISCODC-CA

Download a CA Certificate, Certificate Chain, or CEL

To trusi caerfificales issusd from this certfication authonty, install this CA cerdificals

To download a CA cerbficate, certificate chain, or CRL, select the cerbficate and encoding mathod
i cortilicane:

[Current [claco-CISCODC-CA] -

RootChcertBased
docer

EEEAH BIRIRootCAcertBaseb4.cerfs &

e LA T Windows AD Servert®B &L E.cer B ( IRCAEE )



Add Cert Enrollment

Narme:™ FTOVENServerCert

Description: FID Anvconnect WPH Server Certificate

Lo Wi gl Ml Certificate Parameters Key  Revocaton

Enrallment Type: Marual st

. .. [ LR R IEART LT PR T LY RO BRI LA TA B IS LU =
Ca Certificabe: EB.I'H'IQFH-I'-'IM BAWHQYD

VROQBEYEFOIpC?vOmus CkemDIakvVus S bl UoMMBAGCSsGARD By
JVAQQDAEBMCMG
CSsGAQQBgICVAGOWEEQKIGPG2/dCT41fYZHPXKhGEYNNZANBg
kohliGOWOBAQSF
AADCAQEAOT 5582w 7R 2 TGM7HHJHZSAZpaCHdsvE/T35nYeqe
Ony e TWRNTby6

—— | 42Uy BITWT UL r ImCgET 20Er ) 00U Y4y T ADAKIFERIUIDGH
ZO1IXNWTTUSX
DbZCTeYLFINbzZxPyfouZWIBKHBuHRY gg2 YkBdxEY LY JocNTshH
Wi DX wQPwwC
YiHrFEmOMIQLIMhyIVULICOAGPTdILIEQ6T aHsdz+UZ g@lofvya
heHEjzbziF
2 NZWWRXQS3mPMUkrEyZNIDwsSurm6 ZhajvOupameCEVaByK
HEAggjvemLTZd
EDUfTZQ4E4VQIKpahrSdzuHSggD Tuw==
--=-=END CERTIFICATE-----

Allow Orverrides:

Save J| Cancel

& — T Certificate ParametersBE B >># A B EEE A

MIEE -
B EZFQDNME {4 EEZFTDRFQDN

TNAER, WL ERFTDAFQDN



Add Cert Enrollment

Name:™ FTDVPNServerCert

Description: FID AnyConnect WPH Server Certificate

ca oot or _ revocaton

Include FOQDM: e Custom FODN

Custom FODN: —— ciseefp3 i o com

Include Device's IP Address:

Common Name (CH): s—cisoofp3.cisco.com

Organization Unit (O ): TAC
QOrganization (0): Cisco

Locality [L): San Jose
State (5T): CA

Country Code (C): us

Email (E): LacTascn.om

Include Device's Serial Number

Allaw Overrides:

BR BRI LARFTD CLIER A LA T a5 , LAERBFTDRYFQDN:

> show network

===============[ System Information ]===============

Hostname : ciscofp3.cisco.com
Domains : cisco

DNS Servers : 192.168.1.20
Management port : 8305

IPv4d Default route

Gateway : 192.168.1.1

State : Enabled

Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 00:0C:29:4F:AC:71

---------------------- [ IPVA J-mmmmmmmmmmm e

Configuration : Manual
Address : 192.168.1.2
Netmask : 255.255.255.0

#— TKeyH & i £ A {£{@MKey Name

Save

Cancel



#idd Cert Enrollment 7 X

Hame:™ FTCAPHEerverCent

Description: FID AnyConmect WPH Senver Certificatd

CA Information  Certificate Parameters Ravocation

K&y Type: e Eﬂ:ﬂﬂu‘/

Eey Name:™ Lo TACR Sy

Key Size: 2048 it

= Adwanced Settings

Ignore [Psec Key Usage
D not validate vaives in the Ky Usipe and actended Key Usage extensions of [Psec remobe ot certificates

fllgw Overndes;

el Cancel
#—T TSsave.
##Z FEMBIZE I WFTDVPNServerCert , A% % — TAdd
Add New Certificate ? X

Add a new certificate to the device using cert enroliment object which is used to generate CA and
identify certificate.

Device™: ciscofp3 e

Cert Enrollment™: FTOVPNServerCert v @

Cert Enrollment Details:

Hame: FTDVENServerCert
Enraliment Type: Manual
SCEF URL: A

N\

Add Cancel

BT BA010-3018 , EHFMC + FIDRBAREMCARE ( MBERET , BE—T "R,
Bx )



#—TID#RéR :

Overview Analysis Policies S« Objects AMP Intelligence

System Help » admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
%} Add
MName Domain Enrollment Type Status
4 =) ciscofp3
FTDVPNServerCertificate Global Manual LCA & ID /& Identity certificate import required 7 Q&6

C5R. generation and Identity certificate
import is pending.

Please click here to import identity
certificate.

BEHRIEE FIWCSR |, WA H HFZIWindows ServeriRCA:

Overview Analysis Policies SNl Objects AMP Intelligence

System Help v admin v
Device Management NAT = WPNw | QoS | Platform Settings ‘ FlexConfig  Certificates

(@ aad |

4 = ciscofp3

FTDVPNServerCertificate Global Manual 4cal 41D A Identity certificate import required 2 l’:)

Import Identity Certificate ? %

Step 1
Send Certificate Signing Request (CSR) to the Certificate Authority.

Certificate Signing Request {Copy the CSR below and send to the Certificate Authority):
BEGII CE?.T]FIC&TE RE(!ET—

Step 2
Once certificate authority responds back with identity certificate file, import it to device.

Identity Certificate File: l Browse Identity Certificate J

Import | Cancel

# | http://192.168.1.20/certsrv

L e @ 192188120/ cert

Microsolf Active Direclory Certificate Services — disco-CISCODC

Welcome

Use this Web site 1o request a certificate for yvour Web t
commurcate with over the Weab, sign and encrypl meas:

You can also use this Web site o download a certificals
pending request

For more information about Active Directory Certificate

Select a task: ,.r",

Eequest a ceriicale
Wiew the status of a pending_ cerlificate requas]
Download a CA certihicate, cartiicate cham, of CRL

#—T Tadvanced certificate request.


http://192.168.1.20/certsrv

= - -[':r & 19216812 certsroerrgus.asp

Microsoff Active Direclory Coricale Sendces - cisoo-CISCODC-CH

Request a Certificate

Salect the certificate type
lser Certih /

Or, submil an advanded certhicald request

BENRBERRF/RCSR) B LB THEHNBEA , AREIZEWeb ServerfE A EER

&« C O @ 192.168.1.20/certsrv/certrqutasp

Microsalff Actiei: Direclory Cerficate Services — csco-CISCODC-CA

Submit a Certificate Request or Reneawal Request

To submit a saved request to the CA, paste a base-G4-encoded CMC
{such as a Web server) in the Saved Request box

Saved Request:

RRICTeYL7INGz TPy cuiWl Bkl Byl JYRE. «
Base-b4-ancoded |yiHeFime/ Y1101 iy IVULXX:HGRZ 1L LEQET.

cenificate request | SyN2WWEXQ: ImFIRxke SEy M1 DwefyrmbZhafv —
(CMC or BDwfT 204 EAS K pdhr S.d -k Tuwss
PECS #10 or w=ne=EHD CERTIFICATE====~
PECS #1) -

4 [ 3 -
Certificate Template:

Web Sancer v —
Additional Attributes:

Afributas:
Submit =
% — T Submit

#—T "Base 64 encoded. 1#%#ft , A% % —T "Download certificate.

Certificate Issued

The certificate you requested was issued 10 you

DER encoded or ® Base 64 encoded =

Download cerificate
Download certificate chain

—8

FTDVP MServerCe
rt.cer



% — T Browse |dentity Certificate , AR ZERFR THNWZE

Overview Analysis Policies IhISUTE=EN Objects AMP Intelligence System Help v admin v

Device Management MNAT VPN » QoS Platform Settings FlexConfig Certificates

|© |
4 =] ciscofp3
FTDVPNServerCertificate Global Manual ACA |4 1D /Ay Identity certificate import required 208
Import Identity Certificate ? X
Step 1

Send Certificate Signing Request (CSR) to the Certificate Authority.

Certificate Signing Request (Copy the CSR below and send to the Certificate Authority):
**** BEGIN CERTIFICATE REQUEST-—
“AhCCAQAWOakXHDAS KiGS

X3131434+083r02d0 CETES2dTwd BSLN MUK Ezmx 91 hvindIXscal3ig
PYelwdYawT3i+5/1 SHORHenaYFa 1GVRnIAPhMmeTCmOT4n 101 1dT7WanFtafial IMc e
Step 2
Once certificate authority responds back with identity certificate file, import it to device. /
Identity Certificate File: FTDVPNServerCert.ce: Browse Identity Certificats

/ —

Import Cancel

BRI ZEFTD VPNRIREEEE ( HWindows ServerifRCAZ R )

Overview Analysis Policies eSUldCl Objects = AMP  Intelligence Deploy System Help v admin v
Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
(5] Add
MName Domain Enrollment Type Status
4 =) ciscofp3
FTDVPNServerCertificate Global Manual vcal (& 1D 20 6
T #MAnyConnecti{&+ AnyConnectlil A& SRMIERI Y2 V7 xmIE EHER
T &3 Z 2 Cisco AnyConnect Profile Editor
Frofile Editor (Windows) Z0-5EP-2018 7.74 MB

ioois-ampconnact-win-4 b U3L4Y-probleedion-k9 msi

B B AnyConnectHi B 18 R #w 85 25
& — T Server List > ; #&#—TAdd...
WABTBEBNFTDHARNEIPHUAIFQDN, EEZSE 2 [ REEEHHIKE


https://software.cisco.com/download/home/286281283/type

& AnyConnect Profile Editor - VPN — | x

File Help
¥ {‘-’&N Server List
i Preferences (Part 1) - .
e Pref (Part 2) Profile: Untitled
Backup Servers
K m““:.ﬁ:m'"'"l’. Hostname HostAddress  User Group Backup Server List  SCEP Moble Settings  Certificate Pins
Certificate Enrolment
Mote: it is highly recommended that at least one server be defined in a profile. Add... | | Delete
Server List Entry
Server | oad Balanding Servers SCEP Mobile Certificate Finning
PPrimary Server Connection Information
Display Name (required)  cscofp3.dsco.com ' Primary Protocel | SSL =
FQDM or IP Address User Group | ASA gateway
ciscofp3,cisco.com 1] ' Auth Method During IKE Negotiation  |EAP-AnyConnect
Group URL IKE Identity (IOS gateway anly)
Backup Servers
Host Address | Add
| Mave Up
| Move Down
[ Delete
l ok | | cancel
[, AnyConnect Profile Editor - VPN - O x
File Help
& J Server List
L0§ Preferences (Part 1) .
37 Pref Part 2) Profile: Untitled
Host Address User Group Backup Server List SCEP Mobie Settings Certificate Pins
ciscofp3. cisco.com -- Inherited --
Note: it is highly recommended that at least one server be defined in a profie. | Add.. | | Delate
| Edit | Detads

®—T "TOK, # "File, > "Save as...1 o




| | vPNprofilexml

# R T BWindowsHMac .pkgiR £

AnyConnect Headend Deployment Package (Windows) & 2U-5EP-4018
anyconnect-win-4 6 03049 -webdeploy -k9 pkg
AnyConnect Headend Deployment Package (Mac OS) @ 20-5EP-2018

anyconnect-macos-4,6.03049-webdeploy-kS pkg

& £ Objects > Object Management > VPN > AnyConnect File > Add AnyConnect File

Edit AnyConnect File T X
Hsme:™ AnyConnect_Windows_4.8.03045
File Hame:*® Ay eonmect-win-4.6.03049-webdeploy-k9.0k || Browss..
File Type:® aryConnect Chent Image o
Lhe ST piod: Creco AnyConnect Image for Windows PCs
Sae Cancel
add AnyConnect File 7 X
MEfm&z™ AnyConnect_Mac_4.5.0304%9
File Hame:™ anyoonnect-macos-d.6.0304%9 -webdeploy-k5 Ergiase. .
File Type:® ¢ ; w
Description: Cisco AnyConned Image for Mag PCs
Save cancel

BREFTD_LAIAnyconnect VPN ( {EFRCABE )

Z AZ|FirePOWEREE s
BR—TRHE-EE> AR THEES>>Z - THRER>-Z - THEE K

41.13 MB


https://software.cisco.com/download/home/286281283/type

Overview Analysis Policies Devices Objects | AMP Intelligence

Deploy L IEESUl Help v admin v

Configuration Users Domains Integration Updates Licenses = Health » Monitoring » Tools »
isetofmc © cancel
Integrate FirePOWER Management Center with Active Directory server

Realm Configuration  User Download
&) Add directory

URL (Hostname/IP Address and Port) Encryption
10.201.214.228:389 none &8
Edit directory L

Hostrane [ [P 15k 1680200

Al gis

Peart =]

Ercrypbon CTARTTLS LD&APS (& None

S5 Corttheabe v | R

L Test Cangel

# — T Realm Configuration 8 — 1 LtL EEEL BEiH R FIBFE A

Overview Analysis Policies Devices Objects | AMP Intelligence

Configuration Users Domains

isetofmc

Integrate FirePOWER Management Center with Active Directory server

Directory QGESINESONTITAEGOLE  User Download

Integration

Deploy System QRENRIEETi|

Updates Licenses v Health » Monitoring Tools »

| 0 Cancel |

AD Primary Domain * e | cisco,com ex: domain.com

AD Join Username administrator@cisco.com ex: user@domain

AD Join Password ssenness | Test AD Join |

Directory Username * administrator@cisco.com ex: user@domain

Directory PEssword ¥ ce—f  ssssssss

Base DN * - | DC=cisco,DC=com ex: ou=user,de=cisco,dc=com
Group DN * = | D(=cisco,0C=com ex: ou=group,dc=cisco,dc=com
Group Attribute Member h

User Session Timeout

Uit end [EEIEEE 1440 minutes until session released.
Users

TS Agent Users 1440 minutes until session released.
Captive Portal Users 1440 minutes until session released.
Failed Captive Portal Users 1440 minutes until session released.
Guest Captive Portal Users 1440 minutes until session released.

* Required Field

MYEE : £ LE/REITR , EHEWiIndows ADfAIBRERFER "HEE, FFARNADEAERTE, W

REREFEHE  FEEREERNSK/DFFIUHE , LUEFMCIIA

BRI EEBREISR
#— T User Download B & — R FEHAE T KD

&K PE 1T L B AV Active Directoryig



/content/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/create_and_manage_realms.html

Overview Analysis Policies Devices Objects | AMP Intelligence System

Help v admin v

Configuration Users Domains Integration Updates Licenses v Health » Monitoring v Tools

isetofmc

Integrate FirePOWER Management Center with Active Directory server LDAP Download

Download users/groups from isetofmc
LDAP download succ: ful: 51 groups, 25 users download

Directory Realm Configuration RIETEIWGET

| Download users and groups

Begin automatic download at g v | |pM |v | America/New York Repeat Every 24 |v | Hours

| 4 Download New

Available Groups & Groups to Include (0) Groups to Exclude (0)

| 4, Search by name

&* Enterprise Admins

3:5 Hyper-\' Administrators

& Group Policy Creator Owners

& Guri-group2

& Cloneable Domain Controllers

& Distributed COM Users

& Allowed RODC Password Replication Group

Add to
& Cryptographic Operators Include
& Server Operators Add to
& Remote Desktop Users Exclude
&5 WinRMRemoteWMIUsers__
& Users
&3 Administrators
35 Windows Authonzation Access Group
3'5 Enterprise Read-only Domain Controllers
g Domain Admins
g& Domain Users
5:5 Pre-Windows 2000 Compatible Access ———
B rert Publishers - Enter User Inclusion _Add Enter User Exclusion | Add

¥ —T TDevices, > "VPN, > "Remote Access. >#&— T Add.

Overview Analysis  Policies JeSUTEE ; AMP  Intelligence . System Help» admin v

Device Management NAT VPN » Remolte Access Qa5 Platform Settings FlexConfig Certificates

Add a new configuration

& AName. Description , A% & — TAdd , SLUEEEEH FEEEAnyconnect VPNHIFTDE E

Overview Analysis Policles JIEEUTSEE Objects AMP  Intelligence

System  Help v admin v

Device Management NAT VPN = Remole Accoss QoS Platform Settings FlaxConfig Certificates
Remote Access VPN Policy Wizard

o Policy Assignment 2] Connection Pralile > 3 AnyConnect > 4) Access b Certificate > (5] Summary

Targeted Devices and Protocols

This vozard will gusde you through the required minimal steps to configure the Remote Acce
B P b cennection profile

¥ polscy with i Before You Start

Before you start, ersure the Ffollowing
configuration elemen

Hame:™= ETDARYConnactyPN eomplete Remsote Acsess VPN Policy.
M | Ty Lecty PN
Authentication Server
2 nfiguration for this FTI
AnyConnect VRN configuration for this FTD Configure Gl or SADILS Sarver Grooe
to authenticate VPN chents
VPN Pretecels: o 55 o IPsec-IHEVZ AnyConnect Client Package
5 —_ cas:  Available Devices celected Devices Make sure you have AnyConnect package
Targeted Cevices: for VPN Chert downloaded or you have
B 10.201.214.134 i the relevant Cisco credéntials to download

it during the wizend.

Device Interface
Interfaces should be already configured on
targeted deviges o that they can be used
&3 & secunty pone or interfsce group to
enable VPN access.

ZHEAJDLARS R B BB ARES | AREIZIZERADIUS Server Group — EAS RGN BRI B RSS2
PSN ( REEPRFSETRL )



Overview  analysis  Policies [ Objects | AMP Intelligence

Davice Management RAT VPN » Remote Access QoS Fatform Settings FaxConfig Certificates
Remote Access VPN Policy Wizard

System  Heip v admin

1) Policy Assignment @ Connection Profile 3] AnyGonnect > 4] Access & Cartificate > ©

A — 1

# ARADIUSAIRES W& 1B
RE FEE RSN ESE
#—T TFAdd.
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Add IPv4 Pool ? X
Mame:™ llﬂﬁﬂt'm
1P Address Range:® | 192.168.10.50-192.168.10,250
Format: ipsddr-ipaddr e.g., 10.72.1.1-10,72.1.150

Mk | 285,255.255.0
Deseription: 1P Addresses that the Windows/Mac PC will gt when
they connect via YPH to the ETD
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(1) Policy Assignment € Connection Profile

Connaction Profile Name:* FTDAnyConnectVPN

'3) AnyConnect > (4) Access & Certificate > (5} Summary

This narre b5 configurred &3 & connecion aliss, & can be used B

Authentication, Authorization & Accounting (AAA):
Specify the method of authenbcation (A4, certficatas or both), and the AaA servers that will be used for VPN connections.

Authenticabion Methoed: AAA Only i’

Authentication Server:™ CisealSE ¥ | &=  (Realm Il AADIUS)
authonzation Server: Use same authenticaton server v & (maplus)
Accounting Server: v & (maDws)

Client Address Assignment:

Clhant IP address can be assigned from AL server, DHCP server and IP address poals. When multiple options are selected, IP address
ass:gnment is tried in the order of AAA server, DHCP server and TP address pood,

Use ASA Server (RADIUS only) I
Use DHCP Servers
¥ Use IP Address Pools

1Pv4 Address Pools: | Inside-Fool &
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Group Policy:
& group policy s a collection of user-oriented session attributes svhich are assigned to cient when & VPN connaction is established. Select
or create 8 Group Policy object.

Group Policy:™ DFitGrpPolicy bl * ]
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Add AnyConnect File /

Name:® AnyConnect_XML_Profile

File Name:™ VPhprofie.xml

File Type:*

Description: XML profile we created using Profile Editor eariier
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The VPN gateway can automatically download the latest AnyConnect package to the clent device when the VPN connechion
initiated. Minimize connection setup time by choosing the appropriate 05 for the selected package.

Download AnyConnect Clhent packages from Cisco Software Download Center. :
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Edit Network Objects 7 X

Mame: inside-subnet
Description:
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Access Control for VPN Traffic

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
Decrypted traffic is subjected to Access Control Pollcy by default. This option bypasses the Inspection,
but VPN Filter ACL and authorization ACL downloaded from AAA server are still applied to VPN traffic.
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Ethernet adapter Local Area Connection 2

nection-specific DHE Suffix
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et H
Defauilt Gate

liinne | adapter a2 —4348-AnG E-FEECBERTSODE > =

Hedia State i : i HMedia dizconnectad

FTD
LN

FEFTD LEE R IHEAE R 2 EREIAnyConnect VPN:

> show ip

System IP Addresses:

Interface Name IP address Subnet mask Method
GigabitEthernet0/0 inside 192.168.1.1 255.255.255.240 CONFIG
GigabitEthernet0/1 outside 203.0.113.2 255.255.255.240 CONFIG
Current IP Addresses:

Interface Name IP address Subnet mask Method
GigabitEthernet0/0 inside 192.168.1.1 255.255.255.240 CONFIG
GigabitEthernet0/1 outside 203.0.113.2 255.255.255.240 CONFIG

> show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Username : jsmith Index : 2

Assigned IP : 192.168.10.50 Public IP : 198.51.100.2
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel:

(1)AES256



Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAL
Bytes Tx : 18458 Bytes Rx : 2706024

Pkts Tx : 12 Pkts Rx : 50799

Pkts Tx Drop : 0 Pkts Rx Drop : 0

Group Policy : DfltGrpPolicy Tunnel Group : FTDAnyConnectVPN
Login Time : 15:08:19 UTC Wed Oct 10 2018

Duration : 0h:30m:11ls

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 0ac9d68a000020005bbel5e3

Security Grp : none Tunnel Zone : 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 2.1

Public IP : 198.51.100.2

Encryption : none Hashing : none

TCP Src Port : 53956 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 0 Minutes
Client OS : win

Client OS Ver: 6.1.7601 Service Pack 1

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.6.03049
Bytes Tx : 10572 Bytes Rx : 289

Pkts Tx : 6 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : 0

SSL-Tunnel:

Tunnel ID : 2.2

Assigned IP : 192.168.10.50 Public IP : 198.51.100.2
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1l.2 TCP Src Port : 54634

TCP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.6.03049
Bytes Tx : 7886 Bytes Rx : 2519

Pkts Tx : 6 Pkts Rx : 24

Pkts Tx Drop : 0 Pkts Rx Drop : 0

DTLS-Tunnel:

Tunnel ID : 2.3

Assigned IP : 192.168.10.50 Public IP : 198.51.100.2
Encryption : AES256 Hashing : SHAL

Ciphersuite : DHE-RSA-AES256-SHA

Encapsulation: DTLSv1.0 UDP Src Port : 61113

UDP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes
Client OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.6.03049
Bytes Tx : 0 Bytes Rx : 2703216

Pkts Tx : 0 Pkts Rx : 50775

Pkts Tx Drop : 0 Pkts Rx Drop : 0

#E AWindows 7 PCif 7ECisco AnyConnect® Fis L3z —T TERBHER, & , BAEES .



> show vpn-sessiondb detail anyconnect
INFO: There are presently no active sessions

FREX
fEAnyConnect® F i L3 — T connecttd |, SA\EBNHE LM TEBERIHNE

g4 -
Bl | RisEAENARIPREERBEHINLOHKIP

ciscofp3# capture capin interface outside trace detail trace-count 100 match ip any host

<now hit Connect on AnyConnect Client from employee PC>

ciscofp3# show cap

capture capin type raw-data trace detail trace-count 100 interface outside [Buffer Full - 524153
bytes]

match ip any host 198.51.100.2

WA ERIRERENPCEEFTDASMENHE , BREMZERMNNSFFTDONE :

ciscofp3# show cap capin
2375 packets captured

1: 17:05:56.580994 198.51.100.2.55928 > 203.0.113.2.443: S 2933933902:2933933902(0) win
8192 <mss 1460,nop,wscale 8,nop,nop, sackOK>

2: 17:05:56.581375 203.0.113.2.443 > 198.51.100.2.55928: S 430674106:430674106(0) ack
2933933903 win 32768 <mss 1460>

3: 17:05:56.581757 198.51.100.2.55928 > 203.0.113.2.443: . ack 430674107 win 64240

4: 17:05:56.582382 198.51.100.2.55928 > 203.0.113.2.443: P 2933933903:2933934036(133) ack
430674107 win 64240

5: 17:05:56.582458 203.0.113.2.443 > 198.51.100.2.55928: . ack 2933934036 win 32768

6: 17:05:56.582733 203.0.113.2.443 > 198.51.100.2.55928: P 430674107:430675567(1460) ack
2933934036 win 32768

7: 17:05:56.790211 198.51.100.2.55928 > 203.0.113.2.443: . ack 430675567 win 64240

8: 17:05:56.790349 203.0.113.2.443 > 198.51.100.2.55928: P 430675567:430676672(1105) ack
2933934036 win 32768

9: 17:05:56.791691 198.51.100.2.55928 > 203.0.113.2.443: P 2933934036:2933934394(358) ack
430676672 win 63135

10: 17:05:56.794911 203.0.113.2.443 > 198.51.100.2.55928: P 430676672:430676763(91) ack
2933934394 win 32768

11: 17:05:56.797077 198.51.100.2.55928 > 203.0.113.2.443: P 2933934394:2933934703(309) ack
430676763 win 63044

12: 17:05:56.797169 203.0.113.2.443 > 198.51.100.2.55928: ack 2933934703 win 32768

13: 17:05:56.797199 198.51.100.2.55928 > 203.0.113.2.443: P 2933934703:2933935524(821) ack
430676763 win 63044

14: 17:05:56.797276 203.0.113.2.443 > 198.51.100.2.55928: ack 2933935524 win 32768

15: 17:05:56.798634 203.0.113.2.443 > 198.51.100.2.55928: P 430676763:430677072(309) ack
2933935524 win 32768

16: 17:05:56.798786 203.0.113.2.443 > 198.51.100.2.55928: P 430677072:430677829(757) ack
2933935524 win 32768

17: 17:05:56.798817 203.0.113.2.443 > 198.51.100.2.55928: P 430677829:430677898(69) ack
2933935524 win 32768

18: 17:05:56.799397 198.51.100.2.55928 > 203.0.113.2.443: ack 430677898 win 64240

19: 17:05:56.810215 198.51.100.2.55928 > 203.0.113.2.443: 2933935524:2933935593(69) ack
430677898 win 64240

20: 17:05:56.810398 203.0.113.2.443 > 198.51.100.2.55928: ack 2933935593 win 32768

21: 17:05:56.810428 198.51.100.2.55928 > 203.0.113.2.443: 2933935593:2933935593(0) ack

430677898

win 64240



22: 17:05:56.810489

23: 17:05:56.810627
2933935594 win 32768

24: 17:05:56.811008

25: 17:05:59.250566

8192 <mss 1460,nop,wscale
26: 17:05:59.250963
2614357961 win 32768 <mss

27: 17:05:59.251406
28: 17:05:59.252062
3940915254 win 64240
29: 17:05:59.252138
30: 17:05:59.252458

2614358126 win 32768

31: 17:05:59.253450
3940915431 win 64063
32: 17:05:59.253679
33: 17:05:59.255235
3940915431 win 64063
34: 17:05:59.255357
35: 17:05:59.255388
ack 3940915431 win 64063
36: 17:05:59.255495
37: 17:05:59.400110
2614359555 win 32768
38: 17:05:59.400186
ack 2614359555 win 32768
39: 17:05:59.400675
40: 17:05:59.400736
ack 2614359555 win 32768
41: 17:05:59.400751
ack 2614359555 win 32768

42: 17:05:59.401544
43: 17:05:59.401605
ack 2614359555 win 32768
44: 17:05:59.401666
ack 2614359555 win 32768
45: 17:05:59.401727
2614359555 win 32768

46: 17:05:59.401743
2614359555 win 32768
47: 17:05:59.402185
48: 17:05:59.402475
3940923375 win 64240
49: 17:05:59.402597
50: 17:05:59.402628

3940923375 win 64240

51: 17:05:59.402673

52: 17:05:59.402765
2614359625 win 32768

53: 17:05:59.413384

54: 17:05:59.555665

8192 <mss 1460,nop,wscale
55: 17:05:59.556154
1903869754 win 32768 <mss

56: 17:05:59.556627
57: 17:05:59.560502
2583094767 win 64240
58: 17:05:59.560578
59: 17:05:59.563996
ack 1903869906 win 32768
60: 17:05:59.780034
61: 17:05:59.780141

ack 1903869906 win 32768

203.0.113.2.443 > 198.51.
203.0.113.2.443 > 198.51.

198.51.100.2.55928 > 203.
198.51.100.2.56228 > 203.

8, nop, nop, sackOK>

203.0.113.2.443 > 198.51.

1460>

198.51.100.2.56228 > 203.
198.51.100.2.56228 > 203.

203.
203.

198.

203.
198.

203.
198.

203.
203.

203.

198.
203.

203.

198.
203.

203.

203.

203.

198.
198.

203.
198.

203.
203.

198.

8, nop, nop, sackOK>

203.0.113.2.443 > 198.51.

1460>

198.51.100.2.56280 > 203.
198.51.100.2.56280 > 203.

203.
203.

198.
203.

0.113.2.443 > 198.51.
0.113.2.443 > 198.51.

51.100.2.56228 > 203.

0.113.2.443 > 198.51.
51.100.2.56228 > 203.

0.113.2.443 > 198.51.
51.100.2.56228 > 203.

0.113.2.443 > 198.51.
0.113.2.443 > 198.51.

0.113.2.443 > 198.51.

51.100.2.56228 > 203.
0.113.2.443 > 198.51.

0.113.2.443 > 198.51.

51.100.2.56228 > 203.
0.113.2.443 > 198.51.

0.113.2.443 > 198.51.

0.113.2.443 > 198.51.

0.113.2.443 > 198.51.

51.100.2.56228 > 203.
51.100.2.56228 > 203.

0.113.2.443 > 198.51.
51.100.2.56228 > 203.

0.113.2.443 > 198.51.
0.113.2.443 > 198.51.

51.100.2.56228 > 203.
198.51.100.2.56280 > 203.

0.113.2.443 > 198.51.
0.113.2.443 > 198.51.

51.100.2.56280 > 203.
0.113.2.443 > 198.51.

100.2.
100.2.

0.113.
0.113.

100.2.

0.113.
0.113.

100.2.
100.2.

0.113.

100.2.
0.113.

100.2.
0.113.

100.2.
100.2.

100.2.

0.113.
100.2.

100.2.

0.113.
100.2.

100.2.

100.2.

100.2.

0.113.
0.113.

100.2.
0.113.

100.2.
100.2.

0.113.
0.113.

100.2.

0.113.
0.113.

100.2.
100.2.

0.113.
100.2.

55928:
55928:

2.443:
2.443:

56228:

2.443:
2.443:

56228:
56228:

2.443:

56228:
2.443:

56228:
2.443:

56228:
56228:

56228:

2.443:
56228:

56228:

2.443:
56228:

56228:

56228:

56228:

2.443:
2.443:

56228:
2.443:

56228:
56228:

2.443:
2.443:

56280:

2.443:
2.443:

56280:
56280:

2.443:
56280:

FP 3940923375:3940923375(0)

ack 2933935594 win 32768

FP 430677898:430677898(0) ack
ack 430677899 win 64240
2614357960:2614357960(0) win
3940915253:3940915253 (0) ack

ack 3940915254 win 64240
2614357961:2614358126 (165) ack
ack 2614358126 win 32768
3940915254:3940915431(177) ack

2614358126:2614358217(91) ack
ack 2614358217 win 32768
2614358217:2614358526(309) ack
ack 2614358526 win 32768
2614358526:2614359555(1029)

ack 2614359555 win 32768
3940915431:3940915740(309) ack
3940915740:3940917069 (1329)

ack 3940917069 win 64240
3940917069:3940918529 (1460)

3940918529:3940919979 (1450)

ack 3940919979 win 64240
3940919979:3940921439(1460)

3940921439:3940922899 (1460)

3940922899:3940923306(407) ack

3940923306:3940923375(69) ack
ack 3940923375 win 64240
2614359555:2614359624 (69) ack
ack 2614359624 win 32768
2614359624:2614359624 (0) ack
ack 2614359625 win 32768

ack

ack 3940923376 win 64240
1903869753:1903869753 (0) win

2583094766:2583094766 (0) ack
ack 2583094767 win 64240
1903869754:1903869906 (152) ack
ack 1903869906 win 32768
2583094767:2583096227 (1460)

ack 2583096227 win 64240
2583096227:2583097673 (1446)



62: 17:05:59.998376

63: 17:06:14.809253
2583097673 win 62794

64: 17:06:14.809970
1903870032 win 32768

65: 17:06:14.815768
2583097724 win 64240

66: 17:06:14.815860

67: 17:06:14.816913

ack 1903870968 win 32768
68: 17:06:14.816928
1903870968 win 32768

69: 17:06:14.816959

ack 1903870968 win 32768
70: 17:06:14.816974
1903870968 win 32768

71: 17:06:14.816989
ack 1903870968 win 32768
72: 17:06:14.817554
73: 17:06:14.817615
ack 1903870968 win 32768
74: 17:06:14.817630

1903870968 win 32768
75: 17:06:14.817630
1903870968 win 32768
76: 17:06:14.817645
ack 1903870968 win 32768
77: 17:06:14.817645
1903870968 win 32768

78: 17:06:14.817660
1903870968 win 32768
79: 17:06:14.818088
80: 17:06:14.818530
8l: 17:06:18.215122
82: 17:06:18.215610
83: 17:06:18.215671

ack 2583105738 win 64014

84: 17:06:18.215763
85: 17:06:18.247011
86: 17:06:18.247728
87: 17:06:18.249285
88: 17:06:18.272309
89: 17:06:18.277680
90: 17:06:18.334501
91: 17:06:18.381541
92: 17:06:18.443565
93: 17:06:18.786702
94: 17:06:18.786870
95: 17:06:18.786931
96: 17:06:18.952755
97: 17:06:18.968272
98: 17:06:18.973902
99: 17:06:18.973994

100: 17:06:18.989267

198.
198.

203.

198.

203.
203.

203.

203.

203.

203.

198.
203.

203.

203.

203.

203.

203.

198.
198.
198.
203.
198.

203.
198.
203.
198.
198.
198.
198.
198.
198.
198.
198.
198.
198.
198.
198.
198.

51.100.2.56280 > 203.
51.100.2.56280 > 203.

0.113.2.443 > 198.51.

51.100.2.56280 > 203.

0.113.2.443 > 198.51.
0.113.2.443 > 198.51.
0.113.

2.443 > 198.51.

0.113.2.443 > 198.51.

0.113.2.443 > 198.51.

0.113.2.443 > 198.51.

51.100.2.56280 > 203.
0.113.2.443 > 198.51.
0.113.2.

443 > 198.51.

0.113.2.443 > 198.51.

0.113.2.443 > 198.51.

0.113.2.443 > 198.51.

0.113.2.443 > 198.51.
51.100.2.56280 > 203.
51.100.2.56280 > 203.
51.100.2.58944 > 203.
0.113.2.443 > 198.51.
51.100.2.56280 > 203.

0.113.2.443 > 198.51.
51.100.2.58944 > 203.

0.113.2.443 > 198.51.
51.100.2.58944 > 203.
51.100.2.58944 > 203.
51.100.2.58944 > 203.
51.100.2.58944 > 203.
51.100.2.58944 > 203.
51.100.2.58944 > 203.
51.100.2.58944 > 203.
51.100.2.58944 > 203.
51.100.2.58944 > 203.
51.100.2.58944 > 203.
51.100.2.58944 > 203.
51.100.2.58944 > 203.
51.100.2.58944 > 203.

0.113
0.113

100.2.

0.113.

100.2.
100.2.

100.2.

100.2.

100.2.

100.2.

0.113.
100.2.

100.2.

100.2.

100.2.

100.2.

100.2.

0.113.
0.113.
0.113.
100.2.
0.113.

100.2.
0.113.
100.2.
0.113.
L113.
L113.
L113.
L113.
L113.
L113.
L113.
L113.
L113.
L113.
L113.
L113.
198.51.100.2.58944 > 203.0.113.2.443:

O O O O O OO o o o o o

.2.443:
.2.443:

NN DN NDDNDDNDNDDNDDNDDNDN

WA XBARBRIREAENHIBEMFBRBERNFEEN

ciscofp3# show cap capin packet-number 1 trace detail

2943 packets captured

1: 17:05:56.580994 006b.fle7.6c5e 000c.294f.ac84 0x0800 Length:

56280:

2.443:

56280:
56280:

56280:

56280:

56280:

56280:

2.443:
56280:

56280:

56280:

56280:

56280:

56280:

2.443:
2.443:
2.443:
58944:
2.443:

56280:
2.443:
58944:
2.443:
.443:
.443:
.443:
.443:
.443:
.443:
.443:
.443:
.443:
.443:
.443:
.443:

ack 2583097673 win 62794

P 1903869906:1903870032(126)
P 2583097673:2583097724(51)

P 1903870032:1903870968(936)

. ack 1903870968 win 32768
P 2583097724:2583099184(1460)

P 2583099184:

P 2583099306:

P 2583100766:

P 2583100888:

ack 2583102142 win 64240

é 2583102142:
P 2583103602:
P 2583103930:
P 2583104052:
P 2583105512:

P 2583105634:

ack

ack

ack
2583099306 (122) ack
2583100766 (1460)
2583100888 (122) ack
2583102142 (1254)
2583103602 (1460)
2583103930(328) ack
2583104052 (122) ack
2583105512 (1460)
2583105634 (122) ack
2583105738(104) ack

ack 2583105512 win 64240
ack 2583105738 win 64014

udp
udp

99
48

P 1903870968:1903872025(1057)

ack 1903872025 win 32768

udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp

udp 109

66

119
188
93

93

93

221
109
109
157
157
157
109
109
109
109



198.51.100.2.55928 > 203.0.113.2.443: S [tcp sum ok] 2933933902:2933933902(0)

1460,nop,wscale 8,nop,nop,sackOK> (DF) (ttl 127, id 31008)

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2acel3beec90, priority=13, domain=capture, deny=false
hits=2737, user_data=0x2acel232af40, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=outside, output_ifc=any

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2acel07c¢8480, priority=1, domain=permit, deny=false
hits=183698, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=outside, output_ifc=any

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 203.0.113.2 using egress ifc identity

Phase: 4

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2acell99f680, priority=119, domain=permit, deny=false
hits=68, user_data=0x0, cs_1id=0x0, flags=0x0, protocol=6

src i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=443, tag=any, dscp=0x0
input_ifc=outside, output_ifc=identity

Phase: 5

Type: CONN-SETTINGS

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2acell99efd0, priority=8, domain=conn-set, deny=false

hits=68, user_data=0x2acell99e5d0, cs_1id=0x0, reverse, flags=0x0,

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=443, tag=any, dscp=0x0
input_ifc=outside, output_ifc=identity

protocol=6

win 8192 <mss



Phase: 6

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in i1id=0x2ace0fa81330, priority=0, domain=nat-per-session, deny=false
hits=178978, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 7

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in i1id=0x2acel07c¢db00, priority=0, domain=inspect-ip-options, deny=true
hits=174376, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=any

Phase: 8

Type: CLUSTER-REDIRECT

Subtype: cluster-redirect

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2acel07¢90c0, priority=208, domain=cluster-redirect, deny=false
hits=78, user_data=0x0, cs_1id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=identity

Phase: 9

Type: TCP-MODULE

Subtype: webvpn

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in i1d=0x2acell199df20, priority=13, domain=soft-np-tcp-module, deny=false
hits=58, user_data=0x2ace061efb00, cs_id=0x0, reverse, flags=0x0, protocol=6
src i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=443, tag=any, dscp=0x0
input_ifc=outside, output_ifc=identity

Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2acelld455e0, priority=13, domain=ipsec-tunnel-flow, deny=true
hits=87214, user_data=0x0, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0



input_ifc=outside, output_ifc=any

Phase: 11

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2acellda7000, priority=13, domain=capture, deny=false
hits=635, user_data=0x2acel232af40, cs_id=0x2acellf21620, reverse, flags=0x0, protocol=0
src ip/id=198.51.100.2, mask=255.255.255.255, port=0, tag=any
dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=any

Phase: 12

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

out 1d=0x2acel0691780, priority=13, domain=capture, deny=false

hits=9, user_data=0x2acel232af40, cs_id=0x2acellf21620, reverse, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst 1ip/id=198.51.100.2, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=outside

Phase: 13

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 87237, packet dispatched to next module
Module information for forward flow
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer
snp_fp_tcp_mod

snp_fp_adjacency

snp_fp_fragment

snp_fp_drop

Module information for reverse flow
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer
snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: NP Identity Ifc
Action: allow

1 packet shown
ciscofpl3#

R HEE R Fdisk0:FTDAYIPH#b 3L, ARBIEFLUEBSCP, FTPHTFTP T &

( EHFirePOWEREEH\Web Ul >> System >> Health >> Health Monitor >> Click Advanced
Troubleshooting >> click Download File B )



ciscofp3# copy /pcap capture:capin disk0:/capin.pcap
Source capture name [capin]? <hit Enter>

Destination filename [capin.pcapl? <hit Enter>
rrrrrrrrrrrrornn

207 packets copied in 0.0 secs

ciscofp3# dir

Directory of diskO:/

122 -rwx 198 05:13:44 Apr 01 2018 lina_phasel.log

49 drwx 4096 21:42:20 Jun 30 2018 log

53 drwx 4096 21:42:36 Jun 30 2018 coredumpinfo

110 drwx 4096 14:59:51 Oct 10 2018 csm

123 -rwx 21074 01:26:44 Oct 10 2018 backup-config.cfg
124 -rwx 21074 01:26:44 Oct 10 2018 startup-config

125 -rwx 20354 01:26:44 Oct 10 2018 modified-config.cfg
160 -rwx 60124 17:06:22 Oct 10 2018 capin.pcap

ciscofp3# copy diskO:/capin.pcap tftp:/

Source filename [capin.pcap]? <hit Enter>

Address or name of remote host []? 192.168.1.25 (your TFTP server IP address (your PC if using
tftpd32 or Solarwinds TFTP Server))

Destination filename [capin.pcapl? <hit Enter>

113645 bytes copied in 21.800 secs (5411 bytes/sec)

ciscofpl3#

(or from FirePOWER Management Center Web GUI >> System >> Health >> Health Monitor >> click
Advanced Troubleshooting >> click Download File tab)

BENATR AR EE IS IE5

ciscofp3# packet-tracer input outside tcp 192.168.10.50 1234 192.168.1.30 443 detailed

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2ace0fa90e70, priority=13, domain=capture, deny=false
hits=11145169, user_data=0x2acel20c4910, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=outside, output_ifc=any

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2acel07¢8480, priority=1, domain=permit, deny=false
hits=6866095, user_data=0x0, cs_1id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=outside, output_ifc=any

Phase: 3
Type: ROUTE-LOOKUP
Subtype: Resolve Egress Interface



Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.1.30 using egress ifc inside

Phase: 4

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

nat (inside,outside) source static inside-subnet inside-subnet destination static outside-
subnet-anyconnect-po ol outside-subnet-anyconnect-pool no-proxy-arp route-lookup
Additional Information:

NAT divert to egress interface inside

Untranslate 192.168.1.30/443 to 192.168.1.30/443

Phase: 5

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced trust ip ifc outside any any rule-id 268436481 event-log flow-
end

access-list CSM_FW_ACL_ remark rule-id 268436481: PREFILTER POLICY:
Example_Company_Prefilter_Policy

access-list CSM_FW_ACL_ remark rule-id 268436481: RULE: AllowtoVPNOutsideinterface
Additional Information:

Forward Flow based lookup yields rule:

in id=0x2ace0fa8f4el, priority=12, domain=permit, trust

hits=318637, user_data=0x2ace057b%9a80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=outside

dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 7

Type: NAT

Subtype:

Result: ALLOW

Config:

nat (inside,outside) source static inside-subnet inside-subnet destination static outside-
subnet-anyconnect-po ol outside-subnet-anyconnect-pool no-proxy-arp route-lookup
Additional Information:

Static translate 192.168.10.50/1234 to 192.168.10.50/1234

Forward Flow based lookup yields rule:

in id=0x2acell975cb0, priority=6, domain=nat, deny=false

hits=120, user_data=0x2ace0f29c4al0, cs_id=0x0, flags=0x0, protocol=0

src ip/id=192.168.10.0, mask=255.255.255.0, port=0, tag=any

dst 1p/id=10.201.214.128, mask=255.255.255.240, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=inside

Phase: 10 Type: VPN Subtype: ipsec-tunnel-flow Result: ALLOW Config: Additional Information:
Forward Flow based lookup yields rule: in id=0x2acelld455e0, priority=13, domain=ipsec-tunnel-
flow, deny=true hits=3276174, user_data=0x0, cs_1id=0x0, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=any Phase: 11 Type: NAT Subtype: rpf-check Result: ALLOW Config:
nat (inside,outside) source static inside-subnet inside-subnet destination static outside-
subnet-anyconnect-po ol outside-subnet-anyconnect-pool no-proxy-arp route-lookup

Additional Information:

Forward Flow based lookup yields rule:

out 1d=0x2ace0d5a9800, priority=6, domain=nat-reverse, deny=false



hits=121, user_data=0x2acel232a4c0, cs_1id=0x0, use_real_addr, flags=0x0,
src 1p/id=192.168.10.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=10.201.214.128, mask=255.255.255.240, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=inside

Phase: 14

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 3279248, packet dispatched to next module

Module information for reverse flow

Phase: 15

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.1.30 using egress ifc inside

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: inside
output-status: up
output-line-status: up
Action: allow

ciscofpl3#

EPCH E I PC EH¥EI 5L Ih@iBAnyConnect VPNELREIFTD

M anyconnectinitiation.peapng
File Edit View Go Capture Analyze Statistics  Telephony Wireless  Tools  Help

protocol=0

4w 4 ® RE QRe==F 5= aqaam
[i |ip.addr ==
Ma, Time Source Src port Destination Dstport  Protocol  Length Info
129 3.685253 56501 443 TCP 66 56581 = 443 [SYN] Seq=0 Win=8192 Len=8 M55=146@ WS=256 SACK_PERM=1
131 3.685917 56581 443 TCP 54 56581 =+ 443 [ACK] Seq=1 Ack=1 Win=64248 Len=8
132 3.687835 56581 443 TLSv1.2 187 Client Hello
133 3.687442 443 56581 TCP 6@ 443 » 56581 [ACK] Seq=1 Ack=134 Win=32768 Len=@
134 3.687806 443 56581 TLSv1.2 1514 Server Hello
142 3.899719 56501 443 TCP 54 56581 =+ 443 [ACK] Seq=134 Ack=1461 Win=54248 Len=8
143 3.988383 443 56581 TLSw1l.2 1159 Certificate, Server Hello Done
144 3.90818083 56581 443 TLSv1.2 412 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
145 3.9084245 443 56581 TLSv1.2 145 Change Cipher Spec, Encrypted Handshake Message
146 3.987281 56501 443 TLSv1.2 363 Application Data
147 3.987374 56581 443 TLSv1.2 875 Application Data
148 3.987797 443 56581 TCP 6@ 443 » 56581 [ACK] Seq=2657 Ack=881 Win=32768 Len=8
149 3.987868 443 5651 TCP 6@ 443 » 56501 [ACK] Seq=2657 Ack=1622 Win=32768 Len=0
156 3.989608 443 56501 TLSv1.2 363 Application Data
151 3.989759 443 56501 TLSvl.2 811 Application Data
~ Transmission Control Protocol, Src Port: 56581, Dst Port: 443, Seq: @, Len: @
Source Port: 56581
Destination Port: 443

B LER — MBI HER T KADTLSEE



M copinpeap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

mREBRe=EF &S aaen
Source Srcport  Destination Dstport  Protocol Length Info
76 12:06:14.817645 233 56288 TCP 1514 443 + 56288 [PSH, ACK] Seq=9286 Ack=1215 Win=32768 Len=146@ [TCP segment of a reassembled PDU]
77 12:96:14.817645 243 56280 TLSV1.2 176 Application Data
78 12:06:14.817660 233 56280 TLSV1.2 158 Application Data
79 12:06:14.515088 56280 243 TCP 54 56280 - 443 [ACK] Seq=1215 Ack=18746 Win=564248 Len=@
30 12:06:14.818530 56288 243 TCp 54 56280 - 243 [ACK] Seq=1215 Ack=18972 Win=-54814 Len=@
81 12:06:18.215122 - s8944 443 DTLS 1.0 (OpensSL pre ©.9.5f) 141 Client Hello
{ 82 12:86:18.215618 aa3 58944 DTLS 1.8 (OpensSSL pre 8.9.8f) 90 Hello Verify Request
: 83 12:96:18.215671 56280 443 TLSv1.2 1111 Application Data
: 34 12:86:18.215763 as3 56288 TCP 54 443 » 56288 [ACK] Seq=18972 Ack=2272 Win=32768 Len=8
85 12:96:18.,247011 58944 443 DTLS 1.8 (OpenSSL pre 0.9.8f) 161 Client Hello
86 12:86:18.247728 as3 58944 DTLS 1.8 (OpenSSL pre 8.9.8f) 230 Server Hello, Change Cipher Spee, Emcrypted Handshake Message
87 12:96:18.249285 58944 443 DTLS 1.6 (OpenSSL pre ©.9.8f) 135 Change Cipher Spec, Encrypted Handshake Message
88 12:06118.272309 58944 443 DTLS 1.8 (OpenssL pre ©.9.8f) 135 application Data
89 12:96:18.277680 58944 443 DTLS 1.8 (OpenSSL pre 6.9.8f) 135 Application Data
90 12:06:18.333501 58944 443 DTLS 1.8 (OpenssL pre ©.9.8f) 263 application Data

-

Frame 81: 141 bytes on wire (1128 bits), 141 bytes captured (1128 bits)
Ethernet 11, Src: Cisco_e7:6c:Se (8@:6b:ifl:e7:6c:5e), Dst: Vmware_4f:ac:84 (80:8c:29:4f:ac:84)
Internet Protocol Version 4, Src: - 5 Dst:
User Datagram Protocel, Src Port: 58944, Dst Port: 443
Datagram Transport Layer Security
~ DTLS 1.8 (OpenSSL pre ©.9.5f) Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: DTLS 1.8 (OpenSSL pre @.9.5F) (@x@18e)
Epach: @
Sequence Number: @
Length: 86
“ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 74
Message Sequence: @
Fragment Offset: @
Fragment Length: 74

L v v v

EFTDHISER A L HEER |, BE/RAnyConnect PCRZHIEAREIVPN

‘capin.pcap

File Edit View Ge Capture Analyze Statistics  Telephony Wireless  Tools  Help
dm @ AR Re==2EF LS5 EQaacH

L
Ma. Time Source Srcport Destination Dstport  Protocol Length Info

Apply a display filter ... <Cirl-j>

3 12:85:56.581757 S5ozg 443 TCP 54 55928 = 443 [ACK] Seqel Ackel Win=£4248 Len=@

4 12:85:56.582382 55828 443 TLSv1.2 187 Client Helle

S 12:85:56.582458 443 55928 TCP 54 443 + 55928 [ACK] Seqel Ack=134 Win=32768 Len=@

6 12:85:56.582733 I . AL - 55928 TLSv1.Z2 1514 Server Hello -ie—

7 12:85:56.790211 55928 443 TCP 54 55928 + 443 [ACK] Seq=134 Ack=1451 Win=£4248 Len=@
8 12:85:56.708349 443 558928 TLSv1.2 1159 Certificate, Server Hello Done

9 12:85:56.791691 55928 443 TLSv1.2 412 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
18 12:85:56.794911 443 55928 TLSv1.2 145 Change cipher Spec;, Encrypted Handshake Message

11 12:85:56.797877 55028 443 TLSv1.2 363 Application Data

12 12:85:56.797169 443 55928 TCP 54 443 + 55928 [ACK] 5eq=2657 Ack=881 Win=32768 Len=@
13 12:05:56.797199 55928 443 TLSv1.2 875 Application Data

14 12:85:56.797276 443 55928 TCP 54 443 = 55928 [ACK] Seq=2657 Ack=1622 Win=32758 Len=@
15 12:05:56.798634 443 55928 TLSvl.2 363 Application Data

16 12:05:56.708786 443 $5928 TLSv1.2 B11 Application Data

Frame 6: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
Ethernet II, Src: Vmware_d4f:ac:84 (@@:8c:29:4T:ac:84), Dst: Cisco_e7:6c:Se (@@:6b:flied:fc:5e)
Internet Protocol Version 4, Sre: - s Dst: =
Transmission Control Protocol, Src Port: 443, Dst Port: 55928, Seq: 1, Ack: 134, Len: 1460
Source Port: 443
Destination Port: 55928
[Stream index: @]
[TCP Segment Lem: 1458
Sequence nusber: 1 (relative seguence number)
[Mext sequence number: 1461 {relative sequence number)]
Acknowledgment number: 134 (relative ack number)
@1@l .... = Header Length: 20 bytes (5)
> Flags: @x@l8 (PSH, ACK)
Window size value: 32768
[Calculated window size: 32768]
[Window size scaling factor: -2 (no window scaling used)]
Checksum: @x3693 [unverified]

& v v

MisE : BBVPNELEZIFTDH AN EE | BALA7E "Server Helloy #AFEFZIFTD VPNFEIRES



BE. EEPCREELES K FHAREPCEARCAESE , X EHZKIRCAEEFTD VPNMIREEZE
=

= o

FEFTDMFTD LHEEN , #RIRADIUSRIARERE & BB+ H 2 & [ER (Cisco ISE)

‘ capaaa.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Adm 1 ® REQes=FT s5/EHaaan
| |—.:-_1 a display filter ... <Crl-/>
Ma. Time Source Srcport Destination Dstport  Protocol Length Info
1 13:85:36.771841 3238 1812 RADIUS — 701 Access-Request id=93
2 13:85:42.3865342 1812 3238 RADIUS —e 201 Access-Accept id=93
13 3 13:85:42.865937 3238 1812 RADIUS 781 Access-Request id=04
4 13:85:42.911314 1812 3238 RADIUS 62 Access-Reject id=94
5 13:85:43.382825 19588 1813 RADIUS 756 Accounting-Request id=95
6 13:85:43.300204 1813 19588 RADIUS 62 Accounting-Response id=95
L4
Frame 2: 281 bytes on wire (1688 bits), 201 bytes captured (1688 bits)
Ethernet II, Src: Cisco _e7:6c:5e (@@:6b:fl:e7:6c:5e), Dst: Vmware_4f:ac:84 (@8:8c:29:4f:ac:84)
Internet Protocol Version 4, Src: , Dst:
User Datagram Protocol, Src Port: 1812, Dst Port: 3233
“ RADIUS Protocol
Code: Access-Accept (2)
@@ @c 29 4f ac 84 8@ 6b T1 e7 Bc 5e 83 80 45 @0 o k 1~--E
@@ bb 5T 66 48 @8 3f 11 18 bc @a c9 d6 e6 @a c9 _f@-?
d6 97 @7 14 @c ab @@ a7 4e 17 82 5d ee 9f 7f ba N--]
c7 ab 65 6d e7 75 <7 64 7f @f d5 54 d7 59 @1 @8 em-u-d TY
ae4 18 28 52 65 61 75 74 68 53 65 { REAUTHSE ~m—
73 73 69 6 6e 33 3@ 61 63 39 64 36 33 61 38 38 ssion:@a c9d6Baee
3@ 31 Bl 3@ 3@ 3@ 35 62 B2 66 39 3@ 66 3@ 19 3b ala@easb bfoafa-;
43 41 43 53 3a 3@ 61 63 39 64 36 38 61 3@ 3@ 3@ CACS:@ac 9d63aees
31 61 3@ 3@ 3@ 35 62 62 66 39 3@ B6 3@ 3a 63 6T lag@asbb foefe:co
72 62 B9 6e 69 73 85 2f 33 32 32 33 34 34 3@ 38 rbinise/ 32234483
34 2f 31 39 37 34 32 39 39 la 2@ @@ @@ @@ @9 el 4/197429 9
la 7@ 72 6 66 69 6c 65 2d 6e 61 6d 65 3d 57 &F profile -name=ko
72 6b 73 74 61 74 89 6F Be rkstatio n

EFWEMERN , RMOVPNERESHBES ,
BREIFTD

FIH9AnyConnect VPNZE F i 818 VPN 31 &

FTDAWHEE(CL)A B BRARISEFAE R B+ BB REEN ( Hlun , BARADIUSERKIIEFTDH
ISEx B &t R e PREA N )

ciscofp3# capture capout interface inside trace detail trace-count 100 [Capturing - 35607 bytes]
ciscofp3# show cap

ciscofp3# show cap capout | i 192.168.1.10

37: 01:23:52.264512 192.168.1.1.3238 > 192.168.1.10.1812: udp 659

38: 01:23:52.310210 192.168.1.10.1812 > 192.168.1.1.3238: udp 159

39: 01:23:52.311064 192.168.1.1.3238 > 192.168.1.10.1812: udp 659

40: 01:23:52.326734 192.168.1.10.1812 > 192.168.1.1.3238: udp 20

82: 01:23:52.737663 192.168.1.1.19500 > 192.168.1.10.1813: udp 714

85: 01:23:52.744483 192.168.1.10.1813 > 192.168.1.1.19500: udp 20

BHRHSE RADIUSTAIRRER T F BRI B 7 8RE. B— THRAEREK N FHRBNFHEER

sdiow FTD VPN o
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
o = L L
AE 2@ LBRE Res=T AEEBEaQQR
[_l |hq:l|::or ==443 m "] Expression... +
Mao. Time Source Destination Protocol  Length Info =
[ 49 1,545946 192.168.18.58 w TCP 66 £3576 -+ 443 [SYN] Seq=8 Win=2132 [ H
51 1.547675 152.168.18.58 TCP 54 £3576 + 443 [ACK] Seg=1 Ack=1 Wir
52 1.5459@52 152.168.18.58 TLSv1.2 248 Client Hello
53 1.558413 192.168.18.58 TLSv1.2 9@8 server Hello, Certificate, Server
54 1.558929 192.168.18.58 TLSV1.2 372 Client Key Exchange, Change Ciphe
58 1.562866 TLSv1.2 185 Change Cipher Spec, Encrypted Har|
59 1.562718 152.168.18.58 TLSv1.2 459 Application Data
68 1.595485 192.168.18.58 TLSv1.2 1887 Application Data
61 1.628938 152.168.18.58 TLS5V1.2 437 Application pata
64 1.666935 1592.168.18.58 TCP 1428 443 + 3576 [ACK] Seq=1851 Ack=13
65 1.667232 192.168.18.58 TCP 1428 443 » B3576 [ACK] Seq=3217 Ack=1:
66 1.667234 152.168.18.58 TCP 54 B3576 -+ 443 [ACK] Seg=1383 Ack=4c
67 1.667423 192.168.18.58 TCP 1428 443 + 3576 [ACK] Seg=4583 Ack=1: e
1 T 3
[ Frame 49: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @ -
[ Ethernet IT, Src: Cisco_3c:73:88 (PB:85:93:3c:78:88), Dst: Cimsys 33:44:55 (@8:11:27:33:44:55) I:I

[ Internet Protocol Version 4,

Src: 192.168.10.58, Dst:

4 |Tran5lissiun Control Protocol, src Port: 63576, Dst Port: 443, Seq: @, Len: @

source Port: 63576
Destination Port: 443

88 11 22 33 44 55 @8 85
88 34 25 44 478 88 B2 86
de 83 f8 58 €1 bb 21 bb
28 8@ de 45 22 20 82 84
a4 a2

B3 3C 7o 22 82 22 45 88 « = "3D0.
29 53 @ af 83 32 83 9 - 43N -
o9 32 &2 e e 22 I8 82 N CFY I

9555915393.9191 =:Ex-

+ «gZ++-E-
e JWeee2en
¥, YA

@ #  Transmission Control Protocol (tcp), 32 bytes

MR

debug radius all

debug webvpn anyconnect 255

|| Packets: 260 * Displayed: 125 (48.1%) - Dropped: 0 (0.0%) || Profile: Default



FEFTDR2ECLI LiE4T "debug radius ally @345 (>system support diagnostic-cli) , 3 7ECisco
Anyconnect® FixHIWindows/Mac PCE#—T "Connect

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
ciscofp3> enable

Password: <hit enter>

ciscofp3# terminal monitor

ciscofp3# debug radius all

<hit Connect on Anyconnect client on PC>

radius mkreqg: 0x15

alloc_rip 0x00002acel0875428

new request 0x15 --> 16 (0x00002acel0875428)
got user 'jsmith'

got password

add_reqg 0x00002acel0875428 session 0x15 id 16
RADIUS_REQUEST

radius.c: rad_mkpkt

rad_mkpkt: ip:source-ip=198.51.100.2

RADIUS packet decode (authentication request)

Raw packet data (length = 659).....

01 10 02 93 fb 19 19 Af £f6 bl c7 3e 34 fc 88 ce | ........... >4, ..
75 38 2d 55 01 08 6a 73 64 69 74 68 02 12 a0 83
c9 bd ad 72 07 dl bc 24 34 9e 63 al f5 93 05 06
00 00 50 00 le 10 31 30 2e 32 30 31 2e 32 31 34
2e 31 35 31 1f 10 31 30 2e 32 30 31 2e 32 31 34
2e 32 35 31 34 06 00 00 00 05 42 10 31 30 2e 32
30 31 2e 32 31 34 2e 32 35 31 1la 23 00 00 00 09
01 1d 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65
2d 70 6c 61 74 66 6f 72 6d 3d 77 69 6e la 2c 00
00 00 09 01 26 6d 64 6d 2d 74 6¢c 76 3d 64 65 76
69 63 65 2d 6d 61 63 3d 30 30 2d 30 63 2d 32 39
2d 33 37 2d 65 66 2d 62 66 la 33 00 00 00 09 01
2d 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d
70 75 62 6c 69 63 2d 6d 61 63 3d 30 30 2d 30 63
2d 32 39 2d 33 37 2d 65 66 2d 62 66 la 3a 00 00 -29-37-ef-bf.:..
00 09 01 34 6d 64 6d 2d 74 6¢c 76 3d 61 63 2d 75 ... dmdm-tlv=ac-u

|

|

| .P...198.51.100.2
|
|
|
|
|
|
|
|
|
|
|
|

73 65 72 2d 61 67 65 6e 74 3d 41 6e 79 43 6f 6e | ser-agent=AnyCon

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

.151..198.51.100.2

51.100.2#....

. .mdm-tlv=device
-platform=win., .
.. ..&mdm-tlv=dev
ice-mac=00-0c-29
-37-ef-bf.3.....
-mdm-tlv=device-
public-mac=00-0c

6e 65 63 74 20 57 69 6e 64 6f 77 73 20 34 2e 36
2e 30 33 30 34 39 1a 3f 00 00 00 09 01 39 6d 64
6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 6c 61
74 66 6f 72 6d 2d 76 65 72 73 69 6f 6e 3d 36 2e
31 2e 37 36 30 31 20 53 65 72 76 69 63 65 20 50
61 63 6b 20 31 1la 40 00 00 00 09 01 3a 6d 64 6d
2d 74 6c 76 3d 64 65 76 69 63 65 2d 74 79 70 65
3d 56 4d 77 61 72 65 2c 20 49 6e 63 2e 20 56 4d
77 61 72 65 20 56 69 72 74 75 61 6c¢c 20 50 6¢ 61

nect Windows 4.6
.03049.72..... 9md
m-tlv=device-pla
tform-version=6.
1.7601 Service P

-tlv=device-type
=VMware, Inc. VM
ware Virtual Pla

74 66 6f 72 6d la 5b 00 00 00 09 01 55 6d 64 6d tform.[..... Umdm
2d 74 6c 76 3d 64 65 76 69 63 65 2d 75 69 64 3d -tlv=device-uid=
33 36 39 33 43 36 34 30 37 43 39 32 35 32 35 31 3693C6407C925251
46 46 37 32 42 36 34 39 33 42 44 44 38 37 33 31 FF72B6493BDD8731
38 41 42 46 43 39 30 43 36 32 31 35 34 32 43 33 8ABFC9O0C621542C3
38 46 41 46 38 37 38 45 46 34 39 36 31 34 41 31 8FAF878EF49614A1

04 06 00 00 00 00 la 31 00 00 00 09 01 2b 61 75 | ....... 1..... +au

64 69 74 2d 73 65 73 73 69 6f 6e 2d 69 64 34 30 | dit-session-id=0

61 63 39 64 36 38 61 30 30 30 30 35 30 30 30 35 | ac9d68a000050005

62 62 65 31 66 39 31 la 23 00 00 00 09 01 14 69 | bbelf9l.#...... i
|

70 3a 73 6f 75 72 63 65 2d 69 70 3d 31 30 2e 32 p:source-ip=192.1



30 31 2e 32 31 34 2e 32 35 31 la 18 00 00 Oc 04 | 68.10.50........
92 12 46 54 44 41 6e 79 43 6f 6e 6e 65 63 74 56 | . .FTDAnyConnectV
50 4e la Oc 00 00 Oc 04 96 06 00 00 00 02 1a 15 | PN..............
00 00 00 09 01 Of 63 6f 61 24 70 75 73 68 34 74 | ...... coa-push=t

72 75 65 | rue

Parsed packet data.....

Radius: Code = 1 (0x01)

Radius: Identifier = 16 (0x10)

Radius: Length = 659 (0x0293)

Radius: Vector: FB1919DFF6B1C73E34FC88CE75382D55

Radius: Type = 1 (0x01) User-Name

Radius: Length = 8 (0x08)

Radius: Value (String) =

6a 73 64 69 74 68 | jsmith

Radius: Type = 2 (0x02) User-Password

Radius: Length = 18 (0x12)

Radius: Value (String) =

a0 83 c9 bd ad 72 07 dl1 bc 24 34 9e 63 al £5 93 | ..... r...sd.c...
Radius: Type = 5 (0x05) NAS-Port

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5000

Radius: Type = 30 (0x1E) Called-Station-Id

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 31 35 31 | 203.0.113.2

Radius: Type = 31 (0x1F) Calling-Station-Id

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2

Radius: Type = 61 (0x3D) NAS-Port-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5

Radius: Type = 66 (0x42) Tunnel-Client-Endpoint

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 35 (0x23)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 29 (0x1D)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | mdm-tlv=device-p
6c 61 74 66 6f 72 64 34 77 69 6e | latform=win

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 44 (0x2C)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 38 (0x26)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 64 | mdm-tlv=device-m
61 63 3d 30 30 2d 30 63 2d 32 39 2d 33 37 2d 65 | ac=00-0c-29-37-e
66 2d 62 66 | f-bf

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 51 (0x33)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 45 (0x2D)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | mdm-tlv=device-p
75 62 6c 69 63 2d 64 61 63 34 30 30 2d 30 63 2d | ublic-mac=00-0c-
32 39 24 33 37 2d 65 66 2d 62 66 | 29-37-ef-bf

Radius: Type = 26 (0x1A) Vendor-Specific



Radius: Length = 58 (0x3A)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 52 (0x34)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 61 63 2d 75 73 65 72 2d | mdm-tlv=ac-user-
61 67 65 6e 74 3d 41 6e 79 43 6f 6e 6e 65 63 74 | agent=AnyConnect
20 57 69 6e 64 6f 77 73 20 34 2e 36 2e 30 33 30 | Windows 4.6.030
34 39 | 49

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 63 (0x3F)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 57 (0x39)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | mdm-tlv=device-p
6c 61 74 66 6f 72 64 2d 76 65 72 73 69 6f 6e 3d | latform-version=
36 2e 31 2e 37 36 30 31 20 53 65 72 76 69 63 65 | 6.1.7601 Service
20 50 61 63 6b 20 31 | Pack 1

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 64 (0x40)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 58 (0x3A)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 74 | mdm-tlv=device-t
79 70 65 34 56 44 77 61 72 65 2c 20 49 6e 63 2e | ype=VMware, Inc.
20 56 44 77 61 72 65 20 56 69 72 74 75 61 6¢c 20 | VMware Virtual
50 6c 61 74 66 6f 72 64 | Platform

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 91 (0x5B)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 85 (0x55)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 75 | mdm-tlv=device-u
69 64 3d 33 36 39 33 43 36 34 30 37 43 39 32 35 | id=3693C6407C925
32 35 31 46 46 37 32 42 36 34 39 33 42 44 44 38 | 251FF72B6493BDD8
37 33 31 38 41 42 46 43 39 30 43 36 32 31 35 34 | 7318ABFC90C62154
32 43 33 38 46 41 46 38 37 38 45 46 34 39 36 31 | 2C38FAF878EF4961
34 41 31 | 471

Radius: Type = 4 (0x04) NAS-IP-Address

Radius: Length = 6 (0x06)

Radius: Value (IP Address) = 0.0.0.0 (0x00000000)

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 49 (0x31)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 43 (0x2B)

Radius: Value (String) =

61 75 64 69 74 2d 73 65 73 73 69 6f 6e 2d 69 64 | audit-session-id
3d 30 61 63 39 64 36 38 61 30 30 30 30 35 30 30 | =0ac9d68a0000500
30 35 62 62 65 31 66 39 31 | 05bbelf9l

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 35 (0x23)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 29 (0x1D)

Radius: Value (String) =

69 70 3a 73 6f 75 72 63 65 2d 69 70 34 31 30 2e | ip:source-ip=192.
32 30 31 2e 32 31 34 2e 32 35 31 | 168.10.50

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 24 (0x18)

Radius: Vendor ID = 3076 (0x00000C04)



Radius: Type = 146 (0x92) Tunnel-Group-Name
Radius: Length = 18 (0x12)
Radius: Value (String) =
46 54 44 41 6e 79 43 6f 6e 6e 65 63 74 56 50 4e | FTDAnyConnectVPN
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 12 (0x0C)
Radius: Vendor ID = 3076 (0x00000C04)
Radius: Type = 150 (0x96) Client-Type
Radius: Length = 6 (0x06)
Radius: Value (Integer) = 2 (0x0002)
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 21 (0x15)
Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 15 (0x0F)
Radius: Value (String) =
63 6f 61 2d 70 75 73 68 3d 74 72 75 65 | coa-push=true
send pkt 192.168.1.10/1812
rip 0x00002acel0875428 state 7 id 16
rad_vrfy () : response message verified
rip 0x00002acel0875428
chall_state "'
state 0x7
regauth:
fb 19 19 df £6 bl c7 3e 34 fc 88 ce 75 38 2d 55
info 0x00002acel0875568
session_id 0x15
request_id 0x10
user 'Jjsmith'
response '***!
app 0
reason 0
skey 'ciscol23'
sip 192.168.1.10
type 1

RADIUS packet decode (response)

Raw packet data (length = 159).....

02 10 00 9f 39 45 43 cf 05 be df 2f 24 d5 d7 05 | ....9EC..../$...
47 67 b4 £4 01 08 6a 73 64 69 74 68 18 28 52 65 | Gg....jsmith. (Re
61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61 63 39 | authSession:0ac9
64 36 38 61 30 30 30 30 35 30 30 30 35 62 62 65 | d68a000050005bbe
31 66 39 31 19 3b 43 41 43 53 3a 30 61 63 39 64 | 1£f91.;CACS:0ac9d
36 38 61 30 30 30 30 35 30 30 30 35 62 62 65 31 | 68a000050005bbel
66 39 31 3a 63 6f 72 62 69 6e 69 73 65 2f 33 32 | £91:corbinise/32
32 33 34 34 30 38 34 2f 31 39 33 31 36 38 32 la | 2344084/1931682.

20 00 00 00 09 01 la 70 72 6f 66 69 6c 65 2d 6e | ...... profile-n
61 64 65 3d 57 6f 72 6b 73 74 61 74 69 6f 6e | ame=Workstation

Parsed packet data.....

Radius: Code = 2 (0x02)

Radius: Identifier = 16 (0x10)

Radius: Length = 159 (0x009F)

Radius: Vector: 394543CFO05BEDF2F24D5D7054767B4FD
Radius: Type = 1 (0x01) User-Name

Radius: Length = 8 (0x08)

Radius: Value (String) =

6a 73 64 69 74 68 | jsmith

Radius: Type = 24 (0x18) State

Radius: Length = 40 (0x28)

Radius: Value (String) =

52 65 61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61 | ReauthSession:0a



63 39 64 36 38 61 30 30 30
62 65 31 66 39 31 | belf9l
Radius: Type = 25 (0x19) C1
Radius: Length = 59 (0x3B)
Radius: Value (String) =

43 41 43 53 3a 30 61 63 39
30 35 30 30 30 35 62 62 65
72 62 69 6e 69 73 65 2f 33
34 2f 31 39 33 31 36 38 32
Radius: Type = 26 (0x1A)
Radius: Length = 32 (0x20)
Radius: Vendor ID = 9 (0x00
Radius: Type = 1 (0x01) Cis
Radius: Length = 26 (0x1A)
Radius: Value (String) =

30 35 30 30

ass

64 36 38 61
31 66 39 31
32 32 33 34
| 4/1931682

000009)
co-AV-pair

30 35 62 |

30 30 30 |
3a 63 6f |
34 30 38 |

Vendor-Specific

c9d68a000050005b

CACS:0ac9d68a000
050005bbelf9l:co
rbinise/32234408

70 72 6f 66 69 6¢c 65 2d 6e 61 64 65 3d 57 6f 72 | profile-name=Wor
6b 73 74 61 74 69 6f 6e | kstation

rad_procpkt: ACCEPT

Got AV-Pair with value profile-name=Workstation
RADIUS_ACCESS_ACCEPT: normal termination

radius mkreqg: 0x16

alloc_rip 0x00002acel0874b8
new request 0x16 --> 17

got user 'jsmith'

got password

add_

RADIUS_DELETE

0

(0x00002acel0874b80)

req 0x00002acel0874b80 session Oxl16 id 17

remove_req 0x00002acel0875428 session 0x15 id 16

free_rip 0x00002acel0875428
RADIUS_REQUEST

rad_mkpkt
ip:source-ip=198

radius.c:
rad_mkpkt :

RADIUS packet decode

(length = 6
fc 11 c1
08 6a 73
9f 49 be
10 31 30
10 31 30
06 00 00
34 2e 32
2d 74 6c¢
66 6f 72
6d 64 6d
61 63 3d
66 2d 62
74 6¢c 76
63 2d 6d
37 2d 65
64 6d 2d
67 65 6e
57 69 6e
39 la 3f
3d 64 65
2d 76 65
31 20 53
la 40 00
64 65 76
72 65 2c
56 69 72
la 5b 00

Raw packet data
01 11 02 93 cé6
83 cl e4 88 01
0e 71 13 38 ae
00 00 50 00 1le
2e 31 35 31 1f
2e 32 35 31 3d
30 31 2e 32 31
01 1d 6d 64 6d
2d 70 6c 61 74
00 00 09 01 26
69 63 65 2d 6d
2d 33 37 2d 65
2d 6d 64 64 2d
70 75 62 6Cc 69
2d 32 39 24 33
00 09 01 34 64
73 65 72 24 61
6e 65 63 74 20
2e 30 33 30 34
6d 2d 74 6c 76
74 66 6f 72 6d
31 2e 37 36 30
61 63 6b 20 31
2d 74 6¢ 76 3d
3d 56 44 77 61
77 61 72 65 20
74 66 6f 72 6d

.51.100.2

09
02
65
2e
2e
31
00
76
6e
3d
63
00
69
30
la
61
79
20
01
2d
6e
63
3a
74
2e
20
55

(authentication request)

85
79
05
31
31
2e
00
63
2¢c
65
32
09
65
30
00
2d
6f
2e
6d
6c
36
20
64
70
56
6c
64

a7
12
93
32
32
30
00
69
la
64
2d
00
63
2d
3a
63
43
34
39
70
3d
65
6d
79
20
50
6d

...... jsmith. .yA
.g.8..I.<...e...
..P...203.0.113

.2..203.0.113

. .mdm-tlv=device
-platform=win., .
....&mdm-tlv=dev
ice-mac=00-0c-29
-37-ef-bf.3
-mdm-tlv=device-

public-mac=00-0c
-29-37-ef-bf.:..
... dmdm-tlv=ac-u
ser-agent=AnyCon
nect Windows 4.6
.03049.72.....
m-tlv=device-pla
tform-version=6.
1.7601 Service P

-tlv=device-type

=VMware, Inc. VM
ware Virtual Pla
tform.[..... Umdm



2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 75 69 64 3d
33 36 39 33 43 36 34 30 37 43 39 32 35 32 35 31
46 46 37 32 42 36 34 39 33 42 44 44 38 37 33 31
38 41 42 46 43 39 30 43 36 32 31 35 34 32 43 33
38 46 41 46 38 37 38 45 46 34 39 36 31 34 41 31
04 06 00 00 00 00 1a 31 00 00 00 09 01 2b 61 75
64 69 74 2d 73 65 73 73 69 6f 6e 2d 69 64 34 30
61 63 39 64 36 38 61 30 30 30 30 35 30 30 30 35
62 62 65 31 66 39 31 1a 23 00 00 00 09 01 14 69
70 3a 73 6f 75 72 63 65 2d 69 70 3d 31 30 2e 32
30 31 2e 32 31 34 2e 32 35 31 1a 18 00 00 Oc 04
92 12 46 54 44 41 6e 79 43 6f 6e 6e 65 63 74 56
50 4e 1la Oc 00 00 Oc 04 96 06 00 00 00 02 1a 15
00 00 00 09 01 0Of 63 6f 61 2d 70 75 73 68 3d 74
72 75 65 | rue

Parsed packet data.....

Radius: Code = 1 (0x01)

Radius: Identifier = 17 (0x11)

Radius: Length = 659 (0x0293)

Radius: Vector: C6FC1l1C10EC481AC09A785A883C1E488
Radius: Type = 1 (0x01) User-Name

Radius: Length = 8 (0x08)

Radius: Value (String) =

6a 73 64 69 74 68 | jsmith

Radius: Type = 2 (0x02) User-Password

Radius: Length = 18 (0x12)

Radius: Value (String) =

79 41 O0e 71 13 38 ae 9f 49 be 3c a9 e4 81 65 93
Radius: Type = 5 (0x05) NAS-Port

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5000

Radius: Type = 30 (0x1E) Called-Station-Id
Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 31 35 31 | 203.
Radius: Type = 31 (0x1F) Calling-Station-Id
Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.
Radius: Type = 61 (0x3D) NAS-Port-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5

Radius: Type = 66 (0x42) Tunnel-Client-Endpoint
Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 35 (0x23)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 29 (0x1D)

Radius: Value (String) =

6d 64 6d 2d 74
6c 61 74 66 6f
Radius:

Radius:

Radius:

Radius:

Radius:

Radius:

Type
Leng

th

Vendor

Type
Leng

th

Value

6c 76 3d 64 65 76 69 63 65 2d 70
72 64 3d 77 69 6e | latform=win
(0x1A)
(0x2C)
9 (0x00000009)

26

ID
1

44

(0x
38

01)

Vendor-Specific

Cisco-AV-pair
(0x26)
(String)
6d 64 64 2d 74 6¢ 76 3d 64 65 76 69 63 65 2d 6d
61 63 3d 30 30 2d 30 63 2d 32 39 2d 33 37 2d 65
66 2d 62 66 | f-bf

| -tlv=device-uid=
| 3693C6407C925251
| FF72B6493BDD8731
| 8ABFC90C621542C3
| 8FAF878EF49614A1

| dit-session-1id=0
| ac9d68a000050005
| bbelf9l.#...... i
| p:source-ip=192.1
| 68.10.50......

| ..FTDAnyConnectV
|

| yA.g.8..I.<...e.

0.113.2

51.100.2

51.100.2

| mdm-tlv=device-p

| mdm-tlv=device-m
| ac=00-0c-29-37-¢



Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value

6d 64 6d 2d 74
75 62 6c 69 63
32 39 2d 33 37

Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value

6d 64 6d 2d 74
61 67 65 6e 74
20 57 69 6e 64

34 39 | 49
Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value
6d 64 64 2d 74
6c 61 74 66 6f
36 2e 31 2e 37
20 50 61 63 6b
Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value
6d 64 64 2d 74
79 70 65 3d 56
20 56 44 77 61
50 6c 61 74 66
Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value
6d 64 64 2d 74
69 64 3d 33 36
32 35 31 46 46
37 33 31 38 41
32 43 33 38 46
34 41 31 | 471
Radius: Type =
Radius: Length
Radius: Value
Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value

26 (0x1A) Vendor-Specific

= 51 (0x33)

ID = 9 (0x00000009)

1 (0x01) Cisco-AvV-pair

= 45 (0x2D)

(String) =

6c 76 3d 64 65 76 69 63 65 2d 70
2d 6d 61 63 3d 30 30 2d 30 63 2d
2d 65 66 2d 62 66 | 29-37-ef-bf
26 (0x1A) Vendor-Specific

= 58 (0x3A)

ID = 9 (0x00000009)

1 (0x01) Cisco-AvV-pair

= 52 (0x34)

(String) =

6c 76 3d 61 63 2d 75 73 65 72 2d
3d 41 6e 79 43 6f 6e 6e 65 63 74
6f 77 73 20 34 2e 36 2e 30 33 30
26 (0x1A) Vendor-Specific
= 63 (0x3F)

ID = 9 (0x00000009)

1 (0x01) Cisco-AvV-pair

= 57 (0x39)
(String) =
6c 76 3d 64 65 76 69 63 65 2d 70
72 6d 2d 76 65 72 73 69 6f 6e 3d
36 30 31 20 53 65 72 76 69 63 65
20 31 | pack 1

26 (0x1A) Vendor-Specific

= 64 (0x40)

ID = 9 (0x00000009)

1 (0x01) Cisco-AvV-pair

= 58 (0x3A)

(String) =

6c 76 3d 64 65 76 69 63 65 2d 74
44 77 61 72 65 2c 20 49 6e 63 2e
72 65 20 56 69 72 74 75 61 6c¢ 20
6f 72 64 | Platform

26 (0x1A) Vendor-Specific

= 91 (0x5B)

ID = 9 (0x00000009)

1 (0x01) Cisco-AvV-pair

= 85 (0x55)

(String) =
6c 76 3d
39 33 43
37 32 42
42 46 43
41 46 38

64
36
36
39
37

65
34
34
30
38

76
30
39
43
45

69
37
33
36
46

63
43
42
32
34

65
39
44
31
39

2d
32
44
35
36

75
35
38
34
31

4 (0x04) NAS-IP-Address
= 6 (0x06)

(IP Address) = 0.0.0.0
26 (0x1A) Vendor-Specific
= 49 (0x31)

ID = 9 (0x00000009)

1 (0x01) Cisco-AV-pair

= 43 (0x2B)

(String) =

(0x00000000)

61 75 64 69 74 2d 73 65 73 73 69 6f 6e 2d 69 64 |
3d 30 61 63 39 64 36 38 61 30 30 30 30 35 30 30

30 35 62 62 65
Radius: Type =

31 66 39 31 | 05bbelf9l

26 (0x1A) Vendor-Specific

mdm-tlv=device-p
ublic-mac=00-0c-

mdm-tlv=ac-user-
agent=AnyConnect
Windows 4.6.030

mdm-tlv=device-p
latform-version=
6.1.7601 Service

mdm-tlv=device-t
ype=VMware,
VMware Virtual

Inc.

mdm-tlv=device-u
1d=3693C6407C925
251FF72B6493BDD8
7318ABFC90C62154
2C38FAF878EF4961

audit-session-id
=0ac9d68a0000500



Radius: Length = 35 (0x23)

Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 29 (0x1D)

Radius: Value (String) =

69 70 3a 73 6f 75 72 63 65 2d 69 70 34 31 30 2e | ip:source-ip=192.

32 30 31 2e 32 31 34 2e 32 35 31 | 168.10.50
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 24 (0x18)

Radius: Vendor ID = 3076 (0x00000C04)
Radius: Type = 146 (0x92) Tunnel-Group-Name
Radius: Length = 18 (0x12)

Radius: Value (String) =

46 54 44 41 6e 79 43 6f 6e 6e 65 63 74 56 50 4e | FTDAnyConnectVPN

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 12 (0x0C)
Radius: Vendor ID = 3076 (0x00000C04)
Radius: Type = 150 (0x96) Client-Type
Radius: Length = 6 (0x06)
Radius: Value (Integer) = 2 (0x0002)
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 21 (0x15)
Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 15 (0x0F)
Radius: Value (String) =
63 6f 61 2d 70 75 73 68 3d 74 72 75 65 | coa-push=true
send pkt 192.168.1.10/1812
rip 0x00002acel0874b80 state 7 id 17
rad_vrfy () : response message verified
rip 0x00002acel0874b80
chall_state "'
state 0x7
regauth:
c6 fc 11 cl Oe c4 81 ac 09 a7 85 a8 83 cl e4 88
info 0x00002acel0874ccO
session_id 0x16
request_id 0x11
user 'Jjsmith'
response '***!
app 0
reason 0
skey 'ciscol23'
sip 192.168.1.10
type 1

RADIUS packet decode (response)

Raw packet data (length = 20).....

03 11 00 14 15 c3 44 44 7d a6 07 04 7b 92 £2 3b | ...... DD} ...

Ob 06 ba 74 | ...t

Parsed packet data.....

Radius: Code = 3 (0x03)

Radius: Identifier = 17 (0x11)

Radius: Length = 20 (0x0014)

Radius: Vector: 15C344447DA6070D7B92F23B0B06BA74
rad_procpkt: REJECT

RADIUS_DELETE

remove_req 0x00002acel0874b80 session 0x16 id 17
free_rip 0x00002acel0874b80

radius: send queue empty

radius mkreqg: 0x18



alloc_rip 0x00002acel0874b80

new request 0x18 --> 18 (0x00002acel0874b80)
add_req 0x00002acel0874b80 session 0x18 id 18
ACCT_REQUEST

radius.c: rad_mkpkt

RADIUS packet decode (accounting request)

Raw packet data (length = 714).....
04 12 02 ca be a0 6e 46 71 af 5¢c 65 82 77 ¢7 b5 | ...... nFg.\e.w..
50 78 61 d7 01 08 6a 73 6d 69 74 68 05 06 00 00

50 00 06 06 00 00 00 02 07 06 00 00 00 01 08 06 P
c0 a8 0a 32 19 3b 43 41 43 53 3a 30 61 63 39 64 ...2.;CACS:0ac9d
36 38 61 30 30 30 30 35 30 30 30 35 62 62 65 31 68a000050005bbel
66 39 31 3a 63 6f 72 62 69 6e 69 73 65 2f 33 32 £f91:corbinise/32
32 33 34 34 30 38 34 2f 31 39 33 31 36 38 32 1le 2344084/1931682.

10 31 30 2e 32 30 31 2e 32 31 34 2e 31 35 31 1f .203.0.113.2.

10 31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 28 .198.51.100.2¢(
06 00 00 00 01 29 06 00 00 00 00 2c Oa 43 31 46 | ..... ) A , .CLlF
30 30 30 30 35 2d 06 00 00 00 01 3@ 06 00 00 00 | 00005-..... =....
05 42 10 31 30 2e 32 30 31 2e 32 31 34 2e 32 35 | .B.203.0.113.2
31 1a 18 00 00 Oc 04 92 12 46 54 44 41 6e 79 43 | ........ FTDAnyC
6f 6e 6e 65 63 74 56 50 4e la Oc 00 00 Oc 04 96 | onnectVPN.......
06 00 00 00 02 la Oc 00 00 Oc 04 97 06 00 00 00 | ...vvuuneennnnn.
01 la Oc 00 00 Oc 04 98 06 00 00 00 03 1la 23 00 | .....vuvuenen... #.
00 00 09 01 14 64 64 64 2d 74 6¢c 76 3d 64 65 76 | ..... mdm-tlv=dev
69 63 65 2d 70 6c 61 74 66 6f 72 6d 3d 77 69 6e
la 2c 00 00 00 09 01 26 6d 64 64 2d 74 6c 76 3d
64 65 76 69 63 65 2d 6d 61 63 3d 30 30 2d 30 63
2d 32 39 2d 33 37 2d 65 66 2d 62 66 la 31 00 00
00 09 01 2b 61 75 64 69 74 2d 73 65 73 73 69 6f
6e 2d 69 64 3d 30 61 63 39 64 36 38 61 30 30 30
30 35 30 30 30 35 62 62 65 31 66 39 31 la 33 00
00 00 09 01 2d 6d 64 6d 2d 74 6c 76 3d 64 65 76
69 63 65 2d 70 75 62 6¢ 69 63 2d 6d 61 63 3d 30 ice-public-mac=0
30 2d 30 63 2d 32 39 2d 33 37 2d 65 66 2d 62 66 0-0c-29-37-ef-bf
la 3a 00 00 00 09 01 34 64 64 64 2d 74 6¢c 76 3d | .:..... 4mdm-tlv=
61 63 2d 75 73 65 72 2d 61 67 65 6e 74 3d 41 6e
79 43 6f 6e 6e 65 63 74 20 57 69 6e 64 6f 77 73
20 34 2e 36 2e 30 33 30 34 39 la 3f 00 00 00 09
01 39 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65
2d 70 6c 61 74 66 6f 72 64 2d 76 65 72 73 69 6f
6e 3d 36 2e 31 2e 37 36 30 31 20 53 65 72 76 69
63 65 20 50 61 63 6b 20 31 la 40 00 00 00 09 01
3a 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d
74 79 70 65 3d 56 4d 77 61 72 65 2c 20 49 6e 63
2e 20 56 4d 77 61 72 65 20 56 69 72 74 75 61 6cC
20 50 6¢c 61 74 66 6f 72 64 la 5b 00 00 00 09 01
55 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d
75 69 64 3d 33 36 39 33 43 36 34 30 37 43 39 32

ice-platform=win
e &mdm-tlv=
device-mac=00-0c
-29-37-ef-bf.1..

..+audit-sessio
n-id=0ac9d68a000
050005bbelf91.3.

.. .—mdm-tlv=dev

ac-user-agent=An
yConnect Windows
4.6.03049.?2....
.9mdm-tlv=device
-platform-versio
n=6.1.7601 Servi
ce Pack 1.@.....
:mdm-tlv=device-
type=VMware, Inc
VMware Virtual
Platform.[.....
Umdm-tlv=device-
uid=3693C6407C92

35 32 35 31 46 46 37 32 42 36 34 39 33 42 44 44 5251FF72B6493BDD
38 37 33 31 38 41 42 46 43 39 30 43 36 32 31 35 87318ABFCO0C6215
34 32 43 33 38 46 41 46 38 37 38 45 46 34 39 36 42C38FAF878EF496

31 34 41 31 04 06 00 00 00 00 | 14Al......

Parsed packet data.....

Radius: Code = 4 (0x04)

Radius: Identifier = 18 (0x12)

Radius: Length = 714 (0x02CA)

Radius: Vector: BEAQ06E4671AF5C658277C7B5507861D7
Radius: Type = 1 (0x01l) User-Name

Radius: Length = 8 (0x08)

Radius: Value (String) =



6a 73 64 69 74 68 | jsmith

Radius: Type = 5 (0x05) NAS-Port

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5000

Radius: Type = 6 (0x06) Service-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x2

Radius: Type = 7 (0x07) Framed-Protocol

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x1

Radius: Type = 8 (0x08) Framed-IP-Address

Radius: Length = 6 (0x06)

Radius: Value (IP Address) = 192.168.10.50 (0xCOA80A32)
Radius: Type = 25 (0x19) Class

Radius: Length = 59 (0x3B)

Radius: Value (String) =

43 41 43 53 3a 30 61 63 39 64 36 38 61 30 30 30 | CACS:0ac9d68a000
30 35 30 30 30 35 62 62 65 31 66 39 31 3a 63 6f | 050005bbelf9l:co
72 62 69 6e 69 73 65 2f 33 32 32 33 34 34 30 38 | rbinise/32234408
34 2f 31 39 33 31 36 38 32 | 4/1931682

Radius: Type = 30 (0x1E) Called-Station-Id

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 31 35 31 | 203.0.113.2
Radius: Type = 31 (0x1F) Calling-Station-Id

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2
Radius: Type = 40 (0x28) Acct-Status-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x1

Radius: Type = 41 (0x29) Acct-Delay-Time

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x0

Radius: Type = 44 (0x2C) Acct-Session-Id

Radius: Length = 10 (0x0A)

Radius: Value (String) =

43 31 46 30 30 30 30 35 | CLlF00005

Radius: Type = 45 (0x2D) Acct-Authentic

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x1

Radius: Type = 61 (0x3D) NAS-Port-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5

Radius: Type = 66 (0x42) Tunnel-Client-Endpoint

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2
Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 24 (0x18)

Radius: Vendor ID = 3076 (0x00000C04)

Radius: Type = 146 (0x92) Tunnel-Group-Name

Radius: Length = 18 (0x12)

Radius: Value (String) =

46 54 44 41 6e 79 43 6f 6e 6e 65 63 74 56 50 4e | FTDAnyConnectVPN
Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 12 (0x0C)

Radius: Vendor ID = 3076 (0x00000C04)

Radius: Type = 150 (0x96) Client-Type

Radius: Length = 6 (0x06)

Radius: Value (Integer) = 2 (0x0002)

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 12 (0x0C)

Radius: Vendor ID = 3076 (0x00000C04)



Radius: Type = 151 (0x97) VPN-Session-Type
Radius: Length = 6 (0x06)

Radius: Value (Integer) = 1 (0x0001)
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 12 (0x0C)

Radius: Vendor ID = 3076 (0x00000C04)
Radius: Type = 152 (0x98) VPN-Session-Subtype
Radius: Length = 6 (0x06)

Radius: Value (Integer) = 3 (0x0003)
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 35 (0x23)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 29 (0x1D)

Radius: Value (String) =

6d 64 6d 2d 74
6c 61 74 66 6f

6c 76 3d 64 65 76 69 63 65 2d 70
72 64 3d 77 69 6e | latform=win

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 44 (0x2C)

Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 38 (0x26)

Radius: Value (String) =

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 6d
61 63 3d 30 30 2d 30 63 2d 32 39 2d 33 37 2d 65
66 2d 62 66 | f-bf

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 49 (0x31)

Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 43 (0x2B)

Radius: Value (String) =

61 75 64 69 74
3d 30 61 63 39
30 35 62 62 65

2d 73 65 73 73 69 6f 6e 2d 69 64
64 36 38 61 30 30 30 30 35 30 30
31 66 39 31 | 05bbelf9l

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 51 (0x33)

Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 45 (0x2D)

Radius: Value (String) =

6d 64 6d 2d 74
75 62 6c 69 63
32 39 2d 33 37

6c 76 3d 64 65 76 69 63 65 2d 70
2d 64 61 63 3d 30 30 2d 30 63 2d
2d 65 66 2d 62 66 | 29-37-ef-bf

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 58 (0x3A)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 52 (0x34)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 61 63 2d 75 73 65 72 2d

61 67 65 6e 74 3d 41 6e 79 43 6f 6e 6e 65 63 74
20 57 69 6e 64 6f 77 73 20 34 2e 36 2e 30 33 30
34 39 | 49

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 63 (0x3F)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 57 (0x39)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 24 70

6c 61
36 2e
20 50

74 66 6f 72 64 2d 76
31 2e 37 36 30 31 20

65 72 73 69 6f 6e 3d
53 65 72 76 69 63 65

61 63 6b 20 31 | Pack 1

mdm-tlv=device-p

mdm-tlv=device-m
ac=00-0c-29-37-e

audit-session-id
=0ac9d68a0000500

mdm-tlv=device-p
ublic-mac=00-0c-

mdm-tlv=ac-user-
agent=AnyConnect
Windows 4.6.030

mdm-tlv=device-p
latform-version=
6.1.7601 Service



Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 64 (0x40)
Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 58 (0x3A)
Radius: Value (String) =
6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 74 | mdm-tlv=device-t
79 70 65 34 56 44 77 61 72 65 2c 20 49 6e 63 2e | ype=VMware, Inc.
20 56 44 77 61 72 65 20 56 69 72 74 75 61 6¢c 20 | VMware Virtual
50 6c 61 74 66 6f 72 64 | Platform
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 91 (0x5B)
Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 85 (0x55)
Radius: Value (String) =
6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 75 | mdm-tlv=device-u
69 64 3d 33 36 39 33 43 36 34 30 37 43 39 32 35 | id=3693C6407C925
32 35 31 46 46 37 32 42 36 34 39 33 42 44 44 38 | 251FF72B6493BDD8
37 33 31 38 41 42 46 43 39 30 43 36 32 31 35 34 | 7318ABFC90C62154
32 43 33 38 46 41 46 38 37 38 45 46 34 39 36 31 | 2C38FAF878EF4961
34 41 31 | 471
Radius: Type = 4 (0x04) NAS-IP-Address
Radius: Length = 6 (0x06)
Radius: Value (IP Address) = 0.0.0.0 (0x00000000)
send pkt 192.168.1.10/1813
rip 0x00002acel0874b80 state 6 id 18
rad_vrfy () : response message verified
rip 0x00002acel0874b80
chall_state "'
state 0x6
regauth:
be a0 6e 46 71 af 5¢c 65 82 77 c¢7 b5 50 78 61 47
info 0x00002acel0874ccO
session_id 0x18
request_id 0x12
user 'Jjsmith'
response '***!
app O
reason 0
skey 'ciscol23'
sip 192.168.1.10
type 3

RADIUS packet decode (response)

Raw packet data (length = 20).....
05 12 00 14 e5 £d bl 64 fb ee 58 £0 89 79 73 8e | ....... m..X..ys.
90 dc a7 20 |

Parsed packet data.....

Radius: Code = 5 (0x05)

Radius: Identifier = 18 (0x12)

Radius: Length = 20 (0x0014)

Radius: Vector: ESFDB16DFBEE58F08979738E90DCA720
rad_procpkt: ACCOUNTING_RESPONSE

RADIUS_DELETE

remove_req 0x00002acel0874b80 session 0x18 id 18
free_rip 0x00002acel0874b80

radius: send queue empty

ciscofpl3#

EFTDZHiCLI L3E1T "debug webvpn anyconnect 255 @5  (>system support diagnostic-cli) , 3



£ Cisco Anyconnect® F i Y Windows/Mac PC L3 —T "Connect,

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
ciscofp3> enable

Password: <hit enter>

ciscofp3# terminal monitor

ciscofp3# debug webvpn anyconnect 255

<hit Connect on Anyconnect client on PC>

http_parse_cstp_method()

. .input: 'CONNECT /CSCOSSLC/tunnel HTTP/1.1'
webvpn_cstp_parse_request_field()

..input: 'Host: ciscofp3.cisco.com'

Processing CSTP header line: 'Host: ciscofp3.cisco.com'
webvpn_cstp_parse_request_field()

..input: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 4.6.03049"

Processing CSTP header line: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 4.6.03049'
Setting user-agent to: 'Cisco AnyConnect VPN Agent for Windows 4.6.03049'
webvpn_cstp_parse_request_field()

..input: 'Cookie: webvpn=2B0E85@28672@6501@2FF4AE4D1F69BI98F26E8CAD62D5496E5E6AES282 "
Processing CSTP header line: 'Cookie:
webvpn=2B0E85@28672@6501@2FF4AE4AD1IF69BI98F26E8CAD62D5496E5E6AES282 "

Found WebVPN cookie: 'webvpn=2B0E85@28672@6501@2FF4AE4DIF69B98F26E8CAD62D5496E5E6AES282"
WebVPN Cookie: 'webvpn=2B0E85@28672@6501@2FF4AEADIF69BI8F26E8CAD62D5496E5E6AES282"
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Version: 1'

Processing CSTP header line: 'X-CSTP-Version: 1°'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Hostname: jsmith-PC'

Processing CSTP header line: 'X-CSTP-Hostname: jsmith-PC'
Setting hostname to: 'jsmith-PC'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-MTU: 1399
Processing CSTP header line: 'X-CSTP-MTU: 1399'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Address-Type: IPv6,IPv4'

Processing CSTP header line: 'X-CSTP-Address-Type: IPv6,IPv4'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Local-Address-IP4: 198.51.100.2"

Processing CSTP header line: 'X-CSTP-Local-Address-IP4: 198.51.100.2"
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Base-MTU: 1500'

Processing CSTP header line: 'X-CSTP-Base-MTU: 1500°'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Remote-Address-IP4: 203.0.113.2"

Processing CSTP header line: 'X-CSTP-Remote-Address-IP4: 203.0.113.2"
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Full-IPv6-Capability: true'

Processing CSTP header line: 'X-CSTP-Full-IPv6-Capability: true'
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Master-Secret:
1FA92A96D5E82C13CB3A5758F11371EE6B54C6F36F0A8SDCESFADECB73A034EEFAFE9SDA614A5872E1EES557C3BF4765A
Processing CSTP header line: 'X-DTLS-Master-Secret:
1FA92A96D5E82C13CB3A5758F11371EE6B54C6F36F0A8SDCESFADECB73A034EEFAFE9SDAG614A5872E1EES557C3BF4765A
webvpn_cstp_parse_request_field()

..input: 'X-DTLS-CipherSuite: DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-SHA256:DHE-RSA-AES256-
SHA : DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES128-SHA256 : DHE-RSA-AES128-SHA:AES256-SHA:AES128-
SHA : DES-CBC3-SHA'

Processing CSTP header line: 'X-DTLS-CipherSuite: DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-



SHA256 : DHE-RSA-AES256-SHA : DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES128-SHA256 : DHE-RSA-AES128-
SHA:AES256-SHA:AES128-SHA:DES-CBC3-SHA'
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Accept-Encoding: lzs'

Processing CSTL header line: 'X-DTLS-Accept-Encoding: lzs'
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Header-Pad-Length: 0°'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Accept-Encoding: lzs,deflate’

Processing CSTP header line: 'X-CSTP-Accept-Encoding: lzs,deflate’
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.'
Processing CSTP header line: 'X-CSTP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.'
cstp_util_address_ipv4_accept: address asigned: 192.168.10.50
cstp_util_address_ipv6_accept: No IPv6 Address
np_svc_create_session (0x7000, 0x00002acdffl1d6440, TRUE)
webvpn_svc_np_setup
SVC ACL Name: NULL
SVC ACL ID: -1
vpn_put_uauth success for ip 192.168.10.50!

No SVC ACL

Iphdr=20 base-mtu=1500 def-mtu=1500 conf-mtu=1406
tcp-mss = 1460

path-mtu = 1460 (mss)

TLS Block size = 16, version = 0x303

mtu = 1460 (path-mtu) - O (opts) - 5(ssl) - 16(iv) = 1439
mod-mtu = 1439 (mtu) & Oxfff0(complement) = 1424
tls-mtu = 1424 (mod-mtu) - 8(cstp) - 48 (mac) - 1l(pad) = 1367

DTLS Block size = 16

mtu = 1500 (base-mtu) - 20(ip) - 8(udp) - 13(dtlshdr) - 16(dtlsiv) = 1443
mod-mtu = 1443 (mtu) & Oxfff0(complement) = 1440

dtls-mtu = 1440 (mod-mtu) - 1(cdtp) - 20(mac) - 1l(pad) = 1418
computed tls-mtu=1367 dtls-mtu=1418 conf-mtu=1406

DTLS enabled for intf=3 (outside)

overide computed dtls-mtu=1418 with conf-mtu=1406
tls-mtu=1367 dtls-mtu=1406

SVC: adding to sessmgmt

Sending X-CSTP-MTU: 1367

Sending X-DTLS-MTU: 1406

Sending X-CSTP-FW-RULE msgs: Start

Sending X-CSTP-FW-RULE msgs: Done

Sending X-CSTP-Quarantine: false

Sending X-CSTP-Disable-Always-On-VPN: false

Sending X-CSTP-Client-Bypass-Protocol: false

Cisco ISE

Cisco ISE > Operations > RADIUS > Live Logs >BhZ &8 & B E M FMEEA

1ECisco ISEEREZHIVPNE AW 45 HACLEE R "PermitAccess.
BNEF B 56 R R IBIBVPNEL 20 @ FTDES 38 AYjsmith



Overview

Event

Username

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

5200 Authentication succeeded

Jsmith

VPN Users >= Default
VPN Useis >> Allow ASA VPN connections if AD Group VPNusers

PermitAccess

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Usarname

Endpoint Id

Calling Station Id
Authentication Identity Store
Audit Session Id
Authentication Method
Authentication Protocol
Network Device

Device Type

Location

2018-10-09 01:47:55.112
2018-10-09 01:47:55.113
corbinise

5200 Autnentication succeeded

Jsmith

corbdc3

0000000000007 000500083
PAP_ASCII

PAP_ASCH

FTOVPN

All Device Types

All Locations

Steps

11001
11017
15049
15008
1504
15048
1504
15048
22072
15013

&

24210
24215
15013
24430
24325
24313
24319
24313
24386
24323
24343
24402
22037

24715

15026
24432
24355
24416
15042
15016
2208
22080
11002

Received RADIUS Access-Request

RADIUS created a new session

Evaluating Policy Group

Evalualing Service Selection Policy

Queried PiP - Airespace Arespace-Wian-d

Queried PIP - Radius NAS-Port-Type

Evaluating Identity Policy

Quetied PIP - Normalisad Radius RadiusFlowType

Selecled Idenbly source sequence - All_User_ID_Stores
Selacted Identily Source - Internal Usars

Looking up User in intemal Users IDStore - jsmith

The useris not found in the internal users identity slore

Selacted Identity Source - All_AD_Join_Points

Authenticating user against Actve Directory - All_AD_Join_Poinis
Resolving identity - jsmith (B Step latency=7106 ms)

Search for matching accounts at join point -

Single matching account found in forest -

Search for matching accounts at join point - windows_ad_sarver.com
Skipping unjoined domain - Windows_AD_Server.com

Idantity resciution detected single matching account

RPC Logon request succeeded - jsmith

User authentication against Active Directory succeeded - Ali_AD_Join_Points
Authentication Passed

ISE has not confirmed locally previous successful machine authentication for
user in Active Directory

Evalualing Authorization Policy

Looking up user in Active Direclory -

LDAF fetch succeeded -

Users Groups relrieval from Active Direclory succeeded -
Quearied PIP - ExternalGroups

Selected Authonization Profifg - PermitAccess

Max sessions policy passed

New accounting session created in Session cache

Returmed RADIUS Access-Accept



Identity Services Engine

Location All Locations
NAS IPv4 Address 0.0.0.0

NAS Port Type Virtual
Authorization Profile PermitAccess
Response Time 7294 milliseconds

Other Attributes

ConfigVersionld 257

DestinationPort 1812

Protocol Radius

NAS.-Port 28672
Tunnel-Client-Endpoint (tag=0)
g:l‘;ﬂuNpst:I;O':‘.:SmPlxn -Tunnel- FTDAnyConnectVPN
OriginalUserName Jsmith

NetworkDeviceProfileld
IsThirdPartyDeviceFlow

CVPN3000/A SAPIXTx-Client-Type
AcsSessionlD
SelectedAuthenticationldentity Stores

SelectedAuthenticationldentity Stores

bO0699505-3150-4215-a80e-67530450156¢
false

3

corbinise/322344084/1870108

Internal Users

All_AD_Join_Points

SelectedAuthenticationldentity Stores Guest Users

“halt.  Jdentity Services Engine

CHCO

AuthenticationStatus AuthenticationPassed

Identity PolicyMatchedRule Default

AuthorizationPolicyMatchedRule Allow ASA VPN connections if AD Group VPNusers
CPMSessionlD 0000000000007 0005bbc08e3

11002 Retumed RADIUS Access-Accept

AD-User-Resolved.ldentities

AD-User-Candidate-ldentities

AD-User-Join-Point

AD-User-Resolved-DNs

ADUser-DNS-Domain

CPMSessionlD 0000000000007 0005bbc0823
ISEPalicy SetMame VPN Users

ldentity SelectionMaiched Rule Defauli

Steplatency 14=T106

jsmithg@cohadiey3. local
jsmith@cohadiey3 local

COHADLEY3.LOCAL

CH=John Smith, CN=Users DC=cohadliey 3 DC=local

cohadley3.local



AD-User-NetBios-Name COHADLEYS

IsMachineldentity false

UserAccountControl 66048
AD-User-Samaccount-MName jamith
AD-User-Qualified-Name jsmithi@cohadiey3. local
DTLSSupport Unknown

Network Device Profile Cisco

Location Location®All Locations

Dewice Type Device TypesAll Device Types
IPSEC IPSECH#I: IPSEC DevicastiNo
ExternalGroups 5-1-5-21-8T2014162- 156098848 1-34 2954 196-1121
Identity AccessRestricted false

RADIUS Usermame jsmith

Davice IP Address
Called-Station-10

audit-session-id=000000000000 FO00500C0E8CE,
CiscolVPair ip:source-ip=
coa-push=true

AnyConnect VPNE F i

DARTH##2
a{a Y EEAnyConnect I DARTIH A5 S

RER: AR

DNS

ERFCisco ISE, FTD, Windows Server 2012F1Windows/Mac PC14 /] LA 48 B M 17 1E [6] F f [6] & 4
( BEFEEE LHDNS )

Windows E i
BB W TR , YERTUEFTDAN EMAZ T "nslookup.

FTD CLI



>show network

> nslookup 192.168.1.10

Server: 192.168.1.10

Address: 192.168.1.10#53

10.1.168.192.in-addr.arpa name = ciscolise.cisco.com

ISE CLI:

ciscoise/admin# nslookup 192.168.1.20

Trying "20.1.168.192.in-addr.arpa"

;; —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 56529

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: O

;7 QUESTION SECTION:
;20.1.168.192.in-addr.arpa. IN PTR

;7 ANSWER SECTION:
20.1.168.192.in-addr.arpa. 1200 IN PTR ciscodc.cisco.com

Windows Server 2012
BEBHSRRE , YRKFTUHFTDN E#E/FQDN#/T Mnslookup

BERE (ARARFEERY )

B Windows Server 201245 H EZ K BSHA256 R E S R4, EWindowsHIEW FIEMNIBECARE
, RERE THBZEEE B

A Certificate -

Gerersl | Detads | Carifienson Pash

Showr: | <Al 'u'.
Fiedd Vale -
_|Wergion V3
.| Seriaal rmber IFOFb3 A5 46 229002 46 18 ... |g
| Sigruature Moot chs 256R 54
.| Siprishire Rk slgadithm ch 256

MBRESHAT , AIAZEBERH SR N ELRENREREES, EEEFTHER , ARt
R :

A& Windows Server Certification Authority 7 #& ZISHA256

ERFEFTD VPNARFZBERSEAUT WA ER (EBEHRTERIIFTDE )
VA& = <FTDFQDN>

FEREE KB MSAN)= <FTDFQDN>

g

YA & : ciscofp3.cisco.com

{5 F & B8 B % (SAN):DNSH #B=cicscofp3.cisco.com


https://blogs.technet.microsoft.com/pki/2013/09/19/upgrade-certification-authority-to-sha256/

HERF B JORE R

EFTD CLILERHEEETES L WESITPCLEFEAWireshark1TE®  UBIZIHAREER
TCP+UDP 443ZZFTDMIAERIP, B ELEREREREETINRER AN AIPHHE

ciscofp3# capture capin interface outside trace detail trace-count 100 match ip any host

<now hit Connect on AnyConnect Client from employee PC>

ciscofp3# show cap

capture capin type raw-data trace detail trace-count 100 interface outside [Buffer Full - 524153
bytes]

match ip any host 198.51.100.2

ciscofp3# show cap capin

2375 packets captured
1: 17:05:56.580994 198.51.100.2.55928 > 203.0.113.2.443: S 2933933902:2933933902(0) win 8192

2: 17:05:56.581375 203.0.113.2.443 > 198.51.100.2.55928: S 430674106:430674106(0) ack 2933933903
win 32768

3: 17:05:56.581757 198.51.100.2.55928 > 203.0.113.2.443: . ack 430674107 win 64240



	將Cisco ISE作為RADIUS伺服器與Windows Server 2012根CA在FTD上配置AnyConnect VPN
	目錄
	目錄
	簡介
	必要條件
	需求
	採用元件

	設定
	網路圖表
	組態
	從Windows Server匯出根CA證書
	在員工Windows/Mac PC上安裝根CA證書
	在FTD上產生CSR、取得Windows伺服器根CA簽名的CSR，然後在FTD上安裝已簽署的憑證
	下載AnyConnect映像+ AnyConnect配置檔案編輯器並建立.xml配置檔案
	設定FTD上的Anyconnect VPN（使用根CA憑證）
	配置FTD NAT規則以將VPN流量免於NAT，因為該VPN流量無論如何都將解密，並建立訪問控制策略/規則
	新增FTD作為網路裝置並配置思科ISE上的策略集（使用RADIUS共用金鑰）
	在員工Windows/Mac PC上使用AnyConnect VPN客戶端下載、安裝並連線到FTD


	驗證
	FTD
	Cisco ISE
	￼
	￼
	￼
	AnyConnect VPN客戶端

	疑難排解
	DNS
	證書強度（用於瀏覽器相容性）
	連線和防火牆配置



