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- Firepower 7000/80003% %1 2% 8 8§6.0.0hR & & & iR 4~
ANFHEARBRBREEREREANEEMEL. XHEAZNAMEREERREER (AR
) WAHRERERE), WRENEREEER  FRALZEEBIMESTRERNTE,

TREM

EALT IS — AR S AR HAEHRE
. IPHB3E (RFEAZ )
LB (FORFE M1 )
. URL ( RAIRALH0ERIR A EHURL )

- FEFRRIER
- VLAN

RIBEFERAUWFEANSESE , BRRENRARESRERC, AXEERNMBTFMC LN S
ERANESURRBRR EEENEBRRE.

R A 5 R R R

REERIPRAR R
EZRAFMCEBHMERA , MTEAR :

Access Control » Access Control Network Discavery Application Detectors Correlation Actions ¥

Default Base Policy

EREEAL LN —ERA, B2 SEBENSNEE  CHEEANERA , NTEFT

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 any any any (log dcforward flowstart)
268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 any any any (log dcforward flowstart)
268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 any any any (log dcforward flowstart)
268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 any any any (log dcforward flowstart)
268435456 all ow any any any any any any any any (ipspolicy 2)
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£/ HEBURLIKRERIPIR A
Z/UFMCREFEHRA  MTEAR :

Access Control » Access Control Network Discovery  Application Detectors Correlation  Actions ¥

Default Base Policy Q cancel

Tdentity Palicy: None SSL Policy: None

Tg Inheritance Settings | [¥] Policy Assignments (1)
m Security Inteligence  HTTP Responses  Advanced

@8 Filter by Device & Add Category &) Add Rule | -

*  Name 2 Zones Networks Hetwarks VLAN Tags Ap s SrcPorts. ts URLs T E

w Mandatory - Default Base Palicy (1-1)

5 — JRER 3333 @ facebook.com o o P8

2222 Fia444 & twitter.com
w Default - Default Base Policy (-]

tion. Add Rule or Add Category

Intrusion Prevention: Balanced Security and Connectivity "

EREEHRLEN—ERA, BR 6 #HBEIRARE , BERA/ERA , WTEAR

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (url
"facebook. conm')

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (url
"twitter.cont)

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (url
"facebook. com')

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (url
"twitter.cont')

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (url
"facebook. com')

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (url
"twitter.cont')

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (url
"facebook. com')

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (url
"twitter.cont')

268435456 all ow any any any any any any any any (ipspolicy 2)

HE-ERAUN  MEAWNEFREEEAR R MEIHREEABEFLL  MEBERBURLHERVNE
B O EESRAT | ALBASRRISAE LY/ ERE, EXxrEEAITURLERNEE — @
SRR E M PIERERENES  EREARYT,

SERBEKEERIPHRA
EZEUFMCERESBHE , I TEMRR

Access Control * Access Control Network Di ¥ Lol Actions v
Default Base Policy @ cancel
Identity Policy: None SSL Policy: None

TE Inheritance Settings | [#] Policy Assignments (1)

Security Intelligence  HTTP Responses  Advanced
@8 Filter by Davice @ Add Category ) Add Rule | Sesrch Rules

+ Mandatory - Default Base Policy (1-1)

..,..nn ..,..333 s HTTe @ focebook.com
2222 2 HTTeS & twitter.com o Hliow

w Default - Default Base Policy (-)

1. Add Rule or Add Category

Default Action Intrusign Prevention: Balanced Security and Connectivity *m

1 Rule-1 o a

EREEHRLEN—ERA, ER 6 BERBIRARR  BERATAERA , W TEMR®



268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 80 any 6 (log dcforward flowstart) (url
"facebook. com')

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 80 any 6 (log dcforward flowstart) (url
"twitter.com')

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 443 any 6 (log dcforward flowstart) (url
"facebook. com')

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 443 any 6 (log dcforward flowstart) (url
"twitter.com')

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 80 any 6 (log dcforward flowstart) (url
"facebook. con')

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 80 any 6 (log dcforward flowstart) (url
"twitter.com')

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 443 any 6 (log dcforward flowstart) (url
"facebook. con')

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 443 any 6 (log dcforward flowstart) (url
"twitter.com')

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 80 any 6 (log dcforward flowstart) (url
"facebook. con')

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 80 any 6 (log dcforward flowstart) (url
"twitter.com')

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 443 any 6 (log dcforward flowstart) (url
"facebook. con')

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 443 any 6 (log dcforward flowstart) (url
"twitter.cont')

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 80 any 6 (log dcforward flowstart) (url
"facebook. con')

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 80 any 6 (log dcforward flowstart) (url
"twitter.cont')

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 443 any 6 (log dcforward flowstart) (url
"facebook. con')

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 443 any 6 (log dcforward flowstart) (url
"twitter.cont')

268435456 al |l ow any any any any any any any any (i pspolicy 2)

HE-—ERAUE , KMEFREEAR  METHREESB R  WEHEEBURLERUKER
AER , LRASERASRBASR LR 16EKRA,

AR MRERERGEARAPNE  FEACERAPEENERARAR. ERRUEE
MAEXERRUER.

ZEEFMCEEHERA , M TERR

Access Control » Access Control Network Discovery Application Datectors Caorrelation Actions v

Default Base Policy © cancel

Identity Policy: None SSL Policy: None

Tz Inheritance Settings | 5] Palicy Assignments (1)

m Security Inteligence  HTTP Responses  Advanced

#h Filter by Device &) aAdd Category &) Add Rule
feiliare source = S e | VLANTags  users | Action

o Allaw

;_- 2.2.:.: »1‘7"‘“

ule-
v Default - Default Base Palicy (-)

7. Add Rule or Add Categary

Default Action Intrusion Prevention: Balanced Security and Cennectivity "

ERAEARASRTARER  REARMNBER16ERDISE , MTEMR :

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (appid
676:1, 1122:1) (url "facebook.cont')



268436480 al | ow any
676:1, 1122:1) (url
268436480 al | ow any
676:1, 1122:1) (url
268436480 al | ow any
676:1, 1122:1) (url
268436480 al | ow any
676:1, 1122:1) (url
268436480 al | ow any
676:1, 1122:1) (url
268436480 al | ow any
676:1, 1122:1) (url
268436480 al | ow any
676:1, 1122:1) (url

1.1.1.1 32 any any
"twitter.cont)
1.1.1.1 32 any any
"f acebook. cont)
1.1.1.1 32 any any
"twitter.cont)
2.2.2.2 32 any any
"f acebook. cont)
2.2.2.2 32 any any
"twitter.cont)
2.2.2.2 32 any any
"f acebook. cont)
2.2.2.2 32 any any
"twitter.cont)

$EFAVLANIER E 1R PRI R Rl

ZRBRFMCE BFARER A

Identity Policy: None

S5L Policy: None

m Security Intelligence  HTTP Responses  Advanced

, MTER :
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dcforward flowstart)
dcforward flowstart)
dcforward flowstart)
dcforward flowstart)
dcforward flowstart)
dcforward flowstart)

dcforward flowstart)

Tg Inheritance Settings | [B] Policy Assignments {1)

(appi d
(appi d
(appi d
(appi d
(appi d
(appi d

(appi d

@8 Filter by Device

&) Add Category

i) Add Rule | Search Rules

w Mandatory - DonotTouch ]

) 181 Intemet

1 L, AllowFile

2 AllowtheRest

1 1-B00-Flowers

1 100ye.com

o Allow

« Allaw

- - - : - p:
w Default - DonotTouch (-)

There are no rules in

35 BlAllowFile &

this section. Add Rule or Add Category

HBIAllowFilef$ R SR ER R

—{TEMEVLAN IDEE |, Ehas—

Intrusion Prevention: Balanced Security and Connectivity

268436480 all ow any any any any any any 1 any (log dcforward flowstart) (ipspolicy 5)
(filepolicy 1 enable) (appid 535:4, 1553:4, 3791:4)
268436480 al l ow any any any any any any 2 any (log dcforward flowstart) (ipspolicy 5)
(filepolicy 1 enable) (appid 535:4, 1553:4, 3791:4)

IPSEEMERRBKHNSESBLHRUBRIE - , ESEEARAIRER —KRAUFsIH , K

HASRER., BEEEEEMEVLAN DN ERARUSNEUE  REMESD

VLAN—1&,

RS BEURLERINERIPR R A
ZBUFMCEBH R

Identity Policy: None

SSL Policy: None

m Security Intelligence  HTTP Responses  Advanced

, MBI :

Tg Inheritance Settings |

LRARARAR, AERBEHNERERK,

=3

|¥] Policy Assignments (2)

#8 Filter by Device

+ Mandatory - DonotTouch (1-2)

® Adult and Porn
% Alcohol and To 2% BIOCK

1 Block

2, Internal

2 AlowFile = omz

w Default - DonotTouch (-)

2, Internal

here are no rules in this section. Add Rule or Add Category

@ Add Category (3 Add Rule | Search Rules

 Allow
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BE 1E 37 BIPE 1 B A F 1 #8%Any ReputationF1Alcohol and Tobacco Reputations 1-38JURLE&E 5,
EREEHROLLEN—ERR  EBETBRNERRE , BERAU T RHNMERA

268438530 deny any any any any any any any any (log dcforward flowstart) (urlcat 11)
268438530 deny any any any any any any any any (log dcforward flowstart) (urlcat 76) (urlrep
I e 60)

MEEEARAUE , SREFEEEAR  MEZTHEESB Rkt , YEMESEREURLEREE
AMEER (MEURLER )  ZRAUKRRIIRBRAZ LN =1+ Z@ERA,

R ESNIPRA
i 2 50 R S| A B 9 B,

MEEREFSIATEREES , EZXESRIEAEQHEBEEZRBENEE ENWEANTE , AIXE
HAS R Bany , I Bany T RrEETR ARE

MRHB[APHREZHNEFREEHAE , AESRFHRE Hany , L EIAFHE—ERA , RH/ANYFR
SEFRANEARE.

ZREFMCEEFERR , MTEMAR

dentity Policy: None SSL Peliey: None

m Security Intelligence  HTTP Responses Advances d
# Filter by Device J Add Categary L Add Rule
| Source Dest Source Dest 8
# Name Zones I!nn- Networks |nmm ‘mm Users Ilnpllullnnl Src Ports IMM URLs |Adn|| | \‘: -

‘w Mandatory - DonotTouch (1-2)

1 Interfaces &, Internal s, Internal o Allow B #08

2 Allow Lo &
‘w Default - DonotTouch (-)
There are no rules in this section. Add Rule or Add Category

EMERA, —ERAEET ESE 6 BRESMNEEZEGHEE. Z—ERARERERE, EAF
f , Interfacesah B Al T EER AR A,

268438531 all ow any any any any any any any any (log dcforward flowstart)<----- Al'l ow Access Rul e
268434432 all ow any any any any any any any any (log dcforward flowstart) (ipspolicy 17)<-------
---Default Intrusion Prevention Rule

ERBASRLE  MERKUDBERER , BASYRMEENTENERESNZHTSERRE.
ERESNFBRFRASBNRURRESRNPSIANES s BERE N EREERE.
ZREFMCEEFHERA , TR :



icy: None

m Security Intelligence  HTTP Responses Advanced

licy: None

T Inheritance Settings | %] Policy Assignments (2)

@8 Filter by Device &) Add Category &) Add Rule | Search Rules
#  Name Zones Zones Networks Networks VLAN Tags Users Applications  Src Ports Dest Ports URLs Action gy =

&, Internal
1 Interfaces & s Internal % External o Al & o 7 @
2 Allow o All &oo o O
There are no rules in this section. Add Rule or Add Category

RANMEASERERAESNRL  RESARD , BEEHARI, AHHMDMZ, EHRAF  AE
EEE T Internal;IDMZNM E B, , #£& L1777 External, ERE—EEMNIER :

268436480 allow O any any 2 any any any any (log dcforward flowstart) <------ Rul e for Internal
to DMZ)

268438531 all ow any any any any any any any any (log dcforward flowstart)<-------- Al'l ow Access
rule

268434432 allow any any any any any any any any (log dcforward flowstart) (ipspolicy 17)<-------
-Default Intrusion Prevention: Balanced Security over Connectivity

AEEMEEELBL , A EYE Blinternal > DMZ , EEFKREERE |, 3F B KZE VInternal >
Internal& Al

BRENANERTSENEREREZYNEERNBEREEKEL  E2FHEENRNERESR
Al

MiEE  ERBENFHE , TEEBFMCHEANRA , TSR ERR TR,

BRARBRAN—RAR

BRI EHNRIE= (RFRARIAY ) ( BEEY ) ( BEEY ) ( BEEY)* (BER
URLE ) * ( VLANEZ®R® ) * (URLIERIH ) * ( BREN B EEHES )

BEE - HAEE  MuTEAERA 18R, RABESTNanyBERHKER1, EFSEMRK
mEAA

BB B 7 5 Rl iR W B R ER R R

MREHERAETHERRELERNE , AHREEIRAUARERRFNBER , FERRT SRR
(=

ft/var/log/action.queue.lo gt EHTE U THEFHER !
HR—FAKS — EERRFA28 , BAHR094
THMEERPEERERENRIBEERE, REFMCLWEE , MER ERFRFERA

HRRR
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