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jeffiac Deployment details for jeffjac at 2019-11-20 07:01 PM
Start: 2019-11-20 07:01 ) 3
1 PM + Success Device Status Transcript
Fnd- 2010-11-20 07-04 3 ficees ' Success @
System
Start: 2019-11-20 01:10
2 AM o’ Success
Fnd: 2010-11-20 M1:12
System
Start: 2019-11-16 01:11
3 AM o' Success
Fnd: 2018.11-1A N1-14
System
Start: 2019-11-13 01:07
4 AM o Success
Frnd: 2019-11-13 4104
System
Start: 2019-11-08 01:06
5 AM ” Success
End: 2019-11-N8 0108
System
Start: 2019-11-06 01:23
6 AM & Success
End: 2019-11-06 N1-75
System
Start: 2019-11-03 01:10
7 AM o Success
Fnd: 2010-11-N3 M1:12
System
Start: 2019-11-01 01:27
8 AM " Success

End: 2019-11-01 01-24
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Deploy Transcript x

FMC == clear configuration session OBJECT
Memesis == [info] : Session OBJECT does not exist

FMC == clear configuration session FMC_SESSION_1
Memesis == [info] : Session FMC_SESSION_1 does not exist.

FMC == clear configuration session FMC_SESSION_2
Memesis == [info] : Session FMC_SESSION_2 does not exist.

FMC == no sireng-encryplion-disable

FMC == cryplo isakmp nat-fraversal

FMIC ==

FMC == no ldap-attribute-map Class

FMC == exit

FMC == cryplo isakmp nat-fraversal

FMIC == no logging FMC MANAGER_VPN_EVENT_LIST

FMC == no logging list MANAGER_VPM_EVENT_LIST

FMC == logging list MANAGER_VPH_EVEMNT _LIST level nofifications class auth
FMC == logging list MANAGER_VPHN_EVENT_LIST level nofifications class vpn
FMC == logging list MANAGER_VPHN_EVENT_LIST level nofifications class vpnc
FMC == logging list MANAGER_VPMN_EVENT_LIST level nofifications class vpnfo
FMC == logging list MAMNAGER_VPMN_EWVENT_LIST level nofifications class vpnlb
FMC == logging list MANAGER_VPHN_EVENT_LIST level nofifications class webfo
FMC == logging list MANAGER_VPHN_EVENT_LIST level nofifications class webvpn
FMC == logging list MANAGER_VPMN_EVENT_LIST level nofifications class ca
FMC == logging list MAMNAGER WVPN_EWVENT_LIST level nofifications class svc
FMC == logging list MANAGER_VPHN_EVENT_LIST level nofifications class ssl
FMC == logging list MANAGER_VPN_EVENT_LIST level nofifications class dap
FMC 5 Iugglng Ilst MAHAGEF‘. ".-‘F*H E".fEHT LIST Ievel nofifications class ipaa -

HER6. BRI U EREMERMY , AT —HIEA—EFEEEEMNMIR : Transaction ID.

========= |NFRASTRUCTURE MESSAGES =========
Lina Config application was successiul
| |Lina write mem operation successiul
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BE ECisco TACEME A DT B R EEN , (B2 8 BFEE BN L fmat B RE I iR REE,
FMCEEZ AR RRBIBBREFEETN BFEESR.

W1EE§P$§|FHE"J H %% policy_deployment.log *ﬂ usmsharedsvcs.log.

ANEFRINAAAERBUER S ELnUXSE TR , HIZ0 more™ |, less M vi. AT , BEBRE
¥ read HEHITIRE, FIEEREE Broot?h BIFF AT semREM.

Ivar/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

It HEEB R RRFMC LRV RBEHEEHHNRENSEERNTX , ERIREERERLEREN
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H transactionp AFFMJSONH A B ENWETAREHRE B EXBSELAMEBEN BFHKEE.

22-Nov-2019 01:28:52.844, [INFO], (DefenseCenterServiceImpl.java:1372)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-4
** REST Request [ CSM ]
** ID : elc84364-0966-42eb-9356-d2914be2bda3
** URL: Broadcast message.send.deployment
{
"body" : {
"property" : "deployment:deployment_initiated_for_the_device",
"argumentList" : [ {
"key" : "PHASE",
"value" : "Phase-0"
ol
Y,
"user" : "68d03c42-d9bd-11dc-89f2-b7961d42c462",
"type" : "deployment",
"status" : "running",
"progress" : 5,
"silent" : true,
"restart" : true,
"transactionId" : 12884916552,
"devices" : [ "93a2089%9a-fa82-11e9-8219-elabeec8ldc9" ]

Ivar/log/sf/policy_deployment.log

BENAFERERCAMABNXRAF—BERFE  EEHBEEEECER.
BETCHATFMCEENBSIRENNFHELE  RtRFEACRD MR 1-4898FE,
BEPEER BB EZEES "iNFostart.. ™

Jul 18 17:20:03 firepower ActionQueueScrape.pl[17287]: INFO starting populateGlobalSnapshot -
sglite = /var/cisco/umpd/8589938337/DC_policy_deployment.db, transaction = 8589938337, time =
1563470402, running as (memory = 56.35 MB) (Framework 3950<196 <- CSMTasks 223<10 <-

SF: :ActionQueue 2457)

Jul 18 17:20:03 firepower ActionQueueScrape.pl[17287]: INFO deployment threading: disabled
(Framework 198 <- CSMTasks 223<10 <- SF::ActionQueue 2457)

Jul 18 17:20:03 firepower ActionQueueScrape.pl[17287]: INFO -> calling

SF: :UMPD: : Plugins: :Correlation: :Manager: :getPluginDependencies (Plugin 298<90 <- Framework
3579<3566<216 <- CSMTasks 223)
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faRo

MRAMBEDNEREHAZELELNSE  AITUERE LRTE—SHHREDR  XBELEE
R {E B & : policy_deployment.log#IngfwManager.log.

Ingfw/var/log/ngfwManager.log

L SRR M T ERENREEMPER | config Communication Manager F Config Dispatcher EEEFMCIEZA
, SEEEASNEE , WiHFASnontFLINAE ENBREFNER.

T HE=&ngfwManager.logiy 2@ =6l , EMRKEREEZRENFER :

FTD receives FMC's request for running configuration:

May 30 16:37:10 ccm[4293] Thread-10: INFO com.cisco.ccm.ConfigCommunicationManager—- Passing CD-
Message-Request to Config Dispatcher...

May 30 16:37:10 ccm[4293] Thread-10: DEBUG com.cisco.ccm.ConfigCommunicationManager- <?xml
version="1.0" encoding="UTF-
8"?><cdMessagesList><timeStamp>1559234230012</timeStamp><cdMessage><name>LinaShowCommand</name><
messageld>-
753133537443151390</messageld><contentType>XML</contentType><msgContent><! [CDATA [<?xml
version="1.0" encoding="UTF-8"?><message><name>LinaShowCommand</name>. . .

FTD receives FMC's request to download the deployment package:

May 30 16:37:18 ccm[4293] Thread-9: INFO com.cisco.ccm.ConfigCommunicationManager- Downloading
database (transaction 8589938211, wversion 1559234236)

May 30 16:37:18 ccm[4293] Thread-9: DEBUG com.cisco.ccm.DownloadManager- handle record:
8589938211, status = PENDING

May 30 16:37:18 ccm[4293] Thread-9: DEBUG com.cisco.ccm.DownloadManager- begin downloading
database

FTD begins the deployment of policy changes:

May 30 16:37:21 ccm[4293] Thread-9: INFO com.cisco.ccm.ConfigCommunicationManager—- Starting
deployment

May 30 16:37:21 ccm[4293] Thread-11: INFO com.cisco.ccm.ConfigCommunicationManager- Sending
message: DEPLOYMENT_STATUS_CCM to Manager

FTD begins LINA deployment:
May 30 16:37:42 ccm[4293] Thread-19: DEBUG

com.cisco.ngfw.configdispatcher.communicators.LinaCommunicatorImpl- Trying to send Start-Config-
Sequencerequest to lina

FTD begins finalizing the deployment:



May 30 16:38:48 ccm[4293] Thread-19: DEBUG
com.cisco.ngfw.configdispatcher.communicators.LinaCommunicatorImpl- Clustering Message sent out
of ConfigDispatcher:

Name:Cluster-App-Conf-Finalize-Request

/ngfw/var/log/sf/policy_deployment.log

It B S RARK KRB FMER snon R BFABTKSEEMRE , FEHTACETZN , B
] LAfsE A B BA g 1k B ERMERXERE

Config Dispatcher begins extracting the packaged policies for validation:

Jul 18 17:20:57 firepower policy_apply.pl[25122]: INFO -> calling

SF: :UMPD: : Plugins: :NGFWPolicy: :Device: :exportDeviceSnapshotToSandbox (Plugin 230 <- Framework
611 <- Transaction 1085)

Jul 18 17:20:57 firepower policy_apply.pl[25122]: INFO found NGFWPolicy => (NGFWPolicy: :Util
32 <- NGFWPolicy::Device 43 <- Plugin 235)

Jul 18 17:20:57 firepower policy_apply.pl[25122]: INFO export FTD platform settings...
(PlatformSettings: :FTD: :Device 29 <- Plugin 235<339 <- PlatformSettings::Device 13)

Config validation begins:

Jul 18 17:21:37 firepower policy_apply.pl[25122]: INFO starting validateExportedFiles - sqglite
= /var/cisco/deploy/sandbox/policy_deployment.db, sandbox = /var/cisco/deploy/sandbox/exported-
files (memory = 229.99 MB) (Framework 3950<687 <- Transaction 1101 <- main 194)

Validation has completed successfully:

Jul 18 17:21:49 firepower policy_apply.pl[25122]: INFO validateExportedFiles - sqglite =
/var/cisco/deploy/sandbox/policy_deployment.db, sandbox = /var/cisco/deploy/sandbox/exported-
files took 12 (memory = 238.50 MB, change = 8.51 MB) (Framework 3976<724 <- Transaction 1101 <-
main 194)

Config Dispatcher begins moving the validated configuration to the Snort directories in
production:

Jul 18 17:21:54 firepower policy_apply.pl[26571]: INFO -> calling
SF: :UMPD: : Plugins: :NGFWPolicy: :Device: :publishExportedFiles (Plugin 230 <- Framework 822 <-
Transaction 1662)

Snort processes will reload to apply the new configurations:

Jul 18 17:22:02 firepower policy_apply.pl[26571]: INFO Reconfiguring DE a3bcd340-992f-11e9-
alfl-ac829f31a4f9... (Snort::SnortNotifications 292<154 <- Snort::Device 343 <- Plugin 235)
Jul 18 17:22:02 firepower policy_apply.pl[26571]: INFO sending SnortReload to a3bcd340-992f-
1le9-alfl-ac829f31a4f9 (Snort::SnortNotifications 298<154 <- Snort::Device 343 <- Plugin 235)

Snort reload has completed successfully:



Jul 18 17:22:14 firepower policy apply.pl[26571]: INFO notifyProcesses - sandbox =
/var/cisco/deploy/sandbox/exported-files took 16 (memory = 169.52 MB, change = 16.95 MB)
(Framework 3976<964 <- Transaction 1680 <- main 200)

After LINA config apply finishes, Snort deployment is finalized:

Jul 18 17:23:32 firepower policy apply.pl[26913]: INFO starting finalizeDeviceDeployment -
sandbox = /var/cisco/deploy/sandbox (memory = 101.14 MB) (Framework 3950<980 <- Transaction
1740 <- main 206)
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5 Start: 2020-02-1002:58 PM € Failed
End: 2020-02-10 02:58 PM
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S ER3.BIBSSHE AR R Mmanagement Center S EFALINUXE AR less ERBFMCLEBERMER -

1 : "sudo less /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log" ( sudo password;& &

MsshfE A EZHF )
admin@firepower:~% sudo less Jfvarfopt/CSC0px/MDC/log/foperationfusmsharedsves. Log

Password:



BSEBAEIBEN less , FRAERBIEHEEIDTEALIE S HELBERKIDAEREN B,
R : "/60129547881"(1E less , EFANEMEI T —ERER)
EBITHERN A

10-Feb-2020 19:58:35.810, [INFO], (DefenseCenterServiceImpl.java:1394)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, Thread-526
#* REST Request [ CSM ]
«x ID : blbbb@c2-bcle-4B8ab-bbcd-feacb2b73ccB
#x URL: Broadcast message.send.deployment
{
"body" : {
"property" : "deployment:cdomain_snapshot_success",
"argumentList" : [ {
"key" : "PHASE",
"value" : "Phase-2"
} ]
H
"user" : "b6Bd®3c42-d%bd-11dc-BOT2-b7961d42c462",
"type" : "deployment",
"status" : "running",
“"progress" : 20,
"silent" : true,
“restart" : false,

"transactionId" : LRPLETFELN],
"devices" : [ "4bd5d1b®-3347-11ea-b74f-cB5455bBcB2b" ]
L

RYBCHBRBI -



19-Feb-2020 19:5B:36.516, [INFO], (DefenseCenterServiceImpl.java:1394)

com.cisco.nm.vms.apli.dc.DefenseCenterServiceImpl, Thread-526
** REST Request [ CSM ]

#+ ID : 3dfB@al3-2daB-4ebl-a599-cl23bf48acof

#+ URL: Broadcast message.send.deployment

{
"body" : {
"property" : |"deployment:failed_to_retrieve_running_configuration"
"argumentList™ : [ {
"key" : "PHASE",
“"value" : "Phase-3"
} ]
},
"user" : "6Bd@3c42-d9%bd-11dc-B89T2-b7961d42c462",

"type" : "deployment",

"status" : "failure",

“"progress" : 188,

"silent" : false,

"restart” : false,

"transactionId" : [JRPEELYLLH,

"devices" : [ "4bd5d1b®-3347-11ea-b74f-cB5455bBcB2b" ]
}
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csm_snapshot_error

domain_snapshot_timeout
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failed_to_retrieve_running_configuration
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no_response_for_show_cmd
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network_latency_or_device_not_reachable

slave_app_sync

asa_configuration_generation_errors

HABEEENERALN , HFBLK,
MRBREREZBENAEFLE |, B
#&Cisco TAC,

HERY , AREEETHERER
., ERIBE

MEEEERNKERE, MRBRE
AREBENAREFE , FB#ECisco
TAC,

BERXLEEECHNSHEE
, BEYRKER, REKE
HYMEBRIEE , UM T RE
FF M 5% 89 KRR AN HE

o

EEBEARFTDESERE.
HEETEARS (EERD
EFTDEELEHLIE , F
EEHRER, EEERD
AR FERZ T DA R L T RE

EZELECLISHF , AL
it ar T BR MEE BT BF SR AE

>show cluster info

BRI ERIWUSMS B
, BB FTRE S B B E B
B, EULHERBEERAULE
Cisco Bug Tool 2% B 5=
Cisco TACHETHE — S 5R B
MY EEER .



interface_out_of date

device_package_error

device_package_timeout

device_communication_errors

unable_to_initiate_deployment_dc

device_failure_timeout
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device_failure_download_timeout

device_failure_configuration
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device_failure_change_master

device_failure_unknown_master

cd_deploy_app_sync

cd_existing_deployment
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