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To view hostname Redirect
hostname vs IP

J

> show network

Hostname : ciscoasa System > Integration [Realms] > Edit Realm
my-realm
To change hosthame

> configure network hostname <new-hostname>

Active Authentication Type || Redirection Type

HTTP Negotiate Hostname.<AD Primary Domain>
Kerberos Hostname.<AD Primary Domain>
HTTP Basic IP Address
NTLM IP Address
HTTP Response Page IP Address

MAEHHMBBECOEIHE , IEHEFinEE M Eciscoasa.my-
ad.domain:<port_used_for_captive_portal>
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> capture ins_ntlm interface inside buffer 1000000 match tcp host 192.168.62.31 any
> expert

# tcpdump -i tun1 -s 1518 -w /var/common/ntim_tun.pcap

BB WM EHE , BiBFirepowerZ EETREBHRE , REFILHE,

AR, AR EERSHERER Tins_ntimy #HERT/mnt/disk0 B ., RETUEHERE
Ivar/common B # , LAMERZEE T #H(EFTEFTDF & L/ngfw/var/common):

> expert
# copy / mmt/ di skO/ <pcap_fil e> /var/comon/
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Advanced Troubleshooting
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If wireshark doesn’t identify protocol as SSL, decode as...

Decode As... L Field Value Default Current
192 153 Show Packet in New Window 1 ICP port /206 Integer base 10 (none) SSL
192,168.62.1 885 192.168,62.69 TCPport 885 Integer, base 10 (none) SSL

dest port Protocol Lengtl Info Protocol Lengtl Info

885 TCP 66 47336-885 ACK] 5eq1445554832 Ack=1526789789 Win TCP 66 47336-885 [ACK] Seq145654052 Ac:lSE?BQTB! Wins

885 TCP 583 47336-885 [PSH, ACK] Segq=1445654082 Ack=152670978¢ TLSvl.. 583 Client Hello
47336 TCP 66 88547336 [ACK] Seq=1526709789 Ack=1445654599 Win TCP 66 885-47336 [ACK] Seq=1526789789 Ack=1445654599 Win-
47336 TCP 227 885-+47336 [PSH, ACK] Seq=1526709789 Ack=144565459¢ TLSvl.. 227 Server Hello, Change Cipher Spec, Encrypted Handsk
885 TCP 66 47336-885 [ACK] Seq=1445654599 Ack=1526789950 Win= TCP 66 47336-885 [ACK] Seq=1445654599 Ack=1526709950 Win-
885 TCP 141 47336+885 [PSH, ACK] Seq=1445654599 Ack=152670995€ » TLSVI.. 141 Change Cipher Spec, Encrypted Handshake Message
885 TCP 519 47336-885 [PSH, ACK] Segq=1445654674 Ack=152670995( TLSVI.. 519 Application Data
47336 TCP 66 885-+47336 [ACK] Seq=1526709950 Ack=1445655127 Win= TCP 66 885-47336 [ACK] Seq=1526709950 Ack=1445655127 Win:
47336 TCP 828 885-47336 [PSH, ACK] Seq=1526709950 Ack=1445655127 TLSvl.. 828 Application Data, Application Data
885 TCP 519 47336-+885 [PSH, ACK] Seq=1445655127 Ack=1526718712 TLSVI.. 519 Application Data
47336 TCP 828 885-47336 [PSH, ACK] Seg=1526710712 Ack=144565558¢ TLSVI.. 828 Application Data, Application Data
885 TCP 66 47336-885 [ACK] Seq=1445655580 Ack=1526711474 Win= TCP 66 47336-885 [ACK] Seq=1445655588 Ack=1526711474 Wins
885 TCP 503 47336-885 [PSH, ACK] Seq=1445655580 Ack=1526711474 TLSVI.. 583 Application Data
47336 TCP 828 885-47336 [PSH, ACK] Seq=1526711474 Ack=1445656017 TLSVI.. 828 Application Data, Application Data
885 TCP 66 47336-885 [ACK] Seq=1445656017 Ack=1526712236 Win- TCP 66 47336-885 [ACK] Seq=1445656017 Ack=1526712236 Win=

FHRIFINEHENRENEDRHEETLR, EREPCAPERGDEZRHESENRESRAZRE
M—WiRE | RAIPH#iutFRE,

IP addresses will be different

inside capture tun1 capture

No.  Time Source src por Destinati destioc Prote Lengtl Info No. Time Source src [sor Destinggion dest /< Protc Lengtl Info
1 8952 5 3 [192.168.62.1 | TCP 4 47328 - 885 [SYN] Sen=I

2 90:20:21.384326 ?.168.62.1 885 192.168.62.60 47328 TCP 74 885 - 47328 [SYN, ACH
3 90:20:21.384422 192.168.62.69 47328 192.168.62.1 ass TCP 66 47328 - 885 [ACK] Seq=1B659 3 90:29:22.89457@ 169.254.6.96 47328 169.254.9.1 B85 TCP 52 47328-885 [ACK] Seq=186597
4 00:20:21.385127 192.168.62.69 47328 192.168.62.1 885 SSL 266 Client Hello 4 ©09:20:22.894935 169.254.6.96 47328 169.254.8.1 B85 Tl 252 Client Hello
5 9@:28:21.395657 192.168.62.1 885 192.168.62.69 47328 TCP 66 B85 -+ 47328 [ACK] Seq=39760¢ Hi:H =
6 00:20:22.922856 169.254.8.1 885 169.254.6.096 47328 TL. 1508 Server Hello, Certificate

H 1 H 1 e
Server Hello missing from inside capture
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1. EWindowsPEXEREEE (FLL — #HE ) KAFLZEEEYFREAMEER. ETUNAE
BUT@ESER ( EwindowsTi B #IHIEST ) : setx SSLKEYIOGFILE T
%HOMEPATH%\Desktop\premaster.txt, A% , Al fEFirefoxF B —BERA ST , T2
SERAT L BIE RIS B FEASSL, AR, BEBLSBREI EREB1aSPIE
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A S5LDecrypt ? X || secure Sockets Layer Preferences >
IP address Port Protocol Key File Password - - PI'OtOCOlS > SSL
0.0.0.0 885 ssl Z:’jil)ncummtsiaulh.lmy RSA keys IISt
g >/ I 551 debug file
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| Browse... |

] Reassemble S5L records spanning multiple TCP segments

Reassemble S5L Application Data spanning multiple 55L records
["] Message Authentication Code (MAC), ignore "mac failed”

Pre-Shared-Key

(Pre)-Master-Secret log filename

C:\Users\myuser'\Desktop\premaster. txt | Browse... I
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HTTP/1.1 401 Unauthorized

Date: Thu, 25 May 2817 @8:21:42 GMT

Server: Apache

WwW-Authenticate: NTLM
TURMTVNTUAACAAAACGAKADGAAAAFQOMLGq2eSri5 THCARAAAARAAAKGAGABCAAAABG ORI QAAAATKAECALOBBAEQAAGAKAE DARWAT AEEARAABA
WASQBHAC@AWMAEHMQ.RWADEMgBBAEOA.BM'I’AIGOAZHM:AGEAZAALLAGYMUBSAHGMNBuAMMgE!qAIGcALQBf!AGkAbgAyADAMURyAGEIZA
AUAGOAZWATAGEAZAAUAGYADQBS AHQAL GAGCAL QALgBmAHL g gAp! gEAAAAR
Content-Length: 381

Keep-Alive: timeout=10, max=96

Connection: Keep-Alive

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.8//EN">

<html><head>

<title=4@1 Unauthorized</title>

</head><body>

<hl=Unauthorized</hl>

<p>This server could not verify that you

are authorized to access the document

requested. Either you supplied the wrong

credentials (e.g., bad password), or your

browser doesn't understand how to supply

the credentials required.</p=

</body></html>

GET /X.auth?s=9n1DsDbFKVcS%2F j 71hez1nLYh%2F5qfEzgMgId%2F dQEyyRs%3DEuU=htt pR3A%2F%2Fwww. CiSCO. COm2F HTTP/1.1
Host: 192.168.62.1:885

User-Agent: Mozilla/5.8 (Windows NT 6.1; rv:43.8) Gecko/20100181 Firefox/43.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8

Accept-Language: en-US,en;q=8.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Authorization: NTLM
TLRMTVNTUAADAAAAGAAYAIGAAABSAVIBOAAAAAARAABYAAAAGOABAFQAARAWABYACAAAAAARADYAQAABYKIOGYBSBBAARAPIEZIFPLSNRAOL
XwHPmh3AKEAZABtAGKAbgBpAHMAdABYAGEAdABVAHIASQBHAFIATWEFAFQAWgBIACRAUABDAAAAAAAAAAAAAAAAARA AARAAAARAAAAAAN rNKY
RPxPWOAPpWmWMY f n EBAQAAAAAAAKT Quels INIBEBVFTnBWABSAAAAAAGAKAEOARWA AEEARAABABGASYBHACBAVWBI AE4AMg AwADEAMgBBAEQ
ABAAYAGOAZWAtAGEAZAAUAGY Ad(QBs AHQADWBUAAMAMgBOAGCALOB3AGKADgAY ADAAMOAYAGEAZAAUAGOAZWA L AGEAZAAUAGY AdQBS AHOADWEL
AAUAGABQAGCALQBhAGOALg pNC54uzUBgEGAAQAAGAAAAGAMAAWAAAAAAAAAAEAAAAATAAAGNONTZXF iGN/ NI
+xSHgnhIcuVFrNJLsZtchB\mherIBK.ABMAJquNSUnlBstMbD\MAkAIgE!IAFIJ.AVABQA(EN‘IOASADIALgAxADYAuMuADYAHgAuADEAAM
AAAMAARARAAAA

HTTP/1.1 387 Temporary Redirect

Date: Thu, 25 May 2017 @0:21:42 GMT

Server: Apache

Location: http://www.cisco.com/
Content-Length: 231

Keep-Alive: timeout=10, max=95

Connection: Keep-Alive

Content=Type: text/html; charset=iso-8859-1
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Editing Rule - Passive

Name | Passive

Action  Passive Authentication

Zones Networks VLAN Tags Ports

Enabled Move

w Realm: my-realm

eaim  secings |

Realm *

my-realm

~

Make sure passive

Use active authentication if passive authentication cannot identify user —— au th ru Ies do n ’.t
fall back to active
auth

* Required Field

Save Cancel Active Authentication \NTLM

ive Authentication Ker\eros o O

Remove or disable

active auth rules '

Active Authisgtication HTTP Négotiate

Active Authentication

Identity Policy Settings

Identity Policy None

Or remove identity
from Advanced

Active Authentication HTTP Basic

Passive Authenticatio

tab of ACP
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