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New Policy

Name: FlexCaonfig_FTD_B l

Description:
Targeted Devices
Select devices to which you want to apply this policy.

Available Devices Selected Devices
| 4, Search by name or value éFI'Dv B

= FTDV_B
& FIDv_C

Add to Policy
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@ Getting Started ) New Tab BEMS & Identity Services Engine @:ls Next Generation Web ... > [J Other Bookmarks

System Help v admin v

Overview Analysis Policies AMP Intelligence Deploy ]

Device Management NAT VPN v QoS Platform Settings Certificates
[ ) New Policy )
| FlexConfig Policy | Status ‘ Last Modified ‘ |
. Targeting 1 devices 2021-06-15 17:21:38 -
FlexConfig_FTD_B Up-to-date on all targeted devices Modified by "admin” E—D\—J
SR EZ KA E I — EFlexConfighf R , M TFATR :
£#8:52S _Idle_TimeOut
i SN
Type:Fftin
group-policy .DefaultS2SGroupPolicy /& 1%
vpn-idle-timeout none
s Cisco Firepower Management ( % =+ - 0 *
(& C @ O L& https;//10.31.124.31:6005/ddd /#Flexconf gPolicyEditor;uuid=000C29¢ 9% 7 2 @ B 4 @ =
@ Getting Started (5 New Tab BEMS & Identity Services Engine &% Next Generation Web ... E Regex Tester and Deb... % Mi vacuna [0 Other Bookmarks

System Help +  admin »

Overview Analysis Policies JMEUTEE Objects = AMP Intelligence

Device Management NAT VPN ¥ Qos Platform Settings FlexConfig Certificates

FlexConfig_FTD_B Preview Config B cancel

|®l Policy Assignments (1)

Available FlexConfig € ™| selected Prepend FlexConfigs

x z Name Description

4 [ User Defined ~

[ | Selected Append FlexConfigs

4 [ System Defined » e o Toth
|| Default_DNS_Configure
-

Default_inspection_Protocol_Disable
Default_Inspection_Pratocol_Enable
DHCPvé_Prefix_Delegation_Configure
DHCPv6_Prafix_Delegation_UnConfigure

| DNS_Configure

DNS_UnCanfigure

Eigrp_Configure

Eigrp_Intarface_Configura
Eigrp_UnConfigure

Eigrp_Unconfigure_all o
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cisco
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Add FlexConfig Object

I Name: 525_idle_Timeout |

Description:

Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.
l)q)lngrmenx: | Everytime ~ | Type: [Append | I

& Insert = Ex

group-pelicy .DefaultS25GroupPelicy attributes

vpn-idle-timeout nonel

Variables

I HFET,
SRS EEERTESTEAER , WHER>,



Devices O]
Device Management NAT WPN¥Y QoS

FlexConfig_FTD_B

Available FlexConfig & ) FlexConfig Object

4 1l User Defined ~
[ 'aaa-ser\«'er-map
[ disable-am
[~] EEM_script_PerniodicLogOffAnyconnect
[Zl LDap
™) Idap-attribute-map
[-] Management-access
A managem erlt-a:cess—agaruam
[2] MAT-T-Disable
I || 525_idle_timeout |
|| test
[2] vPN-filter
4 1 System Defined
[-] Default_DNS_Configure
'_._ Default_Inspection_Protocol_Disable

|| Default_Inspection_Protocol_Enable

[2] DHCPv6_Prefix_Delegation_Configure
f DHCPva_Prefix_Delegation_UnConfigure
[l oNs_configure

™) bs_unConfigure

[ Eigrp_cConfigure

[ Eigrp_Interface_Configure

™ Eigrp_UnConfigure v

thts Cisco Firepower Management ( X + _ o %
<« C @ Q& https://10.31.124.31: gPolicyEditor;uuid =000C29¢ 90% 7 u @ M o @ =
@ Getting Started ) New Tab BEMS &8 Identity Services Engine % Next Generation Web ... E Regex Tester and Deb.. & Mi vacuna (3 Other Bookmarks

AMP Intelligenc

Platform Settings

™| Selected Prepend FlexConfigs

FlexConfig Certificates

[7| Selected Append FlexConfigs

1 Help + admin v
You have unsaved changes

Preview Config |=] save ) cancel

|¥! Policy Assignments (1)




Device Management ~ NAT VPN ¥ QoS

FlexConfig_FTD_B

Available FlexConfig € ) FlexConfig Object

4 [ User Defined A
"] aaa-server-map
|| disable-am
["] EEM_script_PeriodicLogOffAnyconnect
[Zl Lpap
™| Idap-attribute-map
: | Management-access
|1 managemant-access-agarciam
|| MAT-T-Disable
[l s25_idle_ti

[ test
(] vPN-filter
4 1 | System Defined
[ Default_DNS_Configure
-: Default_Inspection_Pratocal_Disable
| Default_Inspection_Protocol_Enable
DHCPv6_Prafix_Delegation_Configure
| DHCPvG_Prefix_Delegation_UnConfigure
DNS_Configure
DNS_UnConfigure
| Eigrp_Configure
[-] Eigrp_Interface_Configure
™ Eigrp_UnConfigure o

s Cisco Firepower Management ( % =+ _ O %
< C @ O G https;//10.31.124.31:6( dd/#FlexconfigPolicyEditor;uuid =000C29¢ 90% T7 » © M - @ =
@ Getting Started @ New Tab BEMS & Identity Services Engine &% Next Generation Web ... E Regex Tester and Deb... & Mi vacuna [ Other Bookmarks

Help * admin

You have unsaved changes Preview Config - £ cancal

|®l Policy Assignments (1)

Platform Settings FlexConfig Certificates

™ selected Prepend FlexConfigs

£ Name Description

|| selected Append FlexConfigs

: Neme Descrition

[ 1 525_idle_timeout 0 I
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ikt Cisco Firepower Management ¢ X ik Cisco Firepower Management ( X + = O ®

“ C o O & https://10.31.124.31:6005/ddd/#FlexconfigPolicyEditor;uuid=000C2988  90% £ B2 B o @

@ Getting Started @ NewTab & BEMS &8 Identity Services Engine 5% Mext Generation Web ... M Regex Tester and Deb.. (&) Mivacuna [ other Bookmarks

Preview FlexConfig

Select Device: | FTDv_B

TOgQgIng 150 MANAGER_VEFN_EVENI_LIS1 [Evel Je0ugging Cass weoro
logging list MANAGER_VPN_EVENT_LIST level debugging cass webvpn
logging list MANAGER_VPN_EVENT_LIST level debugging class ca
logging list MANAGER_VPN_EVENT_LIST level debugging dass sve
logging list MANAGER_VPN_EVENT_LIST level dabugging class ssl
legging list MANAGER_VPN_EVENT_LIST level debugging class dap
logging list MANAGER_VPN_EVENT_LIST level debugging class ipaa
logging FMC MANAGER_VPN_EVEMT_LIST

crypto isakmp nat-traversal
no logging FMC MANAGER_VPN_EVENT_LIST

ne logging list MANAGER_VPN_EVENT_LIST

Iogging list MANAGER_VPN_EVENT_LIST level debugging <lass auth
logging list MANAGER_VPN_EVENT_LIST leval debugging dass vpn
logging list MANAGER_VPN_EVENT_LIST level dabugging class vpnc
logging list MANAGER_VPN_EVENT_LIST level debugging dass vpnfo
logging hist MANAGER_VPN_EVENT_LIST level debugging class vpnlb
logging list MANAGER_VPN_EVENT_LIST level debugging cass webfo
logging list MANAGER_VPN_EVENT_LIST level debugging class webvpn
logging list MANAGER_VPN_EVENT_LIST level debugging class ca
logging list MANAGER_VPN_EVENT_LIST level debugging class svc
logging list MANAGER_WPN_EVENT_LIST level debugging class ssl
logging list MANAGER_VPN_EVENT_LIST level debugging class dap
logging list MANAGER_VPN_EVENT_LIST level debugging class ipaa
lagging FMC MANAGER_VPN_EVENT_LIST

###Frex-onnﬂq Appended CLI #2#
group-policy .Default525GroupPolicy attributes

upn -idle-timeout none

R

IHRBTERE , WA LUELINA(C R X Ediagnostic-cli) FIETIH T , URRFNEERSEE

firepower# show running-config group-policy .DefaultS2SGroupPolicy
group-policy . DefaultS2SG oupPolicy internal

group-policy .DefaultS2SG oupPol icy attributes

vpn-idle-timeout none <<<--------------

<om tted out put>

?Jt R, HEFEFEFTDEMNATES2S VPN, EFESESRABEMNSETE , MELEM
AR IEo

EEEERE |, JEBF2E th FEHIE[E (clear crypto ipsec sa
peer<Remote_Peer_IP_Address>) , Rt E A E BB RREREN. BRI GTERE
HEM :

firepower# show vpn-sessiondb detail 121 filter ipaddress
Session Type: LAN-to-LAN Detail ed

Connection : X X X X



Index : 7 IP Addr : X X X X

Protocol : IKEvl | Psec

Encryption : I KEvl: (1)AES256 |Psec: (1)AES256
Hashing : I KEvl: (1)SHA1l |Psec: (1)SHAL

Bytes Tx : 400 Bytes Rx : 400

Login Time : 22:06:56 UTC Tue Jun 15 2021
Duration : Oh:18m 00s

Tunnel Zone : 0

| KEvl Tunnels: 1
| Psec Tunnels: 1

| KEv1:

Tunnel ID: 7.1

UDP Src Port : 500 UDP Dst Port : 500

| KE Neg Mode : Main Auth Mde : preSharedKeys

Encryption : AES256 Hashing : SHAl

Rekey Int (T): 86400 Seconds Rekey Left(T): 85319 Seconds
DH Goup : 5

Filter Name :

| Psec:

Tunnel ID: 7.2

Local Addr : A A A A 255.255.255.255/0/0

Renmot e Addr : B. B. B. B/ 255. 255. 255. 128/ 0/ 0

Encryption : AES256 Hashing : SHAl

Encapsul ati on: Tunnel

Rekey Int (T): 28800 Seconds Rekey Left(T): 27719 Seconds
Rekey Int (D): 4608000 K-Bytes Rekey Left(D): 4608000 K-Bytes
Idle Time Out: 0 Minutes ldle TO Left : 0 Mnutes <<<<<<<---------------
Bytes Tx : 400 Bytes Rx : 400

Pkts Tx : 4 Pkts Rx : 4

ZEHEFTBRLARES0DEM TR0 E , ¥ HVPNLEREEERRE , MAEH LETH

SEEIRE,

MR EREAXE , FE—EEENER  ARBSEEEFMCLERUREMAZTE
FlexconfighyThat, 52 R BRIEEERID CSCvr8274 — &R : Bl Evpn-idle-timeout

REREGE R

B ER BB EERA TRARBELERR.

MRS

- FirepowerEE - O AL BIEFE57.00K — HH : 8 A RFirepower B & B MAY FlexConfig B
. Firepower& = fh O B¢ B #5F57.00% — ZE 5 : 38 A FFirepower B, 5 B $R 4 v B 5 15 25 VPN
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr82274
/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/flexconfig_policies.html
/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/firepower_threat_defense_site_to_site_vpns.html
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