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Synchronize Licenses

Internet : '
Cisco Smart
Software Manager
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https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html#reference_59A9CDED24034CE2B12D2E633C5C7D2D
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html#reference_59A9CDED24034CE2B12D2E633C5C7D2D
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
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1. HRESFrUREM , FMCAEBEERER. HRESEFMCHEAHTTPSHESFFAESE
ZEXE  FRABREHIAEMRENULEBRET. (FlW, BHRE, RE, SSLERKE
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2. SHRICSSMIALHLE B> B R>F RS MIZMBRESIID | W T EAFT.

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventery Convert to Smart Licensing Reporis Preferences On-PremAccounts | Activity
virtual Accoun: N -
General Licenses Product Instances Event Log

Virtual Account

Default Virtual Account No

Product Instance Registration Tokens

The registration tokens below can be used ta register new product instances to this virual account

oo

Token Expiration Date Uses Export-Controlled Description
MZRmMMWVKYmIZmRI B 2020-Jun-30 19:34:48 (in 16 Allowed ]
Allowed

ZmJiODEZYEtOTJiZi0. B  2021-May-22 00:54:03 (in 34

Feedback Support Help

Hide Alerts

Created By Actions

Actions -

- ecbons b

EFEMAMNE  FEEALTEEMNER LBA "AFFEHEGTheE, BE, AR , B

P ERERREER.
3. BERVYTH,



Create Registration Token g

This will create a token that is used to register product instances, 5o that they can use licenses from this virtual account. Once it's created, go to
the Smart Licensing configuration for your products and enfer the loken, (o register therm with this virtual account

o I—

Descriplion Descriplion
* Expire After: a0 Days

Between 1 - 365, 30 days recommended

Max. Mumber of Uses

The foken will be expired when edher the expiration or the mawimum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

FMC &R R ETM

B EIFMC LA System > Licenses > Smart Licenses , A% i21ZRegisteriz$ll , 21T~ BT Ro

alie, I_:Irepower Management Center Q, Overview Analysis Policies Devices Objects AMP Intelligence

Cisco Smart Licenses

Welcome to Smart Licenses
Before you use Smart Licenses, obtain a registration token from
Cisco Smart Software Manager, then click Register

Smart License Status

Usage Authonization: -
Product Registration: Unregistered
Assigned Virtual Account; ==
Export-Controlled Features: -
Cisco Success Network --

Cisco Support Diagnostics: -

EEEFITEREMEOPBATHID , AR ZFEEAEYR , WTEMT.



Smart Licensing Product Registration 9

Product Instance Reqistration Token:

.GWHMEEMTAIHEGW‘I’WG‘!‘WILTWHTktMGM:I“-IGJI"l’mthHDUwL'I'E'lGT{HDTG'S‘JE -
~ DANzc30DBBSnVXc2tPaks4 SESJo25xTDky SnFYempTZnJEWVAVQUISUTNIOWFM - ~

If you do not have your ID token, you may copy it from your Smart Software manager The
under the assigned virtual account. Cisco Smart Software Manager

Management Center establishes a secure connection 1o the Cisco Cloud so that it can
participate in additional service offerings from Cisco. Management Center will establish and
maintain this secure connection at all imes. You can turn off this connection at any time by
disabling Cisco Success Network and Cisco Support Diagnostics. Disabling these services
will disconnect the device fram the cloud.

Cisco Success Network

The Cisco Success Network provides usage information and statistics to Cisco. This
infarmation allows Cisco to improve the product and to make you aware of unused available
features 5o that you can maximize the value of the product in your network.Check out the
sample data that will be sent to Cisco.

Enabla Cisco Success Network

Cisco Support Diagnostics

The Cisco Support Diagnostics capability provides entitled customers with an enhanced
support experience by allowing Cisco TAC to collect essential information from your devices
during the course of a TAC case. Additionally, Cisco will periodically collect configuration
and operational health data from your devices and process that data through our automated

meminl o oo aiinm sgimbamn apmel memea il mbis bl somay ol lmama g sllod o mibo ol T, 1l msar = mommn omlm

Internet connection is required. Cancel | Apply Changes

MRESZFTAEEMAY , EREMRESERCHEM , M TEMR.




i FMC

EI5E0) & (o} Qverview Analysis Paolicies Devices Objects AMP Intelligence Deploy £+ @ Global\ adminv
armart Licenses
Smart License Status Cisco Smart Software Manager @ ¢
Usage Authorization: Authaorized (Last Synchronized On Jun 15 2020)
Product Registration: Registered (Last Renewed On Jun 15 2020)
Assigned Virtual Account: _
Export-Controlled Features: Enabled
Cisco Success Network: Enabled °
Cisco Support Diagnostics: Disabled @
Smart Licenses Filter Devices... ® Edit Licenses
License Type/Device Name License Status Davice Type Domain Group

» Base (5)

Malware (0)

Threat (0)

URL Filtering (0)

EERYRERERKE FIDXKE , FHEN RmE. R, £2F  ZRUKTERENEE "FEH
RENKE, BER, K% , HEFApplyRilt , T EAR.

Edit Licenses )

Malware Threat LIRL Filtering AnyConnect Apex AnyConnect Plus AnyConnect VPN Only

Devices without license Devices with license (1)

Q Search FTD

[

1

3

o ]

Smart Software Manager (SSM) U HIFEER

FMCEEFF AR MK EE EBCSSMANEE>SH BFETHS | M TEAR.




Message X

The irl::-duct instance "UDI_PID:NGFWv; UDI_SN |G - i~ tre vitual Account [l

' connected and successfully renewed it's identity cerificate

Press cirl + ¢ to copy selected text fo clipboard.

——

FMCHI SRR LB B E E>ERAIEETED, #ES4AZEERESHAG, SETTHT
MAERARETLLUEBEE>-FURERLTRE, BRCIREABSNEASRNSTR , X8
BERTHTRTENER,

FMC B2 KREFCHEEM

#&Cisco SSM&EEEFMC

EREERRERFFIEREAEMTE  FERIRE>FFAIR-E2FTR |, AREE "HURE
. &, MTERR.

bl FMC . Q, Overview Analysis Policies Devices Objects AMP
CISCO  Smart Licenses
Smart License Status Cisco Smart Software Manager&‘

& SSM iR B BREEM

JREEERBEEERENEEHEEESS) TEEFMCLREE>ERAIEDZEMRR. REIBE
Remove Product Instance AMMBRFMCIf R ik o B EF AT 7% , W0 BT Ro

Cisco Software Central > Smart Software Licensing _
Smart Software Licensing Support. Help

Alerts | Inventory | Convert to Smart Licensing | Reports | Preferences | On-Prem Accounts | Activity

virtual Account: NG © Major @7 Minor  Hide Alerts
General Licenses Product Instances Event Log
Authorize License-Enforced Fealures... [ fmev o,
Mame Product Type Last Contact Alerts Actions
frmev-rabe1 FP 2022-Sep-13 09:28:40 Actione =
fmevyz1 FP 2022-Sep-12 14:01:45 Artinns -

Transfer...

Remove...



https://software.cisco.com/#module/SmartLicensing

Confirm Remove Product Instance

If you continue, the product instance “fmcvxyz1” will no
longer appear in the Smart Software Manager and will no
longer be consuming any licenses. In order to bring it back,
you will need to re-register the product instance.

Remove Product Instance Cancel

RMA

WMRIBEIFMC |, FFRBFMCE B3 Al E >t SSMimMBREMI o P T RIEBENEEHRREE
#7(CSSM)EEEFMC , AR ERFMCERFT RS2 PRI LR B CSSMEHEMFMC,

Al 3

By [ [B) 25 B =

#EFMC CLI ( flaISSH ) |, TEREFE EMRY B @I EENINTPRAKRSERL . ARBERARERE
RERE K FNUFMCAABERNKEER !

<#root>
admin@FMC:~$

date
Thu

Jun 14 09:18:47 UTC 2020
admin@FMC:~$
admin@FMC:~$

ntpg -pn
remote refid st t when poll reach delay offset jitter
*10.0.0.2 171.68.xX.XXx

127.127.1.1 .SFCL.

2 u 387 1024 377 0.977 0.469 0.916
31

1 - 64 0 0.000 0.000 0.000




#FMC Ul , #EiBSystem > Configuration > Time Synchronization5&NTP{a Bk 858

U & BB AT Y A2 & Btools.cisco.comBY AR BE 1 (smartreceiver.cisco.com3R BFMC 7.3+)

HERFMCH ###TFQDN I BEAR IR B BLEIEID CSCwijahtools.cisco.com(smartreceiver.cisco.comfit
FMC 7.3B%£95397

<tfroot>
>

expert
adm n@MC2000- 2: ~$

sudo su

Password:

root@FMC2000-2: /Volume/home/admin# ping tools.cisco.com

PING tools.cisco.com (173.37.145.8) 56(84) bytes of data.

64 bytes from tools2.cisco.com (173.37.145.8): icmp_req=1 tt1=237 time=163 ms
64 bytes from tools2.cisco.com (173.37.145.8): icmp_req=2 tt1=237 time=163 ms

f8FMC Ul , #EiBSystem > Configuration > Management InterfacesE & & X IPFIDNSE RSP,
ER B EFMCHltools.cisco.com (fEFMC 7.3+ZIsmartreceiver.cisco.com)fIHTTPS (TCP 443)75 [

fF A TelnetHcurl@i T , BARFMCHR LUEIBHTTPSEHEtools.cisco.com(FMC 7.3+H )
smartreceiver.cisco.com), WRTCP 443BAHRE , FRFE AREHNABHEL , X EREHRE
SSLRHmERE,

<#root>
root@FMC2000-2: /Volume/home/admin#

tel net tools.cisco.com 443

Trying 72.163.4.38...

Connected to tools.cisco.com

Escape character is 'A]'.
ACConnection closed by foreign host.

<--- Press Crl+C

Curl I :

<{froot>


https://tools.cisco.com/bugsearch/bug/CSCwj95397
https://tools.cisco.com/bugsearch/bug/CSCwj95397

root@rMC2000-2: /Volume/home/adm1in#

curl -vvk https://tools.cisco.com

o

Trying 72.163. 4. 38..

o

AAANANAANAANANANANANAANAANANYVYV YV VYV

TCP_NODELAY set
Connected to tools.cisco.com(72.163.4.38) port 443 (#0)

ALPN, offering http/1.1
Cipher selection: ALL:!EXPORT:!EXPORT40:!EXPORT56:!aNULL:!LOW: !RC4:@STRENGTH
successfully set certificate verify locations:
CAfile: /etc/ssl1/certs/ca-certificates.crt
CApath: none

TLSv1l.2 (OUT), TLS header, Certificate Status (22):
TLSv1l.2 (OUT), TLS handshake, Client hello (1):

TLSv1.2 (IN), TLS handshake, Server hello (2):

TLSv1.2 (IN), TLS handshake, Certificate (11):

TLSv1.2 (IN), TLS handshake, Server finished (14):
TLSv1.2 (OUT), TLS handshake, Client key exchange (16):
TLSv1.2 (OUT), TLS change cipher, Change cipher spec (1):
TLSv1l.2 (OUT), TLS handshake, Finished (20):

TLSv1.2 (IN), TLS change cipher, Change cipher spec (1):

TLSv1.2 (IN), TLS handshake, Finished (20):

SSL connection using TLSv1l.2 / AES128-GCM-SHA256

ALPN, server accepted to use http/1.1

Server certificate:
subject: C=US; ST=CA; L=San Jose; 0=Cisco Systems, Inc.; CN=tools.cisco.com
start date: Sep 17 04:00:58 2018 GMT

expire date: Sep 17 04:10:00 2020 GMT
issuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID SSL ICA G2
SSL certificate verify ok.

GET / HTTP/1.1

Host: tools.cisco.com

User-Agent: curl/7.62.0

Accept: */*

HTTP/1.1 200 OK

Date: Wed, 17 Jun 2020 10:28:31 GMT

Last-Modified: Thu, 20 Dec 2012 23:46:09 GMT

ETag: "39b01e46-151-4d15155dd459d"

Accept-Ranges: bytes

Content-Length: 337

Access-Control-AlTow-Credentials: true

Access-Control-Allow-Methods: GET, POST, PUT, DELETE, OPTIONS

Access-Control-Allow-Headers: Content-type, fromPartyID, inputFormat, outputFormat, Authorization, Co
Content-Type: text/html

Set-Cookie: CP_GUTC=10.163.4.54.1592389711389899; path=/; expires=Mon, 16-Jun-25 10:28:31 GMT; domain:
Set-Cookie: CP_GUTC=10.163.44.92.1592389711391532; path=/; expires=Mon, 16-Jun-25 10:28:31 GMT; domai
Cache-Control: max-age=0

Expires: Wed, 17 Jun 2020 10:28:31 GMT

<html>
<head>
<script language="JavaScript">

var input = document.URL.indexOf('intellishield');
if(input !'= -1) {
window.Tocation="https://intellishield.cisco.com/security/alertmanager/";

}

else {



window. Tocation="http://www.cisco.com";

1

</script>
</head>

<body>

<a href="http://www.cisco.com">www.cisco.com</a>
</body>

</html>

* Connection #0 to host tools.cisco.com Teft intact
root@rMC2000-2: /Volume/home/adm1in#

DNS B =&

B2 3% =B X Th 8 47 Eltools.cisco.com (smartreceiver.cisco.comfEFMC 7.3+) :

<#root>
root@FMC2000-2: /Volume/home/admin#

nsl ookup tools.cisco.com

Server: 192.0.2.100
Address: 192.0.2.100#53

Non-authoritative answer:

Name: t ool s. ci sco.com
Address: 72.163.4.38

Proxy B &%

R{EMapProxy , FREFMCH AR FABKRWNE, EFMCL , MEFMCREER ERNKEM
FRERIPHIE,

<#root>
root@FMC2000-2:/Volume/home/admin#

cat /etc/sf/smart_call hone. conf

KEEP_SYNC_ACTIVE:1
PROXY_DST_URL:https://tools.cisco.com/its/service/oddce/services/DDCEService

PROXY_SRV: 192. 0. xX. XX

PROXY_PORT: 80

£EFMC Ul |, TJLLiEiBSystem > Configuration > Management InterfacestE 2B E.



MRFMCIR{EER , FRERERRSFIREGII , RAE MRS LFFEFMCHtools.cisco.comitE
TEE). b4, AFREFNEREIB Proxy Xift, FMC RSB ETEERRETM. )

R ID

BREZRNSHIDES B, e , FER Smart Software Manager B S 21T RV RER
, RAEOBERREERTMANER D,

£% FMC B&

ERELERBRT  ARFRAENSSLBZRENTE  EXFTESORFBELIERIT, WRA
At , FERFMCRKERENRAUBRELEE  AREFHERFTUEEM.

BE FMC NEERREH

FEFMCL , EREIRFE>ETRAE>FH  RESEFUREREANRBIUESDER, flm, R
ERARBEBEMAK , BIgER— @53 (MWid certificated expired) , 21 EFfRo

No Search Constraints (Edit

WESSMIRHEH B S

WMRFMCHILLUEREICSSM |, FBHREE>FH AFTREERNEMHBF. RECSSMAREBFHEL
BEHARTIERAR. MRAFMCIEMNEARFREREE , WACSSMImREEMH B , AlFaER
FMCHICSSM fE 1Y % i /8 i

= B EE
SRS
RS A 5 R A )
FMCEER @M MBS, MR RER T5h, B

REM _ 3B RFMCR & % 00 K ST (25 7] BB 5 44 B ) 1k

; - FMCE BB B S EEE CSSMEM | BAUE
DEH DR IR MM FTDE B,
DR BB FMCER B 7 2 7 B4 B B HLEIBO0 K.,




; ; FMCE B BAEEHEEE S (CSSMER , BFMCE
B REEH REMFTDEE.
FMCE B BRI EEHBEE S (CSSM)ZEM |, EEEL
HWETRIMAOFTDEE,
BEEf TRERE B0 |, FTD (FP4112) & B EATHREATETE , B
ARREEHEEEE(CSSM), ARERAR
FP411280 THREATETES.
= A /‘ % +
STk (90 X ) R gfﬁﬂﬂ BEEFEHAS , BFMCLEEFMEMFTDE

RO se1 ERAER
AR ARERNTHE |, EMEICSSMERRAM (K108 ) , MTEMRR.

sifnan]is FMC

CISE0 Q Ohverview Analysis Policies Devices Objects AMP ntellig

Errar The token you have entered is
invalid.

X

Welcome to Smart Licenses

Before you use Smart Licenses, obtain a registraton token from

, then chck Regisier

Smart License Status
Usage Authorization:
Product Regesiratin Limragistensd
Assigned Virtual Account:
Export-Controlled Featuras:;
Cisco Success Metwork:

Cisco Suppon Diagnostics
BRIE  ERBEMRNER.
265 472 R DNS

ER . —BREE® ( A#258 ) EEMEICSSMAM , T BT,



albal. Firepower Management Center

cIsco L= O rviaw Auralysis Policias Devices Objects AMP

Errar Failed 1o send the message 1o the
8 server, Please verify the DNS 4
Server/HTTP Proxy settings

Welcome to Smart Licenses

Befors you use Smart LICenses, oilin & regestraisn toiesn from

7. thin chck Bocesbed
Smart License Status
Uszage Authsorization:
Froduct Registratn Lincegsisned

Assigrid Virtual Ascourl
Expor-Contrallesd Feabures:
CI500 SUCCass Metwork

Cisco Suppon Disgrnostics

¥E /var/log/process_stdout.log %, HFEDNSRIE :

<#root>
root@rMC2000-2: /Volume/home/adm1in#
cat /var/| og/ process_stdout. | og

2020-06-25 09:05:21 sl1a[24043]: *Thu Jun 25 09:05:10.989 UTC: CH-LIB-ERROR: ch_pf_curl_send_msg[494],
failed to perform, err code 6, err string

"Coul dn't resol ve host nane"

FRAT . CSSMEMB T RN, MRFERBEEDNS (MNRKEE ) , EEDNSHE.
=B #r3 ERE R EE
ER . —REB®R ( KK25% ) EMEICSSMARK , M TFEAR.



alial. Firepower Management Center o
CISCo =

Welcome to Smart Licenses

Balfore wou use Smart Licgnses, obiaemn & regestraison tolen Troims

thain ek Fagei

Smart License Status

Assigned Yirtual scopunk;
Capori-Controllad Faaturas
Cisco Success habwork:

sy Support Diagnosbcs;

Analysis Folicies Dewvices Oiecis AMP
L) L

Error Failed to send the message to the
@ server. Please verify the DNS >
Server/HTTP Proxy settings.

B Z /var/log/process_stdout.log #EXR, HRBHMBE :

<tfroot>

2021-06-25 09:22:51 s1a[24043]: *Fri Jun 25 09:22:39.
2021-06-25 09:22:51 s1a[24043]: *Fri Jun 25 09:22:39.
2021-06-25 09:22:51 s1a[24043]: *Fri Jun 25 09:22:39.
2021-06-25 09:22:51 s1a[24043]: *Fri Jun 25 09:22:39.
2021-06-25 09:22:51 s1a[24043]: *Fri Jun 25 09:22:40.

failed to perform err code 60, err string "SSL peer

2021-06-25 09:22:51 s1a[24043]: *Fri Jun 25 09:22:40.
2021-06-25 09:22:51 s1a[24043]: *Fri Jun 25 09:22:40.
.205 UTC: CH-LIB-TRACE: ch_pf_curl_is_cert_issue[51

2021-06-25 09:22:51 sla[24043]: *Fri Jun 25 09:22:40

cert issue checking, ret 60, url https://tools.cisco

BEFMCREE :

<#root>
root@FMC2000-2: /Volume/home/admin#

dat e

Fri Jun 25 09:27:22 UTC 2021

716 UTC: CH-LIB-TRACE: ch_pf_curl_request_init[59]
716 UTC: CH-LIB-TRACE: ch_pf_curl_post_prepare[299
716 UTC: CH-LIB-TRACE: ch_pf_curl_post_prepare[302
716 UTC: CH-LIB-TRACE: ch_pf_curl_head_init[110],
205 UTC: CH-LIB-ERROR: ch_pf_curl_send_msg[494],

certificate or SSH renote key was not OK"
205 UTC: CH-LIB-TRACE: ch_pf_http_unlock[330], unl
205 UTC: CH-LIB-TRACE: ch_pf_send_http[365], send

conlits/servicel/ oddce/ servi ces/ DDCESer vi ce



5{5“6:'::’1;4 /\\\HT%
MRREBEDENFFAZITA , AEEETFMCEE

Validation Messages: FTD1

m 6 emors
UnifiedMGFWRule: ACP1
» I Error; [trust_L3-L4] This rule requires a Base license, but at least one device does not have a Base license,
» I Error; [trust_L7] This rule requires a Base license, but at least one device does not have a Base license,
» I Error: [Block_Migh-Risk] This rule requirés a Base icense, but at keast one device does not have a Base license.
* I Errar: [Inspect] This rulé réequires a Base license, but at least one device does not have a Base license.
» I Errar: [Inspect] This rule requires a Threat license, but at least one device does not have a Threat license,

» | Error: [Inspect] This rule requires a Malware license, but at least one device does not have a Malware license,

BARER EEBEEEYRARMENTA,
RHIFFZR5. T EH(O0C)
MBREFTDETEINSE | BIFMCE S B IGH# A RS (O0C)REE :

I Flrepower Management Center Q, Overview Analysis Paolicies Devices
CISCO  syste ses [ Smart Licenses
Smart License Status Cisco Smart Software Manager € O
Usage Authonzation: (-] Out of Compliance (Last Synchronized On Jun 25 2020 Re-Authorize
Product Registration: Registered (Last Renewed On Jun 25 2020)
Assigned Virtual Account: KRE-MGFW
Export-Controlled Features: Enabled
Cisco Success Network: Disablad u
Cisco Support Dizgnostics: Dizabled i

ECSSMA |, #ZE "Alerts for errors ( B4 ) |



seneral Licenses Product Instances Ewent Log

By Hame Ey Tag

5 - Manage License Tags License Resanation (3 Search by License o,
License Billing Purchased In Use Balance Alarts Actions
FPR4A110 Threat Dedense Threat Probecton Frepasd [ 2 + T3 ACHOns «
FPR4110 Threat Defense URL Fillering Prepasd TS i) + Th Actons -
FPR4115 Threa! Defense Mahvare Proechon Prepasd o 1 -1 € Wnsufficient Licenses BActons -
FFPRA4115 Thies! Defense Theeal Probacisn Prepand o 1 1 B Insufficient Licenses Arhong -
FPR4115 Threat Defense LURL Fillenng Frepasd o 1 -1 @ Insufficient Licenses ACHONS -
FPR4120 Theeat Defense Makwvare Protechon Prepasd TS i) + Th Actons -
FPR4120 Theeat Deferse Threat Pralection Prepasd 75 i} + Th Actons -

S=HIHT56. EaR N E

MREFEAERRE , RSEFTD LINAGSIZHh A ER MZREZELEDES)NE, EEEEBRT , A
FEAEEZLZNL2LERSEAME(VPNERBS LY

Validation Messages X,

Deavice
2 total 1 error 1 warnin
| erFtmi [ 210 | il

Site To Site VPN: FTD_VPN

w | Error: Strong crypio (i.e encryption algorithm greater than DES ) for VPN topology FTD_VPN is not supported. This can
be because FMC is running in evaluation mode or smart license account is not entitled for strong crypto.
MEG_SEPARATOR IKEVZ PolicyTITLE_SEPARATORAES-GCM-NULL-SHA MSG_SEPARATORMSG_SEPARATOR

A, Firepower Management Center

clsco . . Q, Overview Analysis FPolicies Devices
Smart License Status Cisco Smart Software Manager €
Usage Authorization: Authorized (Last Synchronized On Jun 25 2020)
Product Registration: Registered (Last Renewed On Jun 25 2020)
Assigned Virtual Account: KRK-NGFW
Export-Controlled Features. Disabled Request Export Key
Cisco Success Metwork: Enabled
Cisco Support Diagnostics: Disabled @

BABR | JBFMCEMEICSSMIL AR MEBIL,
HAthat

RESZHERERENEA
SSM WE T BB




#ESSMis , SSMEFBHBAAFZERSESHNBHES BN, flU , BHARDFIRHFF TR
BIi§iBHA, EWE @ HIRERNEH KRNV EA,

LEThEESEE B A , LB ANy I R AT = 2 Hm 8 A ThaefR &,

Smart Software Licensing
Aleris Inventory License Conversion Repaoris Email Notification Satellites Activity

Email Notification
Daily Event Summary
#*| Receive a daily email summary containing the events selected below
Email Address:
Alert Events:
#| [nsuffiicient Licenses - Usage in account exceeds available licenses
#| Licenses Expiring - Waming that term-imited licenses will be expiring. Sent 80, &0, 30, 14, 7, 3 and 1 day prior to expiration.
#| Licenses Expired - Term-limited licenses have expired. Only displayed if Licenses Expiring warning have not been dismissed.
#| Product Instance Failed to Connect - Product has not successfully connected during its renewal period
#| Product Instance Failed to Renew - Product did not successiully connect within its maximum allowed renewal period.
#| Satellite Synchronization Overdue - Satellite has not synchronized within the expected time period.
#| Satellite Unregistered and Removed - Satellite failed to synchronize in 80 days and has been removed.
| Licenses Mot Converted - One or maore traditional licenses were not automatically converted fo Smart during Product Instance Registration.
Informational Events:
#| New Licenses - An order has been processed and new licenses have been added to the account
#| MNew Product Instance - A new product instance has successfully registered with the account
#| Licenses Reserved - A product instance has reserved licenses in the accoun

Status Notification

| Receive an email when a Satellite synchronization file has finished processing by Smart Software Manager
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A, Firepower Management Center

Cisco Q, Overview Analysis Policies Devices Objects AMP

Active Health Alerts
Configure Health Alerts

Health Alert Name

Smart-License-Syslog-Alert

Severity Module Alert
Critical Realm & syslog_for_IPS (Syslog)
Warning Reconfiguring Detection MySyslog (Syslog)
Normal Security Intelligence
Error Smart License Monitor
Recovered Snort |dentity Memory Usage

Threat Data Updates on Devic...
Time Series Data Monitor

Time Synchronization Status

URL Filtering Monitor

User Agent Status Monitor

VPN Status e
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Firepower Management Centear

FMC2000-2

@ Smart License ... Smart License usage is out of compliance

FMCERKH R BFHEEA !

<#root>
Mar 13 18:47:10 xX.xX.xX.Xx Mar 13 09:47:10 FMC :
HWNOTI FY: Smart License Monitor (Sensor FMC)

: Severity: critical: Smart License usage 1is out of compliance
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https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/health_monitoring.html
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EHEBZE FMCv

EEFIRIERFEAFirepower Rl , REAZERXNXZE (RS ) . 818 Firepower Management
Center Virtual (FMCv) 2B H , ALHABEERIBEHN. EFEZEFMCv , Z£ZEKEOpen
Virtualization Format (OVF)#EXR s — X E I —{EFMCv. MEFELRFINEFMEN , FS2EER
A VMware ZfZ#) Cisco Firepower Management Center Virtual {RE A P37,

w BREEFAQ)
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EFMCEEME EBIRF % , #RAnyConnectFFAIEERUA. ERMAARE , FEMEFMC >
Devices , BEEMNEE , AR EELicense, ERFMEE T , REFHEERIRF RFHFTAE
, RRBERT.

EEHRI00ECEAER , B BEEEIRFE R RE —MEAnyConnectfFAIE "IEEMEHA, ?
EREHTA  RAERRFERMBMALATRNKEHE K MARERNIBEAE.
EFMCEEMIPBRImABVPNZ & , AT EEE W IR Device does not have the AnyConnect License#f it ?
BARFMCEAMIIEEFTRE. AHTAREFMCRIMBVEATEENEF , BEIBRIRFHE
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%B%Eﬁﬁ‘ﬁ?i VPN E H%- ) 25’1‘["'@:% HZ'I iﬁﬁ%i—"‘:& Remote Access VPN with SSL cannot be deployed when Export-Controlled
Features (Strong-crypto) are disabled ?

#ER FTD MiERFE VPN FERARAMBERE, EnfEREFMC LA THRMBFIE, &
REMMBFFAIFAMRE , EE 2T FMCRE>FIIR>ERUUERIERESRAT "TEHEH )


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
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MRFMCEMEIEERFEHEEAN S E 2 BAEEAlIow export-controlled functionality on the
products registered with this token , BIttZhEEAS B BRI . MREBCRBALEE | AIFBUEEM
FMC , Y7 B ALE RN E R T BXEM.

ERTHER , MRELFEREE "TAFEFMELSENER LEASEHEGITEE. | XEEH?
EBAE RN ER BT FE R,
B EEWE "Strong crypto ( Bl , FXEVPNHRE 2 MBZEE EKXMDES ) 4 85522
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128 (Firepower #HREIE ) REAMN SRR

1. FEERHESN 'E2ERE, — , HERMEENRE,
2. BRERANEEREFTENRE,

3. 75 B R & E ¥ j8 B8 25 (https://software.cisco.com/#SmartLicensing-Inventory) , BB H AR RS
HBREENERIKREF,

4. EFMCH , ERERM>FTAE>ESFF &,
5. W "EFRE,

ERTEIBR , F2HYFirepowerR FEITEF A

fHBE R Firepower Threat Defense E#EIHEE ?
BaseFF AJ & L&Y :
« BRERBBNBHNWFTDEE ( ZIEDHCPHEFINAT )

- EETRAEHAERX TREFTDEE.
- BERLEBEEE RFirepower 9300 BEANEE (MBERER ) .


https://software.cisco.com/#SmartLicensing-Inventory)
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html

- #4Firepower 93003k Firepower 4100R S EE(FTD)EE AR &K (MEBREE ) .
- RESAENERRXES  YEEHAENERRX G4 MAFEIRH R,

A ERFirepower B B £ E B IhEEET Al FF ?

/X BB E Firepower Threat Defense = Firepower Threat Defense Virtual & & Bl B B & E A 12 1
. BEFTDEMEIFMCHE , 2 BB HITIEZ BN EEIRS,

FMCHIE S AIRE 2B RER LA RFFHLEIPHELL ?
FMCER Pt #8443 , AREEZFTREBENA

Z Pt (hitps://tools.cisco.com) A LA T IP#b 3t :

+ 72.163.4.38
+ 173.37.145.8

HRSER7.IWFMCHRZA , ©EEEZZIFNTALLT IPH#b it BYhttps:/smartreceiver.cisco.com :

+ 146 .112. 59. 81

MEAE A

« Firepower Management Center $B8E5% EIEE

+ Cisco Live Smart5F a8l : BRKARC-2034

« Cisco Secure Firewall Management CenterZh 825F 7] 3%

 Cisco Smart Software Licensing & B8 (FAQs)



https://tools.cisco.com/
https://smartreceiver.cisco.com
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKARC-2034#/
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKARC-2034#/
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKARC-2034#/
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
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