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35 HEIR B A2 3K B B o0 B 19 B R

S BRERE

Cisco FMC
Username . 1 ===
> P > . P L W ===
e 7 (i—o|  RADIUS RADIUS

o

(L@ Windows’;lx ‘l 3 :

FMC Admin

G — [ )
Automatic T
*  PushorCall A Proxy Accessto
i Outbound Port 443HTTPS
5
4 > -.. o
BRERERSA

. E5MEE B EICisco FMC,

. Cisco FMC[EDuo Authentication Proxy8i#EEE R,

. X B 17 B 7% & A £ Fl Active Directorys;RADIUS,

. Duo Authentication Proxyi#E#% % 3 £]Duo Security over TCP#£443,
. IBiBDuo Securityy BRI E TH B & 9 5 =" o

. Duo authentication proxyiZl & B £,

. B FCisco FMC GUIFHRAZF AT i,

~NOo b WN -

EEKEE  BEBUTIHS -
FMCHELE S BB
$ER 1. B FSystem > Users > External Authentication, BN EMBREU RIS EHEBES



EEREABRADIUS, HE{RTE "Default User Roles TiE#T TAdministratory , I FEFR :

S §£:10.106.44.177 &Duo Authentication Proxy{al iR 85 #9 = 5l1P e 11t

Overview Analysis Policles Devices Objects | AMP Intelligence eploy L SR Help v admin v

Configuration Users Domains Integration Updates Licenses v Health » Monitoring v Tools *

Users User Roles ctern ithentication

External Authentication Object

Authentication Mathod rapius B
Name = DunAuthProxy
Deéseription

Primary Server

Haost Name/IP Address * 10.106.44.177 ex. 1P or hastname
Port * 1812
RADIUS Secret Key ~ ssses

Backup Server (Optional)
Host Name/1P Address ex. IP or hastname
Fart 1812

RADIUS Secret Key

RADIUS-Specific Parameters

Timiout [Seconds) 30
Retries 3
Access Admin

Administrator

#E—T "Saves # "TApplys » ZHES , M TEM®

Overview Analysis Policies Devices Objects AMP Intelligence > sysramm

Configuration Users Domains Integration Updates Licenses. v Health » Maonitoring * Toals =

3 Orw or more enabiled external authentication abjecs
dor't have defined user roles.

LT BT L PR External Authentication

l Save £ Cancel o Save and Apply
Default User Role:  None Shell Authentication  Disabled -] o A External Authertcation Object
Name Method Enabied

1. DunfuthProxy

RADIUS [ & i

S ER 2. EfnF|System > Users > Users, EIFRAE , WRENBHBRIB S L, M TNEMT



User Configuration

User Name cpiplani
Authentication Use External Authentication Method
Options Exempt from Browser Session Timeout

User Role Configuration

Administrator
External Database User
Security Analyst
Security Analyst (Read Only)
Security Approver
Default User Roles Intrusion Admin
Access Admin
Network Admin
Maintenance User
Discovery Admin
Threat Intelligence Director (TID) User

Save || Cancel

S ER 1. T H; It L& Duo Authentication Proxy Server,

Z A BIWindows #2853 % £ Duo Authentication Proxy Server

BEERFEAZELEAE1 CPU, 200 MBE;#ZEE 4 GB RAMB R &

N orE . WEMAEEMBEEMC. RADIUSHIRE ( R FIIER T AISE ) MDuo
Cloud ( #EBR#ARE )

S ER 2 EiliEauthproxy.cfgig =,

EXAmERR (WREATEFR ) ++BRLESR,


https://dl.duosecurity.com/duoauthproxy-latest.exe

~ FE . R E M AC:\Program Files(x86)\Duo Security Authentication
Proxy\conflauthproxy.cfg

fm¥5authproxy.cfgiE R FIG LA TELE

<#root>
[radius_client]

host =10. 197. 223. 23 Sanple | P Address of the | SE server
secr et =ci sco

Password configured on the | SE server in order to register the network device

FMCHIPtb it 4 HEERADIUS £38 — AL &,

<tfroot>

[radius_server_auto]

T key=XXXXXXXXXXXXXXX
SKey=XXXXXXXXXXXXXXXXXXXXXXXXXXX
api_host=api-xxxxxxxx.duosecurity.com

radi us_i p_1=10. 197. 223. 76
I P of FMC
radi us_secret _1=ci sco

Radi us secret key used on the FMC

failmode=safe
client=radius_client
port=1812
api_timeout=

B{RE Bikey, skeyMapi_hosts| 8, EEEUELE , & AEHIDuolR S (Duo Admin Login)iti &
fin = Applications > Protect an Application, # T3 , ZZERADIUSEEEARER , I TER :



https://admin.duosecurity.com/

Dashboard » Applications » RADIUS

RADIUS

See the RADIUS documentation O to integrate Duo into your RADIUS-enabled platform.

Details
Secret key Click to view. select

Don't write down your secret key or share it with anyone.

BELS28= ikey
secret key = skey
APIZE#%E = api_host

S ER 3. EF R EDuo Security BB R E R, FEEERIEWindowsERK L EFHAAEI DuoiR %

o

B RIWindows il # 12 #l & (services.msc). 7ERREFEH K FIDuo Security Authentication Proxy
Service , A% — T Restart , N FEIFIT :
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S BB 1. BB FEAdministration > Network Devices , & — TAJdUARREMREE , W TEM® :

~ £¥:10.106.44.177 Duo Authentication Proxy{a] AR 25 #9 ;R 511P s 31t o

‘el Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management =~ Network Resources = » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

= Metwork Devices  MNetwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM

o
MataikDavicas Network Devices List > DuoAuthproxy
Network Devices
Default Device
* Name | DuoAuthproxy
Device Security Settings l |

Description | J

*1P: [ 10106.44.177 EN

* Device Profile | g% Cisco ~ | &

&% 7EShared Secret , flauthproxy.cfgs fisecretfTik , I FEIFTR



‘Usth Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management =~ Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

« Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM

L<]
Network Devices » RADIUS Authentication Settings
Default Device
Device Security Settings RADIUS UDP Settings

Protocol RADIUS

* Shared Secret |..... | | Show

Use Second Shared Secret [ i

| Show

CoA Port | 1700 | [ set To Default

S B} 2. 8 ElAdministration > Identities, & — TAddLAZZE|dentityEAE , I TEFT :

‘tlisls: Identity Services Engine Home » Context Visibility » Operations + Policy ~ Administration » Work Centers

» System = ~widentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ |dentites  Groups  External |dentity Sources  Identity Source Sequences  » Settings

ilicers Network Access Users List > cpiplani

* Network Access User
Latest Manual Network Scan Results

* Name | cpiplani

Status Enabled

Email |

v Passwords

Password Type: Internal Users v

Password Re-Enter Password
* Login Password | ssssssss | ssssssas ] | Generate Password i
Enable Password | | | | [ Generate Password |

Duo Administration Portal 8y Bt (& 25 B¢

TEB1EBAUFEAERBUERIRERE LRADuo Mobile,
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https://apps.apple.com/us/app/duo-mobile/id422663827
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iZ## Activate Duo Mobile , N T EFFR :

Device Info

iZE Generate Duo Mobile Activation Code , I FEFF :

Not using Duo Mobile
Activate Duo Mobile

Model /;_\ os
Unknown {(?)
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S astanpion Tl
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Activate Duo Mabile

B [ 1R Nl Pl - W T
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BE8SMSHIYER , DuofEAASEREl "Device Info (HBEF ) 1 BTN ERERSE , M TE
iR

ERAXEHAR , BEENEEREBEEEE.

FEREISEEAESHER L HMENEAERIBEEXAFMC, B4 AEENKLE EEDuo PUSHE
HUETZ T EMRFE(QFA) , BHEZBA , AEFMCEEA , ITEM® :



Login Request
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LARBORENEAERRE , WEEFAS THFASORERS, FILE  SFARITS ORI
REMRY , WTEFR :

Identity Services Engine

= Steps
Overview P
11001 Recesived RADIUS Accoas-Request
Event 5200 Authentication succeeded
11017 RADIUS created a new session
Usemame cpiplani 11117 Generabed a new session ID
Endpaolnt id 15049

15008 Service Selection Policy

Endpoint Erofie 15041  Evaluating ldentity Policy
Authentication Policy Defaull >> Default 15048  Cueriod PIP - Normalised Radius RadiusFlowType (4 times)

22072  Selectad ldentity source sequence - All_Usar_ID_Siores

Authorization Policy Default >> Basic_Authenticated_Access

15013  Selected |dentity Source - Intemnal Users
Autharization Result ParmitAzoess 24210 Looking up User in Infernal Users IDStore - cpiplani
24212 Found User n internal Uisers IDStone

22037  Authantication Passed

15036  Evaluating Authorization Palicy

Authentication Details 15048  Quenied PIP - Radius NAS-Port-Type

15048  Quared PIP - Natwork Aconss UssrNama

Source Timestamp 2018-07-11 03:50:38.604

15048  Cuénied PIP - Ident
Recalved Timestamp 2019-07-11 03:50:38 654 15048 CQueded PIP - EndPoints LogicalProfile
&4 . . . P
Policy Server ROHAN-SE 15048 CQuered PIP - Network Access AuthenticationSiatus
15016 Selected Authorization Profie - PermitAccess
Event 5200 Authentication succeeded -
22081  Max sassions policy passed
Usamame cplplani 22080  New accounting session created in Session cacha
102 Relumed RADIUS Access-Accepl
User Type User
Authentication ldentity Stors internal Uisers

5t S HE AR
AREFRMH S AT AR B E R TR,
- ¥ &EDuo Authentication ProxyfaliRE8 L VAR . BFEMURUTE !

C:\Program#& & (x86)\Duo Security Authentication Proxy\log
ERBAYEFIRE XA FEERR P FHBauthproxy++logfE =,
EISERREEM AT ERNBRAIEEBIOBIR , BHEAER.

<#root>

2019-08-04T18:54:17+0530 [DuoForwardServer (UDP)] Sending request from
10. 197. 223. 76

to radius_server_auto

10.197.223.76 is the IP of the FMC

2019-08-04T18:54:17+0530 [DuoForwardServer (UDP)] Received new request id 4 from ('10.197.223.76', 3452
2019-08-04T18:54:17+0530 [DuoForwardServer (UDP)] (('10.197.223.76', 34524), 4):

login attenpt for usernanme u' cpiplani

2019-08-04T18:54:17+0530 [DuoForwardServer (UDP)] Sending request for user u'cpiplani' to ('10.197.223.
2019-08-04T18:54:17+0530 [RadiusClient (UDP)]

Got response

for id 199 from ('



10.197. 223. 23
', 1812);

code 3

10.197.223.23 is the |P of the | SE Server.

2019-08-04T18:54:17+0530 [RadiusClient (UDP)] (('10.197.223.76', 34524), 4): Primary credentials reject

2019-08-04T18:54:17+0530 [RadiusClient (UDP)] (('10.197.223.76',

34524), 4):

Ret ur ni ng response code 3: AccessRej ect

2019-08-04T18:54:17+0530 [RadiusClient (UDP)] (('10.197.223.76"', 34524), 4): Sending response

- EISEL , BinZEliE/E> RADIUS >HIE B U E S N RFME

illll

o

£ AISEFMDuoR 2 S M ERFEM BF R

<tfroot>

2019-08-04T18:56:16+0530

10. 197. 223. 76

to radius_server_auto

2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:

10. 197. 223. 23
', 1812);

code 2

2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:

Duo authentication returned 'allow :

56

56:
56:
56:

56:
56:
56:
56:
56:
56:
56:
56:

:16+0530
16+0530
16+0530
16+0530

16+0530
16+0530
17+0530
17+0530
17+0530
17+0530
17+0530
30+0530

[DuoForwardServer (UDP)] Sending request from

[DuoForwardServer (UDP)] Received new request id 5 from ('10.197.223.76', 3409
[DuoForwardServer (UDP)] (('10.197.223.76', 34095), 5): Togin attempt for user
[DuoForwardServer (UDP)] Sending request for user u'cpiplani' to ('10.197.223.
[RadiusClient (UDP)] Got response for id 137 from ('

<<<< At this point we have got successful authentication fromI|SE Server

[RadiusClient (UDP)] http POST to https://api-f754c261.duosecurity.com:443/res
[duoauthproxy.1ib.http._DuoHTTPClientFactory#info] Starting factory <_DuoHTTPC
[HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.197.223.76', 34095), 5):
[HTTPPageGetter (TLSMemoryBIOProtocol),client] Invalid ip. Ip was None
[HTTPPageGetter (TLSMemoryBIOProtocol),client] http POST to https://api-f754c2
[duoauthproxy.1ib.http._DuoHTTPClientFactory#info] Starting factory <_DuoHTTPC
[duoauthproxy.1lib.http._DuoHTTPClientFactory#info] Stopping factory <_DuoHTTPC
[HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.197.223.76', 34095), 5):

' Success. Logging you in..

2019-08-04T18:56:30+0530 [HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.197.223.76', 34095), 5):

Ret ur ni ng response code 2: AccessAccept

<<<< At this point, user has hit the approve button

2019-08-04T18:56:30+0530 [HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.197.223.76', 34095), 5):
2019-08-04T18:56:30+0530 [duoauthproxy.Tlib.http._DuoHTTPClientFactory#info] Stopping factory <_DuoHTTPC

MHEAE A
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https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
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