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BEOKUMEEE , M TEMR.

Add Port Channel

Port Channel ID: | §

Type: Data o

Speed: 1gbps w

Available Interface

| 4+ Search

| Ethernetl/2

Ethernetl/3

Etherneti/4
| Ethernetl/s
| Ethernet1/6
| Ethernetl/7
| Ethernetl/8
| Ethernet2/1
| Ethernet2/2
| Ethernet2/3
| Ethernet2/4
| Ethernet3/1
| Ethernet3/2

Add Interface

Member ID

[T} Ethernetl/3
[_] Ethernet1/4

o ] o
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Edit Interface - Ethernetl/f1 7K
NBmia: Ethernetl/1 [ERjEnable
Typa: mgmi -
Gpead: Lghps -
[#] 4 Cancel
SR ENEBH RN,
#%—T TAdd Port Channel. 1#%it , A ELSIBE Y —EFHWEHREBENT , MW TFEFIR.
BEEID 48
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ARAID -
Add Port Channel Tix
Port Channel ID: | 43 -+
Type: Cluster -
Spead: 1gbps il
Available Trterface Member 10
% Search
| Bthernetl)2
| EthermietlSs
| Ethernet 156
||| Etherneel/7?
| Ethermet /8
7] Ethernesa/1 Add Interface
T Ethernet2f2
||| Ethermet2/3
| Ethernet4
| Bthernetds1
|| Bthernetdy2
| Etharnetds3
|| EBthermetd/4d
] Cancel
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Add Device

Device Name:
Template:
Image Version:

Device Mode:

FTD_cluster

Cisco Firepower Threat Defense V¥

6.0.1.1213
Standalone @ Cluster

W

| OK

Cancel
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Cisco Firepower Threat Defense - Configuration 7 X
|| Cluster Information | Settings Interface Information  Agreement

Security Module(SM)
Security Module-1,Security Module-2,Security Module-3

Interface Information

Cluster Key: -
Cluster Group Name: FTD cluster
Management Interface: Ethernet1/1 -

i Canoe

FERLLTEREREFTD SettingsXR5I1Z% , 1T EFI R

7S Admin123

Firepower & f A\P 10.62.148.73

BE25 cisco.com

B K R & 2%

DNS1rl Bk 25 173.38.200.100
TEREEHE ksec-fprok-1-1-3.cisco.com

EHTHE i



Cisco Firepower Threat Defense - Configuration

Cluster Information | Settings | Interface Information  Agreement
Registration Key: P
Passwond: R
Firepower Management 10.62.148.73
Center [P:
Search domains: CESCIDL O
Firewall Mode: Routed v
DMNS Servers: 173.38.200.100
Fully Qualified Hostname: |  ksec-fprok-1-1-3.cisco.com
Eventing Interface: None v

ikl Cancel

T

x

EFELE

31 7 B
RELEE1
EEP
BRI
R
REWEE2
EEIP
BRI TS
R
RLEES
EEIP
AR TS
R

i
kg

EBRIPv4

10.62.148.67
255.255.255.128
10.62.148.1

10.62.148.68
255.255.255.128
10.62.148.1

10.62.148.69
255.255.255.128
10.62.148.1

EEXEFTD Interface InformationZ 5| 8%;, , &1 T BT Ro




Cisco Firepower Threat Defense - Configuration 7 X
Cluster Information  Settings | Interface Information | Agreement

Address Type: IPv4 anly o
Security Module 1

IPvd

Management IP: 10.62.148.67
Network Mask: 255 255,255,128
Gateway: 10.62.148.1
Security Module 2

[Py

Management 1P: 10.62, 148,68
Metwork Mask: 255.255,.255,128
Gateway: 10.62.148,1
Security Module 3

[Py

Management 1P: 10.62. 148,69
Nebtwork Mask: 255,255,255, 128
Gateway: 10.62.148,1

Ok Cancal

1% TAgreement, HE EH "Agreements , REE—TOK , M TEFFR.



Cisco Firepower Threat Defense - Configuration * X
Cluster Information  Settings  Interface Information | Agreement

End User License Agreement

IMPORTANT: PLEASE READ THIS END USER LICENSE
AGREEMENT CAREFULLY. IT IS VERY IMPORTANT
THAT YOU CHECK THAT YOU ARE PURCHASING
CISCO SOFTWARE OR EQUIPMENT FROM AN
APPROVED SOURCE AND THAT YOU, OR THE ENTITY
YOU REPRESENT (COLLECTIVELY, THE
"CUSTOMER") HAVE BEEN REGISTERED AS THE END
USER FOR THE PURPOSES OF THIS CISCO END
USER LICENSE AGREEMENT. IF YOU ARE NOT
REGISTERED AS THE END USER YOU HAVE NO
LICENSE TO USE THE SOFTWARE AND THE LIMITED
WARRANTY IN THIS END USER LICENSE
AGREEMENT DOES NOT APPLY. ASSUMING YOU
HAVE PURCHASED FROM AN APPROVED SOURCE,
DOWNLOADING, INSTALLING OR USING CISCO OR
CISCO-S8UPPLIED SOFTWARE CONSTITUTES
ACCEPTANCE OF THIS AGREEMENT.

CISCO SYSTEMS, INC. OR ITS SUBSIDIARY
LICENSING THE SOFTWARE INSTEAD OF CISCO
SYSTEMS, INC, ("CISCO") IS WILLING TO LICENSE
THIS SOFTWARE TO YOU ONLY UPON THE
CONDITION THAT YOU PURCHASED THE SOF TWARE
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= FTD_chuster Clusteres Status: ok A 3l *
Security Medule Application Version w Management Port Status
' gecwity Module 1 FTD 6.0.1.1213 10.62.188.67 10.62.148.1 Ethrnetl)i1 [ J— e i) A
Ports: Addtribarbes:
Cluster Operational Status - in-duster
T S — Fert-channais Firepower Managamant IP : 10082 148.67
Clusters Role Ay
Cluster Interfaces: Paet-channelag HManagement WAL Tt TGRS 140, 7
uuin : Bfad2the- Sdat-1 1 ef-afle-sidbiidleat 1
' secuity Module 2 FTD 6.0.1.1213 10.62.148.68 10.62.148.1 Ethrnetl)1 W coiine s i)
Ports: Attribartes:
TTUSCET LIPETatione: GLETUS - 1N-CIUsier
Dista Inbesfaces Pest-channel Fi Hanagemant [P : 10.82.148.68
] oA
Cluster [nterfaces: Port-channeldB TR Pt DUt 148, T
i Rudc YT -Sckal)- 1 1 0-B 7004 BaddS 0010
= Secwity Module 3 FTD &0.1.1213 10.62.148.60 10062.148.1 Eifwrnetls1 W ooiine .-
Ports: A it
TTutter Opereslone SIslus . n-user
[ a— Pt Firapovesr Managamant [P | 10002 140,69
oy
Clustar [tarfaces Pt o T ET 14T

BebACEN Saal 1t eb BAOD 05 1 AEA0

- #£FPR9300 CLI

FPRI9K-1-A#

FPR9K-1-A# scope ssa

FPRI9K-1-A /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 6.0.1.1213 6.0.1.1213
In Cluster
ftd 2 Enabled Online 6.0.1.1213 6.0.1.1213
In Cluster
ftd 3 Enabled Online 6.0.1.1213 6.0.1.1213

In Cluster

. FELINA(ASA)CLI L

firepower# show cluster info
Cluster FTD_cluster: On
Interface mode: spanned
This is "unit-1-1" in state MASTER

D : 0

Version : 9.6(1)

Serial No.: FLM19216KK6
CCL IP : 127.2.1.1

CCL MAC : 0015.¢500.016f

Last join : 21:51:03 CEST Aug 8 2016
Last leave: N/A
Other members in the cluster:
Unit "unit-1-3" in state SLAVE

D : 1

Version : 9.6(1)

Serial No.: FLM19206H7T
CCL IP : 127.2.1.3

CCL MAC : 0015.¢500.018f

Last join : 21:51:05 CEST Aug 8 2016
Last leave: N/A
Unit "unit-1-2" in state SLAVE



ID

Version

Serial No.:

CCL IP
CCL MAC

Last join
Last leave:

2

9.6(1)
FLM19206H71
127.2.1.2
0015.c500.019f

21:51:30 CEST Aug 8 2016

N/A

firepower# cluster exec show cluster interface-mode

cluster interface-mode spanned

unit_1_3 : EEE R I S I I R S I I S S R I I I I I R I S S R I S R I S S I I R

cluster interface-mode spanned

unit_1_2 PR R I b I I S R R I I S I S I R I S I I S S S I S I I R I I S S

cluster interface-mode spanned

firepowe

r#

firepower# cluster exec show cluster history

21:49:25
DISABLED

21:50:18
DISABLED

21:51:03
ELECTION

21:51:03

CEST Aug 8

CEST Aug 8

CEST Aug 8

CEST Aug 8
MASTER_POST_CONFIG

2016
DISABLED

2016
ELECTION

2016
MASTER_POST_CONFIG

2016
MASTER

Disabled at startup

Enabled from CLI

Enabled from CLI

Master post config done and waiting for ntfy

21:49:44
DISABLED

21:50:37
DISABLED

21:50:37
ELECTION

21:50:41
ONCALL

21:50:41
ELECTION

21:50:46
ONCALL

21:50:46
ELECTION

CEST

CEST

CEST

CEST

CEST

CEST

Aug

Aug

Aug

Aug

Aug

Aug

2016
DISABLED

2016
ELECTION

2016
ONCALL

2016
ELECTION

2016
ONCALL

2016
ELECTION

2016
ONCALL

Disabled at startup

Enabled from CLI

Received cluster control message

Received cluster control message

Received cluster control message

Received cluster control message

Received cluster control message



21:50:51 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:50:51 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:50:56 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:50:56 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:51:01 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:51:01 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:51:04 CEST Aug 8 2016
ONCALL SLAVE_COLD Received cluster control message

21:51:04 CEST Aug 8 2016
SLAVE_COLD SLAVE_APP_SYNC Client progression done

21:51:05 CEST Aug 8 2016
SLAVE_APP_SYNC SLAVE_CONFIG Slave application configuration sync done

21:51:17 CEST Aug 8 2016
SLAVE_CONFIG SLAVE_BULK_SYNC Configuration replication finished

21:51:29 CEST Aug 8 2016
SLAVE_BULK_SYNC SLAVE Configuration replication finished

21:49:24 CEST Aug 8 2016
DISABLED DISABLED Disabled at startup

21:50:16 CEST Aug 8 2016
DISABLED ELECTION Enabled from CLI

21:50:17 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:50:21 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:50:21 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:50:26 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:50:26 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:50:31 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message



21:50:31
ELECTION

21:50:36
ONCALL

21:50:36
ELECTION

21:50:41
ONCALL

21:50:41
ELECTION

21:50:46
ONCALL

21:50:46
ELECTION

21:50:51
ONCALL

21:50:51
ELECTION

21:50:56
ONCALL

21:50:56
ELECTION

21:51:01
ONCALL

21:51:01
ELECTION

21:51:06
ONCALL

21:51:06
ELECTION

21:51:12
ONCALL

21:51:12
ELECTION

21:51:17
ONCALL

21:51:17
ELECTION

21:51:22
ONCALL

21:51:22
ELECTION

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

2016
ONCALL

2016
ELECTION

2016
ONCALL

2016
ELECTION

2016
ONCALL

2016
ELECTION

2016
ONCALL

2016
ELECTION

2016
ONCALL

2016
ELECTION

2016
ONCALL

2016
ELECTION

2016
ONCALL

2016
ELECTION

2016
ONCALL

2016
ELECTION

2016
ONCALL

2016
ELECTION

2016
ONCALL

2016
ELECTION

2016
ONCALL

Received

Received

Received

Received

Received

Received

cluster

cluster

cluster

cluster

cluster

cluster

control

control

control

control

control

control

message

message

message

message

message

message

Received cluster control message

Received

Received

Received

Received

Received

Received

Received

Received

Received

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

control

control

control

control

control

control

control

control

control

message

message

message

message

message

message

message

message

message

Received cluster control message

Received

Received

Received

Received

cluster

cluster

cluster

cluster

control

control

control

control

message

message

message

message



21:51:27 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:51:27 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:51:30 CEST Aug 8 2016
ONCALL SLAVE_COLD Received cluster control message

21:51:30 CEST Aug 8 2016
SLAVE_COLD SLAVE_APP_SYNC Client progression done

21:51:31 CEST Aug 8 2016
SLAVE_APP_SYNC SLAVE_CONFIG Slave application configuration sync done

21:51:43 CEST Aug 8 2016
SLAVE_CONFIG SLAVE_BULK_SYNC Configuration replication finished

21:51:55 CEST Aug 8 2016
SLAVE_BULK_SYNC SLAVE Configuration replication finished

3. mFMCEEMFTDEES
THER

KBEEENIEIIFMC , AR S TCMoERER D,
RRF R -

SR ASBERENEIFMC, BFMCHRA6.3i2 , Rt —EFTDRE ( EREAETRE ),
HERFTDHFMCE B #3R,

EAFMCitiEE = Devices > Device ManagementXR 5|12 % , 7% % — T Add Device.
EARGHRINREMEE —EREEE.
#% — T RegisterBa a5 .



Add Device T X

Host: 10.62.148.67
Display Name: FTD1
Registration Key: cisco

Group: None

Access Control Policy: § FTD9300

Smart Licensing
Malware:

Threat:

URL Filtering:

» Advanced

Iﬂ On version 5.4 devices or earlier, the licensing options will need to be

specified from licensing page.
| regser | conce

B U T BT R

o @ FTD_cluster
Cisen Firepower 8000 Series SM-36 Threat Defense Cluster

© FTD1(primary) §
[ 10.62.148,67 - Cisco Firepawer [3000 Series 5M-36 Threat Defense - v6.0.1 - routed 20 Frepower 9000 Series SM-36 Thre Base, Threst, Mabwire, URL Fiering  FTDI000

& o2 "
10.62.148.68 - Cisco Firspower 9000 Series SM-36 Threat Deforse - v6.0.1 - routed Ciseo Firepower 9000 Series 5M-16 Thre Base, Threst, Mabsare, UAL Filtering FIDSa
& rroa

(4
10,62, 148,69 - Cisco Firepawer BO0O Series 5M-36 Threat Defanse - v6.0.1 - routed Cisco Pirepower 9000 Series SM-38 Thre Base, Threat, Mabware, URL Filtering D3

¥4 EFMCLE BRBEE 7/ E

THEER :
AEBESHNEEE TN EH.
FRAR -

HEBR1EFMC GUIHEHEFTD_cluster Editiz iR,

BE F|nterfacesZE 5| BE , AR — TAdd Interfaces> Sub Interface , 0 T~ BT Ro



Owerview Analysis Policies m Dhbjects AMP

[DoviceMansgement ] a7 Vot setigs

FTD_cluster
Cieco Pirmpower S000 Saries $M-36 Thraat Deferne

Cluster  Devices Routing NAT @ Inline Sets DHCP
=

] Sk Jrterlpces

o Sub interface l

ERELHREARES —EFNH. EFOKUEBAENR , BT,

g INSIDE

ERER

THE Port-channel5
FJrmEID 201

VLAN ID 201

IPV4E %

IPE! B ERABREIP

IP {31k 192.168.75.10/24

Add Sub Interface

Name: Inside Enabled

Security Zone: w

Description:

IPvé  IPv6  Advanced

MTU: 1500 Lo m 2LLL

Interface *: Port-channelS v Enabled
Sub-Interface ID *: 201 (1 - 4294967295)

VLAN ID: 201 (1 - 4094)

OK

Cancel




Add Sub Interface

oK

Name: Inside Enabled

Security Zone: v

Description:

General IPvé  Advanced

IP Type: Use Static IP i

IP Address: 192.168.75.10/24 eg. 1.1.1.1/255.255.255.228 or 1.1.1.1/25

Cancel

ERAELEHMEAREE @ MTH.

o2y OUTSIDE
EHRER

T HE Port-channel5
FIrmEID 210

VLAN ID 210

IPv4 E 8

P B FEHFEIP

IP {4k 192.168.76.10/24

BR—TOKEILFMH. &—T "Save. , A% "Deploys EZFTD_cluster , 11 N EFf R

ERsE -




Overview Analysis  Poll Devices [LeldC=: AMP Diepla ; System Melpe olga v
Device Management HAT VPN Platform Settings

FTD_cluster D cance

Cisco Firepawer 9000 Series SM-36 Threst Deferae

Cluster Dewices Routing NAT m Inline Sets  DMHCP

o 4 Add Imiertaces &

Interface Logical Mame
W Pert-ch

W Port-channelan

[ eher

W ot

%5 B B A H & M

THBR :
RURELREMEVMZ BHER.
BRI

SEEFERREE LR THE,

BB FEBMNLINAASA)CLIE BRSBFAZBN HEEMHE,

firepower#

firepower# cluster exec capture capi interface inside match icmp any any
unlt_l_l(LocAL) :******************************************************

unit_l_3.*************************************************************

unit_l_z.*************************************************************

firepower#

firepower# cluster exec capture capo interface outside match icmp any any
unlt_l_l(LocAL) :******************************************************

unit_l_3.*************************************************************

unit_l_z.*************************************************************

firepower#

ERsE -

firepower# cluster exec show capture

unit_l_l (LOCAL) :******************************************************

capture capi type raw-data interface Inside [Capturing - 0 bytes]
match icmp any any

capture capo type raw-data interface Outside [Capturing - 0 bytes]
match icmp any any

unit_l_3 : R I I I I R S I I S S R I I S I R R I S I I R R I S S S S S I I S

capture capi type raw-data interface Inside [Capturing - 0 bytes]
match icmp any any



capture capo type raw-data interface Outside [Capturing - 0 bytes]
match icmp any any

unit_1_2 PR R I I I S R I I S I S I R I S S I I S S S R I S I I R I I I S S

capture capil type raw-data interface Inside [Capturing - 0 bytes]
match icmp any any

capture capo type raw-data interface Outside [Capturing - 0 bytes]
match icmp any any

firepower#

S22 ITHRVM1 BIVM2EY ping BIE o

ER4EERSETRE. AARRERERL

firepower# cluster exec show capture

unit_l_l (LOCAL) :******************************************************

capture capi type raw-data interface Inside [Capturing - 0 bytes]
match icmp any any

capture capo type raw-data interface Outside [Capturing - 0 bytes]
match icmp any any

unit_l_3 PR R I b I I i R I I S I S S I R Ik S I I S S R R I S S I R S R I S S S

capture capi type raw-data interface Inside [Capturing - 752 bytes]
match icmp any any

capture capo type raw-data interface Outside [Capturing - 752 bytes]
match icmp any any

unit_l_z : B R R R I R I I I I R I I I I I

capture capi type raw-data interface Inside [Capturing - 0 bytes]
match icmp any any

capture capo type raw-data interface Outside [Capturing - 0 bytes]
match icmp any any

firepower#

BT TURERERE LNHEH L

firepower# cluster exec unit unit-1-3 show capture capi

8 packets captured

1: 12:58:36.162253 802.1Q vlan#201 PO 192.168.75.100 > 192.168.
request

2: 12:58:36.162955 802.1Q vlan#201 PO 192.168.76.100 > 192.168.

3: 12:58:37.173834 802.1Q vlan#201 PO 192.168.75.100 > 192.168.
request

4: 12:58:37.174368 802.1Q vlan#201 PO 192.168.76.100 > 192.168.

5: 12:58:38.187642 802.1Q vlan#201 PO 192.168.75.100 > 192.168.
request

6: 12:58:38.188115 802.1Q vlan#201 PO 192.168.76.100 > 192.168.

7: 12:58:39.201832 802.1Q vlan#201 PO 192.168.75.100 > 192.168.
request

8: 12:58:39.202321 802.1Q vlan#201 PO 192.168.76.100 > 192.168.

8 packets shown

firepower# cluster exec unit unit-1-3 show capture capo

8 packets captured

1: 12:58:36.162543

802.1Q vlan#210 PO 192.168.75.100 > 192.168.

76.

75.
76.

75.
76.

75.
76.

75.

76.

100:

100:
100:

100:
100:

100:
100:

100:

100:

icmp:

icmp:
icmp:

icmp:
icmp:

icmp:
icmp:

icmp:

icmp:

echo

echo
echo

echo
echo

echo
echo

echo

echo

reply

reply

reply

reply



request

2: 12:58:36.162894 802.1Q vlan#210 PO 192.168.76.100 > 192.168.

3: 12:58:37.174002 802.1Q vlan#210 PO 192.168.75.100 > 192.168.
request

4: 12:58:37.174307 802.1Q vlan#210 PO 192.168.76.100 > 192.168.

5: 12:58:38.187764 802.1Q vlan#210 PO 192.168.75.100 > 192.168.
request

6: 12:58:38.188085 802.1Q vlan#210 PO 192.168.76.100 > 192.168.

7: 12:58:39.201954 802.1Q vlan#210 PO 192.168.75.100 > 192.168.
request

8: 12:58:39.202290 802.1Q vlan#210 PO 192.168.76.100 > 192.168.

8 packets shown
firepower#

TERBEERR  EAT —aSMEREE

firepower# cluster exec no capture capi
unlt—l—l(LOCAL) :******************************************************

unit_1_3.*************************************************************

unit_1_2.*************************************************************

firepower# cluster exec no capture capo
unlt—l—l(LOCAL) :******************************************************

unit_1_3.*************************************************************

unit_1_2.*************************************************************

SERIBERRVM2TEREIVM1,
VM1EE B AFTPRIRRS , VM2HEE EAFTPEF i,
FERAUTARBRILNHEE

75.
76.

75.
76.

75.
76.

75.

100:
100:

100:
100:

100:
100:

100:

icmp:
icmp:

icmp:
icmp:

icmp:
icmp:

icmp:

echo
echo

echo
echo

echo
echo

echo

firepower# cluster exec capture capi interface inside match ip host 192.168.75.100 host

192.168.76.100

unit_l_l (LOCAL) :~k*****************************************************

unit_l_3 PR R Ik b Ik I i kR S I I kS kI R R I I kR R I

unit_l_z PR R Ik b Ik I kI I R R S Ik S Sk I S S R R I I kR Ik R I

firepower# cluster exec capture capo interface outside match ip host 192.168.775.100 host

192.168.76.100

unit_l_l (LOCAL) :~k*****************************************************

unit_l_3 PR Rk b Ik Ik kI I I R R Ik S Sk I S S R R I I kI kS I

unit_l_z PR R Ik bk I kI R Ik S Sk I S R R R I I Rk Ik I I

ERFTPE FiniSiE RIEVM2 T REIVM1,

reply

reply

reply

reply



& show connfii H :

firepower# cluster exec show conn all

unlt_l_l(LoCAL) :******************************************************
20 in use, 21 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 52 most used

centralized connections: 0 in use, 6 most used

TCP Outside 192.168.76.100:49175 Inside 192.168.75.100:21, idle 0:00:32, bytes 665, flags
UIOeN

UDP cluster 255.255.255.255:49495 NP Identity Ifc 127.2.1.1:49495, idle 0:00:00, bytes
17858058, flags -

TCP cluster 127.2.1.3:10844 NP Identity Ifc 127.2.1.1:38296, idle 0:00:33, bytes 5496, flags
Ul

unit_l_3:*************************************************************
12 in use, 16 most used

Cluster:

fwd connections: 0 in use, 4 most used

dir connections: 1 in use, 10 most used

centralized connections: 0 in use, 0 most used

TCP Outside 192.168.76.100:49175 Inside 192.168.75.100:21, idle 0:00:34, bytes 0, flags Yy
TCP cluster 127.2.1.1:10851 NP Identity Ifc 127.2.1.3:48493, idle 0:00:52, bytes 224, flags UI

TCP cluster 127.2.1.1:64070 NP Identity Ifc 127.2.1.3:10847, idle 0:00:11, bytes 806, flags UO

unit_l_2:*************************************************************
12 in use, 15 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 3 most used

centralized connections: 0 in use, 0 most used

TCP cluster 127.2.1.1:10851 NP Identity Ifc 127.2.1.2:64136, idle 0:00:53, bytes 224, flags UI

TCP cluster 127.2.1.1:15859 NP Identity Ifc 127.2.1.2:10847, idle 0:00:11, bytes 807, flags UO
Show capture output:

firepower# cluster exec show cap

unit_l_l (LOCAL) :******************************************************

capture capi type raw-data interface Inside [Buffer Full - 523954 bytes]
match ip host 192.168.75.100 host 192.168.76.100

capture capo type raw-data interface Outside [Buffer Full - 524028 bytes]
match ip host 192.168.75.100 host 192.168.76.100

unit_l_3 : khkkhkkhhkhkhkkhkkhhkhkhkkhkkhhkhkhkkhdhhhhhkkhhhhhkdhhhhhkkhhhrhhkddhhrrhkkhdhrhkhkkhdhrrhkkhdhrhhkhdxx

capture capi type raw-data interface Inside [Buffer Full - 524062 bytes]
match ip host 192.168.75.100 host 192.168.76.100

capture capo type raw-data interface Outside [Buffer Full - 524228 bytes]
match ip host 192.168.75.100 host 192.168.76.100



unit_1_2 PR R I I S R I I S I S R I I S I I S S S R I S I I R S I I S S S

capture capi type raw-data

match ip host 192.168.75.

capture capo type raw-data
match ip host 192.168.75

interface Inside [Capturing - 0 bytes]
100 host 192.168.76.100
interface Outside [Capturing - 0 bytes]
100 host 192.168.76.100

R EERUIEERR

ETHNERT , BUNUEIEA2MEREE (8M48 ) FPRI300 LAVBE TEIE, BEERER
ASA , BEFTDHER THRERAMBNHES. SERANEEZE-HR A BERIESHER , Bt
BHAERE K RE—EEBER

Overview Interfaces QIGLITCIREWTLEN Security Modules Platform Settings System Tools Help admin

Logical Device List

~ ASA Clustered
Security Module Application
9 ¢ "
ecurity Module 1 ASA
Ports:
Data Interfaces: Port-channels
Cluster Interfaces: Port-channel4g
= -~
Security Module 2 ASA
Ports:
Data Interfaces: Port-channelg
Cluster Interfaces: Port-channel4g
a S
ecurity Module 3 ASA
Ports:
Data Interfaces: Port-channels
Cluster Interfaces: Port-channel48

& Refresh | &) Add Device

Status:ok O* & &5/
Version Management IP ¥ t Port Status
9.6.2.7 0.0.0.0 0.0.0.0 Ethernetl/1 @ cniine @D F,
Attributes:

Cluster Operational Status: in-cluster
Management IP VIRTUAL : 10.111.8.206

Cluster Role * master
Management URL hitps://10.111.8.208/
Management 1P :10.111.8.193
9.6.2.7 0.0.0.0 0.0.0.0 Ethernet1/1 @ oniine @D ¥,
Attributes:

Cluster Operational Status: in-cluster
Management IP VIRTUAL @ 10.111.8.206

Cluster Role : slave
Management URL - hitps:/10.111.8.206/
Management 1P :10.111.8.189
2.55.2.7 0.0.0.0 0.0.0.0 Ethernet1/1 @ cniine &N,
Attributes:

Cluster Operational Status @ in-cluster
Management IP VIRTUAL : 10.111.8.206

Cluster Role slave

Management URL hitps://10.111.8.208/
Management IP - 10.111.8.190



Overview Interfaces Logical Devices Security Modules Platform Settings Help admin

Packet Capture

Save and Run Save || Cancel

ASA Session Name* ARP

Selected Interfaces ~ Ethernetl/s

Ethernet1/1 |
) Buffer Size 256 MB bl
Ethernet1/8 |
(Portchannel48) | Snap length: 1518 Bytes

Fthernet1/7 | Store Packats | overwiite  [[JEFERRIE

(Portchannel4g) )|

Ethernetl/6 |
( |
(Portchannel48) —2-J Capture Filter Apply Filter Capture All
St | -
(Portchannel48) ] ASA
Ethernetl/9, Ethernetl/10, Ethernetl/11,
Ethernet1/4 1 Ethernetl/12, Ethernet1/13, Ethernetl/14

(Portchannelag) )|

Ethernetl/3 |
(Portchannelas) ]

Ethernet1/2 |
(Portchannel48) ]

Etharnet2/2 |
(Portchannelg) )|

Ethernet2/1 |
(Portchannel8) ]

E¥%6. EB R P RRIEMER

THEFER:

BATFMCAEREEPMBRRBEE.

FRRF R

S B1. 2 AFMC: E i £Device > Device Management.

BR-—THRBEEZENIRBER , MTEMRR.

@ FTD_cluster
Cisen Firepower 9000 Series SM-36 Threat Defense Cluster

&) FTDA{prirmary)

] " - -
10.62.148.67 » Cisca Firepawer S000 Series SM-36 Threat Defense - v6.0.1 - routed P50 FireRcwer 3000 Series SM-36 Thre Base, Threat, Malware, URL Fiening D200

& o2 . ’ -
10,62.148,68 - Cisco Firepower 9000 Series SM-36 Threat Deforse - v6.0,1 - routed 010 Firepower 9000 Series SM-36 Thre Base, Threat, Mabware, UAL Fikering hesd
o o Cisco Pirepower 8000 Series SM-18 Thre Base, Threat, Mabware, WAL Pitering FIDEa0 1

10.62.148.69 - Cisco Firepower 2000 Series SM-36 Threat Deferse - v6.0.1 - routed

LRSS RERTERDARE . 1B YesE1THERY , TN B R,

Confirm Delete

] Device “FTD2" will be deleted from
‘-!',-“I Cluster “FTD_cluster” in Firepower
Management Center but will be
avallable in Firepower Security Appllance.
Do you want to continue?

Yeu Ha




BB -

. ﬁDWtEiﬁﬁﬁio

. E FTD_cluster
Cigcn Firgpowgr 9000 Sarigs SM-36 Threat Defenses Ouster
J FTDL{primary) Firepower 9000 Series 5M re Base, Threat, Malwar Filtesiry TS
10,62.148,67 - Ciscolfirepower 9000 Series 5M-18 Threet Defense - v8.0.1 - routed 70 repower 3000 Series 5H-36 Thre Bas wol, Mabwars, URL Firing L
. Illl.lll.l.' 148,69 - Cscolfirepower 9000 Senes SH-36 Threat Defense - v6.0.1 - routed Cone Firopower 1000 Bories 1-20 Tare: Boen, Throet, Mabeers, UL Finrine b
. Z£FXO0S CLI L,
FPRI9K-1-A# scope ssa
FPRI9K-1-A /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version Startup

Version Cluster Oper State

ftd 1 Enabled Online
In Cluster
ftd 2 Enabled Online
In Cluster
ftd 3 Enabled Online

In Cluster

. ZELINA(ASA)CLI L,

firepower# show cluster info
Cluster FTD_cluster: On
Interface mode: spanned
This is "unit-1-1" in state MASTER

D : 0

Version : 9.6(1)

Serial No.: FLM19216KK6
CCL IP : 127.2.1.1

CCL MAC : 0015.c¢500.016f

Last join : 21:51:03 CEST Aug 8 2016
Last leave: N/A
Other members in the cluster:
Unit "unit-1-3" in state SLAVE

ID 1

Version : 9.6(1)

Serial No.: FLM19206H7T
CCL IP : 127.2.1.3

CCL MAC : 0015.c¢500.018¢f

Last join : 21:51:05 CEST Aug 8 2016
Last leave: N/A
Unit "unit-1-2" in state SLAVE

ID : 2

Version : 9.6(1)

Serial No.: FLM19206H71
CCL IP : 127.2.1.2

CCL MAC : 0015.c500.019¢f

Last join : 21:51:30 CEST Aug 8 2016
Last leave: N/A
firepower#

MisE . HECOHRFMC:EEES , BEEMEFPRI3V0LEHNEEEE,

B

6.0.1.1213

6.0.1.1213

6.0.1.1213

6.0.1.1213

6.0.1.1213

6.0.1.1213




ERKEHAE , RRANEEREEHER,
BREER L EEE R A,
REREGF R

B Bl B A A LA Ry R SR R A A

MR

- FTEMRAHY Cisco Firepower Management Centerft B ES AT AE LA T B K 2

https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-
roadmap.html#id 47280,

- FTBRRZABIFXOS Chassis ManagerfICLIE EEEA T AEA T EHKE

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.htmli#pgfld-
121950,

- BRI IR B P OMTAC) B EREA U TR EBIER , RABEECisco Firepower F —{ %
2FEM ( BEAXHREBINFEAN )
http://www.ciscopress.com/title/9781587 144806,

. BRAEEFirepower fiTAR BRI A B BL B M B IS HEBR B AT 3R 90
https://www.cisco.com/c/en/us/support/security/defense-center/tsd-products-support-series-
home.html,

- Bl BB X - Cisco Systems



/content/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
/content/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
/content/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfId-121950
/content/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfId-121950
http://www.ciscopress.com/title/9781587144806
/content/en/us/support/security/defense-center/tsd-products-support-series-home.html
/content/en/us/support/security/defense-center/tsd-products-support-series-home.html
https://www.cisco.com/c/zh_tw/support/index.html
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