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1. EAFMC

RRARERBERA7AREIA, 72RAFEREZNER , YRUHEZEBEZEREARRENREE,
#£7.2.0MRB% , BASnort 3IRE , EEMEM S (AB)EIER.
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-

config/720/management-center-device-config-72/elephant-flow.html#task sxp h2d jsb

2. EACLI

a. Snortff|IECPUR g th R R8I IEE BB Elephantiii , AIE AU TS HESOR

show asp inspect-dp snort
UTRESKHHK S,
> show asp inspect-dp snort

SNORTH & f1E; R REE FId Pid

Cpu-Usage Conns Segs/Pkts Status tot (fEF & | sys)

0 16450 8% ( 7%| 0%) 2,2005%k#&
116453 9% ( 8%| 0%) 2,2005k#&
2 16451 6% ( 5%| 1%) 230005k #&
3 16454 5% (5%| 0%) 2.2 K 15h#&

4 16456 6% ( 6%| 0%) 230003k 4


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/elephant-flow.html#task_sxp_h2d_jsb
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/elephant-flow.html#task_sxp_h2d_jsb

5 16457 6% ( 6%| 0%) 2300074
6 16458 6% ( 5%| 0%) 2.2 K 1#L#&
7 16459 4% ( 4%| 0%) 230005k #&
8 16452 9% ( 8%| 1%) 2200%#&

9 16455 100% (100%| 0%) 2.2 K5 READY <<<< HIGH CPU utilization 10 16460 7% ( 6%| 0%)
2,200 4%

FE15% (14%| 0%) 24.6 K7

b.ttsh , REXH Ttop, W TEHBEMRBRETMSnotflIEREHS.
cEATENERFMENR , B EBH NBHNRARE,

show asp inspect-dp snort

show conn detail | redirect diskO : /con-detail.txt

ARFELInuER TH T/mnt/disk0y FHREZER. BBRABTERE/ngfw/var/commonBAfEFMCT #E 3,
EXRcp

Imnt/disk0/<t&®& > /ngfwivar/common/

THRERFME RS LN TE

UDPRAIEE : 10.x.x.x/137 inside : 10.x.x.43/137 , 1E5&- N1, 220 , [E¥1E{TIRI6D2h , BIE2m0 , 7 T4123131166926<<< 123
GB , EEETRELIFACK2/DE

EREHEETID . 2255619827

UDPAIEE : 10.x.x.255/137 inside : 10.x.x.42/137 , #Z§&- N1, ZZ#E0s, IEEIE/THM7D5h , HBEF2m0s , 1Tt 116338988274
EREAERTID . 1522768243

UDPRIER : 10.x.x.255/137 inside : 10.x.x.39/137 , Z5&- N1, Z2[H0 , EFETE™SD1h , ME2m0 , 1 Tt60930791876
EREHEAETID : 1208773687

UDPRIER : 10.x.x.255/137 inside : 10.x.x0.34/137 , =5~ N1, ZZF0 , EEETERDS5h , HEF2m0 , {1 Tt59310023420

EREHBEETID : 597774515
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RXAERMBEFMC LE ENetFlowREEE 7 51812

https://www.cisco.com/c/en/us/support/docs/security/secure-firewal | -management-center-virtual /22161 2-htz-01-2024-configure-netfl ow-in-

fmc.html

fEFANetFlowdt S£ 88 F1 25 #7288 ( 40 : Cisco Stedlthwatch, SolarWindsSREAIE tENetFlow s T T & ) ROFTKWENER, —BERRR
BRI , BUNRIERREBESE

« REBEFHNQoS : BREMRKME(Q)XKE , MEABNELIEFARMARABNER.
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https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center-virtual/221612-htz-01-2024-configure-netflow-in-fmc.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center-virtual/221612-htz-01-2024-configure-netflow-in-fmc.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/elephant-flow.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/elephant-flow.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center-virtual/221612-htz-01-2024-configure-netflow-in-fmc.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center-virtual/221612-htz-01-2024-configure-netflow-in-fmc.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center-virtual/221612-htz-01-2024-configure-netflow-in-fmc.html
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