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Overview Iy EleE C Platform

FPRAK-1-029ATE8B 172.16.0.130

Model Cisco Firepower 4110 Security Appliance Version: 2.12(0.8) Operational State: Operable oo:08:02:19 (D0

Network Module 1

.= E e n B = = Network Module 2 : Empty Network Medube 3 : Empty
@ Power 1 - Running a @ rower 2 - Removed D D =‘ =
2 6

8

3(3) o(0) 3 - 1 STt Aaant 1(1) 6(6) 1(2)
& CRITICAL MAJOR @ oown @ v @ v @ UNREGISTERED Security Engine Fans Power Supplics
Select Al Faults  Cancel Selected Faults | Acknowledge *
Cause Dccurrence Time Acknowledged
© cRmcaL FPGA version lower than 2.00 is detected. A critical upgrade from the firmwar fpga-upgrade-required 1 2-02-20T22:32:45.641 no
O cameaL Network Module 3 removed when in online state. It |s recommen o set m mdule-supH remaoval 1 2022-11-07T09:03:02.022 no

SR IREMZEEHIE—Tover AAA, EFEFERadiusIi B INFTRIRADIUSIRHEN,

Overview Interfaces Platform Settings m T Help admin

NTP

55H

SNMP

HTTPS Timeout:* 5 Secs
I* ana 1

Syslog

DS

FIPS and Common Criteria

Access List

Hostname Order Service Auth Port
MAC Pool
Resource Profiles
Network Control Policy
‘Chassis URL
Save || Cancel
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Platform Settings

DNS

FIPS and Common Criteria
Acgess List

MAC Pool

Resource Profiles
Network Control Policy
Chassis URL

LDAP lﬁﬂiﬂg‘ TACACS

Properties
Timeout:* 5 Secs
Retries:* 1 Add RADIUS Provider

RADIUS Providers

Hostname/FODNAP Address:*

Order:*

Confirm Key:

rization Port:*

Save | Cancel
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Overview Interfaces

Logical Devices Security Engine SgElaflyyiAledh1:

172.16.0.12

lowest-available
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1

Secs

Cance!

Help admin

S5H
SNMP
HTTPS
> AAA
Syslog
DNS

FIPS and Commeon Criteria

Access List

MAC Pool

Resource Profiles
Network Control Policy
Chassis URL

Configuration Licensing Updates User Management
?
Timeout:* -1 Secs
1
ter
-] Add
Order Service Auth Port

Save | Cancel
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Overview Interfaces Logical Devices Security Eng i SACLN Tools Help  admin

Configuration Licensing Updates User Management

Local Users

Remote User Settings

Local User Settings

AR R ERMAFCMAERE,



S0 HERESI2R
SEA. FIEEREE

ERINVALLANERE R= >
+Add,

STR2 ERERTHEEEEN

2. 112 P RADIUSEREL 3%

Metwork Devices Network Device Groups Network Device Profiles

Administration > Network Resources > Network Devices >

Administration - Metwork Resources

External RADIUS Servers RADIUS Server Sequences
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Cisca Aministration - Network Resources

Mtwork Dewices  Metwork Davice Geowps Network Device Profiey Debersal BADIUS Servers  RADWUS Server Sequences  NAG Mamsgers  Dxternal MM prlieid Direct Conmctorn:  Location Senices

Notecek Devices
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= Cisco ISk Administration - Network Resources
Network Devices Netwark Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers External MDM puGrid Direct Connectors More
Fetwerk Devices
Detau Device Network Devices
Bevice Secwrity Settings i
Mame o IP/Mask Profile Hame Location Type Deseription
I PR-41 172960, & Clsga All Locaions All Davice Types
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Identities Groups

External Identity Sources

identity Groups
=

User Identity Groups

Endpoint Identity Groups

User Idemity Groups
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= Cisco ISE

Groups  External ldentity Sourees  ldentity Seurce Sequences

Haw User ideatity Group
Identity Groups

= Identity Group

I- Mame FPR-41 10-Admin I
Endpalnt Idéntity Groups

User Groug Sor Adsministrator
Usar kentiy Groups

Drescription
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= Cisco ISE

Identities  Groups  External Identity Sources  Identity Source Sequences

Mew Liser identiny Groug

Identity Groups
= Identity Group
* Name
Endpoint Identity Groups
Uk Geeusm for Rooad Dy Users.
User Idemtity Groups
Description

Identity Source Sequences

Administration - ldentity Management s

Settings

Deseription

Default ALL_ACCOUNTS (default) User Group
Dedault Employee User Group

Default GROUP_ACCOUNTS (dafault) User Group
Igentity groun mirroring the guest type

Igentity group mirroeing the guest ype

Igentity Grous mirroeing the guost type

Igentity group mirrodng the guest type

Default OWN_AGCOUNTS (detault) User Group
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Administration - Identity Managemant i

Settings
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= Cisco ISE Administraticn - Identity Management s

Identities Groups Extemnal Identity Sources Identity Source Sequences Settings

Identity Groups
E-Y

User Identity Groups

Selected 0 Totad 11

Endpoint Identity Groups
Usaer identity Groups Hame Description
Defout ALL_ACCOUNTS (cafault) Uiser Group

iy Defawlt Emplayee User Graup

User Group for Administrator,

R-8110-Reaainly Usar Group For Read Only Users,

Defauht GROUP_ACCOUNTS (defsult) User Group

31Tyie_Casbineted (delialt dentity group mirroring the quest type
dentity group miFroring e guest type

dentity group mirraring the quest type

Wbkt (dols dentity group mirroring the guest type

Dofault OWN_AGCOUNTS (defaull) User Group
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Identities Groups External ldentity Sources Identity Source Sequences Settings

Users

Network Access Users

Selectad 0 Tots 0

Sratus Usermame Description First Name  Last Mame  Emall Address User identity Groups  Admin

4o dats avalable
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Network Access Users
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cisco-av-pair=shell : roles="admin"
cisco-av-pair=shell : roles="aaa"
cisco-av-pair=shell : roles="operations"

cisco-av-pair=shell : roles="read-only"
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EfnF|BurgerE ’R= > Policy > Policy Elements > Results > Authorization > Authorization Profiles >
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Dictionaries Gonditions Results

Authanticstion

Authorization Profile
Autherication

Asthorization Profies * Name

Cownlsadasie ACLS

Prafiing

+ Aceess Type
i ADCESS_ACCEPT -
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Service Template
Track Mowemant
Ageriiess Pasture

Passhne [dentity Tracking

ACL P (Fitee

Advanced Attributes Settings

Ciscoccisca-w-pair w  shellnchess" ademin” - I

Attributes Details

Aoness Type = MOCESS_ACDEFT
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Library Editor

Radiug NAS-IP-Addeess
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< — Select attribute for condition
H 56 L] 2 " ] 4 | & | & ¥
Catabyst_Switeh_Lacsl_Web_Authentieatisn Dictionary Artribaute ™ Infa
rro A8 Dictionaries Asiibue "
L] Micraact MES-User- Pyl -Address &

Switch_Local_Web_Authentication

9 Notwork Access

Ttich: Mok Awthintinion 9 Rads DNS-Server-Bv-Addeens 168
8 Wired_BOZ.1% -] Fadhus Framad-1- Addrens &

L] Radius Framed-I1Pve- Address 158

Wired_MAB
|¢ Fadhs rrar— s |

Wireless_B02.1X

0 Fadw Statelul: thutAdarensaPosl 172

Wirelaas_Assens

WLE_ Weabi_Authansication

Library Editor

fadius NAS-IP-Address

Equals w

Catalyst_Switch_Local_Wab_Authentication

Radius

b Switch_Local_Web_Authentication

Switch_Web_futhentication

Wired_802.1%

Wired _MAB

Wireless_802.1%

Wireless_Access

Wirelass_MAD

WLC_Web_Authentication

e m

9.3 #& , #&— T Save,

Policy - Policy Sets

Paolicy Sets

Status  Policy Set Name Description Caonditions Allowed Protoceds | Server Sequence  Hits  Attiens  View
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Default Network Access < I fisi3 »
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Autharization Palicy (1)

Reauits

Status  Rudo Nama Conditians Profiles Security Groups Mits  Actions

©  Aussrizen Rus 1 D &

10.25% 7E &4 LS Bt Dictionaryldentity Groupwith AttributeName Equals User Identity Groups :
FPR-4110-Admins ( FESB7HREIMHES ) A — T Use.

Conditions Studio

Lirary

Saloct attribute for condition

SEE - BHu
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EAF-TLS

Conditions Studio
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1. ERFEAFARADIUSEREE AFCM GUI
2. YN SR 18 E Burger B R= > Operations > Radius > Live logs.
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= Clsco |5 Operations - RADIUS

U bogs  Live Sesstons
MisLanfigered Sugglicants M anligared N twarh Bavives FADIFS Brogs Clienn Stepped Responding
Tim atus Detsie  Repea.  Idemity Endpoias I Endpeint..  Asthentl. Authorz. Authesin. [P Address  Setwark Do DevicePom  Mssniity Gresp  Posture . Server Mg Sor..  IWEISY
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4. ##Secure Firewall$FECLIER R BB FERAEAE,

FPRAK-1-B29ATBB# scope se
security SErver service—profile

FPRAK-1-829ATBB# scope security
FPRAK-1-829ATBB /security # show remote-user detail
Remote User cisce_admin:
Description:
User Roles:
Name: admin
Wame: read-only
FPRAK-1-829ATEBB fsecurity #
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B 2|Burger® ;R= > Operations > Troubleshoot > Diagnostic Tools > TCP dump. &Ny %
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£ marpatinlSE_GigabitEthernet 2.pcap
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n

Mo, | Time: | Source Destination Length | Protocol | Message Transaction 1D
1 2924-82-02 20:21:52.999276 172.16.8.138 172.16.9.12 128 RADIUS Access=Request ids22
2 29324-82-82 29:21:53.990854 172.16.8.12 172.16.8.138 186 RADIUS Access-Accept id=22
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