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1.8 A connect local-mgmt A B B B B B 2 418,
1.8 A in S format everything B} 2% & L 89 PR B Bl B F R ENBR 15,
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firepower-2110# connect local-mgmt admin
firepower-2110(local-mgmt)# format everything

All configuration and bootable images will be
Do you sti1ll want to format? (yes/no):yes

HEBR 2 IRESCEE AROMMONIES |, FETRENIBIE !

C1SCo SyYSTEm REOMMON, VErsion 1.0.1<, RELEASE SOFTWARE
Copyright (c) 1994=201% by €15C0 Systems, Inc.
Compi led Mon 06/17/2009 16:23:23.36 by builder

CUFFERT TMmAgJE running: BoDT R0

Last reset cCause:. EesetREequest {0 L o0 S
DIMM_1/1 : Present

DIMM 2/1 = Abzant

Platform FPR-2110 with 16384 MBytes of main
BIOS has been SuUccess ¥ locked ||
MAC Address: 18: F5:d9:6a:00

Use EEEAE gr ESC T0 TnEerrupt DonE,
Use SPACE To bEgIn boot 1F”f:1ﬂ:t13_

EGOT TATEFFUpTad.

FoOEROA 1 >



SRICALHEEESHERNERRESIB , ATFTPT ST R -
—, TEEFENSIHE
A. ADDRESS=ip_address
B. NETMASK=netmask
C. GATEWAY=gateway_ip
D. SERVER=remote_storage_server

E. IMAGE=path_to_the_file

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
Boot interrupted.

rommon
rommon
rommon
rommon
rommon
rommon

> ADDRESS=10.122.187.166

> NETMASK=255,255,255,224

> GATEWAY=10.122.187.161

> SERVER=10.20/7.204.10

> IMAGE=Ccisco-ftd-fp2k.7.2.4-165.SPA

> i

IR ROMMONEREXETFTPIHE , 1B RAEBREFFZEFTP, SCPHMSFTPHMUSB.

O un s L B

SEB A AsetUAFERIRHANEE

rommon 6 > set
ADDRESS=10.122.187.166
NETMASK=255.255. 255, 22¢
GATEWAT—lD 122. lEr 161

SERVER=10.207.204.10
IMAGE=£15cu-ftd -fp2k.7.2.4-165.5PA
CONFIG=

PS1="rommon !

AE  BRERUENEFREER  MRERRER , FEAFEIHARERR,



S5 B AsyncUERABBMNERRTFEE

rommon 7 > Sync

rommon 8 >

HER 6.f£ Mtftp -bIE B FEHER :

romman 8 > tTtp -b
Enable boot bundle: tftp_reqsize = 268435456

ADDRESS: 10.122.187.1&86
METMASK: 255.2 5. 224

204.10
td-fp2k.7.2.4-165.5PA

> Yes
: GbE/1
PHYMODE: AUTO Detect

Tink up
Receiving cisco=Ttd=-fpZk.7.2.4=165.5PA from 10.207.204. 10000000 pnnppnpppprenprpnprnnrentl

i MR TEMBREG , SEBEINSEREKR() , ARNERTE , SAFREENEE
RELER , IRBENRERE TUIERRKFHFARKS.

FR7.ZGREB R , EAFERBE@IMIN/AIMINI23) B AREL FRRERT :

firepower-2110 login: admin

Password:

successful login attempts for user 'admin’
Enter new password:

Confirm new password:

Your password was updated successfully.

AR EYERENEUUETIER , B2 , E2ERBHEREB 2R, BBRILER , O
BRESRPATR,

Jun 14 21:37:17 firepower-2110 FPRM: <<¥%FPRM-2-DEFAULT_INFRA_VERSION_MISSING>> [F1309][critical][default-i

nfra-version-missing] [org-root/fw-infra-pack-default] Bundle version in firmware package is empty, need to
re-install

SR SEEEENENIP:



| {8 F 5 53 scope fabric-interconnect a## B 33 1 45 & &3

1.5 F i ¥ set out-of-band static ip ip netmask netmask gw gateway:% & & 2 IPH &

firepower-2110# scope fabric-interconnect a N
firepower-2110 /fabric-interconnect # set out-of-band static ip 10.122.187.168 netmask 255.255.255.224 gw

10.122.187.161

warning: when committed, this change may disconnect the current CLI session.
Use commit-buffer command to commit the changes.

firepower-2110 /fabric-interconnect®* # commit-buffer

SE 9. T #HThreat Defense L&A :

T
1L

|.{E F &5 S scope firmware B E &G B
I TREZEHRES
% MREFERANRZUSB , AL download image usbA:package_namefs

BUMREAZXZENEZHRFEFMMRST , WA Adownload image
tftp/ftp/scp/sftp://path_to_your_package#s &

firepower-2110# scope firmware

firepower-2110 /firmware # download image tftp://10.207.204.10/cisco-ftd-fp2k.7.2.4-165.5PA
firepower=-2110 /firmware # |}

AR ERERREARSRRK K FEESTHEILERBHERL , URAIFFIR,

$E% 10. EMshow download-taskis S ERFE THIEE -
firepower-2110 /firmware # show download-task

Download task:
File Name Protocol Server

cisco-ftd-fp2k.7.2.4-165.5PA
Tftp 10.207.204.10 Down loaded

EE . TEAMEEE ADownloadedt® , LA BEHITT — %,

S B 11.FEHSshow packageREZ BB IR ECEHRFED .

firepower-2110 /firmware # show package
Package-vers

it BERARZEREHERRBH KRB TR,

TR 1N2LZERBHEREBUTRETRE

| {# F &5 5 scope auto-install BB B L S & E



1.f6E A en install security-pack version forceflé 8 %2 25 & & B & & 38

=, BHEEESHEWERERER  FRAyestEREMERT.

firepower-2110 /firmware ¥ scope auto-install
firepower=-2110 /firmware/auto-install # install security-pack version 7.2.4 force

Invalid software pack
Please contact technical support for help g

The system 1s currently installed with security software package not set, which has:
- The platform version: not set

If you proceed with the upgrade 7.2.4-165, it will do the following:
- upgrade to the new platform version 2.12.0.499
- install with csp ftd version 7.2.4.165%

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Do you want to proceed? (yes/no).yes
Triggered the install of software package version 7.2.4-165

InstaiTlstafted. This will take several minutes,.
For monitoring the upgrade progress, please enter 'show’ or "show detail’ command.

AR ENMREBIBEERISDE  BIRRERH B ERRE.

fif Fshow detaillgs S ERE AHRE -

firepower-2110 /firmware/auto-install # show detail

Firmware Auto-Install:
Package-vers: 7.2.4-165
Oper State: Scheduled
Installation Time: 2023-06-14T22:07:28.777
Upgrade Sstate: Validating Images

Upgrade Status: validating the software package

validation Software Pack Status:

Firmware Upgrade Status: 0k

Firmware Upgrade Message:

Current Task: validating the application pack(FSM-STAGE:sam:dme:FirmwaresSyst
emDeploy:validateApplicationPack)
firepower-2110 /firmware/auto-install # Jj
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