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https://www.fbi.gov/scams-and-safety/common-fraud-schemes/nigerian-letter-or-419-fraud
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. EHEESEETTE  YRAREENTEIREE.

SEMEBAERSBHE(IMS)

- R EHESAH , BE RRZE &2 BR¥> IMSHIGraymail
- BR—T H BAIMS£ MR LR

IMS Global Settings
Ironport Intelligent Multi-Scan:  Enabled
Regional Scanning: | OFf

Edit IMS Settings

. &% "Common Global Settings (@A B4R E). M Z—TRESEMERE
CHEEBAURESERE. HBEREREREHEROT

Message Scanning Thresholds: = Increasing these values may result in decreased performance. Flease consult documentation for size recommendations
based on your enviranment.

Always scan messages smaller than |2M Maximum
Add a trailing K or M to indicate units. Recommended setting is 1024K( 1MB) or less.

Meyer scan messages larger than I]H Maxirmum

Add a trailing K or M to indicate units. Recommended setting is 2048K(2MB) or less,

Timeout for Scanning Single Massage: |6D Seconds

- B — T SubmitHl #3X FH,
MREREIMSFHAEFTA :

. B 3| &£ R¥> IronPort Anti-Spam

. ¥ —T H EAironPort Anti-Spam 1Y 158

- B-THREBLEMEERE

. Jl:I:JE BAULBREZERE. HESRXERETEHSRNOT

Message Scanning Thresholds: | Increasing thesa values may result in decreased performance, Please consult documentation for size recommendations
based on your environment,

Always scan messages smaller than EM Maxirmum

Add a traiting K or M o indicate units, Recommended setting is 10XME{1MB) or less

Hever scan messages larger than F:N Maximum

Add a traiing K or M to indicate units. Réecommendad satting iz 2045K(2MB) or less

Timeout for Scanning Single Message: !&a. Seconds

Scanning Profile: Marmmal

* Aggressive

nger emphasis on Blocking spa

have moere impact on spam defection
POSHIVES,
e mail o

Regional {China)

BRI EBASEENMEIENEBHNESZETHIBREERESR.
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HRARNRBHEEEXIRHERNRE , ARARRELRBERHREIFTEE .

. 8 & ESecurity Services > Spam Quarantine
- B— ng HBERS K BN EARE HBEXIK EH,

- W & W A H R IR mE H BAE A %e [BEt RRE R &P R R EHARE
(SMA) #KIRIE T £ smaBR BN IP iit, HEZRE R BERUT :

External Spam Quarantine Settings

# Enable External Spam Quarantine

Name: ||;gntralized_spam

{e.q. spam_quarantinga)

IP Address: Isma_ip_address

Port |6025

Safelist/Blocklist: | & Enable End User Safelist/Blacklist Feature

Blocklist Action: | Quarantine 5

. 32— T Submitfl 2% BF

BRRENETRHEENFHER K F2HRREERNE
EPRE, RENREEEHRERTEURMEESABBIISMANREEE

ERBFERRIRB4

—X BE Z@E-#HE B © configured =M |, & ALl BiE EH T8 2@E-EHE K
BZE mail X8 :

. & £ Mail Policies > Incoming Mail Policies
FEEERT , BARMKIEE R IronPort S 3R B4 3R TE o

1’2& TAnti-Spam TV EREGEH AR ERKEER B ERN RIREH
- NHEZ—EER B E & R REAERE R TR R R RO

Add Pokicy.
Order | Policy Mamea  Anti-Spam Anti-Vinss Advanced Malware Protection Graymall Content Filters Cutbreak Filters  Delete
Default Policy  IronPort Intelligent Multi-Scan | Sophos File Reputation Graymall Detection URL_LOEG_ALL_REPUTATION Retention Time
Positve; Deliver Encrypted: Daliver Makware Fila: Drop Unsubiscnts: Enabled URL_LOG_ALL_CATEGORY Wirus; 1 cay
Suspected: Deliver Unscannable: Deliver | Pending Analysis: Quaranting Marketing: Spam Quarantine  URL_QUARANTINE_MALICIOUS Other: 4 hours
Wirud Pogsitive: Drog Unscannable - Massage Error: Deliver Social: Spam Q.m-ldnl. il URL_REWRITE_SUSPICIOUS
Unscannable - Rate Limit: Deliver Bulk: Spam Qua URL_INAFPROPRIATE

Unscannabla - AMP Sarvice Not ... SPF_DKIM_FAIL

BER—TEHERNRENVAt-Spam THEBER , AEABARKEBERRARBHRE

axX  Eo
IR 48 LA #1E H Anti-Spam =18 #1E £ FE EE A 8RN It BEK.

-HRHERARO W &ET
B IhRem

Rk XE , B—T H BRE il T—H AKZE &M IronPort#

Policy: Default
Enable Anti-Spam Scanning Use IronPort Anti-Spam service
for This Policy:

Use IronPort Intelligent Multi-Scan
Spam scanning built on IronPort Anti-Spam.

Disabled

ET RN WEI 2 CEEN R B EMEE U RBHRTE

- BRNREMEREZTENEEPHIE 7 EE XA[SPAM]E , ¥iProved-ldentified Spamz%E


/content/en/us/support/docs/security/content-security-management-appliance/118461-technote-esa-00.html

it EQuarantinei® {F ;
- EEEPHIE T FEE XA[SUSPECTED SPAM]& , & A ElDeliver{E % I SE SR B4HER B AV 15
1E -
Positively-Identified Spam Settings
Apply This Action to Message: | Spam Quarantine %

Nate: If local and external quarantines are defined, mall will be sent to local quarantine.

Add Text to Subject: | | prepend #|  [[SPAM)]
b Advanced Optional settings for custom header and message delivery.

| supectedSpamsettings

Enable Suspected Spam Scanning: No * Yes
Apply This Action to Message: Deliver a
Send to Alternate Host (optional): I

Add Text to Subject: | | prepend #|  |[SUSPECTED SPAM]

b Advanced Optional settings for custom header and message delivery.

- WARBAREREITUER , BERTE L EPositive-ldentified Spam score B E&ZR90 , #$
Suspected Spam score B £ #%43:

Spam Thresholds
Spam is scored on a 1-100 scale. The higher the score, the more likely a message is a spam.

IronPort Anti-Spam: * Use the Default Thresholds

Use Custom Settings:

Positively Identified Spam:  Score > (50 - 100)

]

Suspected Spam:  score > {minimum 25, cannot exceed positive spam score)

IronPort Intelligent Multi-Scan: Use the Default Thresholds

® Use Custom Settings:

Positively Identified Spam:  Secore > (50 - 100)

] &

Suspected Spam:  Score > {minimum 25, cannot exceed positive spam score)

- ¥ — T Submit#l 3% BE
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Prim B REEBMESE =552 — SophosHIMcAfeeiR ., ELSIZKBRIIECANEZEHE
, RRELEMBR. BRRIERETE M.

BERESN
EREMEDERERTERMALEREEIRE

- BERMEE > Thak@
. #{RSophos Anti-Virus MIMcAfeesT o] 19 E R /E EIARRE,

A RERE

. B8 RE &2 B¥%> B & — Sophos

- B—T H B AR,

. #{RAutomatic UpdateEBA , 3t ESophos Anti-VirusiEREFH TELEE. NEXE K FEER
Update Now A M BBV E R EH -



Sophos Anti-Virus Overview

Anti-Virus Scanning by Sophos Anti-Virus: | Enabled
Virus Scanning Timeout (seconds): | 60
Automatic Updates: (?) | Enabled

| Edit Global Settings... |

Current Sophos Anti-Virus files

File Type Last Update

Current Version New Update
Sophos Anti-Virus Engine Wed Nov 6 10:04:30 2019 3.2.07.377.1_5.68 Mot Available
Sophos IDE Rules Wed Mov 6 12:03:56 2019 2019110602 Mot Available
No updates in progress.

- ¥ — T Submitfl #3X EHX,
MREMcAfeeFF TR LEEMEEME , FFEM ARE B2 RIE> B5HEE — McAfee

- BT H BUA%SE.

. ##{R%Automatic Update T Bt , 3t EMcAfee Anti-VirusiEREH TEERE., NEMKE  FEE
Update NowJA 37 BN R Eh i R E 5T

- & — T Submit® #£3X BE

ERHRETRRL RS
HREABARR  RERTUTRIE

. BE £ Mail Policies > Incoming Mail Policies

- BRR—TEBERNERBHOAN-VIrus THERER , BEABH KB E&HAt-VirusiZE.
R B AL EE H Anti — RE BiEBE 8 BE REE BA BRIt BR.

BN H AE B ttbest pRIEIK XIE |, iEIEMcAfeeFSophos Anti-Virus:

Anti-Virus Settings

Policy: DEFAULT
Enable Anti-Virus Scanning for This Policy: Yes
# Use McAfee Anti-Virus

¥ Use Sophos Anti-Virus

No

- BMAERBERER  RLE4FHERE RScan for Virtuals :

Message Scanning

Scan for Viruses only
Drop infected attachments if a virus is found

L4 (recommended) Include an X-header with the Anti-Virus scanning results in messages
Repaired Messages:

Action Applied to Message:

Archive Original Message: * No Yes
Modify Message Subject: * No Prepend Append

I: WARNING: VIRUS REMOVED]

b Advanced | Optional settings for custom header and message delivery.

- EncryptedflUnscannable Messagesky 2% 1% 1 2 Deliver As-Is , Xk EEITELB]EEFE,
- R ENEREKEDopFi EZRERRNEBY  TEMR :



Encrypted Messages:
Action Applied to Message: Deliver As Is

Archive Original Message: ® No Yes
Maodify Message Subject: No ® Prepend Append

|[A/V UNSCANNABLE]

b Advanced Optional settings for custom header and message delivery.

Action Applied to Message: Deliver As Is

Archive Original Message: '*® No Yes
Modify Message Subject: No * Prepend Append

[tarv UnsCANMABLE]
b Advanced Optional settings for custom header and message delivery.

Virus Infected Messages:

‘

Action Applied to Message: Drop Message

Archive Original Message: '* No Yes
Modify Message Subject: No * Prepend Append

I:'r'.'.-'-.-'{.\.':hf.': : VIRUS DETECTED]

b Advanced = Optional settings for custom header and message delivery.

. ¥ — T Submitfl 3% BF
ERUEEBHERERAECNERR B2  RATERBSRELEBH LN EET,
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BUHR2RETFNREBHERRASRIEME T  BENREBAHRHEIZNERENEUE
AIERE. ReBHEERRDEAFEBEARSNREEA I ZERIIEEY , FABEENXR
RS, WAKIRERERE-—EFENHES , £RBUETREREIUEFT BT EEM 4,

REBABHNAETHEFERA. HXBREFBANRRETEN. SHERCEHNEAERR
SR, EXIBEAERNFERE. AT EILKEER  RASAERBA4REMAGraymailfi &
SHUHFTEMRE.

BERESN

- EESAL , ERMIIRREE > e SN
. &FGraymail Safe Unsubscriptionit # R H EE 1 E BN AR RE,

R A ER S B4 T 2 £ BH T B R %

- R HESAH , HE RZE &£ R¥> IMSHIGraymail

- B—T H WEIRaEB4EREGraymail Global Settings E#93% &R

. IZ1EFTB1E1E — Enable Graymail Detection. Enable Safe Unsubscribe FlEnable Automatic
Updates:

Graymail Global Settings

Graymail Detection | Enabled

Safe Unsubscribe = Enabled

Automatic Updates '? Emabled
Edit Graymail Settings |




. ¥ — T Submit#l &3z BF
EXERPEREB4MZSENETN

Once Graymail MZ£BUHETE B © configured 28tk &, & WLl BE ERAESLERE &K
£ZE mail X,
. BE £ Mail Policies > Incoming Mail Policies
R-TREBH THECELZBATRBERREREERNNEEHRE,
- BEER 2 WL EIE (REEHR) B1E £ EE REZE A 8RR It BUL.
CHRH AR B REREK XE, BT H £FE 7l T—H ZALREBARSE
18R 0 25 11 5% W B A Graymail B RT BS:

Graymail Settings

Policy: DEFAULT

Enable Graymail Detection for This Policy: ° Yes No
Enable Graymail Unsubscribing for This
Policy: O ves Mo
Perform this action for: (&) All Messages Unsigned Messages

{Recommended)

E T RH =B85 2IEAction on Marketing Email Settings. Action on Social Network Email
Settings fAction on Bulk Email Settings.

- BENREMERRAFMEELINEE , YRS T RERIMDeliveredi®{E , Bl XEFHIC T A
B3R

+ Action on Marketing Email
Apply this action to Message: Deliver

|

Send to Alternate Host (eptional): |

Add Text to Subject: Mo D) Prepend Append

[[MARKETING)
b Advanced Optional settings for custorn header and message delivery.
+ Action on Social Network Email
Apply this action to Message: Deliver ]
Send to Alternate Host (optional): |

. |

Add Text to Subject: Mo @ Prepend Append

[[SOCIAL NETWORK)
+ Advanced | CPtional settings for custemn header and message delivery.

< Action on Bulk Email

|

Apply this action to Message: Deliver
Send to Alternate Host (optional): |

Add Text to Subject: Mo @) Prepend Append

[[BULK)

b Advanced | Optional settings for customn header and message delivery.
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REEM,
REIREDN
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- EHRERIE AR R EE R E BIRAE
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- R HESAH , B8E HRE B£ R¥%> R#iBRR

BT H BAREBIERSNR LR

MR EBAUREZERE. EERRERBETIEHER AT
Outbreak Filters Global Settings

Enable Outbreak Filters

Adaptive Rules: Enable Adaptive Rules

Maximum Message Size to Scan: | [3M Maximum

Add 2 trailing K or M to indicate units.
Emailed Alerts: |7) Receive Emailed Alerts
‘Web Interaction Tracking: (7] Enable Web Interaction Tracking

- & — T Submitfl 3% EX.
T S P LR 0 I B

AEFRZBREEE B 2 configured £1FM B, & AL B/E KLITheE AR mail KB,
. EBE Z=Mail Policies > Incoming Mail Policies
CE-THRBBRFBTHECEEKATZRS ERRFEABERNERBIRERE.
CHRAHE AR W I RETAKXED , BMKEABRERZRZBRIERE

Outbreak Filter Settings

Quarantine Threat Level: (7 34
Maximum Quarantine Retention: | yira aArtachments: ’1_ Days ¢
Other Threats: '4_ Hours 3
Deliver messages without adding them to quarantine
Bypass Attachment Scanning: None configured

- MRBRBBRB[AACTHREE, THRIBERVAN , AIEMIUEREEM. #EEnable
message modification g A M EEERURLIE B,
. R P A B HYURL RewritingiZ 18 AEnable , #1 FFTR :



Enable message modification. Required for non-viral threat detection (excluding attachments)
Message Modification Threat Level: (7) 34

Message Subject: Prepend |[Pnssihle $threat_category Fraud] Insert Variables | Preview Text [

Include the X-IronPort-Outbreak-Status headers: Enable for all messages

Enable only for threat-based cutbreak

© Disable
Include the X-IrenPort-Outbreak-Description header: Enable
+ Disable

Alternate Destination Mail Host (Other Threats only): |
(examples: example.com, 10.0.0.1, 2001:420:80:1::5)
URL Rewriting: | Cisco Security proxy scans and rewrites all URLs contained in malicious outbreak emails.
Enable only for unsigned messages (recommended)

Enable for all messages
-] g
Disable

Bypass Domain Scanning (7)

#H
(examples: example.com, crm.example.com, 10.0.0.1, 10.0.0.0/24, 2001:420:80:1::5, 2001 :db8::/32)
Threat Disclaimer: System Generated

Preview Disclaimer &

Disclaimer text will be applied to the top of the message body for Suspicious and Quarantined messages. To create custom disclaimers
go to Mail Policies = Text Resources > Disclaimers
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