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Cisco Secure Email and Web ManagerX &
Cisco Secure EEE 5T
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AR HE N HB I{A & # Cisco Secure Email Gateway, Cloud GatewayBA & Email and Web
Managerfy &= 2 & Fi%ID. File Analysis Client I DR —{EM —H65EFZ M &R  EHE
. ERBENE TBHHFNWebEEESFEMEICisco Malware Analytics ( LAEI#E A Threat Grid ) #1748
REXNMDEREBBMER, Hlwn , MRESEAFile AnalysisiR# , Mreputation k72 & & 1L E
BRIV ERMENER , X EERMERFE A 2 ERNELEGFES B Supported Files for File
Reputation and Analysis Services) , BB #4154 R B (752 B Quarantining Messages with
Attachments Sent for Analysis) , 3t B & 3R i& &% LU 5 47,
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. Cisco Secure Email Gateway& & A F#
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/content/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010001.html?bookSearch=true#con_1809504
/content/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010001.html?bookSearch=true#con_1809504
/content/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010001.html?bookSearch=true#task_2483367
/content/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010001.html?bookSearch=true#task_2483367
https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-user-guide-list.html
/content/en/us/support/security/cloud-email-security/products-user-guide-list.html
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1. BABIEAENE,
2. & ZSecurity Services > File Reputation and Analysis.
. BE—THRBLERERE.. ...
4. [ B Advanced Settings for File Analysis.
R HER D & FiwlD,

E&4] -

Edit File Reputation and Analysis Settings

Advanced Malware Protection

Advanced Malware Protection services require network communication to the cloud servers on ports 443 (for File Reputation and File Analysis). Please see the Online Help for additional details.

File Reputation Filtering: [ Enable File Reputation

Flle Analysis: (2 Enable File Analysis

= Select All Expand All Collapse All | Reset |

b Archived and compressed
b Configuration

b Database

+ H pocument

b Email

L Encoded and Encrypted

¢ 4 executables

b Microsoft Documents

¢ (=] Miscellaneous

b Advanced Settings for File Reputation Advanced settings for File Reputation

= Advanced Settings for File Analysis File Analysis Server URL:

File Analysis Client ID: | 01_WLNESA m _423AA97B1B67 m mm -25CC6HRm m _C600v_000000

Use File Reputation Proxy

Server: | Part: I

Username:
Passphrase:
Retype Passphrase:

b Cache Settings | Advanced settings for Cache

b Threshold Settings Advanced Settings for File Analysis Threshold Score
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L] REA
01_ F01. BERPREREME.
MREREREE , AIEAVLANGT I E 5% (T ECLIG S show license K El), MRIER
VLNEAXXXYYY_ IS
SERIAL_ EEMNTERY,
CX00Vv_ FEEMEIR,
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Security Appliances

Centralized Service Status

Spam Quamntme Enabled, using 1 license

Paolicy, Virus and Outbreak Quarantines: = Enabled, using 1 license

Alternate Quarantine Release Appliance @J : esas | Specify Alternate Release Appliance... |

Centralized Email Repoﬂmg Enabte-d, using 1 license

Centrallzed Email Message Tracking: Enabred, using 1 license
Centralized Web Configuration Manager: = Service disabled

Centrahzed Web Reportmg Service disabled

Centrahzed Upgrad&c for Web: Servioe disabled

Security Appliances
Email

| Add Email Appliance...

Services

| Policy, Virus
Spam and Outbreak Connection
Appliance Name | IP Address or Hostname Quarantine | Quarantines Reporting | Tracking | Established? Delete

= I - v I v v 4 ves @

No centralized services are currently available.

File Analysis

File Analysis Client ID: | 06_VLNSMA ®_420D5DE07A468! -006DAF =_M300v_00000000

| File Analysis Server URL: | AMERICAS: https://panacea.threatgrid.com
Group Name: | Group Now |

« Typically, this value will be your Cisco Connection Online ID (CCO ID).

« This Group Name is case-sensitive.

« It must be configured identically on each appliance. An appliance can belong to only one group per
Lerver.

This change will take effect immediately, without Commit. Once grouped, this value can only be
reset by Cisco support.

Grouping Detatls: You can use any appliance in a group to view detailed File Analysis results in the cloud for files uploaded from
any appliance in the group.

| View Appliances in Group |
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1. REAENESNIRLBE>EREEND .

2. BhiEClick here to group or view appliances for File Analysis reporting.
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BRI B , IS EREFHTEREP,

4. ¥ — T Group Now,
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https://panacea.threatgrid.com
https://www.cisco.com/c/zh_tw/support/index.html
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Cisco Connection Online ID(CCO ID), tiHBED K NE. DEEBAEKE LUMEBE L E
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2. ¥ — T Group Now,
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1. #6E F & N T Ef = Security Services > File Reputation and Analysis.
2. BhiEClick here to group or view appliances for File Analysis reporting.
3. ¥ — T View Appliances.
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1. REAENHEREZEFRE-RLER.
2. 1£File AnalysisZf % # 1% — T View Appliances in Group.
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Appliance Grouping for File Analysis Reporting.

Appliance Grouping for File Analysis Reporting

Appliance Group ID/Name: (7) | pm m m

Change Grovp Jl Miew Appliances |

List of Appliances in the Group: ¥ WS HENEEEN (https://panacea.threatgrid.comt

Number | File Analysis Client ID (?)
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https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-command-reference-list.html
https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-installation-guides-list.html
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/content/en/us/support/security/cloud-email-security/products-release-notes-list.html
/content/en/us/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/zh_tw/support/security/content-security-management-appliance/products-release-notes-list.html
https://www.cisco.com/c/zh_tw/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_tw/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-installation-guides-list.html
/content/en/us/products/security/threat-grid/index.html
/content/dam/en/us/products/collateral/security/secure-product-naming-qrm.pdf
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