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Certificates & secrots
T Azure Cosmos DB GetStarted  Docurmentation

1" Token configuration

X virtual mathines )

& AP permissions o % & - . . =
& Losd balancess o i Build your application with the Microsoft identity platform
= Storage accounts

B App roles The Micresoft identity platfomm is an authentication service, open-source libraries, and application management teols. You
% Yirtual networks can create madern, standands-based authentication solutions, access and protect APIS, and add sign-in for your wsers and
8 Owners customers. Learn mare ;]

¥ Azure Active Directary
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Microsoft Azure £ Search resources, services, and docs (G+/)

Home > g Cisco Secure Email MAR

Create & respurce

Cisco Secure Email MAR | Certificates & secrets =

A Home
i Dashiroard £ Search (Cmd s+, Fr' Got feedback?
£ All services B Overview
Credentials enable confidential applications te identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTRS
- ORI &b Cusickstart scheme). For a higher level of assurance, we recammend using a certificate (instead of a client secret) as a credentis
W AR rvacamony & Integration assistant
Fesniice grop Cenificates (0)  Client secrets (1) Federated credentials (0)

Manage
)
¥ App Senaces

B Zeanding & propeties A secret string that the apglication uses to prove its identity when requesting a token. Alzo can be referred 10 as applicstion password
% Function Agp

D Authentication
B 50l databases = Mew dlient secret

Certificates & secrets

T Azure Cosmos DB Description Expires Value Copy to dipbosrd o ID
Il Token configuration
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BEEBEFERENERTFRINE  YEINLZLEFBARE LEREIRFRE !

BURFERES

1. BRI AR

2. BB RABEESRSRE MET . RBETHRAsyncOS 13.xZ IR , RlttR A 4% A&
System Administration > Mailbox Settings

3. #&—T TEnable.

4. #—T TEnable Account Settings ( BXAIRFERE ) 1 BEUGHR , REIE—T "Submit ( 3
) d

5. #&— T Create Account Profile

6. RMUEEREBBARE (NMREESESE , BT —EHREHNIRS )

7. FTEEE&Microsoft 365 #REF , S EL B 18 R E 5% B8 AOffice 365//B&(Graph API)

8. By AR E FIRID

9. M AZKMESID

10. BREFinBIE , FIRBEEAzure P BB T TR EZ— : & —TClient Secretit Bs E
FEEBNEFine®......32— T Client Certificate , B A , BAIR—T T
Choose Files E#PEM

11. ¥ — T Submit

12. ¥ — T Ul LA B Commit Changes

13. M ATAEE , YEBRHERREATHEREX

BEEE
T—FAREFBHRERZLE FHHHREE Microsoft AzureFVAPLEAR

1. EHREK "IREFMEEN . EES , F— TRHEER
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3. Z— T ARER
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Edit Account Profile

Profile Name :

Description :

Connection Parameters

Profile Type : | | Office 365 / Hybrid (Graph API) v

Email Address: i o

Client ID : | [b292b462-1 == B B -35de61353b32
Tenant 1D : | [7h4649eb-8695-41e4-b05a 5 WL _ LB o
Client credentials: | @) Client Secret Connection Status
|etF7Q~wosaNWewpwa m "R

Connected to Exchange.

Client Certificate
Connection Successful,

The appliance is able to read the user's mailbox.

Copyright © 2003-2021 Clsco Systems, Inc. All rights reserved. | Privacy Statement

€ e

[E6: 1k F B EE S/ ER R E T A

6. EHEBRE D , B—TEMEHHR
7 3 A\ B2 I M) e 2 RV AP E SR Y Microsoft 3651 = BB Y I &
LTRUTARSMRBEEEERNEREARNEE
— B URKHRERT "ALL) UEEMESE , UERYEREHR,
— % , # "example.comy — PLE{E{AIERth 5 PECAY b1k
— #iEE , W T @.partial.example.comy — PEEREA] SA k154 R A
— AUERER S RNIEEERASESE,
8.8 —THX
9.1 — T UG L AR Commit Changes

10. 8 AEAEERE , WiEiB % — T Commit Changes5t &% Bl iE E X

RABAEBSIEMAR) , AMEEBHFREPETREREEKNN
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1. Efn E/Mail Policies > Incoming Mail Policies
2. MEEREMNKMEBN "TSRESHREHE JIPHNERE (W, BE7)

Policy Name: Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters: Outbreak Filters | Delete
Disabled Disabled Disabled ]

bee-demo.info_INCOMING_MAIL_POLICY. Disabled Disabled

E7:BFMAR ( BABHEER )

3. BHEEHEEKI

4. ¥%— TE&%@%@E}@?&(MAR)EH&H%

5 1 BELEAMARKEIM TIIREZ— (Hltn , B8 ) : EEBE . <#m A FFE At ul>MIBREE
Z ;. <y A\ ZFE 14> 30 M BR

¥ Enable Mailbox Auto Remediation (MAR)

ox Auto Remediation Actions apply only if Account Settings are configured. See System Administration > Account Settings .
ction to be taken on message(s) in user's

(@] ,
il = Forward to: |

0 @ Delete

) Forward to:
and Delete

[E18: B HFAMPBIMAREL & 7=

6. & — T Submit
7. #— T UIG LA K Commit Changes
8 HMATMEE K YEBAHERXEATHKEBENR

AURLIEBE A B BB EMAR)

RENZLEFHHEMRBEAIAsyncOS 14.2F % , URLBIRERE SFHURLEHH EMURLERK .

1. BEZR2R¥> URLERR

2. REEABEBURLIBIE , 5532 — TEnable

3. #%—T "RRAURLERINEEBIBIEES . REAHR

4. EFATEERER EE/M Advanced Settings

5. #&— T Submit
FEHWURLBREBRLURUTARA :

URL Filtering

URL Filtering Overview

URL Category and Reputation Filters: = Enabled
Cisco Web Security Services connection status:  Connected
URL Allowed List: None

Web Interaction Tracking: Enabled
To track URLs due to Outbreak Filter rewrites, you have to enable Web Interaction
Tracking at Securily Services > Qutbreak Filters.

| Edit Global Settings...

[E9:URL1B B R & T B


/content/en/us/td/docs/security/ces/user_guide/esa_user_guide_14-2/b_ESA_Admin_Guide_ces_14-2/b_ESA_Admin_Guide_12_1_chapter_010000.html#con_1168125

EERBEEAAZURLENZENURLIEY , BHTUTIR | SIRBMTERHILHCiscoR T :

esal. hcxxyy-zz. i phnx. con> urlretroservice enable

URL Retro Service is enabl ed.

esal. hcxxyy-zz. i phnx. con> websecurityconfig

URL Filtering is enabl ed.

No URL |ist used.

Web Interaction Tracking is enabl ed.

URL Retrospective service based Mail Auto Renediation is disabled.
URL Retrospective service status - Unavail abl e

Disable URL Filtering? [N >

Do you wish to disable Web Interaction Tracking? [N >

Do you wish to add URLs to the allowed list using a URL list? [N >

Enabl e URL Retrospective service based Mail Auto Renmediation to configure renmediation actions.
Do you wish to enable Miilbox Auto Renediation action? [N > y
URL Retrospective service based Mail Auto Renedi ation is enabl ed.

Pl ease select a Mil box Auto Renedi ation action:

1. Delete

2. Forward and Del ete
3. Forward

[1]> 1

esal. hcxxyy-zz. i phnx. con> commit

Pl ease enter some coments describing your changes:

[1>
Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Mar 29 19:43:48 2022 EDT

SEAE , £ "URLIBE. (URL Filtering) EERBIFTENUI , BRERZEFINELATHARE .



URL Filtering

URL Filtering Overview

|

URL Category and Reputation Filters: Enabled
Cisco Web Security Services connection status: | Connected
URL Allowed List: MNone

Web Interaction Tracking: Disabled
To track URLs due to Outbreak Filter rewrites, you have to enable Web Interaction
Tracking at Security Services » Outbreak Filters.

URL Retrospective service status = Connected.

| Edit Global Settings... |
Mailbox Auto Remediation

Mailbox Auto Remediation: Enabled

Action to be taken: | Delete

| Edit Global Settings...

10:URLIEJE ( BAR BRI Z2 EFHHZRERAsyncOS 14.2)

BE , URLRECEERE , TEHEARENSIRHTHENIER, BEFMEEN , FSEER
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/content/en/us/support/security/cloud-email-security/products-user-guide-list.html
/content/en/us/support/security/cloud-email-security/products-user-guide-list.html
/content/en/us/td/docs/security/ces/user_guide/esa_user_guide_14-2/b_ESA_Admin_Guide_ces_14-2/b_ESA_Admin_Guide_12_1_chapter_010000.html
/content/en/us/td/docs/security/ces/user_guide/esa_user_guide_14-2/b_ESA_Admin_Guide_ces_14-2/b_ESA_Admin_Guide_12_1_chapter_010000.html

The Info message is:

Retrospective verdict received for Bookl.xls.

SHA256: 7de6fd22dedde’f26b48dc2daf7fa99b3770088d98bd38c4%9ed049087 c416c4b
Timestamp: 2819-86-83T23:48:36Z

Verdict: MALICIOUS

Spyname: W32.7D@6FD224E-95.5BX.TG

Total users affected: 1

vvvvvvvvvvv Affected Messages ===-==cs==c==--
Message 1
MID : 34B93E
Subject : [WARNING: ATTACHMENT(S) MAY CONTAIN MALWARE]test Mon, ©3 Jun 2819 16:58:18 -@488
From - ﬁ |
To :
File name : Bookl.xls
Parent SHA256 ! unknown
Parent File name : unknown
Date : 2019-86-83T28:52:33Z

Version: 12.1.08-887
Serial Number: 428DE3BS51AB744CTFe92-9F2)] W
Timestamp: 84 Jun 2819 84:48:36 +8508

MRBBRBAREETERE  IBEEBDHERSENEEEN T K.

B B BS RS =

EEENEMSHA26M ME R EBNZEBHRBNEINZLBHANRREERR LTHNEER
BiEEBEPRE,

Mailbox Auto Remediation

B printable POF

Time Range: (X

03 Jun 2019 05:00 to 04 Jun 2019 05:39 (GMT +05:00) Data in time range:99.86 % complete

Advanced Malware Protection Retrospective Security B n
Displaying 1 - 1 of 1 items.

File SHA-256 Filename Action Taken Time When Action Was Issuedw | Recipients for Whom the Remediation was Successful | Recipients for Whom the Remediation was Unsuccessful
7d06fd22...7c41604b | Bookl.xls Forward and Delete 04 Jun 2019 04:42:21 robsherw@bce-demo.info
Displaying 1 - 1 of 1 items.

Columns... | Export...

B11: ( BARUI ) BBREE DS IEHRE



Data in time range: 100% COMPLETE 03 Jun 2019 00100 to 04 Jun 2079 0030 (GMT «00:00)

Advanced Malware Protection - Time Range  Day

Incoming Outgoing Export [

Sun Ay AMP Reputation File Analysis File R

Advanced Malware Protection Retrospective Security Tl

Bookl.xls Forward and Delete 04 Jun 20019 04:42:21 robshenwil boe-demo.indo

12:(NG UI)ZB#E B BNS IE 3R &

B E B8 IE AR

HWEEBDEEEGEBNWE "mary ., BEEEEERFSISENENZLEFHH4HESR
Microsoft Azure, Microsoft 3652 I FT B &EFAEE .

BRBFETRA

Mon May 27 02:24:28 2019 Info: Version: 12.1.0-087 SN. 420DE3B51AB744C7F092- 9F0000000000

Mon May 27 02:24:28 2019 Info: Tinme offset from UTC. 18000 seconds

Fri May 31 01:11:53 2019 Info: Process ready for Milbox Auto Renediation

Fri May 31 01:17:57 2019 Info: Trying to connect to Azure AD.

Fri May 31 01:17:57 2019 Info: Requesting token from Azure AD.

Fri May 31 01:17:58 2019 Info: Token request successful.

Fri May 31 01:17:58 2019 Info: The appliance is able to read the user's(robsherw@ce-deno. i nfo)
mai | box.

Fri May 31 04:41:54 2019 Info: Trying to performthe configured action on M D: 312391

SHA256: de4dd03acda0a24d0f 7e375875320538952f 1f a30228d1f 031ec00870ed39f 62 Reci pi ent : r obsher w@ce-
deno. i nf 0.

Fri May 31 04:41:55 2019 Info: Message containing attachment(s) for which verdict update
was(were) available was not found in the recipient's (robsherw@ce-deno.info) mail box.

Tue Jun 4 04:42:20 2019 Info: Trying to performthe configured action on M D: 348938

SHA256: 7d06f d224e0de7f 26b48dc2daf 7f 099b3770080d98bd38c49ed049087c416c4b Reci pi ent: r obsher wace-
deno. i nf o.

Tue Jun 4 04:42:21 2019 Info: Message containing attachment(s) for which verdict update
was(were) available was not found in the recipient's (robsherw@ce-deno.info) mail box.

B R B 7B RS EYERR

MREREEFEIEFRERANANORIDER |, AR ERREMicrosoft Azure ADEITHEHARER
2311



RBENLZ2EFEHHEE , BSENMARBFRES "HREt) &E , RABREMAFER,

HRTRINRER , BRR BEE A seEUR

Thu Mar 30 16:08:49 2017 Info: Trying to connect to Azure AD.

Thu Mar 30 16:08:49 2017 Info: Requesting token from Azure AD.

Thu Mar 30 16:08:50 2017 Info: Error in requesting token: AADSTS70001: Application with
identifier '445796d4-8e72-4d06-a72c-02ebh47a4c59a' was not found in the directory ed437el13-ba50-
479e- b40d- 8af f a4f 7e1d7

Trace | D: 4af d14f 4-ca97- 4b15- bba4- e9bel9f 30d00

Correlation ID: f38e3388-729b-4068-b013-a08a5492f 190

Ti mest anp: 2017-03- 30 20: 08: 50Z

Thu Mar 30 16:08:50 2017 Info: Error while requesting token AADSTS70001: Application with
identifier '445796d4-8e72-4d06-a72c-02eb47a4c59a' was not found in the directory ed437el13-ba50-
479e- b40d- 8af f a4f 7e1d7

Trace | D: 4af d14f 4-ca97- 4b15- bba4- e9bel9f 30d00

Correlation I D f38e3388-729b-4068-b013-a08a5492f 190

Ti mest anp: 2017-03- 30 20: 08: 50Z

£ AIRM AR EAzure ADFRFERE AV ERERID, BRID ( B FIDAE ) = H AR
BIRFR. WRIRTHEEELE , FtAzure ADFIFRIBRZERARN L EFHH S,

ERER , BEEEBEUR

Thu Mar 30 15:51:58 2017 Info: Trying to connect to Azure AD.
Thu Mar 30 15:51:58 2017 Info: Requesting token from Azure AD.
Thu Mar 30 15:51:58 2017 Trace: conmand session starting

Thu Mar 30 15:52:00 2017 Info: Token request successful.

Thu Mar 30 15:52:00 2017 Info: The appliance is able to read the
user' s(myuser @nydonai n. onni crosoft.con mail box.

Azure ADHBEHERR

HE MHTAC%ﬂMﬂiﬁkﬁ,\“E%Mlcrosoft Exchange. Microsoft Azure ADE;Office
3658 % F 5 B REE TR HERR

¥ MAMicrosoft Azure ADBNEF FRBIE , BEERiEMicrosoft X B, FEZEMicrosoft Azuref®
FRIRFPH TEB+E ) B#IE, B0 LAREF EAR [ Microsoft Xk EEFIIR H B EFE R,



i 8RA

AE  EERFEAFEFRERREAzZucEARRE , TEEIE,

BUNKNMAABERERY

R FBER T Sbase64Value, $base64Thumbprintil $keyidtia , RABERERRS

RPREEELRE, FEESH.crtMBEN . pemBEER LAV T AR ERRA,

et . MREEEEERE (x50 N/RE ) MR , FHBLID, FRRLCERKESR
!

CRTAIPEMIEE | [ AGHSIEE TR T EETH

=% : Unix/Linux ( fMopenssl )
EEVHNE
oF[)

o FIB® (CRTH®E)
o AR (PEMBER)

FERAUNix/Linux/OS XMW EEE A THTIRANIEST , REMLLZE T OpenSSL,

BiEE : #1778 "which openssly %1 Topenssl version, LB OpenSSLEZ %, Z&#
OpenSSL ( INREH ) !

WMFEEE , F2RUTXE . B2 EFEHFNAzure ADBELEE T

14 £ #(UNIX/Linux/OS X):

1. eRIFEARN, XARES (SREERECNMERBE IsheliETHE ) P, BBERUTR

BREVIETTE

: https://raw.qgithubusercontent.com/robsherw/my azure/master/my azure.sh

2. B ERETR


/content/en/us/support/docs/security/email-security-appliance/213842-azure-ad-configuration-script-for-cisco.html
https://raw.githubusercontent.com/robsherw/my_azure/master/my_azure.sh

3. ERAREIETIHBAIHET | EITLLT T : chmod u+x my_azure.sh
4. J_fﬂ'é ﬁ% . ./my_azure.sh

Nr:-.'o:t. - = e T or your App reg
HENRER i i 4

S . crt

d from you
|1'_-_|||r

W 13:my_ azureshﬂ%#ﬁiﬂ )

ME2PR , ERHEERILFUAzZUre AN AHESE ( CER1°Z'..?1‘*E ) o ETTEERNT H
PN BREBESH (PEMER ) CHREAERERNRSEFBA4NY

{R¥EE EMicrosoft Azure P M BZ MW ERAEXNFTENE !

BB T —%B9 | SR E TEEMAzure A LA F M Cisco Secure Emaily ]

=& : Windows ( £ fAPowerShell )

HRAFEAWiIndowstI EES | i’d‘i%gﬂﬁiﬁﬁﬁz‘t:ﬁ  HEIEBRTXENHE. HEESARE
3 Microsoft Azure FEF T2 = I B BHAPIIE

ERVMNME

oF[]

o FIB® (CRTHER)

o ARSI (PEMBER )

ANEIBHEBREHENWRHIEH
XCA(https://hohnstaedt.de/xca/,https://sourceforge.net/projects/xca/).

MiEE : AL BMac. Linuxz&Windows FE{XCA,

1 ARENSREVENE


https://hohnstaedt.de/xca/
https://sourceforge.net/projects/xca/

a R TEMPRENE

b Z R E

cCAENERNERYOS

(ERBSBHEET , BFLfFzT ! )
28— "RE, HE K REBR-THERS

3T ", ERUBRUTAR :

a. W %B% ﬁ Create x509 Certificate

b. B/ EH e e
c.stateOrProvinceName e

d.localityName cntpome 8 cxgaizatorabstiame [
eiiBERE soteCrProvceNeme [Forth Cardis commontiane e

f. organizationalUnitName(OU) e e

g. _ﬂﬁ% ﬁ(CN) WP{ . X Certficate and Key management 7 %
BT B ut &
4 " E _ —F Emﬁﬁﬁ :Ieae:o\f?fwe to the new key and select the desired keysize

S5.7EEHRES |, BEMEHRNER sy ropertes
(BRBEEFY) —

Keytype RSA

a%ﬁ Keysize | 2048 bit

b.Keytype:RSA [ Remenber s defeut

c. &K/ : 204801t

d#E—TFRI i

e#—T THE, LR TEMHEIRSAKLS —

BBy L BLHE

E14:fEFAXCA ( 2E83-5 )

61:;‘6_": rﬁﬁ%ﬁﬁ 5£J Eﬁ ’ %?ﬁEEJ«XT W?éx'_ : Source  Subject  Extensions  Keyusage  Netscape  Advanced  Comment

X509v3 Key Usage X509v3 Extended Key Usage
a.7£X509v3 Key Usage: O el 0 coel
BAUENE, SWnE e I e e et
b.7£X509v3 Extended Key Usage: D— e

BFHYRE e s rmmﬁm."dga o Code iring
B15@FXCA (5% )
7%~ FOKBEUBAB AR E
8.3 —T THEE, L\HESE "EATHEVRE TEH. 4
EHEO

BETR, ZBEEHNALRE (CERER ) 11 BEE M (PEMIESE ) , LAMEEPowerShellds & R E
RER , WHEBECiscoR2 EFHHIRPFER -

1 E—TYRHEBETRHEINZENABERE,
2% —TEH
ARREMEFEEKUERSRE (BREBEEEN)
b. R [E H 4% 30 5% & BPEM(.crt)
c.i&—TFOK



3.3 — T Private Keys(FAtR)iB1E +
ABR—TUERHEB TR EINIFENATEZE,
58— TEH
AaRERMTEFUERAGE (REBEFEFER)
b.FE{R [ i #&% XL 3% E K PEM private(.pem)
c.i&—TOK
6.1R H W EARAXCA

Private Keys  Certficate signing requests  Certficates  Templates Revocation ksts

Internal name commonName CA Serial E

JA@® MARLOr0365 myesa.local 793F622DC1DASELD 5/ Lol

1- Export

X Certificate and Key management

Certificate export J:E:

Name (MARforQ385
Filename |\\vmware-host\Shared Folders\DesktopMAR for0365.art

PEM Text format with headers

Export Format
PEM (=.art)

2 o] o
16:/#@XCA(ELLHCRT) ( 255%1-2) )

Private Keys Certificate signing requests Certificates  Templates Revocation lists

Internal name Type Size Use Password
MARfor0365 RSA 2048 bit 1 Common

|— o

X Certificate and Key management

Export private key [RSA] OE

Name |MARfor0365

Filename | \\vmware-host\Shared Folders\Desktop\MAR for0365.pem

Unencrypted private key in text format

Export Format
PEM private (*.pem)

2 e[| o
E17:(FHXCA ( EHPEM ) ( £83-5)

R#E , BB ERNGCERINEFELRIFEN , EREECiscoR2 EFHHMLEMN,

1. {EFWindows PowerShell , BTU TGS :

$cer = New (bj ect System Security. Cryptography. X509Certificates. X509Certificate2

$cer. I nmport("c:\Users\joe\Desktop\nyCert.crt")
$bin = $cer. Get RawCert Dat a()

$base64Val ue = [ System Convert]:: ToBase64Stri ng($bi n)

$bin = $cer. Get Cert Hash()

$base64Thunbprint = [ System Convert]:: ToBase64Stri ng($bi n)

$keyid = [ System Cui d]:: NewCGui d(). ToString()[ Note:

your PC where your CRT file is saved.]

“c:\Users\joe\Desktop...”

is the location on

2. EEMEISHITHSBRNE  FREFIERIEREITEE

$base64Thunbprint | Qut-File c:\Users\joe\Desktop\base64Thunbpri nt. txt



$base64Thunbpri nt

BHEE : “c:\Users\joe\Desktop..." BRIEEPC LREE@HHNVE,

iE{TPowerShell i TR AWM EHEELRUTRARA :

PS C:\ Users\joe\ Deskt op> $base64Thurbpri nt
75f ALXJEJ4] 1ZVFOB2xqkoCl h94=

MEFR , PowerShellés S5/ 0 base64Thumbprint , ER BN Z LB FBHANEERMEN
Thumbprint.

BEETEREVAzure BARMAMEN A AHLEE (CERER ), BEEMUKKE "B ECisco Secure
EmallJ o ERAY BB ( PEMIESE ) .

{R¥EH EMicrosoft Azure P MR FAENE |

[FERIRE TEMAzure 8 A L AR Cisco Secure Emaily |

B 8B

AE . REEEELABHEITAsyncOS 11.xH12.xE |, T EEHTIIRE,

APIFF AT fll(AsyncOS 11.x, 12.X)
EEAENERY K EEEEHE.....

R EAPIRFTHE
CR—T+ THMEF AL
. [A TR #E|Supported legacy API , A #&#1ZExchange
OBREBEUTHREF NG TIE © EWS > "EWS.AccessAsUser. All" ( i@iBExchange Web
Services AE A EH I 55 EFE ) Mail > "Mail.Read" ( BEUEH & B4 ) Mail >
"Mail.ReadWrite" ( FBEXA B AfFE A& 4 ) Mail > "Mail.Send, ( AMERE S HEXEH4 )
5. RBEIBHRMIES......
6. BIETHEARENIF IR . "full_access_as_app" ( EH EEHMEBENTL B
A #EAYExchange WebfR# ) Mail > "Mail.Read" ( FBEUE A & B4 ) Mail >
'Mail ReadWrite" ( BEXFE AE A& B4 ) Mail > "Mail.Send, ( LAERE & HEEEH )
7. A 483% & B|Microsoft GraphTEi% A& "User.Read, FFAl#E ; A LURIFHEELRE K HER
— TR 32 — T~ M BR AT T M6 L 14 B e FA 72 =X BA Bt Y AP 13T 7T RE AP R BR

A WODN -



8. ¥ — T Add permissions(=} & Update permissions ( 215 2 %l i Microsoft Graph )
9. &% , #— T Grant admin consent for.. ( RFEERBFE...... ) BRAGENIMETAIRERT
FERAEN
10. AR ASE T —ERE
"B EH<AzureE B>HATEIRFATaA R F iR FRIZFF AU ? EXEMUEARENERL
HERE T IABE R FNREEESEEiL K, |

#—TYes

Ll BEZEEIREANESE  XE "REEESRAE, JER 'ERT. , ERREL

\/ Successfully granted admin consent for the requested permissions.

API permissions

Applications are authorized to use APIs by requesting permissions. These permissions show up during the consent process where users are given the opportunity to
grant/deny access.

r Add a permission

APl / PERMISSIONS NAME TYPE DESCRIPTION ADMIN CONSENT REQUIRED

* Exchange (8)

EWS. AccessAsUser All Delegated  Access mailboxes as the signed-in user via Exchange Web S... - & Granted for BCE Dem
Mail.Read Delegated Read user mail - & Granted for BCE Dem__
Mail.Read Application  Read mail in all mailboxes Yes () Granted for BCE Dem,
Mail.ReadWrite Delegated  Read and write user mail - @ Granted for BCE Dem,,
Mail.ReadWrite Application Read and write mail in all mailboxes Yes () Granted for BCE Dem
Mail.Send Delegated  Send mail as a user - Granted for BCE Dem_
Mail.Send Application  Send mail as any user Yes () Granted for BCE Dem
full_access_as_app Application  Use Exchange Web Services with full access to all mailboxes ~ Yes Granted for BCE Dem

These are the permissions that this application requests statically. You may also request user consent-
able permissions dynamically through code. See best practices for requesting permissions

18:Microsoft AzureFEFHF T ( FEAPIFF Al )

[FEAEBR1E TEEMAzure 8 A L AR Cisco Secure Email; ]

MR

BREFEALZLRE — EmE
- BRETEHHALRSLRE — RARHA
- BREHLSEE — SREAFH
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