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AMRAWAEEDNEBHLZEEREBEESA) , AMEASREZEREAMP)ETERALEABEE
M EEERERARFEREDEREE,

T REA

EREEBEHRESALAVMPREBTME —E. BEREEBEERBIBESAKRHESERERNIEM

, W HEEFAMPERENBEHRMERETEBHE. RIBFELER  ESAEEEWIUBEHELE
EERYEAEEEERNER,. BERXREBERKFTETAMazon Web Services(AWS) L, E&
HARXEPHRN EREZHITONSEHE , BEFZE ".amazonaws.coms E5lIH,

ESAEME—BAMPRERSH. ANEREENAR,
EREEBRENSSLBAHRMEAEI2137, ERERKE , BI43TERERAE. 7 Eﬂ AfE

AEM EECRBBRNERS N, — SRR SEE N, ESA%%‘%%%IEa‘J Eﬁ*&%ﬁ
A IPHELE, IPHLE AR IBEA(32137E88443) 4R , AR BREETES.,

>

FRAMERICAS ( i ) /5% = {7l Bk 28 M (cloud-sa.amp.sourcefire.com)
EESALFFH. MANEE "BREE. &, ARBEATEANGEZARSFHERTE

- M ( B# ) (cloud-sa.amp.sourcefire.com)


/content/en/us/support/security/email-security-appliance/products-user-guide-list.html
/content/en/us/support/security/email-security-appliance/products-user-guide-list.html

FH#AE "cloud-sa.amp.sourcefire.com. EDNSH £ % HBiL#%(CNAME). CNAMEZDNSH ) —&
BRCH%E  ANEEZE RS —EE (B "HRE, 5 ) WEIR., HEIECNAMERIEAY bR EEEEE
M & AT BE L

- ec2-107-22-180-78.compute-1.amazonaws.com(107.22.180.78)
- €c2-54-225-142-100.compute-1.amazonaws.com(54.225.142.100)
- €c2-23-21-208-4.compute-1.amazonaws.com(23.21.208.4)
- ec2-54-83-195-228.compute-1.amazonaws.com(54.83.195.228)
ALLEE S AW EREREERRITEE :

. &M (cloud-sa.amp.cisco.com)
- UM (cloud-sa.eu.amp.cisco.com)

AN THEEREE MRS B (cisco.com)s D HNE T EME @RS

B 181E 1Tl digZinslookupZE I |, & A LABE BE £ 42 10 48 3% B 5B EEAMERICAS cloud-sa-
amp.sourcefire.com CNAME BB B Y 4 -

$ di g cl oud-sa. anp. sourcefire.com +short

cl oud- sa- 589592150. us- east - 1. el b. anazonaws. com
107. 22.180.78

54, 225. 208. 214

23.21.208.4

54, 83. 195. 228

$ nsl ookup cl oud-sa. anp. sourcefire.com
Server: 208.67.222.222
Address: 208.67.222. 222#53

Non- aut horitative answer:

cl oud- sa. anp. sourcefire.com canoni cal name = cl oud-sa-589592150. us- east-1. el b. amazonaws. com
Nane: cl oud-sa-589592150. us-east-1. el b. amazonaws. com

Addr ess: 54.225.208. 214

Nane: cl oud-sa-589592150. us-east-1. el b. amazonaws. com

Addr ess: 54.83.195. 228

Nane: cl oud-sa-589592150. us-east-1. el b. amazonaws. com

Address: 107.22.180.78

Nane: cl oud-sa-589592150. us-east-1. el b. amazonaws. com

Address: 23.21.208.4

MEE  ELTHARBREN , BEBRTERESANMHEEREERFETELEIMR L, EHFERT
ERAFTE , EACTHIMERETY  BRBTELD,

B BBt E =1 T ERFIPHIEME

- http://geoiplookup.net/ip/107.22.180.78
. http://geoiplookup.net/ip/54.225.208.214
- http://geoiplookup.net/ip/23.21.208.4

- http://geoiplookup.net/ip/54.83.195.228

BN RE WA IRE] XM (.cisco.com)

20165 | BERIFABAAMPHEREBRGIEHEERN .cisco.com) WEMKE, AT HEAEST
FHEAEEE%E’J*’““ FHEZ N IPHbL



http://geoiplookup.net/ip/107.22.180.78
http://geoiplookup.net/ip/54.225.208.214
http://geoiplookup.net/ip/23.21.208.4
http://geoiplookup.net/ip/54.83.195.228

. cloud-sa.amp.cisco.com ( dt3& — XE )
. cloud-sa.eu.amp.cisco.com ( BUN — EEBEELMNE )
. cloud-sa.apjc.amp.cisco.com ( ZERK — A7)
ST LABR T8 2R B MR 1) =M A B AV 1P 3k | 6B 1TdigEinslookup £ :

=M (EH ) -

$ dig cl oud-sa. anp. ci sco. com +short
52.21.117.50

BUM ( EEBAME ) -

$ nsl ookup cl oud- sa. eu. anp. ci sco. com
Server: 208.67.222.222
Address: 208.67.222. 222#53

Non- aut horitative answer:
Name: cl oud-sa. eu. anp. ci sco. com
Address: 52.30.124. 82

DAME(AX) :

$ dig cl oud-sa. apjc. anp. ci sco. com +short
52. 69. 39. 127

BRLVEBLE =0 TERFIPHIEMNE

. http://geoiplookup.net/ip/52.21.117.50

. http://geoiplookup.net/ip/52.30.124.82

- http://geoiplookup.net/ip/52.69.39.127
BAl, WARFTEEM M.sourcefire.coms T#E,

Alternative EUROPE {5 3 2 {rl Bl 8% 1 (cloud-sa.eu.amp.sourcefire.com)

HRFEQEERBENARFNERNPLEIEERENERBRBEVNEF , EEEALE
ESAREAENBEFEIHRBRBEEERARE

. cloud-sa-eu.amp.cisco.com
- cloud-sa.eu.amp.sourcefire.com
ERTEER F A "cloud-sa.amp.sourcefire.com ¥l , =#F "cloud-sa.eu.amp.sourcefire.com

R CNAME, EZICNAMERSB#RYM A Ay BB E M= T se MR -

. €c2-54-217-245-97 .eu-west-1.compute.amazonaws.com(54.217.245.97)
- €c2-54-247-186-153.eu-west-1.compute.amazonaws.com(54.247.186.153)
- ec2-176-34-122-245.eu-west-1.compute.amazonaws.com(176.34.122.245)

A AR I HB B8 R B 3% BEEEUROPEAN cloud-sa.eu.amp.sourcefire.com CNAMERBE Y 4 | 30&E
17dig=inslookup £ : :

$ dig cl oud-sa. eu. anp. sourcefire.com +short

cl oud- sa- 162723281. eu-west - 1. el b. anazonaws. com
54, 217. 245. 97

54, 247. 186. 153


http://geoiplookup.net/ip/52.21.117.50
http://geoiplookup.net/ip/52.30.124.82
http://geoiplookup.net/ip/52.69.39.127

176. 34. 122. 245

$ nsl ookup cl oud- sa. eu. anp. sourcefire.com
Server: 208.67.222.222
Address: 208. 67.222. 222#53

Non-aut horitative answer:

cl oud- sa. eu. anp. sourcefire.com canoni cal name = cl oud-sa-162723281. eu-west-1. el b. amazonaws. com
Nane: cl oud-sa-162723281. eu-west-1. el b. amazonaws. com

Addr ess: 54.247.182. 97

Nane: cl oud-sa-162723281. eu-west-1. el b. amazonaws. com

Address: 176.34.122. 245

Nane: cl oud-sa-162723281. eu-west-1. el b. amazonaws. com

Addr ess: 54.247.186. 153

BEE : ELEIHIRFEN  ESTEEENELIMRIRHFESAEREERE. EHRERT
RREAMAE , RAMTFHNERBEREFTSR , BFBTEA.

B BB E=F TERFIPHIENE

. http://geoiplookup.net/ip/176.34.122.245
. http://geociplookup.net/ip/54.247.186.153
- http://geociplookup.net/ip/54.217.245.97

HESALEBRBECERGEIMNBRAEREESMAM

A LUBIBESA EMGUIZCLIEERERER. A XEFIEHNEESRIGERCLIEE, B2 , AT
BBGUIERERNSERMER( "L2R# . (Security Services)> MEREFEEM oM. (File
Reputation and Analysis)> #RIEB£IH#4EE......  (Edit Global Settings...)> "EREERERRE.
(Advanced Settings for File Reputation)),

AsyncOS 10.xRE B R4

AsyncOS 10.xKIFSIEERFFRESARBRAEAMEEEE (ALEREEMRS ) RERNENER
MRS, BBLENR , AMVPEEFTHIERNER "TWAGBRERARSL. SRAATHE, B8
AEREREMERGFEARFREALTEEELRURTHBNLE,

HR10.0xRESHRA , BRERAAMPEEMRRE , EERR ARXEHE BB LR,

FRIBEAMPS & @ AR 25 £ AR 268

----- BEG N PUBLI C KEY-----

MFkWEWYHKo0ZI zj 0CAQYI KoZl zj 0DAQc DQAEchI ap1VgPuG bMen3wj f hqQzZdzC9
W 1Z7QZ2Q7VesLe+A53Tx Yuj eo7f CDKIEQKr Pj U6kl 36PSZusChr 9Cur / g==
----- END PUBLI C KEY-----

It R 58 B BY 18 45 i F A8 R 5 8 R IR 83 8% &€ A cloud-sa.eu.amp.sourcefirce.com:

nyllesa.l ocal > ampconfig

NOTI CE: This configuration conmand has not yet been configured for the current cluster node
(Machi ne 122.1ocal).

What woul d you like to do?


http://geoiplookup.net/ip/176.34.122.245
http://geoiplookup.net/ip/54.247.186.153
http://geoiplookup.net/ip/54.217.245.97
/content/dam/en/us/td/docs/security/esa/esa10-0/ESA_10-0_Release_Notes.pdf

1. Switch nodes to edit at node "Cluster Test_cluster”.

2. Start a new, enpty configuration at the current node (Machine 122.1ocal).

3. Copy settings fromanother cluster nbde to the current node (Machine 122.1ocal).
[1]>

File Reputation: Enabl ed

Fil e Anal ysis: Enabl ed

File types selected for File Analysis:

Adobe Portabl e Docunent Format (PDF)

M crosoft O fice 2007+ (Open XM.)

M crosoft OFfice 97-2004 (OLE)

M crosoft Wndows / DOS Executabl e

O her potentially malicious file types

Appliance Group | D) Nane: Not part of any group yet

Choose the operation you want to perform

- SETUP - Configure Advanced- Mal ware protection service.

- ADVANCED - Set val ues for AMP paraneters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CLEARCACHE - Clears the local File Reputation cache.

- CLUSTERSET - Set how advanced malware protection is configured in a cluster.

- CLUSTERSHOW - Di splay how advanced mal ware protection is configured in a cluster.

[]> advanced

Enter cloud query tinmeout?
[15] >

Choose a file reputation server:

1. AMERI CAS (cl oud-sa. anp. sourcefire.con
2. Private reputation cloud

[2]>

Enter AWVP reputation server hostname or |P address?
[1> cloud-sa.eu.amp.sourcefire.com

Do you want to input new public key? [N >y

Paste the public key followed by a . on a new line
MFKkwEwYHKOZIZzj0CAQYIKoZIZzj0DAQcDQgAEchIaplVqPuGibM2n3wjfhqQzdzC9
WI1Zz7QZ2Q7VesLe+A53TxYujeo7 £CDKIJEQKrPjU6kI36PSZusObr9Cur/g==
Enter cloud donain?

[a.inmmunet.com >

Do you want use the recommended reputation threshold fromcloud service? [Y]>

Enter heartbeat interval ?
[15] >

Do you want to enable SSL communication (port 443) for file reputation? [Y]>

Pl ease nake sure you have added the Anp onpremreputation server CA certificate in certconfig-
>CERTAUTHOROTI ES- >CUSTOM

Proxy server detail:

Server

Por t

User

Do you want to change proxy detail [N >



Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com
2. Private anal ysis cloud

[1] >

RXBEEER.
AsyncOS 9.7 x & E{K R

LB RE AR B4 L £ /IAsyncOS 9.7.2-0658 R Fli#% B Bh I8 & 18 15 B Z A AR 25 't A #& 2l cloud-

sa.eu.amp.sourcefirce.com:

ny97esa. | ocal > ampconfig

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

Adobe Portabl e Docunent Fornmat (PDF)

M crosoft O fice 2007+ (Open XM.)

M crosoft Ofice 97-2004 (CLE)

M crosoft Wndows / DOS Executabl e

O her potentially malicious file types

Appliance Group | D) Nane: Not part of any group yet

Choose the operation you want to perform

- SETUP - Configure Advanced- Mal ware protection service.

- ADVANCED - Set values for AMP paraneters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CLEARCACHE - Cears the local File Reputation cache.

[]> advanced

Enter cloud query tinmeout?
[15]>

Enter cl oud domai n?
[a.inmmunet. con >

Enter reputation cloud server pool?
[ cl oud- sa. anp. sourcefire.com > cloud-sa.eu.amp.sourcefire.com

Do you want use the recomrended reputation threshold fromcloud service? [VY]>

Choose a file anal ysis server:

1. AMERI CAS (https://panacea.threatgrid.com
2. Private doud

[1]>

Enter heartbeat interval ?
[ 15] >

Do you want to enable SSL communication (port 443) for file reputation? [VY]>

Proxy server detail:
Server

Por t

User

Do you want to change proxy detail [N >

RXAAREEN,



A HEERERAMEE (FreAMPREE )

A EREEBRKES (BB AFiIreAMPRAEE ) WERAKRARBHZ£HAsyncOS 10.xBI%E,

MREEMIEPEEF T Cisco A MPERMBERE , ARELETUEHBHFHENEREE K ME
BHTHEAIALERE, SEEERBEAGAALEEERARE  #20 (ESAEATM)
S ER T TEREEBRMER T, —F.

R

ERAHRE , BENENERRE EEERF.

EFERAEEICHEENFBEIHRIACEEZMARPUNEREERE K BEAEENBERIE®R
ESAHIITER THE , LUIHEIE32137HE44IFRE,

EARHIF | 6 cloud-sa.eu.amp.sourcefire.comZE {al B 85 5th M SSLIE A i F #8443...

FEAMP B &8 L Fe R BIESA:

Sun Mar 26 21:17:45 2017 Info: File reputation query initiating. File Name =

‘contract _604418.doc', MD = 463, File Size = 139816 bytes, File Type = application/ nsword

Sun Mar 26 21:17:46 2017 Info: Response received for file reputation query fromd oud. File Name
= 'contract_604418.doc', M D = 463, D sposition = MALICI QUS, Malware = WB2. 8A78D308C9- 95. SBX. TG
Reput ati on Score = 99, sha256 =

8a78d308c96f f 5c7158eald6ca25f 3546f ae8515d305cd699eab2d2ef 3c08745, upl oad_action = 2

TESABRI S RHHBE T L &5

1060 28.504624 nyllesa.local -> ec2-176-34-122-245. eu-west-1. conput e. amazonaws. com TCP 74 51391
443 [SYN] Seq=0 W n=16384 Len=0 MSS=1460 WB=64 SACK PERM=1l TSval =198653388 TSecr =0

1072 28.594265 ec2-176-34-122-245. eu-west - 1. conput e. anazonaws. com -> nyllesa.l ocal TCP 74 443
51391 [SYN, ACK] Seq=0 Ack=1 W n=28960 Len=0 MSS=1380 SACK PERM=1 TSval =142397924

TSecr =198653388 W5=256

1073 28.594289 nyllesa.local -> ec2-176-34-122-245. eu-west-1. conput e. amazonaws. com TCP 66 51391
443 [ ACK] Seq=1 Ack=1 Wn=16384 Len=0 TSval =198653478 TSecr=142397924

1074 28.595264 nyllesa.local -> ec2-176-34-122-245. eu-west- 1. conpute. amazonaws. com SSL 502
Cient Hello

1085 28. 685554 ec2-176-34-122-245. eu-west - 1. conput e. anazonaws. com -> nyllesa.l ocal TCP 66 443
51391 [ACK] Seq=1 Ack=437 W n=30208 Len=0 TSval =142397947 TSecr=198653478

1086 28.687344 ec2-176-34-122-245. eu-west - 1. conput e. anmazonaws. com -> nyllesa.l ocal TLSvl 1434
Server Hello

1087 28.687378 nyllesa.local -> ec2-176-34-122-245. eu-west-1. conput e. amazonaws. com TCP 66 51391
443 [ ACK] Seq=437 Ack=1369 W n=15040 Len=0 TSval =198653568 TSecr =142397947

1088 28.687381 ec2-176-34-122-245. eu-west - 1. conput e. anazonaws. com -> nyllesa.l ocal TCP 146 [TCP
segnent of a reassenbl ed PDU]

1089 28.687400 nyllesa.local -> ec2-176-34-122-245. eu-west-1. conput e. amazonaws. com TCP 66 51391
443 [ ACK] Seq=437 Ack=1449 W n=14912 Len=0 TSval =198653568 TSecr =142397947

1090 28.687461 ec2-176-34-122-245. eu-west - 1. conput e. anazonaws. com -> nyllesa.l ocal TCP 1434 [TCP
segnent of a reassenbl ed PDU]

1091 28.687475 nyllesa.local -> ec2-176-34-122-245. eu-west-1. conput e. amazonaws. com TCP 66 51391
443 [ ACK] Seq=437 Ack=2817 W n=13568 Len=0 TSval =198653568 TSecr=142397947

1092 28.687479 ec2-176-34-122-245. eu-west - 1. conput e. anazonaws. com -> nyllesa.l ocal TCP 1346 [TCP
segnent of a reassenbl ed PDU]


/content/dam/en/us/td/docs/security/esa/esa10-0/ESA_10-0_Release_Notes.pdf
/content/en/us/support/security/email-security-appliance/products-user-guide-list.html
/content/en/us/support/security/email-security-appliance/products-user-guide-list.html

1093 28.687491 myllesa.l ocal -> ec2-176-34-122-245. eu-west-1. conput e. amazonaws. com TCP 66 51391
443 [ ACK] Seq=437 Ack=4097 W n=12288 Len=0 TSval =198653568 TSecr =142397947

1094 28.687614 myllesa.l ocal -> ec2-176-34-122-245. eu-west-1. conput e. amazonaws. com TCP 66 [ TCP
W ndow Update] 51391 443 [ACK] Seq=437 Ack=4097 W n=16384 Len=0 TSval =198653568 TSecr =142397947
1096 28.711945 ec2-176-34-122-245. eu-west - 1. conput e. anmazonaws. com -> myllesa.l ocal TLSvl 1120
Certificate

1097 28.711973 myllesa.l ocal -> ec2-176-34-122-245. eu-west-1. conput e. amazonaws. com TCP 66 51391
443 [ ACK] Seq=437 Ack=5151 W n=15360 Len=0 TSval =198653594 TSecr =142397953

1098 28. 753074 myllesa.l ocal -> ec2-176-34-122-245. eu-west-1. conput e. amazonaws. com TLSv1l 392
Client Key Exchange, Change Ci pher Spec, Encrypted Handshake Message

1099 28.855886 ec2-176-34-122-245. eu-west-1. conput e. anmazonaws. com -> myllesa.l ocal TLSvl 348 New
Session Ticket, Change Ci pher Spec, Encrypted Handshake Message

1100 28.855934 myllesa.l ocal -> ec2-176-34-122-245. eu-west-1. conput e. amazonaws. com TCP 66 51391
443 [ ACK] Seq=763 Ack=5433 W n=16128 Len=0 TSval =198653740 TSecr =142397989

1101 28.856555 myllesa.l ocal -> ec2-176-34-122-245. eu-west-1. conput e. amazonaws. com TLSv1l 252
Application Data, Application Data

1104 28.952344 ec2-176-34-122-245. eu-west - 1. conput e. anazonaws. com -> myllesa. |l ocal TLSvl 252
Application Data, Application Data

1105 28.952419 myllesa.l ocal -> ec2-176-34-122-245. eu-west - 1. conput e. amazonaws. com TCP 66 51391
443 [ ACK] Seq=949 Ack=5619 W n=16192 Len=0 TSval =198653837 TSecr =142398013

1106 28.958953 myllesa.l ocal -> ec2-176-34-122-245. eu-west-1. conput e. amazonaws. com TLSv1l 300
Application Data, Application Data

1107 29.070057 ec2-176-34-122-245. eu-west - 1. conput e. anazonaws. com -> myllesa.l ocal TLSvl 268
Application Data, Application Data

1108 29.070117 myllesa.l ocal -> ec2-176-34-122-245. eu-west-1. conput e. amazonaws. com TCP 66 51391
443 [ ACK] Seq=1183 Ack=5821 W n=16192 Len=0 TSval =198653951 TSecr =142398043

1279 59.971986 ec2-176-34-122-245. eu-west - 1. conput e. anazonaws. com -> myllesa.l ocal TLSvl 103
Encrypted Alert

1280 59.972030 myllesa.l ocal -> ec2-176-34-122-245. eu-west-1. conput e. amazonaws. com TCP 66 51391
443 [ ACK] Seq=1183 Ack=5858 W n=16320 Len=0 TSval =198684848 TSecr=142405768

1281 59. 972034 ec2-176-34-122-245. eu-west - 1. conput e. amazonaws. com -> myllesa.l ocal TCP 66 443
51391 [FIN, ACK] Seq=5858 Ack=1183 W n=33280 Len=0 TSval =142405768 TSecr=198653951

1282 59.972044 myllesa.l ocal -> ec2-176-34-122-245. eu-west-1. conput e. amazonaws. com TCP 66 51391
443 [ ACK] Seq=1183 Ack=5859 W n=16320 Len=0 TSval =198684848 TSecr =142405768

1283 59.972392 mnyllesa.l ocal -> ec2-176-34-122-245. eu-west-1. conput e. amazonaws. com TLSv1l 103
Encrypted Alert

1284 59.972528 myllesa.l ocal -> ec2-176-34-122-245. eu-west - 1. conput e. amazonaws. com TCP 66 51391
443 [FIN, ACK] Seq=1220 Ack=5859 W n=16384 Len=0 TSval =198684848 TSecr=142405768

1285 60. 062083 ec2-176-34-122-245. eu-west - 1. conput e. amazonaws. com - > myllesa.l ocal TCP 66 443
51391 [ ACK] Seq=5859 Ack=1221 W n=33280 Len=0 TSval =142405791 TSecr =198684848

BEIREBIBIEA4IETEN. HBEMHYESA(my11esa.local) , EEehostname ec2-176-34-122-
245.eu-west-1.compute.amazonaws.comi@&H. Lt EHRE ERIPHHE176.34.122.245F3 8k -

$ dig ec2-176-34-122-245. eu-west - 1. conput e. amazonaws. com +short
176. 34. 122. 245

IP# 11k 176.34.122.245 2 cloud-sa.eu.amp.sourcefire.comfI CNAMERY AL & -

$ dig cl oud-sa. eu. anp. sourcefire.com +short

cl oud- sa- 162723281. eu-west - 1. el b. anazonaws. com
54, 217. 245. 200

54, 247. 186. 153

176. 34. 122. 245

FEAFIF |, BEAHEE N EBERRESthcloud-sa.eu.amp.sourcefire.comiE [ M=,

RER AR

REFRHEFA TR R B AR E TSR,



fE A Telnet RIS EAR

EFERFIERCEENENRFER  BFEACRENEEERRSIENEKSE , AEFAtelnet’l
H1i2321375R12443 (MEEE ) .

ny97esa.l ocal > telnet cloud-sa.amp.sourcefire.com 443

Trying 23.21.208.4...

Connected to ec2-23-21-208-4. conput e- 1. amazonaws. com
Escape character is '""]'.

"]

tel net> quit

Connecti on cl osed.

BB T EER , BBER443EI

ny97esa. | ocal > telnet cloud-sa.eu.amp.sourcefire.com 443

Trying 176.34.113.72. ..

Connected to ec2-176-34-113-72. eu-west - 1. conput e. amazonaws. com
Escape character is '""]'.

"

tel net> quit

Connecti on cl osed.

BEEUN T2 ER |, BEEIBIE32137:

my97esa. | ocal > telnet cloud-sa.eu.amp.sourcefire.com 32137

Trying 176.34.113.72..
tel net: connect to address 176.34.113.72: Operation tinmed out
telnet: Unable to connect to renpte host

& W] LAE R 4 B AV telnetiRI G 75 A E 483213758443 , HE B ERRI[ELAICNAMER HR E#
PR EHE E1Ttelnet . MREBEZERDteinetZTWERIE | AITJEFEEREESAINEBRY R E
RRANBH KRR TE

BRI EREEARBEN enet IS BBM T AR HERBRTER.
N [] DN

EREIETAsyncOS 10 xR ESRAWESALI A LNBE , FREACHRIB LEIBA LG, L&D
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Do you want to input new public key? [N>y

Paste the public key followed by a . on a new line

----- BEG N PUBLI C KEY-----

VEAWEAYHK0ZI zj 0CAQYFK4EEAAEDLAAEAI HPMkqCHO57 gx e QK6aUKgnpgk+1AVWDU
vxCkpul +gt f LI CRi j Tx3Vh45

Fail ed to save public key
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Sun Mar 26 11:28:13 2017 Info: File reputation query initiating. File Name
"billing_fax_271934.doc', MD = 458, File Size = 143872 bytes, File Type = application/ msword
Sun Mar 26 11:28:14 2017 Info: Response received for file reputation query fromdoud. File Nane
= 'billing_fax_271934.doc', M D = 458, Disposition = MALICI OQUS, Ml ware = WB2.50944E2888-

100. SBX. TG Reputation Score = 0, sha256 =

50944e2888h551f 41f 3de2f c76b4bh57ch3cd28e718c9265¢43128568916f e70f, upl oad_action = 2

MREBIERRFBN  ERSREABESARIENER L MARREENFEERARFLRIEE:

Sun Mar 26 11:30:18 2017 Info: File reputation query initiating. File Nane =
"billing_fax_271934.doc', MD = 459, File Size = 143872 bytes, File Type = application/ msword
Sun Mar 26 11:30:18 2017 Info: Response received for file reputation query from Cache. File Name
= 'billing_fax_271934.doc', M D = 459, Disposition = MALICI OQUS, Ml ware = WB2. 50944E2888-

100. SBX. TG Reputation Score = 0, sha256 =

50944e2888h551f 41f 3de2f c76b4b57ch3cd28e718c9265¢43128568916f e70f, upl oad_action = 2

LAt 5 BRI 0 4

ESAEES ARSI ERN, MRKIWEF A FEFATEENBRZBE,

The Warni ng nessage is:

amp The previously sel ected regional server cloud-sa.eu.anp.sourcefire.comis unavail able.
Server cloud-sa. anp. sourcefire.com has been sel ected as default.

Version: 11.0.0-028
Serial Nunmber: 1111CEE15FF3A9F9A1111- 1AAA2CF4A1AL
Ti mestanp: 26 Mar 2017 11:09:29 -0400
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/content/en/us/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html#anc8
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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