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1. EGUIH | EfinE|Network > Listeners.

2. —THMEREER......

B EETCPES LETH AREERER,

BE-TERXUBESARER A HEEER.

. EEMHRNS R , REMEE _EEER,

I RWEREETCPE26 LIETHERAEERERN, (HWEEEXAR L4, ) mMREEN
WA EAAYAEHNIREERSE , BIFAFRE25, CES Hosted BetalRiE A H LR 587,

7. BRUKENRFREERERN,

8. BXAFHIEMMMMFTEE L,
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1. FEGUIF , EfiiZIMail Policies > HAT Overview,

2. EEMEEBNPERHAR. (BEBARELAYHRELAYLIST, )
3. ##—TAdd Sender... ( F#EBHA ...... )

4. BRBEH A , ERAEEESARIPHLE,

5. RBREEWM AT MEEIE,

6. BRURBEHPERM4GAENER,

7. BB EYHEEFMMAN T EE R,

il F A Beta ESAH ] 2 B3¢+ S 88 & A 15 B (SMTP) & B
EB1E A HARESA LR THSMTPISHERMT ;

1. EGUIF , EfinZINetwork > SMTP Routes.
2. MREFAESMTPIEH , RITRESELZRESLEAIMER , RAERBEMR, (ERREBetaE
BEFREREM. )
3. %—T THMiEMA...o
4. #E WIS ER IE Acisco.com , #% B ZEiRE AUSEDNS.,
5.#%—T "Submit, .
6. EEMEREZER , MHIEE _ESMTPEEH.
7. #&ironport.comfyReceiving Domain¥1Destinationz% & A&USEDNS.
8. #&—T "Submit, -
9. &% , #Receiving Domain®&#ZAll Other Domains.
10. #%Destinationz%E A/dev/null, (ERT AR IEREAMREE A KREENTMAEREBEBY, )
11. #&—"F "Submit, -
12. BRREEFHEEFTMHNMEE XK,
ItBF | Beta2B EWSMTPE AN TEF R



Add Route... ST | import Routes... |
All
Receiving Damain Destination Hosts Delete
.Jronport.com usedns
cisco.oom usedns
All Other Domains fdev/null
Export Routes... I

BiRE : FEEENRSH , ARBEFSEEEEFHHURNERRERES,

Beta ESASA F i

BB E 5 betai® RSBRSEB 7 BIBEEESAN 7 #,
REBEEE AT LAER —EEE.

1. GUI , Effit ENetwork Incoming Relay,

2.%—T "RHA.L , SHEERHE,

3. Bhi#Add Relay,

4. TEH, BE—EER.

5. X{t#aBeta ESARAEESARY "IPibit B, WREENRSEEH , AN THEI WE
2o

6. "Hop:" 1

7 BRAEREYR

You do not need this feature unless you have local MX or MTA relaying mall to your IronPort appliance.

Status: D.sanlm‘ Enahle '

Add Relay... |

BARE  ZRAMRE,

Status: | Enabled [E1elo)
BARE  ERAME  EAET.

Add Relay

[Your_Production

I..n-.. L.

pecly & Cusiom Meader

D | Parse the "Received” header

.. VIR Prodouction ESA TP
ADDRESS

Begin parsing afier: (] m

This will retrieve the shrs score, one HOP bevond the connecting ip address
BEARE : REIER




You do not need this feature unless you have local MX g ing mail ta your IronPort appliance
=

final preview

Add Relay...
MName IP Address Header Parse After Hops Delete
Your_Production replace with vou prod ip 192.1.1.1 Received from 1 =1
BAPHE  BRXEBNHERR.
B4 BRERE RO

201954 A8 HiIA—12:48:28 &5 : MID 2422822 IncomingRelay(PROD_hc2881-52): E Yt El| £ 58

, IETE{EAIP 54.240.35.22,SBRS 3.5B R /1h [& X E]
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- Webui >>>>> X-lIronPort-Anti-Spam-Result
Log Subscriptions Global Settings

Edit Global Settings
System metrics frequency: | [a0 secnnds
Logging Optans: | B Message-ID headers in Mall Logs
ﬂ Original subject hodder of each mMeéssage
B Remote respanse text n Mall Logs
Headers [Optiond [L st any headers you want o ﬂoj the log fles:

X-lrenPori-Anti-Spam-Resy
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1. EGUIF | BB RKEE-RNEEE.
2.7 TERERE,) Hod  BE—EZEELUEENEEHENAEER . BERTRIIARHESHEI

BESRET. BBEFBHSEREEE
3. E_—F rSmeitJ o

4 EESARISMTPEEH

: <your_email_address@domain.com>

HAFESMTPERH |, T BERFFIEE EESATIRIFERESARIFI B AWM H A E FEHF1TBCC, #

ApHld | £ Hinbound.beta.comFloutbound.beta.com.

1. FEGUIA |, Efii FNetwork > SMTP Routes.

2. %&—T THIEEA...

3.4 T#EWIE ., & XE Ainbound.beta.com ,
AP | AR ERE B 25,

=N
ax &

i TEE,

ERZETEN Betakk ENHERRER



4. 32— T Submit A 77 ¥ Lt T SMTP 2K H P i Y B8 &
5. ERMRESER , FimiEH......
6. A5 #EWIEE% E Aoutbound.beta.com , A B B XM E A ZBIE N HBetaR EEAEEERMN
Pt | AR ERTE 526,
7. B EHE L HSMTPR I E X,
8. BRXREEHIEPT MM ATEEXR,
IEF | £EESALWSMTPH AN TEM R :

Add Route... Import Routes...
All
Receiving Domain Destination Hosts Delete
Cisco.com
esatest.onmicrosoft.com smip.office3&85.com: 587
inbound.beta.com 172.18.250.222

ironport.com

outbound.beta.com 172.18.250.222: 26
All Cther Domains Sdevinull
Export Routes... Delete
BEREERRRY

REEEERNEREFIREERESRFREFEERMER | B RIEEESRAES B4 EILEBetaE
WSRO R, WEESEERRbetall S o

1. EGUIF , EfnZINetwork > Bounce Profiles > Add Bounce Profile.
2. R REHNRE : 15

3. BkIIHP A R AEFE : 130

4. BEHBHEFNKRER : 60

5. B HHZEFNRREER : 60

6. BXFEREMY : &

7. BREERELSES B

8. ¥IREFMEEHHFEHEESRES . &

0. BRUMEFHIFEEREERRNEN,

10. AR EHEEF OB E R,



Profile Nare:  Hlnera BOUNCE

Wamimam Mumbar of Retries: (15

HMacrrun Time in Quese: |y g

[agial Tirme to Wak per Message:

Mamimien Time to Wak per Message

Hard Bounce and Delay Waming Messages: Send Hard Bounce Messages:

s Do o (3 u.\:
Use DN format for Dounce messagas
Use Defauk (Yes ¥ L=
Mesaage Compositon
samge Subies
= = [t P
s,
L errpl o " LrOes
L e 000 Template ]
s @
Sond Dolay Waming Mostapac:
U Dafawsit {Ma) Wes u'\.': *
Mgssage Compostion
Marnagn Sabijeit I
Notfeatian Termplats:  Bounes Netficabion Templite cas be defined ot Mal Pelices » Text Rescurces
MESEB0R LARGUJE Tereae Freview Delete
I |

Eeopiert for Bounoe and 'Warming Messaget
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1. FEGUIH | EfiinFIMail Policies > Destination Controls > Add Destination.
2. B£& : inbound.beta.com

3. IBEERE : > BfTHb MM : B>HFEHR (F)

4. EE&EME : BETA_BOUNCE

5. HtE RIBEEEENRIFETEE,

6. BXUMEHILHEERFREERNER,

7. f F Destination:outbound.beta.com

8. BRLUBEFHLFEELEFHREEERNENR,

9. BRRATFHIBMMBINFIEE L,



Desninaton: nbound. bats, com

I® Address Preference: Defauit [IPv6 Preferred) E
=== Cencurrers Comnections: Use Default (500
ﬂ Maogirmym of | 500 (between 1 and 1,000)
Maxrruim Meiagas Par Use Defeult (50)

Connaction: .n Mawrriym of [50 (between I and 1,000)

Recphents: 'n Use Default (No Limit)

Mancirmum n.-fl [
Swmiber of recipéents between 0 and 1,000, 000,000
per number of minutes bedween ! and &0

Apply limits Per ESA hostname
System Wide
Each Wirtual Gatewsy

recommended i Virtual Gateways are ia e
TLS Support: Defau (Preferred E
A security certificateskey has not yet been :o'. puned. Enabling TLS will automadically enable the "Cisco ESA Certificate”
tificate key. (To Wgure & Oiffers : e e ey, SEAT the CLI and wse the cartconf g command. )

DANE Suppert: () | Default (hone) |

Bauncs Verifiestion: Perform addrets tagging Default (o)
O ne
Yes

Appies andy i bour is in wse, See Mall Polcwes > Bounce Veriication

Bounce Profile: | | BETA BOUNCE B .
Bounce Prafile can

= =
g B ERFIREESR,

Acd Destination,.. | Impart Table ]

L

Darmain A [P Addreis Preferpnce Destiranon Limits TLS Supporn DANE Suppart Bounoe Verification ® Bowrice Profike Dl

5040 concurrent connedions,
nboUNG . Bats . com Dhef il 50 MESSaQES pEr ooOnnBCTon Daetaue Default ) BETA_BDUNCE
Delaut recipent imit

500 concurrent connecions,
outbound. beta. com Defauk 50 messages per connection, Defaut Default oY BETA_BOUNCE
Delauit recipeent brmit

MERRTREERNVEERE,

H [ £ EESARH R B BRIRE

REEEESALWCLIBR —EEFIBIRRR , BRI EBH4Z4HEERRIFERESA LW HRETR
E,

BESEHREETE,
2. EEWBE F BB RO, WRIRFEETENX

bcc-EFT: if sendergroup == "RELAY" {

bcc ("$envel opereci pi ents”, "$Subject”, "$Envel opeFront, "outbound. beta.cont);
| og-ent ry("<=====BCC COPY TO BETA ESA:::::> )

} else {

bcc ("$envel opereci pi ents”, "$Subject”, "$Envel opeFront, "inbound.beta.conl');
| og-ent ry("<=====BCC COPY TO BETA ESA:::::> )

}

. JEIE] I—EUIU\LEIUCLIIE/%O
4. BRFRFHEEFTMAIFIEER.

BHEE : 4RiEsendergroup. recv-listener, mail-froms} A a] YR BIMEE L |, IREIEEHIB
WETERG TR, HSH (ESAEETM) MBREELELBRERINBRESRAEE
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B R R T
B

ERAXEAR , BREENEERBEEEE.
Bal , AIAKRERIRALEERENEFEMHRE, B EXBetakE LAVCLIETRRE , FiE Ttail

mail_logs:

Wed Mar 23 17:28:43 2016 Info: New SMIP ICID 2 interface Managenent (172.18.250.222) address
172.18. 250. 224 reverse dns host dhcp-172-18-250-224.cisco.comverified yes

Wed Mar 23 17:28:43 2016 Info: 1CID 2 RELAY SG RELAY nmatch 172.18.250. 1/ 24 SBRS not enabl ed
Wed Mar 23 17:28:43 2016 Info: Start MD 2 ICID 2

Wed Mar 23 17:28:43 2016 Info: MD 2 ICID 2 From <test@est.conp

Wed Mar 23 17:28:43 2016 Info: MD 2 ICID 2 RID 0O To: <robsherw@ronport.conp

Wed Mar 23 17:28:43 2016 Info: MD 2 Message-ID ' <a033ed$2@. 9. 5- 038. | ocal >'

Wed Mar 23 17:28:43 2016 Info: MD 2 Subject 'TEST 2

Wed Mar 23 17:28:43 2016 Info: MD 2 ready 320 bytes from <test @est.conp

Wed Mar 23 17:28:43 2016 Info: MD 2 nmatched all recipients for per-recipient policy DEFAULT in
the outbound table

Wed Mar 23 17:28:43 2016 Info: MD 2 queued for delivery

Wed Mar 23 17:28:43 2016 Info: New SMIP DCID 3 interface 172.18.250.222 address 173. 37.93. 161
port 25

Wed Mar 23 17:28:43 2016 Info: Delivery start DCID 3 MD 2 to RID [0]

Wed Mar 23 17:28:44 2016 Info: Message done DCID 3 MD 2 to RID [0]

Wed Mar 23 17:28:44 2016 Info: MD 2 RID [0] Response '2.0.0 u2NHSi pG018673 Message accepted for
delivery'

Wed Mar 23 17:28:44 2016 Info: Message finished MD 2 done

Wed Mar 23 17:28:48 2016 Info: 1CID 2 close

Wed Mar 23 17:28:49 2016 Info: DCID 3 close

SMTPEBFAZEII7E£172.18.250.222 ( Betat & ) £, FEREMNRibUERE172.18.250.224 ( £ESE
E)o

BEUWBANEIEFHRRELAY , ©HERE172.18.250.1/24 8B R E
HEH 9 RTEST 2HEWEH.
EEERE L |, BFHWIESTtail mail_logs, HLEELEREHMIDEET :

Wed Mar 23 14:50:10 2016 Info: MD 242 was generated based on M D 241 by bcc filter 'bcc-EFT

ERBEWETBHRETEMNT , AHEHHIATBetak EWRIFEW B WAEKRERE,

SRR O

B B i S E A R AR RE R B RS SR SR E AL

Htn&M

AUERBERARATBIRERS , LEBES AERREAENEEREAEREFBHRE.
1. #tBeta ESA LM GUIE i = Bb 4 SR RG> A A 2R 8 25 = B4 SR > L A A 8 2%



2. BEEXR AR BIEEE U #ITAJJ/Edit Headeri® 1.
3. #%—T "Submity ARBEFHEEENARBESFTBNESE,
4. Mail Policies > Incoming Mail Policies=Mail Policies > Outgoing Mail Policies , Bt A FT A& IB
IR A H AT IE BRI BT,
5. #&— T Submit A #§ A BB R 2R A F 2 KB
6. H—T "Commit, SAREFHERMENFIEEE,
LtEF , Beta ESALHYARBRES UM TEFT :

Content Filter Settings

Name: IB&IIagio_Suhject_Tagging

Currently Used by Policies: | Default Policy

Description: | | prepend BETA PROCESSED tag to subject line for all emails processed through this ESA

Conditions

Add Condition...

There are no conditions, so actions will always apply.

Add Action...
Order Action Rule Delete
1 Add/Edit Header edit-header-text("Subject”, "(.=)", "[BETA PROCESSED]Y\1")} |
[ Submit

fiEqu #Beta ESALRFIEFEHHEER  LEEREXTREBAETETHFEILES , WTEAHR
Z

[BETA PROCESSEDI]TE

test@test.com < test.com>

Wednesday, March 23, 2016 at 3:01 PM
To:

hello

R

A B MESA/SMA
Hﬁﬁiﬁﬁ)‘(ﬁ: Cisco Systems



/content/en/us/support/docs/security/email-security-appliance/200393-How-to-configure-an-ESA-SMA-for-staging.html
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