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ny_esa. |l ocal > logconfig

Currently configured | ogs:

Log Nane Log Type Retrieval Interval

anp AWP Engi ne Logs Manual Downl oad None

anpar chi ve AVP Archive Manual Downl oad None

anti spam Anti - Spam Logs Manual Downl oad None

antivirus Anti-Virus Logs Manual Downl oad None

asarchive Anti-Spam Archive Manual Downl oad None

aut henti cation Authentication Logs Manual Downl oad None
avarchive Anti-Virus Archive Manual Downl oad None
bounces Bounce Logs Manual Downl oad None

cli_logs CLI Audit Logs Manual Downl oad None

encryption Encryption Logs Manual Downl oad None
error_logs IronPort Text Mail Logs Manual Downl oad None
euq_| ogs Spam Quarantine Logs Manual Downl oad None
euqgui _| ogs Spam Quarantine GJ Logs Manual Downl oad None
ftpd_l ogs FTP Server Logs Manual Downl oad None

gui _| ogs HTTP Logs Manual Downl oad None

mai | _l ogs IronPort Text Mail Logs Manual Downl oad None
mai | _| ogs_copy IronPort Text Mail Logs SCP Push - Host
192. 168. 0. 200: Port 22None

18. repeng Reputation Engi ne Logs Manual Downl oad None

19. reportd_|l ogs Reporting Logs Manual Downl oad None

20. reportqueryd_|l ogs Reporting Query Logs Manual Downl oad None
21. scanning Scanni ng Logs Manual Downl oad None
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22. slbld_logs Safe/Block Lists Logs Manual Downl oad None
23. snnp_l ogs SNWP Logs Manual Downl oad None

24. sntpd_l ogs NTP | ogs Manual Downl oad None

25. status Status Logs Manual Downl oad None

26. system.|ogs System Logs Manual Downl oad None

27. trackerd_l ogs Tracki ng Logs Manual Downl oad None

28. updater_l ogs Updater Logs Manual Downl oad None

29. upgrade_l ogs Upgrade Logs Manual Downl oad None

Choose the operation you want to perform
- NEW- Create a new | og.

- EDT - Mudify a |l og subscription.

- DELETE - Renove a | og subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to |og.

- HOSTKEYCONFI G - Configure SSH host keys.
[1> logheaders

Pl ease enter the list of headers you wish to record in the
log files.

Separate nultiple headers with commas.

[1> x-IPAS-Result, X-IronPort-AV

IREIECLIERR , iR Rany/allE R,

BEmail_logsk , EHEIRERBEERAI AFPHREENER

Thu Aug 14 08:40:18 2014 Info: New SMIP I CI D 10282 interface Managenent

(192.168.0.199) address 192.168.0.200 reverse dns host ns.donmain.comverified no

Thu Aug 14 08:40:18 2014 Info: 1CID 10282 RELAY SG RELAY_SG natch 192. 168. 0. 200

SBRS not enabl ed

Thu Aug 14 08:40:18 2014 Info: Start MD 1403 1CI D 10282

Thu Aug 14 08:40:18 2014 Info: MD 1403 ICID 10282 From <orig_user @omai n. conr

Thu Aug 14 08:40:18 2014 Info: MD 1403 ICID 10282 RID 0 To: <end_user @xanpl e. conr
Thu Aug 14 08:40:18 2014 Info: M D 1403 using engi ne: SPF Verdict Cache using

cached verdict

Thu Aug 14 08:40:18 2014 Info: SPF Verdict Cache cache status: hits = 7, msses = 12,
expires = 0, adds = 12, seconds saved = 0.06, total seconds = 0.56

Thu Aug 14 08:40:18 2014 Info: M D 1403 SPF: helo identity postnaster @omai n.com None
Thu Aug 14 08:40:18 2014 Info: M D 1403 using engi ne: SPF Verdict Cache using

cached verdict

Thu Aug 14 08:40:18 2014 Info: MD 1403 SPF. mailfromidentity orig_user @omai n.com
Pass (v=spfl)

Thu Aug 14 08:40:18 2014 Info: M D 1403 using engi ne: SPF Verdict Cache using

cached verdict

Thu Aug 14 08:40:18 2014 Info: M D 1403 SPF: pra identity orig_user @onai n.com None
headers from

Thu Aug 14 08:40:18 2014 Info: M D 1403 Message-1D '<20140814124103. GC6764@onai n. conp'
Thu Aug 14 08:40:18 2014 Info: M D 1403 Subject 'Hello - this is the norning report...'
Thu Aug 14 08:40:18 2014 Info: M D 1403 ready 611 bytes from <ori g_user @onmai n. con>
Thu Aug 14 08:40:18 2014 Info: M D 1403 matched all recipients for per-recipient policy
DEFAULT in the outbound table

Thu Aug 14 08:40:18 2014 Info: 1CID 10282 cl ose

Thu Aug 14 08:40:20 2014 Info: MD 1403 interi mverdict using engi ne: CASE spam negati ve

Thu Aug 14 08:40:20 2014 Info: M D 1403 using engi ne: CASE spam negative

Thu Aug 14 08:40:20 2014 Info: MD 1403 interimAV verdict using Sophos CLEAN
Thu Aug 14 08:40:20 2014 Info: M D 1403 antivirus negative

Thu Aug 14 08:40:20 2014 Info: MD 1403 Qutbreak Filters: verdict negative
Thu Aug 14 08:40:20 2014 Info: M D 1403 DLP no violation

Thu Aug 14 08:40:20 2014 Info: M D 1403 queued for delivery



Thu Aug 14 08:40:20 2014 Info: New SMIP DCI D 173 interface 192.168.0. 199 address
111.22.111.22 port 25

Thu Aug 14 08:40:20 2014 Info: DCID 173 STARTTLS command not supported

Thu Aug 14 08:40:20 2014 Info: Delivery start DCID 173 MD 1403 to RID [ O]
Thu Aug 14 08:40:20 2014 Info: Message done DCID 173 M D 1403 to RI D [0]
[("X-1PAS-Resul t', ' AnmYGAMSt 7FPAQADI / 2dsb2JhbABahBuNU6VQAZpbi Qv3hCvhYxgOBRi
JC8VUF4wKg1+DGYEdAQSPCoIWN i EBmMHaDHWEBAQ ), (' X-IronPort-AV , 'E=Sophos;i =
"5.01, 863, 1400040000"; \r\n d="scan\'208"; a="1403"")]

Thu Aug 14 08:40:20 2014 Info: MD 1403 RID [0] Response '2.0.0 K

F6/ FE- 18769- 93EACE35'

Thu Aug 14 08:40:20 2014 Info: Message finished M D 1403 done

Thu Aug 14 08:40:25 2014 Info: DCID 173 cl ose

RUWBWEFBEH  NMREEEEREXETEHHINERE  ZEEF—AKRIINERZIER
HBETE T E B3R HEE RAIX-IPAS-Resultfl X-IronPort-AViZEEE :

X-lronPort-Anti-SpamFiltered: true

X-1PAS- Resul t: AnYGAMSt 7FPAQADI / 2dsb2JhbABahBuNU6VQAZpbi Qv3hCvhYxgOBRi JC8VuF4wKgl+

DGYEdAQSPCoMWN i EBHa DHWEBAQ

X-1ronPort-AV: E=Sophos;i="5.01, 863, 1400040000";

d="scan' 208"; a="1403"

Recei ved: from ns. domain. com (HELO nai | . domai n. com) ([192.168.0.200]) by
nyesa_l ocal . domai n.comwi th ESMIP; 14 Aug 2014 08:40: 18 -0400

Recei ved: by mail.domain.com (Postfix, fromuserid 1000)id 29F4E8033E; Thu,
14 Aug 2014 08: 41:03 -0400 ( EDT)

Date: Thu, 14 Aug 2014 08:41:03 -0400

From robert <orig_user @onain.com con

To: <end_user @xanpl e. con>

Subject: Hello - this is the norning report...

Message- |1 D <20140814124103. GC6764@lonwi n. con®

M ME-Version: 1.0

User-Agent: Mutt/1.5.21 (2010-09-15)

X- RR- Connecting-1P: 111.22.111.222: 25

X- C oudmar k- Score: 0

Ret urn-Path: ori g_user @onai n. com com

X- M5- Exchange- Or gani zat i on- Aut hSour ce: xhc- al n-x10. exanpl e. com

X- MB- Exchange- Or gani zat i on- Aut hAs: | nt ernal

X- M5- Exchange- Or gani zat i on- Aut hMechani sm 10

Content -type: text/plain;

charset =" US- ASCl | "

Content -transfer-encodi ng: 7bit

No info this norning.

-Joe

5F: SMTP1#% E K RFCAZ P http://www.fags.org/rfcs/rfc2821.html , B EEAEH & EHNWHE,

MR

. Cisco Email Security Appliance — B#£{& F ¥
- BifiiZ BB # - Cisco Systems
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