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Central Hub

Tu0 - 10.0.0.1/24

Tu0 - 10.0.0.8/24
Tul-10.0.1.8/24
Eth0/0 - 172.17.0.1
L0100-172.18.0.1

Hub 1 Hub 2

TuC TuO

Eth0/0-172.17.0.9

Dynamic tunnel
Tu0-10.0.1.11/24
Eth0/0—-172.16.1.1

[ J | | | ] |

Spoke 1 Spoke 2

192.168.11.0/24 192.168.18.0/24

AR AROIPESEEENAEREED .

F REE#R 2R (HUbO)

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
1
hostname central_hub
1
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0

Tu0-10.0.0.16/24
Tu2-10.0.2.16/24
Eth0/0-172.17.0.5
Lo0-172,18.0.5

Tu0-10.0.2.18/24
Eth0/0-172.16.2.1



crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport

|
crypto ipsec profile profile-dmvpn

set transform-set transform-dmvpn

|
interface Loopbackl

ip address 192.168.1.1 255.255.255.0
|
interface TunnelO

bandwidth 1000

ip address 10.0.0.1 255.255.255.0

no ip redirects

ip mtu 1400

no ip split-horizon eigrp 1

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp shortcut

ip nhrp redirect

ip summary-address eigrp 1 192.168.0.0 255.255.192.0
ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn
|

interface Ethernet0/0

ip address 172.17.0.9 255.255.255.252
|

router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.1.0

|

ip route 0.0.0.0 0.0.0.0 172.17.0.10

|

end

B8 (F1E1)

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname hub_1
|
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0
|



crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport

|
crypto ipsec profile profile-dmvpn

set transform-set transform-dmvpn

|
crypto ipsec profile profile-dmvpn-1

set transform-set transform-dmvpn

|
interface Loopbackl

ip address 192.168.8.1 255.255.255.0

|
interface Loopbackl00

ip address 172.18.0.1 255.255.255.252

|

interface TunnelO

bandwidth 1000

ip address 10.0.0.8 255.255.255.0

no ip redirects

ip mtu 1400

no ip split-horizon eigrp 1

ip nhrp authentication test

ip nhrp network-id 100000

ip nhrp nhs 10.0.0.1 nbma 172.17.0.9 multicast

ip nhrp shortcut

ip nhrp redirect

ip summary-address eigrp 1 192.168.8.0 255.255.248.0
ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn

|

interface Tunnell

bandwidth 1000

ip address 10.0.1.8 255.255.255.0

no ip redirects

ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp redirect

ip summary-address eigrp 1 192.168.8.0 255.255.248.0
ip summary-address eigrp 1 192.168.100.0 255.255.252.0
ip tcp adjust-mss 1360

tunnel source Loopbackl00

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn-1

|

interface Ethernet0/0

ip address 172.17.0.1 255.255.255.252

|
router eigrp 1
network 10.0.0.
network 10.0.1.
network 192.168.8.0
|

ip route 0.0.0.0 0.0.0.0 172.17.0.2
!

0 0.0.0.255
0 0.0.0.255

end



B2 18 (2 )

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname hub_2
|
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0
|
crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport
|
crypto ipsec profile profile-dmvpn
set transform-set transform-dmvpn
|
crypto ipsec profile profile-dmvpn-1
set transform-set transform-dmvpn
|
interface LoopbackO
ip address 172.18.0.5 255.255.255.252
|
interface Loopbackl
ip address 192.168.16.1 255.255.255.0
|
interface TunnelO
bandwidth 1000
ip address 10.0.0.16 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp authentication test
ip nhrp network-id 100000
ip nhrp holdtime 360
ip nhrp nhs 10.0.0.1 nbma 172.17.0.9 multicast
ip nhrp shortcut
ip nhrp redirect
ip summary-address eigrp 1 192.168.16.0 255.255.248.0
tunnel source Ethernet0/0
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile profile-dmvpn
|
interface Tunnel2
bandwidth 1000
ip address 10.0.2.16 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 360
ip nhrp redirect



ip summary-address eigrp 1 192.168.16.0 255.255.248.0
ip summary-address eigrp 1 192.168.100.0 255.255.252.0
tunnel source Loopback0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn-1

1

interface Ethernet0/0

ip address 172.17.0.5 255.255.255.252

1

router eigrp 1
network 10.0.0
network 10.0.2
network 192.168.1

.0 0.0.0.255

.0 0.0.0.255

6.0

!

ip route 0.0.0.0 0.0.0.0 172.17.0.6
|

end

EBE12X% (2X%1)

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname spoke_1
|
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0
crypto isakmp keepalive 10
|
crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport
|
crypto ipsec profile profile-dmvpn
set transform-set transform-dmvpn
|
interface Loopbackl
ip address 192.168.11.1 255.255.255.0
|
interface TunnelO
bandwidth 1000
ip address 10.0.1.11 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp authentication test
ip nhrp network-id 100000
ip nhrp nhs 10.0.1.8 nbma 172.18.0.1 multicast
ip nhrp shortcut
ip tcp adjust-mss 1360
tunnel source Ethernet0/0



tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn
!

interface Ethernet0/0

ip address 172.16.1.1 255.255.255.252

!

router eigrp 1
network 10.0.0
network 10.0.1
network 192.168.1

.0 0.0.0.255

.0 0.0.0.255

1.0

!

ip route 0.0.0.0 0.0.0.0 172.16.1.2
!

end

EBE20 % (9%2)

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname spoke_2
|
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0
crypto isakmp keepalive 10
|
crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport
|
crypto ipsec profile profile-dmvpn
set transform-set transform-dmvpn
|
interface Loopbackl
ip address 192.168.18.1 255.255.255.0
|
interface TunnelO
bandwidth 1000
ip address 10.0.2.18 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp authentication test
ip nhrp network-id 100000
ip nhrp nhs 10.0.2.16 nbma 172.18.0.5 multicast
ip nhrp shortcut
ip tcp adjust-mss 1360
tunnel source Ethernet0/0
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile profile-dmvpn



interface Ethernet0/0

ip address 172.16.2.1 255.255.255.252
!

router eigrp 1

network 10.0.2.0 0.0.0.255

network 192.168.18.0

!

ip route 0.0.0.0 0.0.0.0 172.16.2.2

|

end

B R E R FINHRPE R a7k

TEERTHF—EEHMITR  RRENHRPEMFRMEER :

Central Hub

Hub 1 Hub 2

Spoke 1 Spoke 2

E—EERTIR
558 1. 189 X 1RRMICMP ping , B4E= 192.168.18.10 , &= 192.168.11.1

1. ¥1192.168.18. 10T HEH. W TEMAR , T—8:=210.0.1.8 ( E£AREBF1HIFREHbIL )
2. NHRPIREXZE#HEETunnel0 L 5 E1E192.168.18. 102 K , B EHERKXFIEMIKE .




3. ¥ Tunnelo LAY T — Bk ( B110.0.1.8 ) BTNHRPIREXNZEH, MTEFTR , B FHE , LA MR
SEEAUPHREE,
4. ICMPEIEFRERNLEBHREREEHZE T —B ( BIHub1 ) .

<ffroot>

spoke_1#show i p route 192.168. 18. 10

Routing entry for 192.168.0.0/18, supernet

Known via "eigrp 1", distance 90, netric 5248000, type interna

Redi stributing via eigrp 1

Last update from 10.0.1.8 on Tunnel 0, 02:30: 37 ago

Routing Descriptor Bl ocks:

* 10.0.1.8, from10.0.1.8, 02:30:37 ago, via Tunnel O
Route netric is 5248000, traffic share count is 1
Total delay is 105000 mi croseconds, m nimum bandwi dth is 1000 Kbit
Rel i abil'ity 255/255, m ni num MIU 1400 bytes
Loadi ng 1/ 255, Hops 2

spoke_1l1#show i p nhrp

10.0.1.8/32 via 10.0.1.8
Tunnel O created 02: 31: 32, never expire
Type: static, Flags: used
NBMA address: 172.18.0.1

HER 2. R 1 LREINICMPE XA

1. ¥1192.168.18. 10 1T E#H, T—B6210.0.0.1 ( EEEF0HPEE UL ) -

2. HAHUWDIFARZEHE , WHEEHNSIEEEHZE —DMVPNEFRN S —ENE , FitHub 1@
Spoke 1EiANHRPRAEB A B/EE [,

3. @A , EREHERTIHUbO,

<ttroot>

*Apr 13 19:06: 07.592: NHRP: Send Traffic Indication via Tunnell vrf 0, packet size: 96

*Apr 13 19:06: 07.592: src: 10.0.1.8, dst: 192.168.11.1

*Apr 13 19:06:07.592: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1
*Apr 13 19: 06: 07. 592: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06: 07. 592: pktsz: 96 extoff: 68

*Apr 13 19:06:07.592: (M traffic code: redirect(0)

*Apr 13 19: 06: 07. 592: src NBMA: 172.18.0.1

*Apr 13 19: 06: 07. 592: src protocol: 10.0.1.8, dst protocol: 192.168.11.1
*Apr 13 19: 06: 07. 592: Contents of nhrp traffic indication packet:

*Apr 13 19: 06: 07. 592: 45 00 00 64 00 01 00 00 FE 01 1E 3C CO A8 0B 01

*Apr 13 19: 06: 07. 592: CO A8 12 OA 08 00 A1 C8 00 01 0O



SR 3. FIR:/OLEBWAICMPE RIS

1. ¥$192.168.18. 108 T A ZE#, Tunnel0 LAY T —1%10.0.0.16 ( Hub2#9BRE b3t )

2. HARLDOFRRIEZELHE  YEERTEFEEBR —NEHERZER —-DMVPNE , HitHhO0EE
BAROIENHRPEEEXZE D X1,

3. EREMERIIERER2,

<tfroot>

*Apr 13 19:06: 07.591: NHRP: Send Traffic Indication via TunnelO vrf 0, packet size: 96

*Apr 13 19: 06: 07.591: src: 10.0.0.1, dst: 192.168.11.1

*Apr 13 19:06:07.591: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1
*Apr 13 19: 06: 07. 591: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06: 07. 591: pktsz: 96 extoff: 68

*Apr 13 19:06:07.591: (M traffic code: redirect(0)

*Apr 13 19: 06: 07. 591: src NBMA: 172.17.0.9

*Apr 13 19: 06: 07. 591: src protocol: 10.0.0.1, dst protocol: 192.168.11.1
*Apr 13 19: 06: 07. 592: Contents of nhrp traffic indication packet:

*Apr 13 19: 06: 07. 592: 45 00 00 64 00 01 00 00 FD 01 1F 3C CO A8 0B 01
*Apr 13 19: 06: 07. 592: C0 A8 12 OA 08 00 Al C8 00 01 00

FR4ERB2LNIINICMPERS

1. $$192.168.18. 10T HZEM. Tunnel2 LM T —BA10.0.2.18 ( Spoke2HIBEE b1t )

2. HARLUTRIZELHEY  BEHNSEEEZEIE —DMVPNEFWN S —ENE , BithO2E8E
BAOOENHRPE REIXEI D X1,

3. BRI EE F|Spoke 2,

<tfroot>

*Apr 13 19:06:07.592: NHRP: Send Traffic Indication via TunnelO vrf 0, packet size: 96

*Apr 13 19:06:07.593: src: 10.0.0.16, dst: 192.168.11.1

*Apr 13 19:06:07.593: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1
*Apr 13 19: 06: 07.593: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06:07.593: pktsz: 96 extoff: 68

*Apr 13 19:06:07.593: (M traffic code: redirect(0)

*Apr 13 19:06: 07. 593: src NBMA: 172.17.0.5

*Apr 13 19: 06: 07.593: src protocol: 10.0.0.16, dst protocol: 192.168.11.1
*Apr 13 19: 06: 07.593: Contents of nhrp traffic indication packet:

*Apr 13 19: 06: 07. 593: 45 00 00 64 00 01 00 00 FC 01 20 3C CO A8 0B 01

*Apr 13 19: 06: 07. 593: C0 A8 12 OA 08 00 A1 C8 00 01 00



BB 5.1£Spoke 2 HIEWMICMPE R Z
REEH Y 192.168.18.105E R , I H ZRAMIEIZNVBE . FICMPFERE B A9,

NHRP#REE R AR
A%

1. B E4R381 A B M15192.168.18. 10 % FINHRPRIEZZE R,

2. i A192.168.18.10/320 A e ENHRPREUE B -

3. ¥192.168.18. 10 {TER A&, Tunnel0 LW T —BkA&10.0.1.8 ( EEARES1)

4. NHRPIRENE ¥ Tunnel0 LA T —810.0.1.8% K. KREER , BB EF iR tbBE (a0
BERE)

5. 2 X 1EBREN D XZEFHhub1BEE , #5192.168.18.10/328INHRP T 55 R EE B A1,

<#root>
*Apr 13 19: 06:07.596: NHRP:
Receive Traffic Indication via Tunnel O

vrf 0, packet size: 96

*Apr 13 19:06:07.596: (F) afn: AF_IP(1), type: |1P(800), hop: 255, ver: 1
*Apr 13 19: 06: 07. 596: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06: 07. 596: pktsz: 96 extoff: 68

*Apr 13 19:06:07.596: (M traffic code: redirect(0)

*Apr 13 19:06: 07. 596: src NBMA: 172.18.0.1

*Apr 13 19:06: 07. 596: src protocol: 10.0.1.8, dst protocol: 192.168.11.1
*Apr 13 19: 06: 07. 596: Contents of nhrp traffic indication packet:

*Apr 13 19: 06: 07. 596: 45 00 00 64 00 01 00 00 FE 01 1E 3C CO A8 0B 01
*Apr 13 19:06: 07. 596: CO A8 12 0OA 08 00 A1 C8 00 01 00

*Apr 13 19:06:07.596: NHRP: Attenpting to create instance PDB for (0x0)

<#root>
*Apr 13 19:06: 07. 609: NHRP:
Send Resol uti on Request via Tunnel 0

vrf 0, packet size: 84
*Apr 13 19: 06: 07.609: src: 10.0.1.11, dst: 192.168.18.10
*Apr 13 19:06:07.609: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1

*Apr 13 19: 06: 07. 609: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06: 07. 609: pktsz: 84 extoff: 52

*Apr 13 19:06:07.609: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19: 06: 07. 609: src NBMA: 172.16.1.1

*Apr 13 19: 06: 07. 609: src protocol: 10.0.1.11, dst protocol: 192.168.18.10
*Apr 13 19:06:07.609: (C 1) code: no error(0)

*Apr 13 19: 06: 07. 609: prefix: 32, mu: 17912, hd_time: 7200

*Apr 13 19: 06: 07. 609: addr _|l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O



EiRAR1

1. BEREIRB 2 X 1HINHRPEMTEER , FRE M £A192.168.18.1/32,

2. ¥192.168.18. 11T A ZE#. Tunnel0 LA T —8t410.0.0.1 (Hub 0)

3. AOFMHE OMNHRPHBEEIDAER |, 3 B A S 2R 2 4 0O 2,

4. ETunnel0 £ AT —2K10.0.0. 1 TNHRPIRERER , HERE BENBEEZEFE/E (RBRERFE

)
5. Hub1:EiB R B F%iE#192.168.18.10/32KINHRPfE T 75 R E 2 EHub 0

<#root>
*Apr 13 19:06: 07.610: NHRP
Recei ve Resol ution Request via Tunnel 1l

vrf 0, packet size: 84
*Apr 13 19:06:07.610: (F) afn: AF_IP(1), type: |1P(800), hop: 255, ver: 1

*Apr 13 19:06:07.610: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19:06:07.610: pktsz: 84 extoff: 52

*Apr 13 19:06:07.610: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19: 06: 07. 610: src NBMA: 172.16.1.1

*Apr 13 19:06: 07. 610: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.610: (C 1) code: no error(0)

*Apr 13 19:06:07.610: prefix: 32, mu: 17912, hd_tine: 7200

*Apr 13 19:06: 07. 610: addr _l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O

*Apr 13 19:06: 07.610: NHRP
Forwar di ng Resol uti on Request via Tunnel 0

vrf 0, packet size: 104
*Apr 13 19:06:07.610: src: 10.0.0.8, dst: 192.168.18.10
*Apr 13 19:06:07.610: (F) afn: AF_IP(1), type: |1P(800), hop: 254, ver: 1

*Apr 13 19:06:07.610: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19:06:07.610: pktsz: 104 extoff: 52

*Apr 13 19:06:07.610: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19: 06: 07. 610: src NBMA: 172.16.1.1

*Apr 13 19:06: 07. 610: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.610: (C 1) code: no error(0)

*Apr 13 19:06:07. 610: prefix: 32, mu: 17912, hd_tine: 7200

*Apr 13 19:06: 07. 610: addr _l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O
3 530)

1. W B #9192.168.18.1/32BINHRPEATSE R |, FHEEARES 1883,

2. ¥§192.168.18. 1H{TIR A EF#., Tunnel0 LW T —8%10.0.0.16 ( E£#EE52)

3. AOFMH OMNHRPBEEIDAERE |, W EA IR H O %,

4. ETunnel0 £ AT —810.0.0. 16 {TNHRPIREXNER , HEKE ENBRERFERE (BERF
)

5. Hub 0B BB2iE192.168.18.1/32INHRPEHT 55 SR E 2 FHub 2,

<tfroot>

*Apr 13 19:06: 07.611: NHRP:



Recei ve Resol ution Request via TunnelO

vrf 0, packet size: 104
*Apr 13 19:06:07.611: (F) afn: AF_IP(1), type: 1P(800), hop: 254, ver: 1

*Apr 13 19: 06:07.611: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06:07.611: pktsz: 104 extoff: 52

*Apr 13 19:06:07.611: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19:06: 07.611: src NBMA: 172.16.1.1

*Apr 13 19: 06:07.611: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.611: (C 1) code: no error(0)

*Apr 13 19: 06:07.611: prefix: 32, mtu: 17912, hd_time: 7200

*Apr 13 19: 06:07.611: addr _len: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O

*Apr 13 19: 06: 07. 611: NHRP:
Forwar di ng Resol uti on Request via Tunnel O

vrf 0, packet size: 124
*Apr 13 19:06:07.611: src: 10.0.0.1, dst: 192.168.18.10
*Apr 13 19:06:07.611: (F) afn: AF_IP(1), type: 1P(800), hop: 253, ver: 1

*Apr 13 19: 06:07.611: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06:07.612: pktsz: 124 extoff: 52

*Apr 13 19:06:07.612: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19:06: 07.612: src NBMA: 172.16.1.1

*Apr 13 19: 06:07.612: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.612: (C 1) code: no error(0)

*Apr 13 19: 06:07.612: prefix: 32, mtu: 17912, hd_time: 7200

*Apr 13 19: 06:07.612: addr _len: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O
fiRER2

1. 9 X1 ZEI B #Y192.168.18.10/32INHRP#EMT ER , R0 28

2. M EME¥192.168.18.105E K , T —BETunnel2 L#10.0.2.18 ( #*X%2)

3. AOMH OMNHRPHERRIDAER |, W B A EEFA 2 H O,

4, NHRPIRERZE & ¥ Tunnel2 LA T —8610.0.2.185E 8 , HE&E ENBZEEF Bup (BBERE
)

5. FO2EBHEER2EAS192.168.18.1/32HINHRPETSBE R B R T 9 %2

<#root>
*Apr 13 19:06: 07.613: NHRP
Recei ve Resol ution Request via Tunnel O

vrf 0, packet size: 124
*Apr 13 19:06:07.613: (F) afn: AF_IP(1), type: 1P(800), hop: 253, ver: 1

*Apr 13 19: 06:07.613: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06:07.613: pktsz: 124 extoff: 52

*Apr 13 19:06:07.613: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19:06: 07. 613: src NBMA: 172.16.1.1

*Apr 13 19: 06:07.613: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.613: (C 1) code: no error(0)

*Apr 13 19: 06:07.613: prefix: 32, mtu: 17912, hd_time: 7200

*Apr 13 19: 06:07.613: addr _len: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O

*Apr 13 19:06: 07.613: NHRP

Forwar di ng Resol uti on Request via Tunnel 2



vrf 0, packet size: 144
*Apr 13 19:06:07.613: src: 10.0.2.16, dst: 192.168.18.10
*Apr 13 19:06:07.613: (F) afn: AF_IP(1), type: 1P(800), hop: 252, ver: 1

*Apr 13 19:06:07.613: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19:06:07.613: pktsz: 144 extoff: 52

*Apr 13 19:06:07.613: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19: 06: 07. 613: src NBMA: 172.16.1.1

*Apr 13 19:06:07.613: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.613: (C 1) code: no error(0)

*Apr 13 19:06:07.613: prefix: 32, mu: 17912, hd_tine: 7200

*Apr 13 19:06:07.613: addr _l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O
BX2

1. IKZI B #9192.168.18.1/320INHRPEHTEER , HEIREE2E 2
2. R EHEH¥192.168.18.10 ( AN EHEMMEEE ) o
3. %2R EHE , ©4EMK192.168.18.10 ( FH/24 ) WRITIEZ
4. P X2EFANHRPEMBRWEAFA10.0.1.11 ( 2X%1) BHNHRPIREUFE -
5. DX 2B AVPNBSE | EiRiHE=2 X 1HINBMAb 1, S 17575 B ABER 51 B - SR 5 BUBRE
6. A% , Spoke 2i%EiB Ml FI & 22 1 B) AEFZE H5192.168.18.10/24 H NHRPf# # FE 25 3% ZISpoke
1o
<#root>

*Apr 13 19: 06: 07.613: NHRP: Receive Resol ution Request via Tunnel O vrf 0, packet size: 144

*Apr 13 19:06:07.613: (F) afn: AF_IP(1), type: 1P(800), hop: 252, ver: 1

*Apr 13 19: 06:07.613: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06:07.613: pktsz: 144 extoff: 52

*Apr 13 19:06:07.613: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19:06: 07.613: src NBMA: 172.16.1.1

*Apr 13 19: 06:07.613: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.614: (C 1) code: no error(0)

*Apr 13 19: 06:07. 614: prefix: 32, mtu: 17912, hd_time: 7200

*Apr 13 19: 06:07. 614: addr _| en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O

*Apr 13 19: 06: 07.672: NHRP: Send Resolution Reply via Tunnel 0 vrf 0, packet size: 172

*Apr 13 19:06: 07.672: src: 10.0.2.18, dst: 10.0.1.11
*Apr 13 19:06:07.672: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1

*Apr 13 19: 06:07.672: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06:07.672: pktsz: 172 extoff: 60

*Apr 13 19:06:07.672: (M flags: "router auth dst-stable unique src-stable nat ", reqid: 3
*Apr 13 19:06: 07.672: src NBMA: 172.16.1.1

*Apr 13 19: 06:07.672: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.672: (C 1) code: no error(0)

*Apr 13 19: 06:07.672: prefix: 24, mu: 17912, hd_time: 7200

*Apr 13 19: 06:07.672: addr _l en: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: O
*Apr 13 19:06: 07.672: client NBMAI 172.16.2.1

*Apr 13 19: 06:07.672: client protocol: 10.0.2.18



231

1. NHRPEMTIE B 7 X2 FE B EREFRIE{ H $5£192.168.18.10 ( FEH/24 ) #E,
2.192.168.18.0/24INHRPIREVR B IRE S EH1 , T —#k=10.0.2.18 , NBMA = 172.16.2.1
3. NHRPEE 18 11%192.168.18. 1088 HIRIBH , T — k= 10.0.2.18,

<#root>

*Apr 13 19: 06:07.675: NHRP. Receive Resolution Reply via Tunnel O vrf 0, packet size: 232

*Apr 13 19:06:07.675: (F) afn: AF_IP(1), type: IP(800), hop: 252, ver: 1

*Apr 13 19:06:07.675: sht1: 4(NSAP), sst1l: O(NSAP)

*Apr 13 19:06:07.675: pktsz: 232 extoff: 60

*Apr 13 19:06:07.675: (M) flags: "router auth dst-stable unique src-stable nat ", reqid: 3
*Apr 13 19:06:07.675: src NBMA: 172.16.1.1

*Apr 13 19:06:07.675: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.675: (C-1) code: no error(0)

*Apr 13 19:06:07.675: prefix: 24, mtu: 17912, hd_time: 7200

*Apr 13 19:06:07.675: addr_len: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 0
*Apr 13 19:06:07.675: client NBMA: 172.16.2.1

*Apr 13 19:06:07.675: client protocol: 10.0.2.18

*Apr 13 19:06:07.676: NHRP: Adding route entry for 192.168.18.0/24 () to RIB

*Apr 13 19:06:07.676: NHRP: Route addition to RI B Successfu

*Apr 13 19:06:07.676: NHRP: Route watch started for 192.168.18.0/23

*Apr 13 19: 06: 07.676: NHRP. Adding route entry for 10.0.2.18/32 (Tunnel0) to RIB

*Apr 13 19:06:07.676: NHRP: Route addition to RI B Successfu

<tfroot>

spoke_l#show ip route 192.168.18.10
Routing entry for 192.168.18.0/24

Known via "nhrp"

, distance 250, metric 1
Last update from 10.0.2.18 00:09:46 ago
Routing Descriptor Blocks:

*

10.0. 2. 18

, from 10.0.2.18, 00:09:46 ago
Route metric is 1, traffic share count is 1
MPLS Tabel: none



i

Bi#&E : Cisco CLI Analyzer(E 2 MZEFEA) X ERE LshowlET. A Cisco CLI

Analyzer #2158 show 3§58 A 547,

EREDXHEEzH , B ENHRPERFE

<#root>

spoke_1#show ip nhrp

10.0.1.8/32 via 10.0.1.8
Tunnel0 created 02:19:32, never expire
Type: static, Flags: used
NBMA address: 172.18.0.1

spoke_1#

spoke_1#show ip route next-hop-override
Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP

a - application route
+ - replicated route, % - next hop override

Gateway of Tast resort is 172.16.1.2 to network 0.0.0.0

S¥* 0.0.0.0/0 [1/0] via 172.16.1.2
10.0.0.0/8 1is variably subnetted, 4 subnets, 2 masks

D 10.0.0.0/24 [90/5120000] via 10.0.1.8, 02:20:14, TunnelO

C 10.0.1.0/24 1is directly connected, TunnelO

L 10.0.1.11/32 1is directly connected, TunnelO

D 10.0.2.0/24 [90/6681600] via 10.0.1.8, 02:20:03, TunnelO
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16.1.0/30 1is directly connected, Ethernet0/0

L 172.16.1.1/32 1is directly connected, Ethernet0/0
172.25.0.0/32 is subnetted, 1 subnets

C 172.25.179.254 1is directly connected, Loopback0

D 192. 168. 0. 0/ 18 [90/5248000] via 10.0.1.8, 02:20:03, TunnelO

D 192.168.8.0/21 [90/3968000] via 10.0.1.8, 02:20:14, TunnelO
192.168.11.0/24 1is variably subnetted, 2 subnets, 2 masks

C 192.168.11.0/24 is directly connected, Loopbackl

L 192.168.11.1/32 is directly connected, Loopbackl

spoke_1#

spoke_1#show dmvpn detail
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete

N - NATed, L - Local, X - No Socket

<<<< Summary route received from hub!


http://cway.cisco.com/go/sa/
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Tl - Route Installed, T2 - Nexthop-override

C - CTS Capable

# Ent --> Number of NHRP entries with same NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface TunnelO 1is up/up, Addr. is 10.0.1.11, VRF ""
Tunnel Src./Dest. addr: 172.16.1.1/MGRE, Tunnel VRF ""
Protocol/Transport: "multi-GRE/IP", Protect "profile-dmvpn"
Interface State Control: Disabled
nhrp event-publisher : Disabled

IPv4 NHS:
10.0.1.8 RE NBMA Address: 172.18.0.1 priority = 0 cluster = 0
Type:Spoke, Total NBMA Peers (v4/v6): 1

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb Target Network

1172.18.0.1 10.0.1.8 UP 00:02:31 S 10.0.1.8/32

<<<< Tunnel to the regional hub 1

Crypto Session Details:

Interface: TunnelO
Session: [0xF5F94CC8]
Session ID: 0
IKEvl SA: local 172.16.1.1/500 remote 172.18.0.1/500 Active

<<<<< Crypto session to the regional hub 1

Capabilities:D connid:1019 Tifetime:23:57:28
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel_id: 172.18.0.1
IPSEC FLOW: permit 47 host 172.16.1.1 host 172.18.0.1
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 35 drop O 1ife (KB/Sec) 4153195/3448
Outbound: #pkts enc'ed 35 drop 0 Tife (KB/Sec) 4153195/3448
Outbound SPI : OxACACB658, transform : esp-256-aes esp-sha-hmac
Socket State: Open

Pending DMVPN Sessions:

spoke_1#

R R IR-ERIRE)RERRE R , BNERNHRPIREA D

<tfroot>

spoke_1#show ip nhrp
10.0.1.8/32 via 10.0.1.8
Tunnel0 created 02:24:04, never expire



Type: static, Flags: used
NBMA address: 172.18.0.1

10.0.2.18/32 via 10.0.2.18

<<<<<<<<<<< The new NHRP cache entry for spoke 2 that was |earnt

Tunnel O created 00:01: 41, expire 01:58:18

Type: dynamic, Flags: router used nhop rib

NBMVA address: 172.16.2.1

192.168.11.0/24 via 10.0.1.11
TunnelO created 00:01:26, expire 01:58:33
Type: dynamic, Flags: router unique local
NBMA address: 172.16.1.1
(no-socket)

192.168.18.0/24 via 10.0.2.18 <<<<<<<<<<<<< New NHRP cache entry forned for the renpte subnet behind sy

Tunnel O created 00:01: 41, expire 01:58:18

Type: dynamic, Flags: router rib

NBMVA address: 172.16.2.1

spoke_1#

spoke_1#sh 1ip route next-hop-override

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route,

H - NHRP

, 1 - LISP
a - application route
+ - replicated route, % - next hop override

Gateway of last resort is 172.16.1.2 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 172.16.1.2
10.0.0.0/8 is variably subnetted, 5 subnets, 2 masks
D 10.0.0.0/24 [90/5120000] via 10.0.1.8, 02:23:57, TunnelO

C 10.0.1.0/24 is directly connected, TunnelO



L 10.0.1.11/32 1is directly connected, TunnelO

D 10.0.2.0/24 [90/6681600] via 10.0.1.8, 02:23:46, TunnelO

H 10.0.2.18/32 is directly connected, 00:01:48, Tunnel 0
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16.1.0/30 1is directly connected, Ethernet0/0

L 172.16.1.1/32 1is directly connected, Ethernet0/0
172.25.0.0/32 is subnetted, 1 subnets

C 172.25.179.254 is directly connected, LoopbackO

D 192.168.0.0/18 [90/5248000] via 10.0.1.8, 02:23:46, TunnelO

D 192.168.8.0/21 [90/3968000] via 10.0.1.8, 02:23:57, TunnelO
192.168.11.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.11.0/24 is directly connected, Loopbackl

L 192.168.11.1/32 is directly connected, Loopbackl

H 192.168.18.0/24 [250/1] via 10.0.2.18, 00:01:48

spoke_1#

spoke_1#sh dmvpn detail
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
Tl - Route Installed, T2 - Nexthop-override
C - CTS Capable
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface TunnelO 1is up/up, Addr. is 10.0.1.11, VRF ""
Tunnel Src./Dest. addr: 172.16.1.1/MGRE, Tunnel VRF ""
Protocol/Transport: "multi-GRE/IP", Protect "profile-dmvpn"
Interface State Control: Disabled
nhrp event-publisher : Disabled

IPv4 NHS:
10.0.1.8 RE NBMA Address: 172.18.0.1 priority = 0 cluster = 0
Type:Spoke, Total NBMA Peers (v4/v6): 3

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb Target Network

1172.18.0.1 10.0.1.8 UP 00:05:44 S 10.0.1.8/32
2 172.16.2.1 10.0.2.18 UP 00:01:51 DT1 10.0.2.18/32

<<<< Entry for spoke2's tunne

172.16.2.1 10.0.2.18 UP 00:01:51 DT1 192.168.18.0/24

<<<< Entry for the subnet behind spoke2 that was | earnt

1172.16.1.1 10.0.1.11 UP 00:01:37 DLX 192.168.11.0/24

<<<< Entry formed for the |l ocal subnet

Crypto Session Details:

Interface: TunnelO



Session: [0xF5F94DCO]
Session ID: 0
IKEvl SA: local 172.16.1.1/500 remote 172.18.0.1/500 Active
Capabilities:D connid:1019 lifetime:23:54:15

Crypto Session Status: UP-ACTIVE

fvrf: (none), Phasel_id: 172.18.0.1

IPSEC FLOW: permit 47 host 172.16.1.1 host 172.18.0.1
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 8 drop 0 1ife (KB/Sec) 4153188/3255
Outbound: #pkts enc'ed 9 drop 0 1ife (KB/Sec) 4153188/3255

Outbound SPI : OxACACB658, transform : esp-256-aes esp-sha-hmac

Socket State: Open

Interface: TunnelO
Session: [0xF5F94CC8]
Session ID: 0
IKEvl SA: local 172.16.1.1/500 remote 172.16.2.1/500 Active
Capabilities:D connid:1020 lifetime:23:58:08
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel_id: 172.16.2.1
IPSEC FLOW: permit 47 host 172.16.1.1 host 172.16.2.1
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 10 drop 0 1ife (KB/Sec) 4185320/3488
Outbound: #pkts enc'ed 10 drop 0 Tife (KB/Sec) 4185318/3488
Outbound SPI : OxCAD04C8B, transform : esp-256-aes esp-sha-hmac
Socket State: Open

Pending DMVPN Sessions:

LA (EEETF ) NHRPREUWKBHNRE

i FEFHRE AR AR ER ( B RRHIFRMARE ) INHRPHEEKE, EEHEER
LEAEENHRPEEMEAERE , SEEEHKRE , YARRECAEEARERANFTEHM
NHRPEIZHIBSEIPH s, MBEHRELFR , Jttﬁ%ﬁﬂ%%ﬁ’iiiﬂttzliﬂﬁﬁﬂﬁﬂ’]ﬁlaﬂ (EEEERY
LEHBEE ) |, EREIANHRPERELRE Mocaly B H 5K EZEHNHRPEI 2 (show ip nhrp
detail) , & ‘“”‘ﬁ"f%&{“ﬁNHRP%TH%%EF SRR E A

HREMTFEUTFERRIPsec REREMEZENNHRPEIRIRE , TEFIEET.

<tfroot>

spoke_1#sh ip nhrp 192.168.11.0 detail
192.168.11.0/24 via 10.0.1.11
TunnelO created 00:01:01, expire 01:58:58
Type: dynamic, Flags: router unique

| ocal

NBMA address: 172.16.1.1

(no-socket)

Requester: 10.0.2.18



Request ID: 2

%S HEAE
AR E T T AR TR

BiEE : ) debug IS 28T,

:I:Ih+

%2 AR Debug EETHEEEHA,

DMVPN# ESEBR B HE A T IEFFEE 1T A TE R PR HERR

1. Y32 ( NBMAZPRE KR ) BEHE
2. IPsecin#Z 8

3. GREf#E

4. BHRERAHERE

ERBHRE  REEHTIIES
<#root>

'l Enabl e nsec debug and | og tinmestanps

service timestamps debug datetime msec
service timestamps log datetime msec

1l To help correlate the debug output with the show command out puts

terminal exec prompt timestamp

Y32 ( NBMAZPRE K i ) 3R EHE

RERZE AP O EpingEl 5 X BHINBMALE | SR M7 S B FIHUDKINBMAEIE ( #E9 ZBE
Hshow ip nhrpfy B iR ) o ELping X ERNMBNER Y , MF2FEBOMVPNERE. MFRE
BAREER , EEERER B R P08 H B 2 X B 88 2 B R E B X,

IPSectn® &

EBITUTHSUBER L2 THNBMAM L 2 B ISAKMP SAFIIPSec SA.

show crypto isakmp sa detail
show crypto ipsec sa peer <NBMA-address-peer>
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R AT AR AT LA IPSecin 2 8 B RE 1T iR FEHERR

<ffroot>

1l Use the conditional debugs to restrict the debug output for a specific peer.

debug crypto condition peer ipv4 <NBMA address of the peer>
debug crypto isakmp
debug crypto ipsec

NHRP

4

7 X EHEIENHRPEEMFER |, 81/3 NHRPREFE ]

( ) Bkip nhrp registration timeout
<seconds>EHEFE—R, TWUEBEBETUTHSREBE

X%t
DX ERIELRERE

show ip nhrp nhs detail
show ip nhrp traffic

EALENGTIRES XRE EEFEANHRPEMBER LR H O RARFEESEE,

EREFOLREEAHT O ENHRPRENH 2 ZHINHRPEH IR E | FFETIHHT

show ip nhrp <spoke-tunnel-ip-address>

EHEBRNHRPAREARE |, ATLAE A AT ARA -

<ffroot>

Il Enabl e conditional NHRP debugs

debug nhrp condition peer tunnel <tunnel address of the peer>

OR



debug nhrp condition peer nbma <nbma address of the peer>

debug nhrp
debug nhrp packet

BRERAHER
RIBFFERANBEREBBE |, &

- BEREIGRPH#E
« OSPF#EEHERR
- EREEYERR BGP

MHEAE A

- RE BHDMVPNHEHERRAEIR T R
- DMVPNZE44 3R it

o BEHANHRPER IR

. RRENFESZ BVPNEE 2P ER B BB T 55 3P
» Cisco Feature Navigator

o BT EEE X - Cisco Systems

it
B

BLA T 3AE -
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