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cisce Defense Orchestrator

= Hide Menu

Welcome to Cisco Defense Orchestrator
I! Dashboard

~, Multicloud i
S afaes New Inventory & Objects
=] Inventory o R . .
Connectivity States Configuration States Object Issue
'—@; Policies % Smced 0 Object statu:
@ Objects All Objects
o 7 [ | - .
VPN B Inconsist
®c 0 Mot Synced L]
) Duplicate
-."'r Analytics
: Unused
0 confiict Detected A
Gy Change Log
g Jobs
‘X Tools & Services Tools & Services Migrations
Dynamic Attributes Connector I Firewall Migration Tool (New
{g' Settings
= re Co Migrate FTD to cdFMC
= ewall Management 1 n
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Firewall Migration Tool

R _—

| Dashboard

 Multicloud
Defense T

Name 2 Satus Created Date 3 Beprovisoning Pate & Rctians
o migrations found, Bagin migrating ASA, FOM, Chockpeint, Fortinet, or Palo Alte Notworks firowalls to FTD. ﬁ

=) Inventory

&) Policies >
& objects y

s Analytics

3. —ATYHRILERIBE , COOBEBERARER , IREME  TUERRER , RER—
-F rOKJ El]E.I-o

Initialize Migration p 4

To initialize the migration process, name this migration and click OK. CDO will
notify you when the migration tool is ready for use. When ready, select this
named migration and launch the tool.

ASA-migration-to-FTD

@ This is an auto-generated name. You can change it if you wish.

Cancel m

5

1. —SRHBBRBRTH ; REBXAAR "EENKRL, EXA "ERER, . —BERBRE &
BURBIFMT,

[ Q, Search for a migration by name l Displaying 1of 1 results

Hame 3 Status Created Date 5 Deprovisioning Date & Actions

ASA-migration-to-FTD @ Ready to Migrate Jul 18, 2023 Jul 25, 2023 & m m

— BRITENEMERERNBAERERTHRM , XA EEREEX THERNITERER.
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Citco Firewall Migration Tool (Version 4.0.3)

Select Source Configuration ©

Source Firewall Viendor

Cisco ASA (B

<

B R

Cisco ASA (8.4+) Pre-Migration Instructions

Session Telemetry:

prograss.

00

This migration may take a while. Do not make any changes to the Firepower Management Center (FMC) when migration is in

Cisco collects the firewall telemetry set forth below in connection with this migration. By completing the migration, you consent to Cisco's
collection and use cf this telemefry data for By completing the migration, you consent to Cisco's collection and use of this telemetry data
for purposas of tracking and following up on firewall device migrations and performing related migration analylics.

Acronyms used:
FMT: Firewall Migration Tool

FTD: Firapower Threat Defense

FMC: Firepower Management Center

Before you begin your Adaplive Security Appliance (ASA) to Firepower Threat Defense migration, you must have the following items:

@ Stable IP Connection:

(R R S S e e—— e

BELRERTFMTREN —ERERSE, thRHOEASARE

REBEEAD,

ES

1. — EHASARBEY#HE LB "FHEE LE, #R, NRE

BAER MERRBIASAL RIE,

cisco  Firewall Migration Tool (Version 4.0.3)

Extract Cisco ASA (8.4+) Information ©

Extraction Maethods

Manual Configuration Upload
File: format is ".clg’ or "t

For Multi-context upload a show tech.
For Single-context upload show running

Do not upload hand coded configurations.,

Upload

2. — BEATHIFR , FMTH T LT XRIE, BBRE
T, BTLRBEEBHN LT,

/_
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Connect to ASA

Select any ASA deviee onboarded on
dropdown.

Only devices with online connectivity and synced status wi

displayed In the dropdown,

CDO from the below
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eiEen Firewall Migration Tool (Version 4.0.3) ° e

Extract Cisco ASA (8.4+) Information @

Source: Cist
Extraction Methods

Manual Upload: shtech_asav.a.bd

Contaxt Selection b
Selected Context:  Single Context Mode
Parsed Summary '

Collect Hitcounts: Mo, Hitcount infermation Is only avallable when connected to a live ASA,

2 0 0 0 0

Access Control List Lines ACCEsS List Objects

Dynamac-Ro

(Sita

B

(AS-Path, Con

fix-Lis

3.- FMTEMASAE EX BN ENEERE, REIME "T—F, NEERESR.

Parsed Summary

Collect Hitcounts:  No. Hitcount informmatio

5 only available when connected to a live ASA,

2 0 0 0 0

Access Control List Lines ACCESS

Natwaork Objects Faort Objects

Houte Objects

used in

0 4 3 0 0

Metwork Address. Translation Logical Inter

Routes Sitado

WIPN Tunnets Remote Access VPN

Static Route 4 Routing, {Gonnection Profiles)

@ Pre-migration report will be avallable after selecting the targats,

o D
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dith: Firewall Migration Tool (Version 4.0.3)

O @

Extract ASA information Saect Target

Select Target ©
Firewall Management - Cloud-deliverad FMC

Choosa FTD

Select FTD Device

Select FTD De

P —
| Proceed J

@ Proceed withauwt FTD

4. — TRAIBEFMTRFEZR , BESHIXEIERHFirepowerEEH L,

afra)r,
CIsSCO

Complete Migration ©®

Migration Status

Firewall Migration Tool (Version 4.0.3)

@ Migration is complete, policy is pushed to FMC.

Next Step - Login to FMC to deploy the policy to FTD.

Manual Upload: shtech_asav-a.txt

Selected Context: Single Context Mode

Migration Summary (Post Push)

MEAE A

- BE TEW

Cisco Defense Orchestratord BB X EEE T B A,

Source: Cisco ASA (8.4+)


/content/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m_troubleshooting_migration_issues.html
https://docs.defenseorchestrator.com/index.html#!c-getting-started-with-the-cloud-firewall-migration-tool.html
https://docs.defenseorchestrator.com/index.html#!c-getting-started-with-the-cloud-firewall-migration-tool.html
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