AR E A & R B4 R R [E B OKTA SSO

AXHMBUAREOKTA SSOUBA TR S BREBNRHEAETRBABRE.
HE R
 EEEHENRLEEE BN EETE,

- OKTAWEE B3 EFF Al #o
- BEEHCAER ( AliE ) PKCS #125PEM#&I ( HOKTARRM ) BIX.509 SSLEE.

HRER

BRZ2ERREACRAKREAZERBARHBEN K IRERAEMASSORA |, WEHOKTARS
, OKTAR— AR RARARHEORENRERBN S HEER. DRKIRER H LR B
[ ] AR TE AIEAROKTAE T B A BREMRENEAER | A FEASAML ( ERXMLH RN RESR
)  EFEESRAEZATIEFRERAEARERSE—EEENERAEN,

ERMAABESAMLI I ER , FFSR:.SAML—EH
T

- BRZ2ERRERERRIRF.

- OKTAEEBIRS

ANHHNEARBBEBEERETRFANKEMEL. XHEAINAMBERERRERER (AR
) BVHERERRE) . MRMBEKEREF |, FRACCHEBTMET ARERNRE,

RIE

#£EOktaTF,

1. E "EERRER.L FAF , REIZEE Create App Integration P, M TNEBIFTR :


/content/en/us/products/security/what-is-saml.html

Applications

Create App Intagration Browse App Catalog Azzign Users to App More *

218 savL20 EAERERER , W TEMR :

Create a new app integration

Sign+in merthod EHOC = Opand [k Corerac?

Laasn hgrs [
0 samLao
SR Secure Wl Autheebaton

AR Farecet

SHAERERXEZRE smacuq B NextH , MTEFIR :

1  Goeneral Setlings

Apg
PR N SMA EUG
App logo [spticnal)
B T (SpRIe 2 E
App vigibility Do not displey application icon to users
Cancel Maxt

4.7 SAML settings , 1IEZEH , B :

— BEXBEAURL : ER®SMA EUQT HEBSHNEEFERE R,

i

— ZRURI (SPERID ) : ERHMSMA EUQERIDERKERID,

— BRIDER : REA "RIEE.L (Unspecified).

— EAEAEREER  RrEAZEESORIFEETMARLE FEF a4V E 74
— ENELNEREAERESRE EXMNEFR.



A SAML Settings
Genaral

Singhe sign on UKL @ hetpae) -sugliphme com/

LI thig tor Recigiant UIRL and Dastinnticn URL

Audiance URI (5P Entity ID) @ - PO

Default AelayState @

Elank RalaySiate is ant

Mama 1D format O

Lrdpacifiad -
Application ugarnams 0O £ rnas] .
Update apolicaticn wsarnams on Create and updats =

Show Advanced Sellngs

5] TSR ENE Group Attibute Statements (optional) B , 20T~ BFF7R :
WMAT —ERE

-E #8: group

— BB ¢ Unspecified

— EFI®8T : Equals F OKTA

Group Attribute Statements (optional)

Marma Marme format Filtar
(opticnal)
Eroup Uinapacitied ¥ Equals L CORTA
EE Next .

5. E‘?ﬁgiﬁlﬁ Help Okta to understand how you configured this application , %ﬁkgﬁﬁfﬁiﬁﬂgﬁﬁﬁ IR ) ZZI] S
iR



3 Help Okts Support understard kow you configured this applastean

A i B GCUELMar oF pariries? V' aun OELE customes aoding an Fterndl anp
n' I'rn a softwara verdaor. I'd lka to intagrate my app with
Dta

Dnce you hee & working SAML integralon, subimil iU for IESEREER your apg for revi
Ot mevigw to pabnlish in the G

B Finish ET—F,
6.1 E2E Assignments BE ) RZIEE Assign > Assign to Groups':FI ) WTEMR :

General Sign On Import Assignments

‘ Convert assignments v

Assign to People

Fi

pe Assign to Groups

Groups 0

7 REBOKTAIE , R ERFERRNREERE

8.1 E signon H , ITNEFR :
L

General Sign On Import Assignments

.M NRENEIEA , iBIE Vview SAML setup instructions 1B , M NEIFTR :



SAML Setup

Single Sign On using SAML will not
work until you configure the app to

trust Okta as an IdP.

4 View SAML setup instructions

10. 6 L BEARBERIFEEALR , EEMA Cisco Security Management Appliance SAMLELE , AN NERTR :
— B RMENE -ZEAURL
— BREMENERE

- X.509/8F

The following is needed to configure CRES

Idertity Provider Single S| gn-On URL:

Idgritity Provider lEiuen

E.50F Cartificaln:

Drwinlond cartifents

11.EHOKTAE E#R , LA REBNELZLEEREE,



EENRLEERET :
1LUEEEEGNEARNZEERRE , MITEMT

Sll:'l.lri
I'J-:lun:l Email and Web Manager M100W
e TErsion: 14.3.0-115
I Usemama: | ] -

L) LT
Cagpeght £ - 310D Chacn Serines, Bar M rightt seserend. | Priay SLRSTER I':Iu'.;:l.:..'

2.7E System Administration B B , BIE savL IBIE | MM TEFR :

System Administration

System Health
Alerts

Log Subscriptions
Return Addresses
SS5L Configuration

Users
User Roles
Metwork Access

Account Settings

LDAP

SAML

OpenID Connect

Disk Management
Shutdown/Reboot
Configuration File

3.FARET R B LABLESAML, TE SAML for End-User Quarantine, 38 — T Add Service Provider ' , 1 FBIFT7R :



4.8 profile Name , MIARBRAUEEEERNEENHEE , WTEMAT :

Profile Name: Igp Profile

58 entity D MABRBRHAD (EXFHAEKE ) Bt —EE. BBERASERIDHEXE
ERURI, ITEMR :

Entity ID: (#) Ihl;tps:,.' -eugl.iphmx.com/

6.3 5 Name ID Format WAV AFA R E, ERESHIRAEEXNBREENRE , W TEMR :

Mame ID Format: |yrn:oasis:names:tc:SAML:1.1:nameid-

BEI0CI A

() |format:emailAddress

7.8 1A Assertion Consumer URL , I A B ERFER TR E , BNRHEIESAMLEEEIXEIN
URL, EEEHERT , ERNRBHREEENURL,

Assertion | https:/, 2-pugl.iphmx.com/
Coansumer URL: (?)

8. ¥ A sP Certificate L EFEN LR , K LEPKCS #1283, LE% | Uploaded Certificate Details B /R
, MTNEMT :

Uploaded Certificate Details:

Issuer: ( ‘1-

g MO =Cisco\ST=CDMX\OU=ESA TAC
Subject: { 1=

t DO =Cisco\5T=CDMX\DU=ESA TAC
Expiry PGEMT
Date:

9.¥ 74 sign Requests and Sign Assertions , MR EBHSAMLERFMETSETER , FIRPEMEZRI
. MRBEFEEDPELEE , nﬁfﬁﬁEOKTAJ:EEEWHE'J S HUT.FET\

Sign Requests
Sign Assertions

Make sure that you configure the same seltings on your Identity Prowvider
as well,

10. %37 Organization Details , ¥ AXAARAVEFAAEEA , WTREIFIR :



Organization

Deetails: Name: |EuUQ SAML APP
Displey Name: lhttns:h’ -eugl.iphmx.com/
URL: Ih“Fﬁ i:". «eugl.iphmx.comy

Technical Contact: ;
k Email: ||_.5.e radmin@domainhers, com

11. submit F commit FEREFEHC E 2 BIHETT F K Identity Provider Settings -

1272 sAML , ¥ —F Add Identity Provider P , I FEIFIR :

Add Identity Provider... |

No Identity Provider Profiles have been defined.

13. 72 Profile Name: I A F P IRUEABEERRNERE , WTEMR :

|
Profile Marme: IiDp Profile

14.5&# Configure Keys Manually ﬂtﬁﬁﬂ)&ﬂ?ﬁ%ﬂ ) ZIEI'FFJ?/T'\ :

-BERDSNREEEAXERIDARH —ZER S HRUEN, CRETENSBRHPEBOKTARKRE
b E=1: 0

. SSO URL:SPHEE HEIXSAMLE R EBREFRWURL, EREREMNSBHEIBOKTAREES
H.

. BE  HOKTARHMWESE,

Conliguralssn Seflingd: @ Conligune Keys Manually

Estity 1D: L1 [ itz fvenees it comy
GR0 UAL: F [T
STAES
I
Cermificate: Balsdisnal Grikied | Sif Srchived dolbdtionidd

Uplosded Cortfecate Defals;

Tsgumed:
Cubject:

Espiry
Cabe:

15. submit 1 Commit BB A EBSAMLE AR

16.7F & Centralized Services > Email , 38— T Spam Quarantine , W NEFIR :



A Centralized Services Network

System Status

Security Appliances

Email
Policy, Virus and Qutbreak Quarantines
Centralized Reporting

Centralized Message Tracking

Web 1
Centralized Configuration Manager
Centralized Reporting

Centralized Upgrade Manager

17402 Spam Quarantine -> Spam Quarantine Settings #—F Edit Settings , as shown in the image:

Bl Chaiipidng | [ el
el AaTlmie | Bpiaen |4 el TPaivn Dbl
i Py dad o e
Cro-Uner fhoarmnding Arceas:  Authureccroon Madhod: Hora | use nocfe st lnda )
Coery Rotdirabises:  [rablyd
Trrdhabd At Deblridd

| Lot Sl "::I. I

18.[8 N R B E End-User Quarantine Access > End-User Authentication , 12+ samL2.0 1 , I NEFIR :

10 Eoptren [t ot Dot s
[ L e R P T -

T T
= e Ll

19. submit F Commit BB AR FISAML & 19 B2 3% End User Spam Quarantine .

B

1. HEEMAWebBIEREF , WABEL TR IREHELRBARREERNURL , I TEMR

-EUEJ'l.ipth.EDm

2 FR— B R E R BEOKTAS DB R, ERAOKTABREA , MTEFAR :




okta

Sign In

Username

username@domainhere.com

Keep me signed in

Help

3.NREREA T , Bl End User Spam Quarantine BB A A BRI EBHRHEENRNE , W TFEMR

i R e S

B, RinfER & T MERAOKTARE S BRIGER &N REBHRBEHE. .

MRS

Cisco Secure Email and Web Manager ¥ {8 F F

OKTAX &


https://www.cisco.com/c/zh_tw/support/security/content-security-management-appliance/products-release-notes-list.html
https://support.okta.com/help/s/?language=en_US

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



