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- ACCOUNT_TAKEOVER

- R Em

- BLOCK_ATTACHMENTS
- PFHIEEEE

- DKIM_FAIL

- DMARC_QUARANTINE

- DMARC_REJECT

- FORGED_EMAIL

- INADEQUATE_CONTENT
- &=

- OPEN_RELAY

- SDR_DATA

- SPF_HARDFAIL

- SPF_SOFTFAIL

- TG_OUTBOUND_MALWARE
- URL_MALIOUS
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. iEMRACL , AR E A AaddHeaders’H B iBE2S:

addHeaders: if (sendergroup != "RELAYLIST")
{
i nsert-header ("X-1ronPort-Renptel P, "$Renptel P');
i nsert-header ("X-lronPort-MD', "$MD");
i nsert-header ("X-1ronPort-Reputation", "$Reputation");

i nsert-header("X-IronPort-Listener", "$RecvListener");
i nsert-header (" X-IronPort-Sender Goup", "$G oup");
i nsert-header ("X-1ronPort-Mail Fl owPol i cy", "$Policy");
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. BLOCKLIST_REFUSE [-10.0%/-9.0]5% & : BLOCKED_REFUSE
- BLOCKLIST_REJECT [-9.0%-2.0]% # : BLOCKED_REJECT

. SUSPECTLIST [-2.0F/0.0M1SBRSF¥ % &, 15K : ©FR#HI

. ACCEPTLIST [0.0%10.0]3% 8 : B1E%
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AsyncOS,

HAT R

Add Sender Group... | Import HAT...
SenderBase™ Reputation Score (7) External Threat Feed

Order | Sender Group 10 -8 ] 4 2 0 7 4 B 2 410 | Sources Applied Mail Flow Policy Delete
1 . SMA . Mone applied RELAYED . ﬁ
2 CISCO_MONITORING Mone applied ACCEPTED i
3 l RELAYLIST l l Mone applied l RELAYED |
a | TLS _REQUIRED ' None applied TLS_REQUIRED imj
5 l MY_TRUSTED_SPOOF_HOSTS l MNone applied ACCEPTED o}
6 BYPASS_SBRS_SPAM MNone applied ACCEPTED_NOSPAM r
7 l BYPASS_SBRS l l Mone applied l ACCEPTED l |
8 . BLOCKLIST_REFUSE = MNone applied BLOCKED_REFUSE r
] l BLOCKLIST_REIECT || o— MNone applied BLOCKED_REJECT i}
10 SUSPECTLIST = MNone applied THROTTLED i
11 . FREEMAIL . . Mone applied . THROTTLED |
12 l ACCEPTLIST l MNone applied ACCEPTED r

. ALL . Mone applied ACCEPTED

Edit Order... | Export HAT...
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- AEEEERS - [THER Sthreat_categoryHREE]

Add Palicy...
Order | Policy Name Anti-Spam Anki=Virus Advanced Malware Protection Graymail Content Filters Qutbreak Filters | Advanced Phishing Protection | Delete
1 BLOCKLIST Disabled Disabled (use default) Disabled BLOCKLIST_QUARANTIME Disabled {use default) ]
2 ALLOWLIST Disabled {use default) (use default) Disabled {use default) Disabled {use default) ]
3 ALLOW_SPOOF | (use default) {use default) [use default) (use default) URL_QUARANTINE_MALICIOUS | (use default) {use default) 1~}

URL_REWRITE_SUSPICIOUS
URL_INAPPROPRIATE
SOR

Default Palicy IronPort Anti-Spam Sophos File: Reputation Graymail Detection URL_QUARANTINE_MALICIOUS = Retention Time: | Not Available
Pesitive: Drap McAfee Malware Fike: Drop Unsubscribe; Disabled | URL_REWRITE_SUSPICIOUS Wirus: 1 doy
Suspected: Quaranting | Encrypted: Deliver Pending Analysis: Quarantine Marketing: Deliver URL_INAPPROPRIATE Other: 4 hours
Unscannable: Deliver | Unscannable - Message Error: Deliver | Social: Deliver DKIM _FAILURE
Wirus Positive: Drop | Unscannable - Rate Limit: Deliver Bulk: Defiver SPF N.QRDFATL

Unscannable - AMP Service Not ... EXECUTIVE_SPOOF

KEEE (MR )

bR B R

BLOCKLISTE# R E ERFEAKRSRESHKEHEBUNNABERE , AEA
QUARANTINER/EERE T ARTIBIRR.

. ALLOWLISTER 4 2Rk

ALLOWLISTES# 5 i B 2% F Antispam. Graymail s\ &% BURL_QUARANTINE_MALICIOUS,
URL_REWRITE_SUSPICIOUS, URL_INSIBLE. DKIM_FAILURE. SPF_HARDFAIL,
EXECUTIVE SPOOF., DOMAIN_SPOOF, SDR. TG_RATE_LIMITER#&ZHMEBHRNEE
RERANARBIRESR,

. ALLOW_SPOOFE} ¢S #g

ALLOW_SPOOFE M4+ K& BY A Fr B TR AR %S , I AURL_QUARANTINE_MALICIOUS,
URL REWRITE_SUSPICIOUS. URL_INSIBLE. SDR¥/ZZEEMNEENARBRERARS
BIRaES.

oL B SR
BREBRENT :
RARBH

- BEH
BrimE

- BARE  ERERE BUEED TOEXERE, BEA R,
. (TIiE ) WRFTAE A : Advanced > Other Notification , Bt/ "Others, ¥ BESENEEES
ISOCH##& A B FE 4t 1t
RS ERNE

- ERMAERESR
- BRRRENF IR HERE - FHAdvancedF1Add Custom Header to Message:X-TG-



RATERLIMIT , B : "R#. .
- AEEEBRNKA4EY . FHAdvancedF1Add Custom Header to Message:X-TG-
OUTBOUND , {& : "BAIZIZ ==, "

Ry

=E
AR

. BERAMTG_OUTBOUND_MALICIOUS, Strip_Secret_Header,
EXTERNAL_SENDER_REMOVE, ACCOUNT_TAKEOVERE A Z&IEBIEES.

BB

- RIBEHIDLPEF AT MDLPEC ERUA

HME
RS ( BEM>FR )
- A 3t 2 B Profanity #1Sexual_Content= 52
- FEAMESTEBE I Executive_FEDFIH , AAREE 7E 44
- RIBEHRE, RE, Z2RHEE , ASRBREFTRNHEtEIRF 2 3 M hn5 s

B AR ( BHEE>BREH )

- BRTERE , BTLSXBEREAER
- SRR LA B Web ER(HE#T1E B R SR EBKA RE
- MEFMEF , FSREMIRVEEA B #Y ith 12 5 55 7E R I 48 28 H B R R 15,

Destination Control Table Items per page
Add Destination... Import Table
All
]
Domain a IP Address Preference | Destination Limits TLS Support | DANE Support ~ | Bounce Verification * | Bounce Profile | Delete

500 concurrent connections, .
.protection.ocutlook.com | Default 50 messages per connection, | Required Default Default Default ]
Default recipient limit

20 concurrent connections, -
gmail.com Drefault 5 messages per connection, Default Default Default Default ]
20 recipients in 1 minutes

20 concurrent connections, -
hotmail.com Drefault 5 messages per connection, Default Default Default Default J
20 recipients in 1 minutes

20 concurrent connections, -
yvahoo.com Default 5 messages per connection, Default Default Default Default [
20 recipients in 1 minutes

500 concurrent connections,
Default IPv4 Preferred 50 messages per connection, Preferred None Off Default
No recipient limit

| Expor‘t-TabIe

* Bounce Verification settings apply only if bounce verification address tagging is in use. See Mail Policies > Bounce Verification.
~ DANE will not be enforced for domains that have SMTP Routes configured.
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M BRARNRBRSRNEMCES K F2HRELAFRIH "ATBRR,) | BRECHENZ
M % £ B EE Y AE B AR A8V AsyncOS.

L YNAESTLY

URL_QUARANTINE_MALICIOUS
&4 - URLISE ; url-reputation(-10.00, -6.00, "bypass_urls", 1, 1)

Action:Fat : FERE("URL_MALIOUS")

URL_REWRITE_SUSPICIOUS
&4 : URLISE ; url-reputation(-5.90, -5.60, "bypass_urls", 0, 1)

Action:URL{E2 ; url-reputation-proxy-redirect(-5.90, -5.60,",0)

URL_INADEQUATE

&4 - URLEER! ; url-category([Adult', 'Child Abuse Content', 'Extreme', 'Hate Speech',
'lllegal Activities', 'lllegal Downloads', 'lllegal Drugs', 'Polymatch’, 'Filter Avoidance'].
"bypass_urls", 1, 1)

Action:Quarantine;duplicate-quarantine("UNITABLE_CONTENT")

DKIM_FAILURE
54+ : DKIMS 13 58 3 ;dkim & 10 Bp & ==T8 K X

Action:f@B# ; duplicate-quarantine("DKIM_FAIL")

SPF_HARDFAIL

&4 : SPFERRE ; spf-statusBi==k B
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Action:Quarantine;duplicate-quarantine("SPF_HARDFAIL")

EXECUTIVE_SPOOF

&4 - BENETEHER ; BEN S FE488("Executive_FED", 90, ")
&4 : Other Header; header("X-lronPort-SenderGroup")!= "(?i)allowspoof"
* set Apply rule:{€ & P & R4 &8 T B I

Action: ¥718 /4R 8845 : edit-header-text("Subject”, "(.*)", "[EXTERNALJ\1")

Action:Quarantine; duplicate-quarantine("FORGED_EMAIL")

155w
&4 . HA4ERE ; header("X-spoof")

Action:Quarantine;duplicate-quarantine("ANTI_SPOOF")

Rl R AR

&4 : =H1EE,;sdr-reputation(['bad’], ")

R4 - @58 sdr-age ( "Ry . <. 5. 1)
* set Apply rule: 20 3R — 1B = % {B {5k £ Pl

Action:Quarantine;duplicate-quarantine("SDR_DATA")

TG_RATE_LIMIT
&4 - ELABIEEE ; &EHE("X-TG-RATERLIMIT")

Action: #7318 BF5R B ; log-entry("X-TG-RATERLIMIT:$filenames")

BLOCKLIST_QUARANTINE
RAF ()

Action:f@5t ; fEE ( "BHIEBE, )



Add Fiter....

Order | Filter Name Descrigtion | Rules | Palicies Duglicate  Delete
1 URL QUARANTINE MALL URL_QUARANTINE MALICIOUS: if (url-reputation(-10.00, -6.00 , "bypass_uris®, 1, 1}) { quarantine("URL_MALICIOUS"); } h =
2 URL_REWRITE_SUSPI URL_REWRITE_SUSPICIOUS: if {url-régutbtinn]-5.90, -5.60 , "bypasi_urls®, B, 1)) { url-reputaticn-peouy -redeect(-5. 90, -5.60,,0); } -1 o
N URL_INAPPROPRINTE :E:h:mﬁ:mm“': [.uwﬁc;::ﬁzt[cgm”éwﬁr;lﬂummwm ‘Extreme’, ‘Hate Speech’, ‘lliegal Activities, ‘lllegal Downloads', “llegal Drugs', ‘Pornography, Filter Avoidance'], “bypass_uris”, 1, 1)) { B o
4 DRIM_FAILURE DRIM_FAILURE: if [diim-authentication = = *hardfail™) { duplicate-quarantine] “DKIM_FAIL*); } gy L
5 SPF_MARDFAIL SPF_MARDFAIL: if {spf-status == “fail") { duplicate-guarantine( "SPF_MARDFAIL"); } By w
& ENECUTIVE SPOOF EXECUTIVE_SPOOF: if [lalaeu cr'wll dutection]” Executive_FED®, 90, ")) AND (header{“X-IranPort-SenderGroug™] = “[Fijallowipool™) { edit-header-test{"Subject”, (.*)", "[EXTERMALI1™) duplicate- iy o
guarantine] FORGED EMAILT),
7 DOMAIN_SPOOF DOMAIN_SPOOF: f (header("X-5poof™}) { duplicste-quarantine] "ANTI_SPOOF™); } Y 1}
L] SDR SDR:  {sdr-reputation (Iamful'l, ")) OR (sdr-age {"days", <, 5, )} { dupscate-guarantine("SDR_DATA"); } Lol ]
L] TG _RATE_LIMIT TE_RATE_LIMIT: if {header] "X-TG-RATELIMIT 1} { log-entry("X-TG-RATILIMIT: $ftenames®); } gy w
10 | BLOCKLIST QUARANTINE BLOCKLIST_QUARANTINE: i {true) { quarsntine("BLOCKLIST™); } iy o
| sampLe _ATTACHHMENT_BLOCK: if (attachment-filetypa == ‘Exnmatﬂn 1 OR: {ateachmant- l'-lenm == 7,
11 SAMPLE_ATTACHMENT_DLOCK {206 |ad [ade]adp]asp|bas|bat|ch er | i |zer| b |whe]ubs|ves|vst] 157} { duplicate- i w
quarantine{*BLOCK_ATTACHMENTS™); drop(); }
12 SAMPLE_SPF_SOFTFAIL SAHPLE_SPF_SOFTFAIL: if (spf-status == "softfed) { duplicate-quarantine("SPF_SOFTFAIL™); + L) |
13 SAMPLE_MACRO SAMSLE_MACRO: if {macro-detection-rule (['Adobe Portable Document Farmat, Hicrosoft Office Files’, “OLE File types']}} { quarantine{"MACRD®); } By '
14 | SAMPLE_ATTACHMENT PROTECTED | SAMPLE ATTACMMENT PROTECTED: if (sttachment-protected) { log-entry("Encrypted: $MID®); 3 By "
15 | SAMPLE_LANGUAGE UNKNOWN SAMPLE_LANGUAGE_UNKNOWR: if gelanguage == “unknown®) { teact{*Subject”, (=), "[SUSPICIOUS W17 ) L] w
16 | SAMPLE_INAFPROPRIATE CONTENT | SAMPLE_INAPPROPRIATE_CONTENT: if (dictionssy-match{"Prafanity”, 3)) OR (dictignary -match("Sexual_Content™, 3)) { quarantine{"INAPPROPRIATE_CONTENT™); } 1) o
i SAMPLE_REPLY-TO_MISMATOH SAHPLE_REPLY-TO_MISMATCH: if (header{“rephy-1a”)) AND (header("reply-ta®) |= **fenvelopefromi®) { add-heading("SAMPLE_REPLY-TD_WARN®}; logrentry{"REPLY-TD MISMATCH'); + -] ]
18 SAMPLE_EXTERNAL_SERDER SAMPLE_EXTERNAL_SENDER: if [subject |= “[EXTERNALY") { edit-header-text("Subject®, *(.*)", "[EXTEANALPWI®); } 1) "]
1% SAMPLE_COUNTRY_FILTER SAMPLE COUNTRY_FILTER: if (geclscation-rule (['Canada']}} { log-entry(*From Canads®); } iy a

Lt Fister Order.... |

LG AR

TG_OUTBOUND_MALICIOUS
Rt . EEKEVEMWRE ; F|E("X-TG-OUTBOUND")==

Action:FE¢ ; FEEE("TG_OUTBOUND_MALWARE")

Strip_Secret_Header
R4 HMERE ; EE("PLACEHOLDER")==PLACEHOLDER

Action: RIB# ¥R 58 ; RIBHIRIE("X-IronPort-Tenant")

EXTERNAL_SENDER_REMOVE
RAF - ()

Action: ¥7i8/4#REEIEE ; edit-header-text("Subject”, "\[EXTERNAL\\|\s?", ")

ACCOUNT_TAKEOVER
R4 - HAHERE ; F|E("X-AMP-Result")==(?))Z X

&4 : URLIS2 ; url-reputation(-10.00, -6.00, ™, 1, 1)



REBBRAY : R —fER S8 R4 TR

Action:Notify;notify ( "'<#li AEIE S BAE FEH i 3k>", "POSSIBLE ACCOUNT TAKEOVER,
", "ACCOUNT_TAKEOVER_WARNING" )

Action:duplicate-quarantine("ACCOUNT_TAKEOVER")

g

der-test(*Subject®, (KL encrypti\"Wis®, **); encrypt-deferred ("CRES_MIGH®, "$Subject®, 0); }

W) { tag-message (“NOOF"); }
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- EARE ﬂéﬁ¥ﬁl31¢;zéﬂ’JAPI§ — DEVNET-2326

- MABRNNEERH L2 RESaaSEFERT — BRKSEC-1025

- EFBHZSE RIEBRAMFT — TECSEC-2345

. 250 not OK — EFA BRI EFBHH L2 THE — TECSEC-2345

- BREAEBENENSHARNARE  RoMNABGLLEEN T —E ! - BRKSEC-1243
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2327
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https://ciscolive.com
https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-release-notes-list.html
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. Cisco Secure Email and Web ManagerfJAPIFE R 3851165
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https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-command-reference-list.html
https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-installation-guides-list.html
https://www.cisco.com/c/zh_tw/support/security/cloud-email-security/products-release-notes-list.html
https://www.cisco.com/c/zh_tw/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/zh_tw/support/security/content-security-management-appliance/products-release-notes-list.html
https://www.cisco.com/c/zh_tw/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_tw/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-installation-guides-list.html
/content/dam/en/us/products/collateral/security/secure-product-naming-qrm.pdf
/content/r/ctp/trust-portal.html?docclassification=bundle#/trustpackage/0423367948164624
/content/dam/en_us/about/doing_business/legal/OfferDescriptions/secure-email.pdf
/content/dam/en_us/about/doing_business/legal/docs/universal-cloud-terms.pdf
https://www.cisco.com/c/zh_tw/support/index.html
http://www.open-spf.org/Project_Overview/
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