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1. EfinF|Configuration > Remote Access VPN > AAA Setup > AAA Server Groups.
2. BH&AAA Server Groups3=ig fIAdd
3. IEEMAAAR ARESAEM B TE | %1§1§ELDAP1’E%T£J’UEO

= Add AAA Server Group x|

iZonfigure an A48 server group. The Accounting Mode attribute is only applicable
for RADIUS and TACACS+ protocols,

Server Group: |LoaP_sRy_RP

Protocal: ILD.C'.F' ll

Accounting Mode: £ Simultaneous & Single

Reactivation Mode: % Depletion = Timed

Dead Time: |1III minutes

Max Failed Atkempts: IS

QK M iZancel Help
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B= Edit AAA Server

Server Group:

Interface Mame:

LDAP_SRY GRP

inside -

Server Mame or IP Address: |192.168.1.2

Timeouk:

10 seconds

LOAP Parameters

[~ Enable LDWP over S5L

Server Pork:

Server Type:

Base DM:

SCope:

Maming Atkributeds):
Login DiM:

Login Password:

LDAP Atkribute Map:

359

Micrasaft

Iu:ln:=FI:m.lsecl_lrilzwj.fJ dc=risco, dc=com

all levels beneath the Base DN

soMAccountMame

sn=admin, cn=users, dc=fbwsecurity, do=cisco, dc=

-- Mone --

[T 5ASL MDS authentication

[T 5AsL Kerberos authentication

Kerberos Server Group: I

2K, I iZancel Help
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ci scoasa#fconfigure terminal

!--- Configure the AAA Server group. Ciscoasa(config)#aaa-server LDAP_SRV_GRP protocol Ildap /---
Configure the AAA Server. ciscoasa(config-aaa-server-group)#aaa-server LDAP_SRV_GRP (i nside)

host 192.168. 1.2 ci scoasa(confi g-aaa-server-host)#l dap- base-dn dc=ftwsecurity, dc=cisco, dc=com
ci scoasa(confi g- aaa- server - host) #l dap-| ogi n-dn cn=adm n, cn=users, dc=ftwsecurity, dc=cisco,
dc=com ci scoasa(confi g- aaa- server - host) #l dap- | ogi n- password ******x*x** cjgcoasa(config-aaa-
server - host) #| dap- nam ng-attri bute sAMAccount Nane ci scoasa(confi g-aaa-server-host)#l dap- scope
subtree ciscoasa(config-aaa-server-host)#server-type mcrosoft ciscoasa(config-aaa-server-
host)#exit !--- Configure the tunnel group to use the new AAA setup. Ciscoasa(config)#tunnel -
group Exanpl eG oup2 general -att ciscoasa(config-tunnel -general)#authenticati on-server-group
LDAP_SRV_GRP
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server-port 3268
| dap- scope subtree
| dap- nam ng-attri bute userPrinci pal Nane
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Ci scoasa#test aaa-server authentication LDAP_SRV_GRP host 192.168.1.2
username kate password ciscol23

INFO Attenpting Authentication test to | P address <192.168. 1. 2>
(tineout: 12 seconds)

I NFO Aut hentication Successf ul

REREGE A

MRTEREEFANERDNFE | Al BB H R RAFEWindows Active Directoryfal BR 8% L 2%
Hdsquerym & , UBEEAEHRNBEEDNFH,

C:\ Docunments and Settings\ Admi ni strat or >dsquery user -samid kate

!l--- Queries Active Directory for samid id "kate" " CN=Kate
Aust en, CN=User s, DC=f t wsecuri ty, DC=ci sco, DC=cont

debug Idap 25588 = AT EBI R B R FN S HRBEE, o TRALDAPHEE , I RFFERER
ASARIREAREILDAPRIBRERAVERR, I HER T ANENEZEAB D h R R ASATEARE]
LDAP{a AR 25

LR BE TR & RE

ci scoasa#debug ldap 255

[7] Session Start

[ 7] New request Session, context 0xd4b11730, reqType =1

[7] Fiber started

[7] Creating LDAP context with uri=ldap://192.168.1.2: 389

[7] Connect to LDAP server: |dap://192.168.1.2:389, status = Successful
[ 7] defaul t Nam ngCont ext: val ue DC=f t wsecurity, DC=ci sco, DC=com

[ 7] supportedLDAPVersion: val ue 3

[ 7] supportedLDAPVersion: value = 2

[ 7] supportedSASLMechani sns: val ue = GSSAPI

[ 7] supportedSASLMechani sns: val ue = GSS- SPNEGO
[ 7] supportedSASLMechani sns: val ue = EXTERNAL

[ 7] supportedSASLMechani sns: val ue = DI GEST- MD5

! --- The ASA connects to the LDAP server as admin to search for kate. [7] Binding as
administrator
[7] Performing Simple authentication for admin to 192.168.1.2
[7] LDAP Search:
Base DN = [dc=ftwsecurity, dc=cisco, dc=com]
Filter = [sAMAccountName=katel]
Scope = [SUBTREE]
[7] User DN = [CN=Kate Austen,CN=Users,DC=ftwsecurity,DC=cisco,DC=com]
[7] Talking to Active Directory server 192.168.1.2
[ 7] Reading password policy for kate, dn: CN=Kate Austen, CN=Users,
DC=f t wsecurity, DC=ci sco, DC=com
[7] Read bad password count 1

!--- The ASA binds to the LDAP server as kate to test the password. [7] Binding as user
[7] Performing Simple authentication for kate to 192.168.1.2
[7] Checking password policy for user kate



[7] Binding as administrator

[7] Performing Simple authentication for admin to 192.168.1.2
[7] Authentication successful for kate to 192.168.1.2

[7] Retrieving user attributes from server 192.168.1.2

[7] Retrieved Attributes:

[7] obj ectC ass: value = top

[7] obj ect d ass: val ue = person

[7] obj ect O ass: val ue = organi zati onal Per son

[7] obj ectd ass: val ue = user

[7] cn: value = Kate Austen

[7] sn: val ue = Austen

[7] gi venName: val ue = Kate

[7] di stingui shedNanme: val ue = CN=Kat e Austen, CN=Users, DC=ftwsecurity,
DC=ci sco, DC=com

[7] i nstanceType: value = 4

[7] whenCreat ed: val ue = 20070815155224. 0Z

[7] whenChanged: val ue = 20070815195813. 0Z

[7] di spl ayNane: value = Kate Austen

[7] USNCr eat ed: val ue = 16430

[7] nmenmber Of : val ue = CN=Cast aways, CN=User s, DC=f t wsecuri ty, DC=ci sco, DC=com

[7] menber Of : val ue = CN=Enpl oyees, CN=User s, DC=f t wsecuri ty, DC=ci sco, DC=com

[7] uSNChanged: val ue = 20500

[7] name: val ue = Kate Austen

[7] object@UD: value = ..z...yC q0.....

[7] user Account Control : value = 66048

[7] badPwdCount: value = 1

[7] codePage: value = 0

[7] countryCode: value =0

[7] badPasswor dTi ne: val ue = 128321799570937500

[7] | astLogoff: value =0

[7] | ast Logon: value = 128321798130468750

[7] pwdLast Set: val ue = 128316667442656250

[7] pri maryG oupl D: value = 513

[7] objectSid: value = ............ Q.p..*.p?E. Z. ..

[7] account Expi res: val ue = 9223372036854775807

[7] I ogonCount: value =0

[7] sAMAccount Nane: val ue = kate

[7] sAMAccount Type: val ue = 805306368

[7] user Pri nci pal Name: val ue = kate@twsecurity. cisco.com

[7] obj ect Cat egory: val ue = CN=Per son, CN=Schema, CN=Conf i gur ati on,
DC=f t wsecurity, DC=ci sco, DC=com

[7] dSCor ePr opagat i onDat a: val ue = 20070815195237. 0Z

[7] dSCor ePr opagat i onDat a: val ue = 20070815195237. 0Z

[7] dSCor ePr opagat i onDat a: val ue = 20070815195237. 0Z

[7] dSCor ePr opagat i onDat a: val ue = 16010108151056. 0Z

[7] Fiber exit Tx=685 bytes Rx=2690 bytes, status=1
[7] Session End

SE AR RS R B S8R AR T K BUEY & 17 B s

ci scoasat#debug ldap 255

[8] Session Start

[ 8] New request Session, context 0xd4b11730, reqType = 1

[8] Fiber started

[8] Creating LDAP context with uri=ldap://192.168.1.2:389

[8] Connect to LDAP server: |dap://192.168.1.2:389, status = Successful
[ 8] defaul t Nami ngContext: value = DC=ftwsecurity, DC=ci sco, DC=com

[ 8] supportedLDAPVersion: value = 3

[ 8] supportedLDAPVersion: value = 2

[ 8] supportedSASLMechani sns: val ue = GSSAPI

[ 8] supportedSASLMechani sns: val ue = GSS- SPNEGO
[ 8] supportedSASLMechani sns: val ue = EXTERNAL

[ 8] supportedSASLMechani sns: val ue = DI GEST- MD5



!--- The ASA connects to the LDAP server as admin to search for kate. [8] Binding as
administrator

[8] Performing Simple authentication for admin to 192.168.1.2

[8] LDAP Search:

Base DN = [dc=ftwsecurity, dc=cisco, dc=com]
Filter = [sAMAccountName=kate]
Scope = [SUBTREE]

[8] User DN = [CN=Kate Austen,CN=Users,DC=ftwsecurity,DC=cisco,DC=com]

[8] Talking to Active Directory server 192.168.1.2

[8] Reading password policy for kate, dn: CN=Kate Austen, CN=Users,
DC=f t wsecurity, DC=ci sco, DC=com

[8] Read bad password count 1

!--- The ASA attempts to bind as kate, but the password is incorrect. [8] Binding as user

[8] Performing Simple authentication for kate to 192.168.1.2

[8] Simple authentication for kate returned code (49) Invalid credentials

[8] Binding as admi nistrator

[8] Performing Sinple authentication for admn to 192.168.1.2

[8] Reading bad password count for kate, dn: CN=Kate Austen, CN=Users,
DC=f t wsecurity, DC=ci sco, DC=com

[8] Received badPwdCount=1 for user kate

[ 8] badPwdCount =1 before, badPwdCount=1 after for kate

[8] now Tue, 28 Aug 2007 15:33:05 GMI, |astset: Wed, 15 Aug 2007 15:52: 24 QGM,
del ta=1122041, maxage=3710851 secs

[8] Invalid password for kate

[8] Fiber exit Tx=788 bytes Rx=2904 bytes, status=-1

[8] Session End

L FRFH B R HRELDAPR BRE: A REAE M A KN S HRE

ci scoasat#debug ldap 255

[9] Session Start

[9] New request Session, context 0xd4b11730, reqType = 1

[9] Fiber started

[9] Creating LDAP context with uri=ldap://192.168.1.2:389

[9] Connect to LDAP server: |dap://192.168.1.2:389, status = Successful
[9] defaul t Nami ngContext: value = DC=ftwsecurity, DC=ci sco, DC=com

[9] supportedLDAPVersion: val ue 3

[9] supportedLDAPVersion: value = 2

[9] supportedSASLMechani sns: val ue = GSSAPI
[9] supportedSASLMechani sns: val ue = GSS- SPNEGO
[9] supportedSASLMechani sns: val ue = EXTERNAL

[9] supportedSASLMechani sns: val ue = DI GEST- MD5

!--- The user mikhail is not found. [9] Binding as administrator
[9] Performing Simple authentication for admin to 192.168.1.2
[9] LDAP Search:

Base DN [dc=ftwsecurity, dc=cisco, dc=com]

Filter [sAMAccountName=mikhail]

Scope = [SUBTREE]
[9] Requested attributes not found
[9] Fiber exit Tx=256 bytes Rx=607 bytes, status=-1
[9] Session End

EASATILDAP & 13 B 38 A iR 25 < BRER T RAEA R , HEAERIUTHERHER -

ci scoasa# debug webvpn 255

I NFO debug webvpn enabled at |evel 255.

ci scoasa# webvpn_portal . c: ewaFor nSubm t _webvpn_| ogi n[ 2162]
ewaFor nSubni t _webvpn_| ogi n: tgCookie = NULL

ewaFor nSubni t _webvpn_| ogin: cookie =1



ewaFor nSubni t _webvpn_I| ogi n: tgCookieSet = 0

ewaFor nSubni t _webvpn_|l ogin: tgroup = NULL

....not resum ng [2587]

webvpn_portal .c: http_webvpn_kill _cooki e[ 787]
webvpn_aut h. c: htt p_webvpn_pre_aut henti cati on[ 2327]
WebVPN: cal ling AAA with ewsContext (-847917520) and nh (-851696992)!
webvpn_aut h. c: webvpn_add_aut h_handl e[ 5118]

WebVPN: started user authentication...
webvpn_auth.c:webvpn_aaa_ callback[5158]

WebVPN: AAA status = (ERROR)

webvpn_portal . c: ewaFor nSubni t _webvpn_I| ogi n[ 2162]
ewaFor nSubni t _webvpn_| ogi n: tgCookie = NULL

ewaFor nSubni t _webvpn_|l ogin: cookie =1

ewaFor nSubni t _webvpn_I| ogi n: tgCookieSet = 0

ewaFor nSubni t _webvpn_|l ogin: tgroup = NULL
....resumng [2564]

webvpn_aut h. c: htt p_webvpn_post _aut henti cati on[ 1506]
WebVPN: user: (utrcd0l) auth error.
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