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HTTP
172.16.1.1(real)/
Iniernetﬂbudj) EI 162,168.5.1(Mapped)
FTp 172.16.1. 2(realy
=l § 192.168.5.2(Mapped)
192 168.5.0/27
Chutside
172.16.1.0/27 SMTP 172.16.1 3(real}
10 =1 192 168.5.3{Mapped)
DMZ
insid ; DNS 172.16.1.4(real)/
sice =l N 192 .168.5 4{Mapped)
10.1.1.0024 HTTPS D 172.16.1.5(real)!
192.168.5. 5(Mapped)
BHEERE R

BRIFEBAIAEEERBELLEMEERE  BAZ2REAFEMHMRE.

SHEFEH AL EFEESEEERK. RTFEUEERBIME , B LUEERIRM B #y bk,
BIAWE, EHFE (EARTCPHUDP ). ICMPE (JEFHEAICMP)EiEtherTypeo

AR HREERHE (WICMP ) |, ZeRESRVENSHE K RUERESEEERATMES

[AYICMP ( EiBig 25 5% 28 B A 2RI B B I ) . REFZHAICMPRIEIE, ICMPRHEIEIE
#EICMPERERR A& [ELR,

FTERELESRANATHEERE  ELEREEFEARKRAE (KELLEW ) 2IDMZ (BREZE
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access-list

2. R1#% f£ Faccess-groupis & BE S EEE U E R AT BIAR AL,

access-group
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1. |AIEHTTPERE : ZEEPEIERNEHEE10.1.1.0FEIPA172.16.1.1 E (I ADMZIBIE H 1Y
http ( WebfallR28 ) , FFEM —1EACL , AT :

ciscoasa(config) #access-1list 100 extended deny tcp 10.1.1.0 255.255.255.0
host 172.16.1.1 eq 80

ciscoasa(config) #access-list 100 extended permit ip any any

ciscoasa(config) #access-group 100 in interface inside

EXE : FHno , AREEMaccess listio S LAMBRIBEE,
2. HHFTPEBIENRE : & ZMH1ERZPMEIE10.1.1.07FEFTP ( BRMAMKE ) (IPH
172.16.1.2 ) ERIEDMZMBEEH , FFEIL —EACL , ITFFIR

ciscoasa(config) #access-list 100 extended deny tcp 10.1.1.0 255.255.255.0
host 172.16.1.2 eq 21

ciscoasa(config) #access-list 100 extended permit ip any any

ciscoasa(config) #access-group 100 in interface inside

A F2RIANAELBRBREEESBRNEZEH.
AETFER T BBASDMIITHBRIENZES B E.

1. BI{EConfiguration > Firewall > Access Rules, 3% — TAdd Access RulebAZ 5 RE/EEE,
Configuration > Firewall = Access Rules

G nu:h:l|vl G Edic W Oelste | Y BB - | qFnd
[| % Add Access Rule. .. | ¥ Bectinatian

E : o 10,100 @ any
—— T — @ any
— B, inside (2 cutgoing rules)
| % 1 = 172,16,10.50 @@ any
P2 @@ any G any

— _F manage {2 implicit incoming rules)

2. ERFERAUNIR, E%*ﬂ?ﬁfﬁﬂ&éﬁiﬁt%ﬁ%ﬁﬂu-@ﬁﬂﬁﬁﬁ’ﬂﬁﬁo BEFEEFLEREME LW
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= Add Access Rule

Interface: [-ﬁde s ]

Action: () Permit (%) Deny

Source: [ 10.1.1.0 ;l

Destinatinn[ 172.16.1.1] \]

LG

Service: ip (

Descripkion:

Enable Logging

Logging Lewel: | Defaulk W

More Options

|_ K, J | Cancel | | Help

BER,
3. fe ] F 3R 5 BB iR Ehttp

B Hrerwss Serving

, REE—TOKLMRES "HBHRRA L R\,

& add = @l to a9
o]
|m-a CProtocdl  SoacePalh | Defnalon Pols KNP Tpe  Desteplon
B dacard e eiefach (L BESIS) F |
i darar inp defyulk (L-655T5) B2
e by (L] [e U AR o I
| B B 12 diefach (LE5E95) 12 |
g fger ] gty (L-655TE) 79 |
| - Np ] el (L-0FETsl 21 -
wa ftpedata ] gkt (65555 20
i gagpher p defyul (L-B2STE) 70
W I o diefagk (L-0wsmS) 1720

R T o R el il (L-ES555) 200

{hi]

b ] challaol (1-68555) BiE

- k- nagH iop el (L-60535) 143

il ] defyuk (1655350 1

Lk kmberos D el (165555 750

A Rhagn o] oiefsl (L-62505) 543

fr i defauk (L-E9ETE) B4

-3t~ g i delaed (105559 e
[ e oo diefell (10550} 605 -
Seectend Servie -

| Gervice -» '::l

(o] _coen ]
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B Add Access Rule

Interface: |inside s

Action: () Permit (%) Deny

SOUrce: 10.1.1.0 E]

Destination |172.16.1.1 E]

Service: tepfhttp E]

Descripkion:

Enable Logging

Logaging Lewel: | Defaul W |

More Options

| 2K, | | Zancel | | Help

5. ¥ — TInsert After#& 55 5 33 B #ri8 B[] — B B EE

Configuration = Firewall > Access Rules

b add|-( [ Edit [Joekete 4 & X EFL- QF

0P | Add Access Rule. ., Deskination
| 88 Insert...
W Inserk After. ., = L2 sl
— @ any
EI ﬂ manage (2 implicit incoming rules)
1 &P any @ Any less secur
2 @ any @@ any

6. AFFHRE Tanyy B Tany, BOFREPSLE Timplicit denyy » A% , R — TOKSER B EH R



B% Insert After Access Rule

Interface: w

Action: (&) Permit () Deny

Source: any

Destination  |any

Service: ip

)|

Descripkion:

Enable Logging

Logaging Lewel: | Default W

More Options

i, 2K, U | Zancel

| Help |

=Eeg

7. Al fEAccess RulesHBH BRI ERBNHBBEE, #B—TApplyitEEGEEIZLEKE,

B add - E Edt [ Delete 4 & X Bz @ - O Fnd 59 Disgram | Export ~ @ Clear Hits 5] 51

# Enabled Source Destination Service Action
= 5% inside (3 incomirg rules)
1 @ 10.1.1.0 ﬁ!. 172.16.1.1 agk hithp (% Dcnv
T3 &P arey IEip E Deny
= 3 manage (2 mpict incoming rules)
i 1 @ anvy @@ Any lass secure ne.,. 16 ip ¥ Parmit
£ @ ary @ any . Ip & Deny
= % outside {1 implick incoming rule)
1 @ any @ any i ip & Deny
il _
Access Rule Type () IPvd and IPVE (o) IPv4 Oy () TPy6 Only
[ Apply Fesst ] [ Advanced...

HASDME R B BISEASAR S SN E(CL) EEREAR S,

access-list inside_access_in extended deny tcp host 10.1.1.0 host 172.16.1.1 eqg www

access-list inside_access_in extended permit ip any any
access-group inside_access_in in interface inside



BBEELSER , SEIBASDMHITREI1LAELE10.1.1.0488 5B Web [ fR2§172.16.1.1, RHI
2R A AR A 5 FE LE B {E10.1.1.048 88 B EIF TP R ARBF 172.16.1.2, ME—HIEFIREEE
B, XX flmpitRRIEEREAESTEE.

8. EEAMMIFTPREMNH AL , REIZ— T Details HFEF B ZIE,

= Add Access Rule

Interface: i inside &

Action: () Permit (%) Deny

Source: 10.1.1.0 E]|

Diestination 'L1?2.15.1.1| ﬂ
Service: ip [ E]|]

Descripkion:

Enable Logging

Logaging Lewvel: : Default v |

More Options

| i, | | i_ancel | | Help

9. & EftpiE | RE IR — TOKLUREZFIAdD Access Ruleti B,



& Browse Service

10. B— TFOKTEK A RIRANEE,

& add ~ @ o "' Diefete - @ Where Lse
Fiker: | |_
Mame Protocol | Source Ports Destination Ports  [CMP Type | Description
ok olFceica bop default (1-65535) 1404
gk ctiche  fop defadl (1-65535) 2745
mek daytime bep default (1-65535) 13
-t dscard b defaul (1-65535) 9
gk domain bop defaulk (1-65535) 53
o bep defauit (1-65535) 7
b TEks Ee bop default {L-65535) 512
1k Firger bep default (1-65535) 79
{defaut (1-65535) |21
iofge ftp-data bop defaulk (1-65535) 20
b gt gopher bop defaul (1-65535) 70
- ger hE23 begs defaut (1-65535) 1720
L mp hostrame  bep default (1-65535) 101
i~ ik Htp bop defaulk (1-65535) 80
e Hetps bp default (1-65535) 443
- wer ident bop default (1-65535) 11%
L1k imapd bop defaul (1-65535) 143
T bep default (1-65535) 194
gk kerberez bap default (L-65535) 750
R N B Arf o db i 2ECHCY . CAS
Selected Service -
| Sarvice - |!i|:|
Lo JJ[ eon




= Add Access Rule

Interface: |inside %

Action: () Permit (&) Deny

SOuUrce:! 10.1.1.0

Destination |172.16.1.1]

GG )

SErvice: tcp)ftp

Descripkion:

Enable Logging

Logging Level: |Defaulk W

More Options

|_ 8 4 | | Cancel | | Help |

1. FEEMFHEARAARFEAEMRE, B, BXIEERASHEIEENE ENAERE.

B& Insert After Access Rule

Interface: v

Action: (%) Permit () Deny

Source: ary

Destination |any

Service: ip

GG )

Descripkion:

Enable Logging

Logaging Level: | Defaulk W

More Opltions

Aty
] 4 | | Cancel | [
T




12. £Access RulesBEE T , BN SHESEBRBEW T FiRo.

Can ration > Firewall > Access Rules
dpoadd - B Edt [ Delete 4 & % B3 B - Q Fnd B Diagram |y Export + (9 Clea
. & Enabfed Saurce Destination Service Ackion
= _? inside (3 incoming rules)
._,510110 J1?21511 'uPFtp iﬂ-l}arr,-'
w—
@ any & any . ip & Deny
— _F manage (2 implicit incoming rules)
1 @ any &P Any less secure ne... 1F0p " Permit
? 2 @ any @@ any =, |p @ Deny
\= B outside (1 implicit incoming rule)
1 @ sny @ any i ip & Deny
]
Access Rule Type () 1Pv4 and IPVE (5 IPvd Only () IPwE Ondy
| L Apphﬂ,l ] [ Reset ] [ Advanced. ..

13. #H— T Apply S EL B EIXEIASA, ERWCLIBLBUITAIR :
access-list inside_access_in extended deny tcp host 10.1.1.0 host 172.16.1.1 eqg ftp
access-list inside_access_in extended permit ip any any
access-group inside_access_in in interface inside

PIRVREE
BRIEMBHREERRAY  FARSEBETATEAANRE.

MREBAFNBEMESEAIBER , IUEABNMELEAAUGEEE, EEEEEHRIEESF
ER E MR B | .%%ﬁfﬁﬂ’]i&thE—IFHﬁA%iB%'ﬁEﬁE’Ji&iﬂ:o SERUATSER , BN BRI E
ﬁfcéliﬁﬂfiﬁﬁélﬁﬁﬂ’]ﬁﬁiﬁo flan , AFRAS (BRERLES ) BRATNEH (RKERE
[EiF ) ADMZEIAEBHTEHRE

1. BRENATA ER M iR A YR, ¥R RFEE Einternet LAY | AT AR
DMZ FHYFEF R ARES , MEEANE A REFHE R it

static (real_ifc,mapped ifc) mapped ip {real_ ip [netmask mask] |
access-list access_list_name | interface}

2 REPIXIASATI TS EWFENATE 9 IR E A,
2. BYACLUAH R EEFERE,

access-list


//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/cmd_ref.html
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3. ff Faccess-groupin = BiE 5 BF E LUME R AT B AE,

access-group

Al -

1. BARSMTPE IR : BIRUEtcp 25 , LA EFR B S ZB(Internet) B9 3 #55 R L ADMZ A8 3% = B9 Bf
aaCili e Staticﬁnﬂ~;9$ﬁﬁt&i¢192 168.5. 3% ML B B FEDMZ1th31£172.16.1.3,

ciscoasa(config) #static (DMZ,Outside) 192.168.5.3 172.16.1.3
netmask 255.255.255.255
ciscoasa(config) #access-1list 100 extended permit tcp
any host 192.168.5.3 eq 25
ciscoasa(config) #access-group 100 in interface outside

2. BIRHTTPSER B E : BIRRtcp 443 , LA AFFR B A BB (Internet) By EMEL R M EEDMZA
BRI WebfIRET (L2 ) o

ciscoasa(config) #static (DMZ,Outside) 192.168.5.5 172.16.1.5
netmask 255.255.255.255
ciscoasa(config) #access-1list 100 extended permit tcp
any host 192.168.5.5 eq 443
ciscoasa(config) #access-group 100 in interface outside

3. ARFDNSHi R : FRURudp 53 , LA7FF R B SAEB(Internet) Y =475 B L RDMZARRE H #Y
DNSfafzs (Z£ ) o

ciscoasa(config) #static (DMZ,Outside) 192.168.5.4 172.16.1.4
netmask 255.255.255.255
ciscoasa(config) #access-1list 100 extended permit udp
any host 192.168.5.4 eq 53
ciscoasa(config) #access-group 100 in interface outside

AR F2HIANAELBRBREEESBENESEH.
WBiBASDME B
REFFER T BIBASDM# T LIREIE S %

1. B /057 %192.168.5. 3R lRESHIsmtp RERI Fh B AR o
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Configuration = Firewall = Access Rul

g Add|- ﬁ:-‘.;-- 'ﬂ' ielets | 4
] |f'.|:||:| ACCess Ruleq.

T AT
EI _ﬁ' inside (2 implicit incorming rules)

§ 1 @ any

2 2 g any

2. ERFERNWRNEZE , URELBRURENNE, B/, SREERA AR

B Add fAccess Rule

Interface: Mtside b

Action: () Dery
Source: Can':.f E]

Destinatinr( 192.168.5.3 } E]
Service: ip I | |

Descripkion:

Enable Laogaging

Logging Lewvel: : Default W

More Options

|r i, J | Zancel | | Help

3. BESMTPHEAE , REE—TOK.



B Browse Servce

& add ~ @ = '-' Deige | W Whene Desd

5 H
| Mame Protocal | Source Ports Destination Ports | 10WP Type  Description
U R [T I I e C N -
B rsh kg def sk (1-65535) 514
=g rhsp kep defak (1-85555) 554
g s b dofauk {1-65575)  G0&D

e defauk (1-65535) 1521
#e ssh ko defmik (1-£9538) 37

B51 SUnNMpe bop defaul (1-65535) 111
B bacacs {47 defmik [1-65535) 4%
= falk bop defzit (1-65535) 517
i e balnek bep defauik {1-6563E) 23
e W b defait (I-65535) 540
= vhots Lo defat (1-65535) 43

wa b wudp defmik (0-65535] 512
" gr bootpr  udp defaul (-65535) 68
o boolps idp defaddk [0-65535) 67
o of g wdp defaul (-55535] 3020
L scand udp defouk (-65535) 9
= - dnsi udp cefaul (0-E5535) 1595
- dooman wdp defauk (0-£5535) 53

Salackad Service

| service-> | o

4. B —TOKTEKAHBRRNEE,



= Add Access Rule

Interface: | outside :

Action: (&) Permit () Deny

Source: any E]

Destination [192,165.5,3 E]

SErvice: [I:n:p,l'sml:p ]

Descripkion:

Enable Logging

Logaging Lewel: : Defaulk W |

More Options

——
| i, | | | Zancel | |

5. BLERFRENATLAAE172.16.1. 38 #: £192.168.5.38 F| Configuration > Firewall > NAT Rules >
Add Static NAT Rule AFTi8 B RENATIRE .

Configuration > Firewall = NAT Rules

o add - | @ Edc §f oelete | #+ & | 3 B

v Add Static NAT Rule... )

111 Add Dvnamic MAT Rule. ..

iy

B4 Add NAT Exempt Rule...

dud | Add Static Policy MAT Rule. .
.i';_;EI} Add Dynamic Policy MAT Rule, ..

A=1d|
=}
-
-

L =T
Teark fAFF=p
1GE h

| iZ$£Original SourcefTranslated IP
address R HEABIH M E , ARIZ— TOKERFENATRANEE.,




B= Add Static NAT Rule

Criginal
Interface: DMz J b
Saurce: (1?2.15.1.3] ]
Translaked
Interface: ( u:uutsiu:lejl b
() Use IF Address: | [192.168.5.3 ]

() Use Interface IP Address

Port Address Translation (PAT)

[ ] Enable Part Address Translation (PAT

Prokocal; TCP LIDF

1 Inr
Crigiral Pork:

x . | 4 i :y
Tramslated Fort)

Connection Settings ¥
| L ] 4 J | | Cancel | | Help =
I EFR A E 5 —
B HA e = EFER A

Confiquration > Firewall > NAT Rules
m‘ta: fiiDelete 4+ & 4 B @ - @ Find 53 Diagram &7 Packst Trace
‘ Criginal Translated
# Type
; SO e Diestination Service Interface Address
= DMZ

1 sl Skakic M 172.16.1.3 outside B 192.168.5.3

2 " Stakic ® 172.16.1.5 outside B 192.168,5.5

_ ouksids E 192.168,5.4
I B ER AR 2545 — B R S Y PR B = (@7 EUR Bl




Confiquration > Firewall > 2 Rul

@ add|~| B Edit [ff Delet= 4+ & % B2 B - G Find B Disgram | Export = (9 Clear Hits §
# Ena.bie:;.l- . El:ﬂ..lr"EE un Service Action t
= R DMZ (2 implicit incoming rules)
1 & any &P Any less secure ne.,, 1B D & Permik
P2 & any @ any .- ip & Deny
=] S inside (2 implicit incoming rules)
i @ any @ Anv less seCure ne...  IF D & Perrik
P2 &P any @ any 1 ip & Deny
= _F' manage (2 implict incoming rules)
il & any @ Anvy less secure ne.,, IF-ip w” Permi
P2 @@ any @ any IE- @ Deny
= 5% cutsids (4 incoming rules)

1 ¥l &P any 1216853 Teb- skp W Permit

2 @ any ] 192.168.5.5 feb- https o Perrit

IE.ip &) Deny

o

B L FE R K Eshowin BETERR , TR :

. show xlate — R E I BIREA
- show access-list — B /Reh B SRR AV i R 5T EES
- show logging — EREEEFH B,
HHEERT S (EROEMEFFER)OIT)XEE Eshowin v, HAOITHEshowd S H K 247

o

RERE AR

B el EE AR AR BRI E T

HHE A

- PIX/ASA 7.x:BUH/2 A H 2 M ER

. {6Mnat, global, static, conduitflaccesslistis £ HPIX 70 B BREZ+EEREFE G (B3
)

. FEPIX L {#fnat. global, static, conduitflaccess-listar S MBEEE (M )

- PIX/ASA 7 x: Bt FTP/TFTP IR % &L i 7=

. PIX/ASA 7 x:BtVoIP(SIP, MGCP, H323, SCCP)iR#§#E &R

- PIX/ASA 7.x:DMZ & AN R

- Biffi T B - Cisco Systems
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