PIX/ASA: X R/ AR EYREE

B &

&I

DERYS

ERxH

HHEIE m

Bl

FH/EFABEER

x F/3 B FE ) LR

I /% B ik BE K0 0F Bh /s AR AR BE
HEEYRICHBERS
meER

WIEER B
S ) R 1

E IR AR EE SR )
ERNEER

MRER B

8 P& 1) 464 P {25 R

T ERNThEE
ENEBNTA/FANENREE
DERY

s

#HEE
EHRLANW E F/E B SR &
1B B B 2=

FHEHE

B EBERE

fHEE

B

£ Fshow failoverfi &
SZERNEHNRE
ETREPHRE R THET
Mﬁiﬁglbﬁbl

o il 4 S 35 75

EERAMEERE
MREHEEEE

A EEBHmNIEEE

SRS HERR

zyt]



AR ER = b

FEE K HE N Hinterface name LM mate I BB &
FEHE

SNMP

Y B 5 A8 i 3 By P

BE BEEREHEMBRAK,

tHERE A

T

HEVREEFERETEMHENZERE , EMBBERAREIRERNAREL N REKXIEE
iR, BRNENRENETRAZINER  URERSWERENBERES. NRRREL
ReF , BIEITHE I,

ZEREXEWEREFENREE , TRA/ERAMOLANERMABREY. SEAENREEREE
CHAERBENMPTHEDSR, BERETHA/TAUNEER K MARERTUESEERERE. EX
EEULEER IREARSE, "IA/EANEEE, EEARESERER TETNEE.
EREAMBRAREDRE A -—EEASEERE K ME —EEAERARETSE. £EEER
RBEBER TETHEE LRMTA/BANEEE, MEXEIREESS EARERmRE
(EHR ) BELHR,

A BN B[ TECisco PIXIASAR SR B P EE X A/ AHMEL T,
EEFREREIA/ERANEREENFMEN , FSEPIX/ASA 7.xE /M5B #SFE ) R E B R4,

AR ESBEREATETHRE LAIEBEVPNREER  BAZBRPTFIEVPN, VPNEFEL]
REERARNERFRERFONEABRANEREE,

ZIKEEEJEE.@H tRGIEE , HPEEPIX/ASA 7TXxER/TARMNEENB., F2EERLS%E
BEBET2HR , BRSBTS SRR ERESS.,

DEFH

ER
ERER

HEVREEFIMERELXAEFHRNEREE. eM4ARMEENER  EEHARNTEHE
E MR LA R EBIRAM K ),

AR SMEETTERAAMEANNRALER. WREREDREE S E£HRETEEAN
TENEKE  FRARNCEBEBINEEFEANTETNEERGERNEEER. WRRH
: E'J%TJ&EEJnEI%ﬁgiikE’J%zE’éMkﬁﬂnﬂlgﬁgiid\ﬂ’]%z%ﬂ’]ﬁﬂ%ﬂ*%ﬁ&o

HE®mR
HEEREETFHMERELARNREER (BBENEH, EFRIZHER ). eMLEERHE

EHEE (F—EHF ) LB (E-ERT ) KBRS  BRETUEIHRBEFERTERA
I BI , ETSUE — AR BT 0()IRABE7. 0 . LEARYARSEDRE, BHR


//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00807dac5f.shtml
//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/cmd_ref.html
//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/cmd_ref.html

EEMAEEA BRI ERIMRALERRAESSE,

BRARHEERY FNSRENFMAET SRR EEB TS EEH AR,

FATRER

EPIXIASAZZHEF A L, EL—AEEXEHEERF(UR)EFITR. HtEXETUBEERE
P#EA — THFO_AAFITERRSE —BEURFIE. EEZRIFTHRNEETEEANNEER

, MEEBFO_AAFIENEETRE—CHENEERY,

AR EURFEAMAEERE LNFAIES e BSHENRNEDR, FRARNFHEEN ,
SEREEBRH N ARSBAR

3

AR SEPBEYHRAMERSRE LNFFIThEE ( MSSL VPNEFREHZ2ER ) LEMRE,
AR FORTRTXBIA/ZANEES,
BRA T
EXFHEARRIBEATRBANFEREIRAE
T XREBREHPIXREEE
AXFNEFARRBREERTREANEEMET, XHERIINMEEBRREER (BEK
) BAHAERENE) ., MRAHWWHIELEER  FRAZECEARTMESTRERNTE,
HERER
EEETUARATERMKERA

- T xR ESHRAHASA
EE : ASASS05RFIBEELZSRE LTFEHTIA/TAMEME,

47

A2 R ERRTR S ES AR R E AR RES.

EH/ERBESE

RENBER/MBABEDSR , SFEUTEE -

- ER/EBHEER R

- E /8 BhARRE M 7E B /M A ARRE
- KEWRCNBRER N

- THER

- BIEE RIS
- LD IRE

X R/ R iR DA



//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/mswlicfg.html#wpxref39028
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a00806b1c0f.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

FR/EAVMEYREEARSEEBRATHNLZSEE, EXA/ZAWEVREES , WEZEEE
#H LUEERMETRE,

EEM/EAREDRD  BRERELNZLBERSABWENREA, HEVRARIR-—ERZEER
SERNBEE. TR B RSTNBYMEREEBE, T8 T UAKRENEEBE N
B, ARIERT , BURSENZE L TX U REEEBHE1NKE,

MR RERE E A/ ARER P RERNEARE T, NEREEER, WEVRNE A/ AR
ERWEIIEMARRENTAEBNE., EEDRERAERERER  ERANERESLTE
BB , RHEVREKESARARE, HEEBEPELFDRENNTERERERENRE
EWRETHNNEAMACHIPHE I, HEELIHE T B 51 E R B AREN N ESEERBAMACHIP i

o

AR KELNBERABRERBI TR IRERERE. KB LARNES —BARERAEE
ﬁﬁ%o

2 52/ B PR M6 0 b /478 FRL AR B
SXAMBAREIR—&  TA/TARENAE PN —EARBERIEEATRE 3 EAREREE

RWHEE, BXA/IRAYENRTE  MESTEIERERERSMBEHERERLSTRAE
B, Mk , TWEEEAMEER :

- BREERZEHERMBE , BEZESHRHETERE.

- MEERERRBBE , SEXENRALREEHREREL, REFHNESENEEREREKE
TERERHWBEXEEERE, JEMEAKEREEESHPEFRRE ENERAMRE , M
BEWERENS - REREARAMRE, ER A FARNEERASEHREVRESIET
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o XX RERETRMUETMIERY. EROEXAHEREERI L RENKARRKE
H,

BRESEXEIRAEHERE LR2AFEBNRE , TR

- EXBREMESHEETTAHE , MESEYREAHSEXEE LB ATHRE,
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BERA/N  BRURFELDIEIE,

ERENEENEEL K BEEFERNETRERY. ZEERSZRSEERFIRNLER 6 FE
R RA 1 R AT B AR BN E B LR EH TR B #E Awrite memory all 5. ZHTHEERE
HEED  XUEEARESHEEEARNEER. EEAKGTSHFERABRTZEERREER
HAMMAELTXEE,

AR REEASARS CNRBEETUERRERRE—RENRE K EFTABAREEBRT.
FE , BUUREREEERRETRE LVUBRERIINBMAKSE AR CHERIHHEE L
MERE  EHBREENHANELREEERTA,
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- ERRFTZEERE AN TS ESEYRA1ERNEBRENREER I ERE1ERAER
MENEE,
CEEBR T XA ARG S EREDRA1ERNETBRENREER I ERE1EAER
MREHNEE,
FrIEEEME R 5 (copy. rename, delete, mkdir, rmdir%)&HEXER , BEUATHERRA,
show, debug, mode, firewallffifailover lan unitis =T~ EEH,

AREEENRE FRWARTHUETHTERSEERRETAS. TRETNREERDSHK | BL
ERARREEK,

& ] LA A write standby@r S EFES EFRASHEE. HREA/EABELE | write standbydn
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BEREEAHEEE, HHIEEREARENZL L TXNWEEERN. Y EEBETRE1E
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BRIHESEBR K SRNTSTTEREFIRACER. cMEHEETREEY. ESERGS
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A Intermet
Cloud

E0 E0N0.1 172.16.1.3
ENO2 1721623
El1 E1.2
1T2.168.1.1 [Active) 1T2.16.2.1 (Active)
172.16.1.2 (Secondary) 172.168.2.2 (Standby) VLAN 3 &S

VLAN 3 VLAN 5
4 {
\

T2.16.1.0
iT216.2.0

Standby C1.
Bctive C1/ Botive C2
Standby C2 1 "E2 - Statoful
. Failover Interface _
- 100000024
ED1 4 LY Primary PIX 1;; :; ; :l] Secondary PIX
192 168.1.1 [Active) s ED.2 '
182,168 1.2 [ Standy 192.168.2.1 [Adtive)
VLAM 2 182.168.2 2 (Standby) WLAM 2 & 4
VLAM 4 C1 — Contesd 1
‘ ‘ U2 — Context 2
WLAN 2 WLAN 4
i 5
Customer A's Customer B's
Wiabsaner Wabsaner

BRUTHRIRE , KRS EMAENEINERREEER/EARENR. WEBDHBTEA
IMEREPNEREL, TREREKER ") NEERGEARTHNERE, HRERZE
SEANKE K RIEZHERA , B SHKBARKMTERE,

EAERERNHERE  EFSIEHENREPNHBEE, REHPRERNEHARE , E
FETRHES.

AR ERNEENHEVREEPIX500RINEERE LA,
TERATSER , UREERSEENEA/ZRAMETH

1. BRI REEERIIPIX 500R L RE, BREEFEE "Primary, HWEERimEREABE
FHEEBENEE , WEEE "Secondary, NEBRIGEMREIAEHBIEBENEE,

2. F?‘ﬁFn&E\E%I_%ES No

S MREAEEFANBHPHY  FABRAERNE (BHEEX ), EEIPHU (EHEX
) REEENHEEFANEH P, HAIPHIUEARENIEARAEENZEEE, B
AEEHIPH VAR —EFRB P, BHBEESEBEPERE M EtUt, #FHchangeto
contextin S EE R 2B, S RTFAEE W Ehost name/ cont ext (config-if)# , EH
contextZ2EB L TXWER, HDEEZEHABABLZREEEXTASEBESWASETE P, X
B OREFEHEAMREHENRNE , F7AREHFEVRNEREE IPtbit, TRENSR
H , f£Ffailover interface ipar T Bl B E A A MEHRET RN E,

host nane/ cont ext (confi g-i f)#ip address active_addr netmask standby standby._addr

EXRRFIG | EPIXWcontext1 A BN EEBEMNT :



Pl X1/ cont ext 1(confi g) #ip address 172.16.1.1 255.255.255.0
standby 172.16.1.2

# T Context2:
Pl X1/ cont ext 2(confi g) #ip address 192.168.2.1 255.255.255.0
standby 192.168.2.2

EEBEFABREANEEENES , SENMTEANTEEERXTHERALG S, EEAKBHK
BERT , arESEMEERXTE A,
. ERAMRERESR | FERERERERER. BEERERERERERNNME

host nane(confi g) #failover link if name phy if

EARHIF |, Ethernet2sT AR KRB R EHR LR ERAREE F o

failover link stateful Ethernet2

if_ names|EAphy S| MIEENNHIEBERBE. phy ifS|BAIAZYIEEELR (HlW
Ethernet1 ) SEBTEM M FNE ( HlfEthernet0/2.3 ) » N EFERAMEMEMBIR (K
FEEBHERRAN ) . AREHEHEER 2 E—BESNERAIPibL

host nane(confi g) #failover interface ip if name ip_addr mask standby ip addr

FEAREIH , 10.0.0. 1 AEE Attt , 10.0.0.2AEHREHE V) #8258 09 6 A IPHb it .

Pl X1(confi g) #failover interface ip stateful 10.0.0.1
255.255.255.0 standby 10.0.0.2

i@ APt AEEEEIPH IV AR — Fi S, BEZEZRHRA P FEEE, BRIEGMRE
HWEDREAERERNE , FREREKERER Pt MIMACH It EHEREFIEE
W, EHIPHURRVAEEEL | MiEAIPHu AR EEIEE L, AN :

host nane(confi g) #interface phy if
host nane(confi g-if)#no shutdown

BEHEYRE. RZUUEMEREERHE, IREENHEDRETREE | falover
grouptr TSN R FE A , WEAREREREESX, SRESEREDRE , FEFE
Fprimarysisecondaryin GIEEREVRESTEF T EEESHPERE, TUAMEKRE
EREIEHENEEREE, SREHSTEHEE  SEZABENREYIRESETRNEZESTE
H, AT ROIEHEYRA1 2 EEERE , SREYRE2, B EHB EE1E

host nane(confi g) #failover group 1

host nane(confi g-fover - group) #primary
host nane(confi g-fover-group) #exit

host nane(confi g) #failover group 2

host nane(confi g-fover - group) #secondary
host nane(confi g-fover-group) #exit

 EEREEER T Ajoin-failover-groupir T S REE A E B R 2 BABET A, TR
BN ETXESEES s RAMEERE1, EELTXHAKRENEEBHEINKE. WMAUTH
THREBEE RS EAEHMEYIRA

host nane(confi g) #context context_name
host nane(confi g- cont ext)#join-failover-group {1 | 2}
host nane(confi g- cont ext ) #exit

. BMAHEER .

host nane(confi g) #failover

FAREBEREER , WHERBAEHBEE SRR

host nane(confi g) #failover



FTRARESETCRBINEESELADRARE, ERERDSE , §HE "Beginning
configuration replication: E12#lI# R "Sending to mates 1 "End Configuration
Replication tomates . ¥ : BAETEE ¥ Hfailoverii © , AR EHEE LBHEES
To EHBIEE R Hfailoverih ©%  HEEESUARTEE TitHEE% WHBEHRERE
Ho EASARBERETUEREEERE , YWiBESEBRATHRE, RBRE 6 BHRAKEE

REEREHE , FRAREHSEATRHEE,

BRINEEE

9. $EEMRFIERE LML ER. ARFRELBAN

KEtESEEERTFIIRELERE.

host name( confi g) #copy running-config startup-config

RERTENE R LREENARRE

10. MALE | BEER EEREEREN A IR U #4858 53
Bt E AR RE LRATEHNRE  FEETRE LNREHT

AL .
T .
host nane#no failover active group group_id

group_id5 | BIEEEEEHBRE L EREBREMNE,

L G
AERGFEHUTRE :
. PIX1 — REEEE

. PIX1 - Context1#ii &
. PIX1 - Context2ft &

PIX1 — R#EE &

Pl X1#show running-config
: Saved
PIX Version 7.2(2)

!

host nane PI X1

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
no mac-address auto

!--—- Enable the physical and logical interfaces in the

system execution !--- space by giving "no shutdown"
before configuring the same in the contexts ! interface
Et hernet0 ! interface Ethernet0.1

vlian 2

!

interface Ethernet0.2
vlian 4

!

interface Ethernetl

!

interface Ethernetl.l

vlan 3
!

::Fﬁqpﬁ§tHLJ:T_DD



interface Ethernetl.2
vlan 5
!
!--- Configure "no shutdown" in the stateful failover
interface !--- of both Primary and secondary PIX.
interface Ethernet2
description STATE Failover Interface
]
interface Ethernet3
shut down
!
interface Ethernet4
shut down
!
interface Ethernetb
shut down
!
class default
limt-resource Al 0O
limt-resource ASDM 5
limt-resource SSH 5
limt-resource Telnet 5

ftp node passive

pager lines 24

!--- Command to enable the failover feature failover

! --—- Command to assign the interface for stateful

failover failover link stateful Ethernet2

!--- Command to configure the active and standby IP's

for the !--- stateful failover failover interface ip

stateful 10.0.0.1 255.255.255.0 standby 10.0.0.2

!--- Configure the group 1 as primary failover group 1

!--- Configure the group 1 as secondary failover group 2
secondary

no asdm hi story enabl e

arp timeout 14400

consol e timeout O

adnmi n-cont ext adm n

context admn
config-url flash:/admin.cfg

!

! --- Command to create a context called "contextl"

context contextl

! --—- Command to allocate the logical interfaces to the

contexts allocate-interface Ethernet0.1l inside_contextl
allocate-interface Ethernetl.l outside_contextl
config-url flash:/contextl.cfg

!--- Assign this context to the failover group 1 join-

failover-group 1
!

context context?2
allocate-interface Ethernet0.2 inside_context2
allocate-interface Ethernetl.2 outside_context2
config-url flash:/context2.cfg
join-failover-group 2

pronpt host nane cont ext
Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e
: end




PIX1 - Context1#c &

Pl X1/ cont ext 1( confi g) #show running-config
Saved

PIX Version 7.2(2)

|
host nane context1

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

!
interface inside_contextl

namei f inside

security-level 100

!--- Configure the active and standby IP's for the
logical inside !--- interface of the contextl. ip
address 192.168.1.1 255.255.255.0 standby 192.168.1.2
|
interface outside_contextl

narei f outsi de

security-level 0O

!--- Configure the active and standby IP's for the
logical outside !--- interface of the contextl. ip
address 172.16.1.1 255.255.255.0 standby 172.16.1.2

|

passwd 2KFOnbNI dI . 2KYQU encr ypt ed

access-list 100 extended pernmit tcp any host 172.16.1.1
eq wWwww

pager lines 24

nmu inside 1500

nmu outside 1500
monitor-interface inside
monitor-interface outside

icnp unreachable rate-limt 1 burst-size 1

no asdm hi story enabl e

arp timeout 14400

static (inside,outside) 172.16.1.1 192.168.1.5 net mask
255. 255, 255. 255

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.1.3 1
ti meout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00
icnp 0:00: 02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1: 00: 00 ngcp

0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05: 00 absolute

no snnp-server | ocation

no snnp-server contact
telnet timeout 5

ssh timeout 5

|
cl ass-map i nspection_defaul t

mat ch defaul t-inspection-traffic
|
1
policy-map type inspect dns preset_dns_map




par anet er s
message- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

!

service-policy global _policy globa

Cr ypt ochecksum 00000000000000000000000000000000
end

PIX1 - Context2/d i

Pl X1/ cont ext 2( confi g) #show running-config
Saved

PIX Version 7.2(2)

]
host nane cont ext 2
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

!
interface inside_context?2

namei f inside

security-level 100

!--- Configure the active and standby IP's for the
logical inside !--- interface of the context2. ip
address 192.168.2.1 255.255.255.0 standby 192.168.2.2

]

i nterface outside_context?2

narei f outsi de

security-level 0O

!--- Configure the active and standby IP's for the
logical outside !--- interface of the context2. ip
address 172.16.2.1 255.255.255.0 standby 172.16.2.2

]

passwd 2KFOnbNI dI . 2KYQU encr ypt ed

access-list 100 extended pernmit tcp any host 172.16.2.1
eq Www

pager lines 24

nmu inside 1500

nmtu outside 1500
monitor-interface inside
monitor-interface outside

icnp unreachable rate-limt 1 burst-size 1

no asdm hi story enabl e




arp timeout 14400
static (inside,outside) 172.16.2.1 192.168. 2.5 net mask
255. 255, 255. 255
access-group 100 in interface outside
route outside 0.0.0.0 0.0.0.0 172.16.2.3 1
timeout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute
no snnp-server | ocation
no snnp-server contact
telnet tineout 5
ssh timeout 5
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
1
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdnctp

service-policy global _policy globa
Cr ypt ochecksum 00000000000000000000000000000000
end

ERLANBY X /3 A R

85 W =
FREREERNTRERE




——,

ED EMO.1 172.16.1.3
EVD.2 17218623
El.1 E1.2
172.16.1.1 [Active) 172.16.2.1 (Active)
17T2.16.1.2 {Secondary) 172.16.2.2 [Standby) WVLAN 3 & 5
VILAN 3 WLAM 5
\ i 72.16.1.0
17216.20
- ~—_  Outside LAN basod
= .k Fallover intorface
10,100 24

Standby C1

Bctive C1/ = Botive C2
Standby C2
Failover Interface
= 10.000.0024
~ i 162,168,110
EO0.1 \‘x Primary P1X
192 168.1.1 [Active) v ED.2 Sacandtn P
192.168.1.2 | Standby) 192.168.2.1 [Active)
VLAM 2 182.168.2 2 (Standby) WLAM 2 & 4
VLAN 4 C1 - Consext 1
G2 - Contexd 2

Customer A's Customer B's
Wiabsarer Wabsaner

REBWAER S KB EREREE T A/ ANRETR, BEERLANKNBREIHRE | KA
ol BB RIS EBIME RGN AR REES T RERIETRE.

it BREBRCEEIRENHBEECBEAEAREHE K MAREAXXN ZARERERERE
o

AEBIEUATERE :

- ERERE
-BYHRERE

ERERE
ERATSR, MEXA/EARBIRARBETRETIHE -

1. MREAREEETANER P , FASEENNE (BHEX ). EEIPHU (FEHEX
) RETENEEEZANER P, HHAIPHIEARENIEBRAREENTSHE, B4
BEEE P AR —BEF R+, BLAESERSFEE N Eiti, £/Hchangeto
contextin T EE R Z B, WwHRRAEME X Ahostname/context(config-ifj# , H
contextR BRI L TXHER. EEABHABERT , LEABSEABSWASEIPibit, FX
 MREFAEARESENRATE , B2OAREREYREREE P, RS ERH
, & Fifailover interface ipin T ELE ZE A A MEHREDRNE,

host nane/ cont ext (confi g-if)#ip address active_addr netmask standby standby_addr



EARBIFR | EPIXBcontext A BN EEEMNT :
Pl X1/ cont ext 1(confi g) #ip address 172.16.1.1 255.255.255.0
standby 172.16.1.2

#H Context2:
Pl X1/ cont ext 2(confi g) #ip address 192.168.2.1 255.255.255.0
standby 192.168.2.2

HEHFAEEANEEENEY , SENENNTEEERXTHERALG T, EEAKHK
MEAT , A EEMREEX TE A,
ERAHTERAPEEEANRERSIH. (ERPIXZEHEE ) RAERLANKNEELHE

host nane(confi g) #failover lan enable

KHEMNEEATEEN
host nanme(confi g) #failover lan unit primary

B EM R R

host nane(confi g) #failover lan interface if name phy if

EARHIF , HF§ T Hethernet SAEERLANK BB LIS H

Pl X1(confi g) #failover lan interface LANFailover ethernet3

if_ name5| & Aphy if5IBIEENNHE S BBEZE. phy ifSIBATUARYEEZRE (Hlm
Ethernet1 ) SRERIEM K FNE ( HlIMEthernet0/2.3 ) » E£ASAS505HBEZ S HE L

, phy_iff§ EVLAN, LN EFRERAREAEMB N ( BREBIEIRERRI ) . IBEBEY
SRR A F A AR A IPtb L

host nane(confi g) #failover interface ip if name ip_addr mask standby ip addr

EARRGIS | EF9A&10.1.0. 1 BEZ A |, #10.1.0. 2 BESEDRN ERY iR P,

Pl X1(confi g) #failover interface ip LANFailover
10.1.0.1 255.255.255.0 standby 10.1.0.2

B IPHb it A B EEEIPH U AR — FH P, BESERMGHD P BB, WEYRE
PR P it RIMACHE M R EF R, EENPH ARV RAEEE L , misAIPibut Bl
REEBIEE L,

. ERARERFEYH | BEEREHRERER  EEERERERETRERN M

host nane(confi g) #failover link if name phy if

Pl X1(confi g) #failover link stateful ethernet2

if_ names|EAphy S| MIEENNHIEBERBE. phy ifS|BAIAZYIEEELR (HlW
Ethernet1 ) SR RTEM TN E ( HlIEthernet0/2.3 ) . N EFERAATMEMEIR (&
[EEBHEERA ) . X IRREHEDREREANEREERRERERNE , AIRE
RAtif name5| B, AAAREHIEYIIRGER 2B —EEEBNEAIPHu, X : MRREHELD
RERFEANEYRERERERENNE , FHBELSR, CFERERTNENEBNEH
138: 05718

host nane(confi g) #failover interface ip if name ip_addr mask standby ip addr



Pl X1(confi g) #failover interface ip stateful 10.0.0.1
255.255.255.0 standby 10.0.0.2

B IP#b it AR ESE R P ULV IAR — FiE P, SEFR[RA LU FEBE, AREHERE P
HRMACH it FE B R EE R, EBIPHUREVRERE L , MiEA Pt B A
BhERE L, MANH. & : IRREREIRERERRERERIERERNE |, Fb
BT R, BERMAZNE,

host nane(confi g) #interface phy if
host nane(confi g-if)#no shutdown

4. GEWEYE, RZAUUEMEHREERHE. WREENHEDRETEE | falover
grouptr SRS M R FE AR |, WEAREREREEN, HREE®RETRE , £5
primary=fsecondary s © 15 & B fE {1 #1 40 R & B B primary=Sisecondary 5 i#H, TS AM{EEK
BEEREIGMENEEE, $RESTEHERE  SEZASENREYIRESETRNEER
B, UTRAIGHETRE1 s B EERE | SR EYTRE2 BlsBI 85iRE .

host nane(confi g) #failover group 1

host nane(confi g-fover - group) #primary
host nane(confi g-fover-group) #exit

host nane(confi g) #failover group 2

host nane(confi g-fover - group) #secondary
host nane(confi g-fover-group) #exit

5. 15 =EEE X T fE Ajoin-failover-grouptr T BEE A E B R D EEHRE A, EAIKRD
BN ETNHEES T RAEHEERHE 1. EELTXHREENEEREINRE. WANT®
THREERER D EEHERA

host nane(confi g) #context context_name
host nane(confi g- cont ext ) #join-failover-group {1 | 2}
host nane(confi g- cont ext) #exit

6. RAMEER,

host nane(confi g) #failover

B Bh & i i N

BLEENRLANN ER/EABERE  FESIEHBRELERHIERMER. K , HEBEER
AU RFREBEALREREZEVEITERE.

TRUTER , LEETH/TAMENREEFSIEHHERE !
1. (ERPIXZ£EE ) BMAERLANK SR,

host nane(confi g) #failover lan enable

2. ERHEYRTE, CRARTRXEMARNRE EEEAFEMEEB M ENH.

host nane(confi g) #failover lan interface if name phy if

Pl X1(confi g)#fail over lan interface LANFail over ethernet3

if_name5| ¥ Aphy if5| BIEENNEDEEBEE B, phy if5| BT ARMEEELRE (S
Ethernet1 ) SLCRIEM TN E ( HlIEthernet0/2.3 ) . EASAS505EBRZ S HE
, phy_ifi§ EVLAN, #&E AN &R Pt 2 B ia B ) #a 58K

host nane(confi g) #failover interface ip if name ip_addr mask standby ip addr



Pl X1(confi g) #failover interface ip LANFailover 10.1.0.1
255.255.255.0 standby 10.1.0.2

AR BALSTHEEEREBEYRNEREEIRELWANGTTLMEE, HAIPHILAAR

EBIPH I VAR — TR, SERFEIRFA L FEBR, BMANH.

host nane(confi g) #interfacephy if
host nane(confi g-if)#no shutdown

3. RUHEERESAWYEE

host nane(confi g) #failover lan unit secondary

i PRRAEN  RARRBATREREEAWBRE , BRIFSLETTHMEE.
4. BANEER,

host nane(confi g) #failover

RAHEYRE  TARKESHETCRETNEESEIFGRRE. ERERSK , aHR

Beginning configuration replication:Sending to mate MIEnd Configuration Replication to

mateB R ETARERFEL, XX ERETRE LR ibfailoverin & , AREHBREL
’;‘%&Munwo HEBYKE B Hifailoversn TR , MBRBESVERFIRENHEE , WEH
RERBH. EASAREEFETYEEEERE  UESERAZHRE, RBFE , &

nmﬂﬂvfﬁiézi'éﬁéiﬁﬁa EREENSBATARE,
5 BTEREZHERE WAUTHTHEERFIRARER

host name( confi g) #copy running-config startup-config

6. WALE , EﬁﬁﬂiﬁﬁtﬁﬁﬁﬁﬁﬂﬁﬁbﬂﬁFﬁﬁ&ﬁﬁ%*ﬁ%ﬁLAiﬁEb&ﬁtE’ﬂiﬁi?bﬂﬁ?ﬁo R

HEVREEHDRELSATHNRE  FEETRELNEARIITEZEAPHANTHS

host nane#no failover active group group_id
group_id3| BIEEBA M EE L RAEBRENE,
LU
FEREEAUTRE :

FEPIX

Pl X1( confi g) #show running-config
. Saved

PI X Version 7.2(2) <systenp
!
host nane PI X1

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
no mac-address auto

!
interface EthernetO
!
interface Ethernet0.1
vlan 2

!
interface Ethernet0.2




vlan 4
|

interface Ethernetl
1
interface Ethernetl.1

vlan 3
!
interface Ethernetl.2

vlan 5
!

!-—— Configure "no shutdown" in the stateful failover
interface as well as !--- LAN Failover interface of both
Primary and secondary PIX/ASA. interface Ethernet2
description STATE Failover Interface
1
interface Ethernet3

description LAN Failover Interface
1
interface Ethernet4

shut down
!
interface Ethernet5

shut down
!
cl ass default

limt-resource All 0

limt-resource ASDM 5

limt-resource SSH 5

limt-resource Telnet 5

ftp node passive
pager lines 24
failover
failover lan unit primary
! --— Command to assign the interface for LAN based
failover failover lan interface LANFailover Ethernet3
!-—- Command to enable the LAN based failover failover
lan enable
!--- Configure the Authentication/Encryption key
failover key ****%*
failover link stateful Ethernet2
!--- Configure the active and standby IP's for the LAN
based failover failover interface ip LANFailover
10.1.0.1 255.255.255.0 standby 10.1.0.2
failover interface ip stateful 10.0.0.1 255.255.255.0
standby 10.0.0.2
failover group 1
failover group 2

secondary
no asdm hi story enabl e
arp timeout 14400
consol e tineout O

adm n-context adm n
context admn
config-url flash:/admn.cfg

context contextl
all ocate-interface Ethernet0.1 inside_contextl
all ocate-interface Ethernetl.1 outside_contextl
config-url flash:/contextl.cfg
join-failover-group 1




cont ext context?2
all ocate-interface Ethernet0.2 inside_context2
al l ocate-interface Ethernetl.2 outside_context2
config-url flash:/context2.cfg
join-fail over-group 2

pronpt host nane cont ext
Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e
end

i ERERLANNHEEBSSFNERIE , 52/ Cable based Failover Configuration&B %
PI1X1 - Context1 ConfigurationFlPIX1 - Context2Configuration,

B BIPIX

Pl X2#show running-config

failover

failover lan unit secondary

failover lan interface LANFail over Ethernet3

failover |lan enable

failover key **x**

failover interface i p LANFail over 10.1.0.1 255.255.255.0
standby 10.1.0.2

e

{# Fshow failoverip

B #Bshow failoverin S, EFELEE L |, 77 LA {EAshow failoverds © 5 35 M E Y] R BE,

EPIX

Pl X1(confi g-subi f) #show failover

Fai | over On

Cabl e status: N A - LAN-based fail over enabled
Fai |l over unit Prinmary

Fai | over LAN Interface: LANFail over Ethernet3 (up)
Unit Poll frequency 15 seconds, hol dtime 45 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 4 of 250 maxi mum

Version: Qurs 7.2(2), Mate 7.2(2)

Goup 1 last failover at: 06:12:45 UTC Apr 16 2007
Goup 2 last failover at: 06:12:43 UTC Apr 16 2007

Thi s host: Primary
Goup 1 State: Active
Active tine: 359610 (sec)
Group 2 State: St andby Ready
Active tine: 3165 (sec)

contextl Interface inside (192.168.1.1): Nornal
contextl Interface outside (172.16.1.1): Nornal



context2 Interface inside (192.168.
context2 Interface outside (172.16.
O her host: Secondary
Goup 1 State: St andby Ready
Active tinme: 0 (sec)
Goup 2 State: Active
Active time: 3900 (sec)

contextl Interface inside (192.168.
contextl Interface outside (172.16.
context2 Interface inside (192.168.
context2 Interface outside (172.16.

Stateful Failover Logical Update Statistics

Link : stateful Ethernet2 (up)

St at ef ul Obj xm t xerr rcv

Gener al 48044 48040

sys cnd 48042 48040

up tine 0

RPC servi ces 0

TCP conn 0

UDP conn 0

ARP t bl 2
0

0
0
0
0
0
0
0
Xl at e_Ti neout 0

O OO ooo

Logi cal Update Queue Information

Cur Max Tot al
Recv Q 0 1 72081
Xmt Q 0 1 48044

HBhPIX

Pl X1(confi g) #show failover

Fai | over On

Cabl e status: N A - LAN-based fail over enabl ed

Fai | over unit Secondary

Fai | over LAN Interface: LANFail over Ethernet3 (up)
Unit Poll frequency 15 seconds, hol dtine 45 seconds

Interface Poll frequency 5 seconds, holdtine 25 seconds

Interface Policy 1

Monitored Interfaces 4 of 250 maxi mum

Version: Qurs 7.2(2), Mate 7.2(2)

Goup 1 last failover at: 06:12:46 UTC Apr 16 2007
Goup 2 last failover at: 06:12:41 UTC Apr 16 2007

Thi s host: Secondary

Goup 1 State: St andby Ready
Active tine: 0 (sec)

Group 2 State: Active
Active tine: 3975 (sec)

NN P

.2):
.2):

2):
2):
1):

.1):

el eolNeolNeolNolNoll l

contextl Interface inside (192.168.1.2):
contextl Interface outside (172.16.1.2):
context2 Interface inside (192.168.2.1):
context2 Interface outside (172.16.2.1):

O her host: Primary
Goup 1 State: Active

Active tine: 359685 (sec)
Group 2 State: St andby Ready

Active tine: 3165 (sec)

Nor mal
Nor mal

Nor mal
Nor mal
Nor mal
Nor mal

err

Nor mal
Nor mal
Nor mal
Nor mal



contextl Interface inside (192.168.1.1):
contextl Interface outside (172.16.1.1):
context2 Interface inside (192.168.2.2):
context2 Interface outside (172.16.2.2):
Stateful Failover Logical Update Statistics
Link : stateful Ethernet2 (up)
St at ef ul Obj xm t xerr rcv r
Gener al 940 0 942 2
sys cnd 940 0 940 2
up tine 0 0 0 0
RPC servi ces 0 0 0 0
TCP conn 0 0 0 0
UDP conn 0 0 0 0
ARP t bl 0 0 2 0
Xl at e_Ti neout 0 0 0 0
Logi cal Update Queue Information
Cur Max Tot al
Recv Q 0 1 1419
Xmt Q 0 1 940
{# Fishow failover state &< B k&,
FEPIX
Pl X1(confi g) #show failover state
State Last Failure Reason Dat
This host - Primry
Goup 1 Active None
G oup 2 St andby Ready None
O her host - Secondary
Goup 1 St andby Ready None
G oup 2 Active None
====Configuration State===
Sync Done
====Conmuni cati on State===
Mac set
Lk
Pl X1(confi g) #show failover state
State Last Failure Reason Dat
This host - Secondary
Goup 1 St andby Ready None
Group 2 Active None
O her host - Primry
Goup 1 Active None
Group 2 St andby Ready None
====Configuration State===
Sync Done - STANDBY
====Communi cati on St at e===
Mac set
ERBWELIRETHIPHUE | 756 Ashow failover /M E &

FRE

Nor mal
Nor mal
Nor mal
Nor mal

err

e/ Ti nme

e/ Ti ne



Pl X1(confi g) #show failover interface

interface stateful Ethernet2
System | P Address: 10.0.0.1 255.255.255.0
My | P Address : 10.0.0.1
O her IP Address : 10.0.0.2

interface LANFail over Ethernet3
System | P Address: 10.1.0.
My | P Address : 10. 1.
QG her IP Address : 10.1.0.2

o

AN

255.255.255.0

e
AN

HEhRRE

Pl X1(confi g) #show failover interface
interface LANFai |l over Ethernet3
System | P Address: 10.1.0.
My | P Address : 10. 1.
O her IP Address : 10.1.0.1
interface stateful Ethernet2
System | P Address: 10.0.
My | P Address : 10.0.
QG her IP Address : 10.0.

ZERNENRR

%E*ﬁ*ﬁ&%?ﬁﬁﬁ%ﬂﬁi& . Eﬁ'%%*ﬁﬁ? ) Eéiﬁﬁﬁﬂlﬁ*ﬁﬁjtﬁﬁkshow nmoni t or-i nterface‘u‘ﬁ
To EZEEEAT |, EIERHE Ashow noni tor-interfaceo

255.255.255.0

e
N

255.255.255.0

coeo
BN

AE  EEBSEMTELBAETRRER | B E EE X T HAmonitor-interfaceds

monitor-interface <if name>

FEPIX

Pl X1/ cont ext 1( confi g) #show monitor-interface
This host: Secondary - Active
Interface inside (192.168.1.1): Nornal
Interface outside (172.16.1.1): Nornal
O her host: Secondary - Standby Ready
Interface inside (192.168.1.2): Nornal
Interface outside (172.16.1.2): Nornal

B EBIPIX

Pl X1/ cont ext 1( confi g) #show monitor-interface
This host: Secondary - Standby Ready
Interface inside (192.168.1.2): Nornal
Interface outside (172.16.1.2): Nornal
O her host: Secondary - Active
Interface inside (192.168.1.1): Nornal
Interface outside (172.16.1.1): Nornal

AR MR AW ABEYHLIPHE |, Blshow failoveris S & E RIPH#bE£0.0.0.0 , ¥ H AN ERYEEZ
PER T%3F, R, BUASRTEHRETHBRIPH I T REFEHEYRER T/, ARHEYRNTE
\EERVEFHNE R |, 552 Bshow failover,

ARIERT , WENENEZRERA , FHENEZEEEAR,


//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/m_72.html#wp1785557
//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/s3_72.html#wp1285409

E AT R PP )R AR

ERRETRE D Wfailoveriid , BBWANUTHS :

host nane(confi g) #show running-config failover

H#E R FrEfailoverin s, EZBREXTETHEE L , EREHTZEPE Ashow runni ng-
config failover @5 I Ashow running-config all failoverin & A LB 1T B H B R MBI R G H
, W EEMAERERENTS.

BB IR

AT RAERBETRINGE , FATUTIER

1. ARENETARESIREVRERTRAHBBFTPERARE (flW0) , WEFRMTELNE
Wz BEEER.

2. AU TRt ERERARE  YRIA/ZAREYE  FEESERIENNE
MHENREERETARENRE LBANTSHT

host nane(confi g) #no failover active group group_id

3. ERAFTPHEMHENMA T K BEELS —EER,

4. NSRRI RN , 558 Ashow failoverdi & LA = H BE YT AR &G,

5.5 %E , BUUERAUTHSKEERHERAZERATHNRE : BRAEH/EHAHRETBR
, RESEERTIHNNMTENSENREEAEZARENEE LWMAUTHS -

host nane(confi g) #failover active group group_id

ok il I
ERRBAREENEDRE  FRAUTHTZ— !
EHERERRN EARENEENREATEBHRANUTHS

host nane#failover active group group_id

gE  ERERERRNEDRENKENREATEBHIRANUTH T

host nane#no failover active group group_id

ERMATEEPRAL S TEERMERERESLFINRE

host nane#failover active

EXANERE

EEFRAHEBE  FRANT®S




host nane(confi g) #no failover

NMREXAMEAN LEAREES  BEHSARENETANBRARERGINENME AL, Hm
 MERAREREFHEAER K EEMERERTERAEERE. EEMAKERNEEIME (BIE
ERATHEER )  F2RATBEERED

MREETH/EAH EZEAREDR  SEFREVREEHENEREARENE-—RE LFRIEE
ARE  ERCMAEEAEEWARE, WUERKHTZEEPE Ano failoverdi &,

k15 e P S
ERBESRENER/EARENRARETRBERE , FRAUTHS

host nane(confi g) #failover reset group group_id

MREHEEREMEARMERE , eTSEDHEMA | RENREIESRSHARE , 52
BBHEER (RFRNAR ) BRATAMRE, BISNNZMEMpreemptin TEERHEIRE, MR
HIRAEEIMRE , RILREApreemptis TECEREERE , EHBAEHENETREEEER

, AIZHEERERRREDRE,

GRS a-iibl B o

TRUTER , SEETERSRET

1. E X E LE1Tno failoverin ., HWEIEBMREETAMAIEHER.
2T EHE  WEKRFBRNITHE,

3. R EMEE RS EERE BIETHRBNEEAMASDMARA,

4. EEBREE FETUTHS

ASA(confi g) #failover lan unit primary

ASA(confi g)#failover lan interface failover Ethernet3

ASA(confi g)#failover interface ip failover 10.1.0.1 255.255.255.0 standby 10.1.0.2
ASA(confi g) #interface Ethernet3

ASA(config-if)#no shut

ASA(config-if)#exit

5. SEBMEREMAME , RRETUTHT

ASA(confi g) #failover

4 37

BAEWBEYHRE  REZERENSEERAEE . FAESFEUTEE !
1. BEYIRRFEE

2. AFEHEE
3. SNMP

BEIRREHES




ZEREBHAZRELIEFRB2NHENRARANRAEE  ERHAEBRERR. ERRELH
B, F2HEENZS K E AR EN R BEEE LR BRREILRERGEERRA,

AR EUHRBRES  WEYREEE LR  ARFERNE , EXFERREAT41001H
4100255, ERIEREEE.

FEE kB Hinterface_name t Bmate Y ELTHER

MREENBREPHN —EREELIBEYABHE TN E —EREERA , NSBEREREIRER
o HREBEE  FHEESHRTLUIIAHBEE.

( £EZ ) £ Finterface_name_t #mate E %t FE T 12 &
BEERIEEMTENERREERE I,
A B o

HEMBEEAS , 58 Adebug foveris S, BEFMER , F2HRENZEEEBRTBET2UR

o

N

it HRARBHECPUERHPIE T SELIESF R TRERELERKUEE, it , FEA
debug over@s TEHS EBBETHEHRR , HEEBNEMNZEASETHHRESRSFEET

o

SNMP

AT ERHEEZANSNMPRE BFMEM , BEESNMPRIELESNMPE R I EIASNMPIER |, &
ERMBAFEEM | WA Cisco syslog MIBiRZZISNMPER L, MEFHMET , F2AERLeE
B i DS E7.2M P Ksnmp-serverflloggingdi 5 o

i PR 5 i )y

EREEHEVREERANRSKE  FELEMEER T Lfailover politime#i % .

failover polltine unit nsec [tine]lhello

[G#% , failover holdtime unit msec [tine] RNFEBENBENEEBHER FiEWhello’E 28R EER
, EHEERzE  HERERESTHRKE,

EEFMERA , 552 Rfailover polltime,

BE RSB HERBRN.

FHERER

Fai | over nmessage decryption failure. Please make sure both units have the
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