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172.20.1.0 /24 172.22.1.0/24

Client

WWWwW

server.example.com
Mapped: 172.20.1.10

HEREEERN —RBTRA. EEEERT , 1L)N192.168.100.20 % FikF L £ A
server.example.com URL3R§5/10.10.10. 1009 WWW 1A fRES . & FimAIDNSRIEH A
172.22.1.161H9 /L ZBDNS Al iR 25 121t . FAMDNSAERBNUA R —BELA AR £ Rt eFHE
WWW{El RS ZE AP, ¥k , ©HBWWW/R IRES ¥ B #th11E172.20.1.10, E Itk , DNS{RIFRES
‘@ & server.example.comZ172.20.1.109 [Pt 11t T & FE ¥ AR,

B : & FiREEHAWWWIR RS

MRAERERT RBMADNSEEREMAE RS R , Bl 10 RE FimEiA & ¥iserver.example.com IPith
HEAIDNSEER |, BIEASHFBAWWWARES. ERFAZFIHIWE —REAR , EF a2 ARWWWAE
PRESHV AR N B 1b1E172.20.1.10, EXFWERHSBLIPHUE K T2 EBEEEEHNT , RAT
FAFER—NTEHLEEQERSE. UTRAKREADNSIEER , BiEAINATE D HIHE -

ASA Version 9.x
!

host name ci scoasa
I --- Output suppressed.

access-|ist OUTSIDE extended permit tcp any host 10.10.10.10 eq www
I --- Output suppressed.

obj ect network obj-192.168. 100.0
network 192.168. 100. 0 255. 255. 255.0
nat (inside, outside) dynam c interface

obj ect network obj-10.10.10. 10
host 10.10. 10. 10
nat (dne,outside) static 172.20.1.10



!-—-- Static translation to allow hosts on the outside access
!--- to the WWW server.
access-group OQUTSIDE in interface outside

! -——- Output suppressed.
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No. Ti me Source Destination Prot ocol Info
1 0.000000 192.168.100.2 172.22.1.161 DNS Standard query
A server.example.com

Frane 1 (78 bytes on wire, 78 bytes captured)

Et hernet Il, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:c6: 1f
(00: Oa: b8: 9c: c6: 1f)

Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 50879 (50879), Dst Port: domain (53)
Domai n Name System (query)

[ Response In: 2]

Transaction I D: 0x0004

Fl ags: 0x0100 (Standard query)

Questions: 1

Answer RRs: O

Authority RRs: 0

Additional RRs: O

Queries

server.example.com: type A, class IN

Name : server.exa.mple.com

Type: A (Host address)

Class: IN (0x0001)

2. ASAHIDNSEHHTPATE EREN, FIEE , ERINREU B ERBASAKNAI N H,

No. Ti me Sour ce Desti nation Protocol Info



1 0.000000 172.20.1.2 172.22.1.161 DNS St andard query
A server. exanpl e. com

Frane 1 (78 bytes on wire, 78 bytes captured)

Ethernet II, Src: Cisco_9c:c6:1e (00:0a:b8:9c:c6:1e), Dst: Cisco_01:f1:22
(00:30:94: 01: f1: 22)

Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 1044 (1044), Dst Port: domain (53)
Domai n Name System (query)

[ Response In: 2]

Transaction | D: 0x0004

Fl ags: 0x0100 (Standard query)

Questions: 1

Answer RRs: O

Authority RRs: 0

Additional RRs: O

Queri es

server. exanple.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

. DNS1a BR 88 158 FAWW W {a] iR 25 HY ¥ AR it 31t HE 1T PE S

No. Ti me Sour ce Destination Protocol Info

2 0.005005 172.22.1.161 172.20.1.2 DNS Standard query response
A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)

Ethernet Il, Src: Cisco 01:f1:22 (00:30:94:01:f1:22), Dst: Cisco_9c:c6:le
(00: 0a: b8: 9c: c6: 1e)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 1044 (1044)
Domai n Name System (response)

[ Request In: 1]

[Ti me: 0.005005000 seconds]

Transaction | D: 0x0004

Fl ags: 0x8580 (Standard query response, No error)

Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: O

Queries

server. exanpl e.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Answers

server.example.com: type A, class IN, addr 172.20.1.10

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

Time to live: 1 hour

Data length: 4

Addr: 172.20.1.10

.ASAEERDNSEEN B Rt it ER | WK ERNIERIT iR, FIE , MRRIEHA
DNS{&1E , RIFEE rIAddr{i R WWW 1 AR 25 A9 ¥ AR b 31k,

No. Ti e Sour ce Destination Protocol Info
2 0.005264 172.22.1.161 192.168.100.2 DNS Standard query response
A 172.20.1.10

Frane 2 (94 bytes on wire, 94 bytes captured)
Et hernet II, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Cisco_c8:e4:00



(00: 04: c0: c8: e4: 00)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2
(192. 168.100. 2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 50879 (50879)
Domai n Name System (response)

[ Request In: 1]

[ Tinme: 0.005264000 seconds]

Transaction | D: 0x0004

Fl ags: 0x8580 (Standard query response, No error)
Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: O

Queri es

server. exanple.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Answers

server.example.com: type A, class IN, addr 172.20.1.10
Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

Time to live: 1 hour

Data length: 4

Addr: 172.20.1.10

5.tk , EFREANBEUEA172.20.1.10WWWWRIARER. ASARLLBAREYERFE. BR

, HRERT AT RERAITREAAIEIDMZ , HLERER, ASABFER :
%ASA 6-302013: Built outbound TCP connection 54175 for
out side: 172.20.1.10/80 (172.20.1.10/80) to inside:192.168.100.2/11001
(172.20. 1.2/ 1024)

YASA- 6- 302014: Teardown TCP connection 54175 for outside:172.20.1.10/80
to inside:192.168. 100. 2/ 11001 duration 0:00: 30 bytes 0 SYN Timeout

BREE  "dns"BRREF

£/ "dns. BRERFEITDNSEIE

FRdnsEARFHITDNSIE EF R BRENBENEEDNSARFEEINEFHNAR, EEE

B% K TEEBULUEHRARE  LUERE "HE  EFIREEHBEWWWERIRES, BoETER. £
FXFEADNSIEEMERT , ;é%EQEEAEEﬁLXﬂ%%JE wEMBZI10.10.10.10M A 2172.20.1.10,

#dnsEI8E = 3718 J’zﬁ%‘fNAT 7 ( 8.2 R EIRMA ) SiHR/BENATED ( 8.3MREFRA

) B, SRXADNSI£IE,

R E{ERRA

IEREMAdNsERFHTONSIEENASANRIEEE , ARMA8 2R EERRAL =ENATI T E,

Cci scoasa#show running-config
: Saved

ASA Version 8.2.x
!

host name ci scoasa



enabl e password 9j Nf ZUG3TC5t CVHO encrypt ed
nanes

dns- guard

1

interface Ethernet0/0

namei f out si de

security-level O

ip address 172.20.1.2 255.255.255.0

1

interface Ethernet0O/1

namei f inside

security-level 100

i p address 192.168.100.1 255. 255. 255.0
1

interface Ethernet0O/2

namei f dne

security-level 50

i p address 10.10.10.1 255.255.255.0

1

i nterface Managenent 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

managenent - onl y

1

passwd 2KFhbNI dI . 2KYQU encrypt ed

ftp node passive

access-1ist OUTSIDE extended permit tcp any host 172.20.1.10 eq www

pager lines 24

| oggi ng enabl e

| oggi ng buffered debuggi ng

ntu outside 1500

ntu inside 1500

ntu dnz 1500

asdm i mage di sk0:/asdnb12- k8. bi n

no asdm hi story enabl e

arp tineout 14400

gl obal (outside) 1 interface

nat (inside) 1 192.168.100.0 255.255.255.0

static (inside, dnmz) 192.168.100.0 192. 168.100. 0 net mask 255.255.255.0
static (dne,outside) 172.20.1.10 10.10.10.10 netmask 255. 255. 255. 255 dns

access-group QUTSIDE in interface outside

route outside 0.0.0.0 0.0.0.0 172.20.1.1 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02: 00
ti meout uauth 0:05:00 absol ute

usernane cisco password fflRPGDSQIh9YLg encrypt ed

http server enable

no snnp-server |ocation

no snnp-server contact

snnp- server enable traps snnp authentication Iinkup |inkdown col dstart

tel net tinmeout 5

ssh timeout 5

consol e timeout O

1

cl ass-map inspection_default

mat ch default-inspection-traffic
!



1
policy-map type inspect dns MY_DNS_| NSPECT_NMAP
paraneters

nessage-| engt h maxi mum 512

policy-map gl obal policy

cl ass inspection_default

inspect ftp

nspect h323 h225

nspect h323 ras

nspect rsh

nspect rtsp

nspect esntp

nspect sql net

nspect skinny

nspect sunrpc

nspect xdntp

nspect sip

nspect netbi os

nspect tftp

nspect dns MY_DNS_| NSPECT_NAP

nspect icnp

policy-map type inspect dns nmigrated_dns_map_1
paraneters

nmessage-| engt h maxi mum 512
!

servi ce-policy global _policy global

pronpt host nane cont ext

Crypt ochecksum d6637819c6ea981daf 20d8c7aa8ca256
end

8.3 MR A

ASA Version 9.x

!

host nane ci scoasa

I--- Output suppressed.

access-|ist OUTSIDE extended permt tcp any host 10.10.10.10 eq www

I--- Output suppressed.

obj ect network obj-192.168.100.0
net work 192.168.100. 0 255. 255. 255. 0
nat (inside,outside) dynam c interface

obj ect network obj-10.10.10. 10
host 10. 10.10. 10
nat (dnez,outside) static 172.20.1.10 dns

!--- Static translation to allow hosts on the outside access
I-—— to the WWW server.

access-group OQUTSIDE in interface outside

I--- Output suppressed.

ASDME! &

TR TEHER , LAMEHEASDMAE EDNSHELE



1. i##ZConfiguration > NAT Rules , AR ZEFEES AN ER/BBRA, & —T TEdits .
2. #—T "Advanced...

Edit Network Object
= j

»y

Mame: obj-10.10.10.10
Type: :Hnst
IP Version: @ IPv4 () IPvE
IP Address: 10,10,10.10
Description:
MAT
Add Automatic Address Translation Rules
Type: Static v
Translated Addr: |172.20.1.10 -]

|| Use one-to-one address translation
PAT Pool Translated Address:
Round Robin
Extend PAT unigueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535 Indude range 1-1023
Fall through to interface PAT(dest intf): |[dmz

Use IPv6 for interface PAT

| Advanced... |

| K || Cancel || Help

3. i Translate DNS replies for ruleZzE 5 .



Advanced NAT Settings

Translate DMS replies for rule
|| Disable Proxy ARP on egress interface

Lookup route table to locate egress interface
Interface

Source Interface: .dmz

Destination Interface: .nutsjde

Service

Protocol: m,e tcp
Real Port:

Mapped Port:

QK | | Cancel | | Help

4. #E—TOKLUERH "NATEE, HE.
5. &2 — T OKLLIR HEdit Object/Auto NAT Rulefi &,
6. #—T "Apply. BEEEXIZERE,

B
AT 2 RUADNSIEE % B4 95 SR -

1. B HEXDNSEH,
No. Ti me Source Destination Prot ocol Info
1 0.000000 192.168.100.2 172.22.1.161 DNS Standard query
A server.example.com

Frane 1 (78 bytes on wire, 78 bytes captured)

Ethernet II, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:cé6: 1f

(00: Oa: b8: 9c: c6: 1f)

Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161

(172.22.1.161)

User Datagram Protocol, Src Port: 52985 (52985), Dst Port: domain (53)

Domai n Name System (query)

[ Response In: 2]

Transaction |ID: 0x000c

Fl ags: 0x0100 (Standard query)
Questions: 1

Answer RRs: O

Authority RRs: 0

Addi tional RRs: 0

Queries

server.example.com: type A, class IN
Name: server.exa.mple.com
Type: A (Host address)



Class: IN (0x0001)
. ASAEIDNSEHHTPATH EREH, #IFE , ERENREU EERABASAWAITH,
No. Ti me Sour ce Desti nation Protocol Info

1 0.000000 172.20.1.2 172.22.1.161 DNS Standard query
A server. exanpl e.com

Frame 1 (78 bytes on wire, 78 bytes captured)

Ethernet Il, Src: Cisco_9c:c6:1e (00:0a:b8:9c:c6:1e), Dst: Cisco 01:f1:22
(00:30:94:01:f1: 22)

Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 1035 (1035), Dst Port: donmin (53)
Domai n Name System (query)

[ Response In: 2]

Transaction I D: 0x000c

Fl ags: 0x0100 (Standard query)

Questions: 1

Answer RRs: O

Authority RRs: 0

Additional RRs: O

Queries

server. exanpl e.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

. DNS1a B 288 8 FAWWW {a] AR 25 AV 3 B tth 1t 1 17 FE S,

No. Ti me Sour ce Destination Protocol Info

2 0.000992 172.22.1.161 172.20.1.2 DNS Standard query response
A 172.20.1.10

Frane 2 (94 bytes on wire, 94 bytes captured)

Et hernet 11, Src: Csco_01:f1:22 (00:30:94:01:f1:22), Dst: G sco_9c:c6:1le
(00: Oa: b8: 9c: c6: 1e)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 1035 (1035)
Dormai n Nanme System (response)

[ Request In: 1]

[ Time: 0.000992000 seconds]

Transaction |ID: 0x000c

Fl ags: 0x8580 (Standard query response, No error)

Questions: 1

Answer RRs: 1

Authority RRs: 0

Addi tional RRs: 0

Queries

server. exanple.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Answers

server.example.com: type A, class IN, addr 172.20.1.10

Name: server.exa.mple.com

Type: A (Host address)

Class: IN (0x0001)

Time to live: 1 hour

Data length: 4

Addr: 172.20.1.10

.ASAEEERDNSEER B R ut W | WIS ERIERITFin, HIE , MADNSHEBER
, EEFHAIIEER SWWWRBREZA B it

No. Ti me Sour ce Desti nation Protocol Info
6 2.507191 172.22.1.161 192.168.100.2 DNS Standard query response



A 10.10.10.10

Frane 6 (94 bytes on wire, 94 bytes captured)

Et hernet II, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Cisco_c8:e4:00
(00: 04: c0: c8: e4: 00)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2
(192. 168. 100. 2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 50752 (50752)
Domai n Name System (response)

[ Request In: 5]

[ Tinme: 0.002182000 seconds]

Transaction | D: 0x0004

Fl ags: 0x8580 (Standard query response, No error)

Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: O

Queri es

server. exanple.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Answers

server.example.com: type A, class IN, addr 10.10.10.10

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

Time to live: 1 hour

Data length: 4

Addr: 10.10.10.10

5. ILBF , B iR E R REULMR10.10.10. 10 WWWARIBRER. EARA I,

f5A Tdns, BMEFHHRAKER

& = AdnsE# = M = EINAT T EFATTDONSIE EMASARN R EE.

ci scoasa# sh running-config
. Saved

Serial Number: JMX1425L48B
Har dwar e: ASA5510, 1024 MB RAM CPU Pentium 4 Cel eron 1600 MHz

ASA Version 9.1(5)4

|

host name ci scoasa

enabl e password 9j Nf ZUGTC5t CVHO encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
nanmes

dns- guard

|

nterface Ethernet0/0

shut down

nanei f outside

security-level 0O

i p address 172.20.1.2 255.255.255.0

nterface Ethernet0/1

shut down

nanei f inside

security-level 100

i p address 192.168.100.1 255. 255.255.0



nterface Ethernet0/?2

shut down

namnei f

dne

security-level 50
i p address 10.10.10.1 255.255.255.0

nterface Ethernet0/3

shut down

no nanei f

no security-1Ieve
no i p address

nt erface Managenment 0/ 0

managenent - onl y
shut down

no nanei f

no security-1Ieve
no i p address

ftp node passive
obj ect network obj-192.168.100.0

subnet

192. 168. 100. 0 255. 255. 255.0

obj ect network obj-10.10.10. 10

host 10.10.10. 10

access-1ist OUTSIDE extended permit tcp any host 10.10.10.10 eq www
pager lines 24

| oggi ng enabl e

| oggi ng buffered debuggi ng

ntu outside 1500

ntu inside 1500

ntu dnz 1500

no failover

icnp unreachable rate-linmt 1 burst-size 1
asdm i mage di sk0:/asdnb12- k8. bi n

no asdm hi story enabl e

arp tineout 14400

no arp permt-nonconnected

obj ect network obj-192.168.100.0

nat (inside,outside) dynanmic interface
obj ect network obj-10.10.10. 10

nat (dnz, outside) static 172.20.1.10 dns
access-group QUTSIDE in interface outside
route outside 0.0.0.0 0.0.0.0 172.20.1.1 1

ti meout
ti meout
ti meout
ti meout
ti meout
ti meout
ti meout
ti meout

x|l ate 3:00: 00

pat -xl ate 0:00: 30

conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02: 00 icnp 0: 00: 02

sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-di sconnect 0:02: 00
si p- provi si onal - nedi a 0: 02: 00 uauth 0: 05: 00 absol ute

t cp- proxy-reassenbly 0:01: 00

fl oati ng-conn 0:00: 00

dynami c- access-policy-record DfltAccessPolicy
user-identity default-domain LOCAL

http server enable

no snnp-server | ocation

no snnp-server contact

snnp- server enabl e traps snnp authentication |inkup |inkdown col dstart warmnstart
crypto i psec security-association pntu-aging infinite
crypto ca trustpool policy

tel net tinmeout 5

no ssh stricthostkeycheck

ssh timeout 5



ssh key-exchange group dh-groupl-shal
consol e timeout O

t hr eat - det ecti on basi c-t hreat

threat-detection statistics access-Iist

no threat-detection statistics tcp-intercept

webvpn
anyconnect - essenti al s

usernane cisco password fflRPGDSQIh9YLg encrypted
1

cl ass-map inspection_default
mat ch defaul t-inspection-traffic

1

!

policy-map type inspect dns preset_dns_map
par anet er s
nmessage-| ength maxi mum client auto
nmessage- | ength maxi mum 512

policy-map gl obal policy
cl ass inspection_default

i nspect dns preset_dns_map

nspect ftp

nspect h323 h225

nspect h323 ras

nspect rsh

nspect rtsp

nspect esntp

nspect sql net

nspect skinny

nspect sunrpc

nspect xdncp

nspect sip

nspect net bi os

nspect tftp

nspect ip-options

nspect icnp

policy-map type inspect dns MY_DNS_| NSPECT_MAP
par anet er s

message- | ength maxi mum 512

policy-map type inspect dns nmigrated_dns_map_1
par anet er s

message- | ength maxi mum 512
!

servi ce-policy global _policy global

pronpt host nane cont ext

Crypt ochecksum 3a8e3009aa3dbld6édbal43abf 25ee408
end

fEBRMRT R : BENAT

BENATALAEKDNSIEE, FEHERTFERABENATERERIBAWWWR IRES A it F
DMZ Y ERR bt w2 B2 T FREH R/ EINATEHIE, BENATAEE REDNSH RESIRE 2 & F ik
HIDNS ARSI AR, R , EREAXEFFRNSSPERABENATE , EFHALUMERA
DNSA fREFIR [E] H’J/\ﬁIPﬂL’iJJ:WZ 20.1. 10 ELEZIWWWRI AR ES ., FREH R/ ﬁiﬂl%?ﬁ;bnﬁzé#
H B E N $#£172.20.1.108E#: 510.10.10.10, LA T 24 H B ENATENHEE B L5

ASA Version 9. x
!

host nane ci scoasa

! --- Output suppressed.



access-1ist OUTSIDE extended permit tcp any host 10.10.10.10 eq wwww
! -—— Output suppressed.

obj ect network obj-192.168.100.0
network 192. 168. 100. 0 255. 255. 255. 0
nat (inside,outside) dynam c interface

!--- The nat and global comuands al | ow
I--- clients access to the Internet.

obj ect network obj-10.10.10. 10
host 10.10. 10. 10
nat (dnez,outside) static 172.20.1.10

!-—-- Static translation to allow hosts on the outside access
!--- to the WWW server.

obj ect network obj-10.10.10.10-1
host 10.10. 10. 10
nat (dnz,inside) static 172.20.1.10

FERAFB/MANATE RS B ENAT

ASA Version 9.x

|

Hostnane ci scoasa

l--- Qutput suppressed

access-1ist OUTSIDE extended permt tcp any host 10.10.10.10 eq www
l--- Qutput suppressed

obj ect network obj-192.168.100.0

net work 192.168. 100. 0 255. 255. 255. 0

nat (inside,outside) dynam c interface

obj ect network obj-10.10.10. 10
host 10. 10.10. 10

obj ect network obj-172.20.1.10
host 172.20.1.10

nat (inside,dnz) source dynam ¢ obj-192.168.100.0 interface
destination static obj-172.20.1.10 obj-10.10.10. 10

l--- Static translation to allow hosts on the inside access
l--- to the WNMWVserver via its outside address.

access-group OQUTSIDE in interface outside

l--- Qutput suppressed

FTRUTEER , LUEEASDMHE E B ENAT:

1. i#1EConfiguration > NAT Rules , ##%#{£Add > Add "Network Object" NAT
Rule....
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2. ERWHREENNEE, £ "E8. W4, 8 Aobj-10.10.10.10, 7EIP Addressti{uH , &

AWWW R BRSSP A3k, & TH B, THXBFEHIZE TH8, . ETranslated Addrig

e WAERWWWERSSEHR B A . #H—T TAdvanced. .



[Ey Add Network Object 22

Mame: obj-10.10.10.10
Type: :Hnst -
IP Version: i@ IPv4 () IPvb
IP Address: 10.10.10.10
Description:
MNAT s
Add Automatic Address Translation Rules
Type: Static -
Translated Addr: |172.20.1.10 B

|| Use one-to-one address translation
PAT Pool Translated Address:
Round Robin
Extend PAT unigueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535 Indude range 1-1023
Fall through to interface PAT(dest intf): |dmz

Use IPvE for interface PAT

| Advanced... |

| K, | | Cancel | | Help |

]

1£ "Source Interfaces TR BEFHiEEdmz, fEDestination Interface THLEE R | 1#iE
inside. EIEEBERT , BEATNMEAATFAIBNE LA EHEBERHE172.20.1.1085 8
WWW 1 AR 25 .



m Advanced NAT Settings

Translate DNS replies for rule
Disable Proxy ARP on egress interface

|| Lookup route table to locate egress interface

Interface

Source Interface: dmz

Destination Interface: |inside

Service

Protocol: 1k top
Real Port:

Mapped Port:

#an [ e Corers e [ B D | 4 | B S - |0 et B e 270 Packet Trace:
Frah -
Fstih Exferta Drigmal Facked Actiain Frassbatiol Fadkel
= s . -
B e Sascainil  Ceilrel  Sousms f— - Souce [r— Sarvea
[l 1 | bty | Wi twrk (BoeT AT Pl 11
e T T

I ot T @ ey & mmie @ -ﬂ !m L., "

[ T e |
arae Paloy Bules

e ey

Threat [edecton

=ty (ptaey

Haedity by Truaile:
x Bt Toic Fltes

#— T OKLUR HAdd Object/Auto NAT Ruleli . #%— T TApply. JHREEXIRS#E,

5 FE/MIRNATRIASDME 48 5 3%

1. i### Configuration > NAT Rules , ##1Z1#Add > Add Nat rule before "Network Object" NAT

Rule....



0 Com £500 73 858 Do kT B W L O W T 00000000 O e

P fiw [ooa Fussh Vendaw  Hep
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B FRAT B e Fickayerk, Qi ol HAT Ml
B ™
ik

: it Lewvidaned Paiket
Tdobs ol ok PAT Pasln - Tem [wicpéne

T P s ™ Mhaniacar Dibgtec™ AT Bl

#i 0 ﬂ|tll*

EEFEH/MAANatEIRNEE, 7ESource Interface FHLIEEH | i#Finside, 7 Destination
Interfaces FHRIFNEEHEZFEdmz £ "Ribut WA | A AP E R (obj-
192.168.100.0), £ "BfFH#bt, WUFP , WABBENDMZAARITIPE R (172.20.1.10), &
Source NAT Type THIEEH | 1##ZFDynamic PAT(Hide).7E /R #th1it [Action: Translated Packet

section|#f , @ Admz. £ BEF Hbiit[Action: ERE N ER TR WAL , 8 ADMZE RS
BIPH 5R(0bj-10.10.10.10),



Edit NAT Rule e
MagECriteria: Criginal Packet

Source Interface: inside » | Destination Interface: |dmz

Source Address: obj-192, 168, 100.0 LI Destination Address: |obj-172.20.1.10

Service: any

ala

Action: Translated Packet
Source MAT Type: Drynamic PAT (Hide) -

Source Address: dmz D Destination Address:  |obj-10.1.1.10

=)

|Use one-to-one address translation

PAT Pool Translated Address: - || Serwvice: — Criginal —

]

Found Rebin

Extend PAT unigueness to per destination instead of per interface

Translate TCP and UDP ports into flat range 102465535 Indude range 1-1023
Fall through to interface PAT

Lise IPv6 for source interface PAT LUse IPva for destination interface PAT
Options

| Enable rule
Translate DMS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route table to locate egress interface
Direction:  |Both

Description:

’ K, ] | Cancel | | Help

3. & — T OKLLIE HHAdd Manual/Two NAT Rulet® &,

4. #%—T TApply) #HEREXELZLEE,
DT REEBEENATRELENSHRFY, BREREAERSEHDNSHARE , AU F172.20.1.1089
WWW1a] BRES 3L :

1. EFIHERB S 5172.20.1.10lWWWW 1R BR 25 -
YASA- 7- 609001: Built | ocal -host inside:192.168.100. 2

2. R HKEBESFIABRIFBAIWWWAEBREZZ10.10.10.10,
YASA- 7- 609001: Built | ocal-host dne: 10.10.10. 10

3. REeHEBEEFIRMWWWAERES < EEILTCPER, FHEEFIHhSE T MHAYLT IR Mt
YASA- 6- 302013: Built outbound TCP connection 67956 for dne: 10. 10. 10. 10/ 80
(172.20.1.10/80) to inside:192.168.100.2/11001 (192.168.100.2/11001)

4. Z2HKE FHshow xlate TANREF FInABRTBEBREREE R, FEBRBAT , E
HEM S —EFEER,

ci scoasa#show xlate
3 in use, 9 nost used

Global 192.168.100.0 Local 192.168.100.0



d obal 172.20.1.10 Local 10.10.10.10
d obal 172.20.1.10 Local 10.10.10.10

5. &2 KE FMshow connfi TERFBBREREERFFimMWWWRARER 2 BHERZ
o FARAWWWIR AR RSB B bk A $E3IEE R .

ci scoasa#show conn
TCP out 172.20.1.10(10.10.10.10):80 in 192.168.100.2:11001
idle 0:01:38 bytes 1486 flags U O

£ B MNATH B S B0

IERASAE A B ENATHM=ENATA E#ITONSIE ENRKBEE.

iy
it

ASA Version 9.x
|
host name ci scoasa
enabl e password 9j Nf ZUGTC5t CVHO encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
nanes
dns-guard
|
interface Ethernet0/0
shut down
nanei f outside
security-level 0O
i p address 172.20.1.2 255.255.255.0

nterface Ethernet0/1

shut down

nanei f inside

security-level 100

i p address 192.168.100.1 255. 255. 255.0

nterface Ethernet0/2

shut down

nanei f dnz

security-level 50

i p address 10. 10.10.1 255. 255.255.0

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nterface Managenent0/0

managenent - onl y

shut down

no nanei f

no security-Ieve

no i p address

|

ftp node passive

obj ect network obj-192.168.100.0
subnet 192.168.100. 0 255. 255. 255.0
obj ect network obj-10.10.10.10
host 10.10.10. 10

obj ect network obj-10.10.10.10-1
host 10.10.10. 10

obj ect network obj-172.20.1.10

host 172.20.1.10



access-1ist OUTSIDE extended permit tcp any host 10.10.10.10 eq www
pager lines 24
| oggi ng enabl e
| oggi ng buffered debuggi ng
ntu outside 1500
ntu inside 1500
ntu dnz 1500
no failover
icnp unreachable rate-linmt 1 burst-size 1
asdm i mage di sk0:/asdnb12- k8. bin
no asdm hi story enabl e
arp tineout 14400
no arp permt-nonconnected
1
obj ect network obj-192.168.100.0
nat (inside,outside) dynanmic interface
obj ect network obj-10.10.10. 10
nat (dnz, outside) static 172.20.1.10
obj ect network obj-10.10.10.10-1
nat (dnz,inside) static 172.20.1.10
access-group QUTSIDE in interface outside
route outside 0.0.0.0 0.0.0.0 172.20.1.1 1
ti meout xlate 3:00:00
ti meout pat-xlate 0:00: 30
ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02: 00
ti meout sip-provisional-nmedia 0:02:00 uauth 0:05:00 absol ute
ti meout tcp-proxy-reassenbly 0:01: 00
ti meout floating-conn 0:00: 00
dynamni c- access-policy-record DfltAccessPolicy
user-identity default-domain LOCAL
http server enable
no snnp-server | ocation
no snnp-server contact
snnp- server enabl e traps snnp authentication |inkup |inkdown col dstart warmnstart
crypto i psec security-association pntu-aging infinite
crypto ca trustpool policy
tel net tinmeout 5
no ssh stricthostkeycheck
ssh timeout 5
ssh key-exchange group dh-groupl-shal
consol e timeout O
t hr eat - det ecti on basi c-t hreat
threat-detection statistics access-Iist
no threat-detection statistics tcp-intercept
webvpn
anyconnect - essenti al s
usernane cisco password fflRPGDSQIh9YLg encrypted
1
cl ass-map inspection_default
mat ch defaul t-inspection-traffic
1
1
policy-map type inspect dns preset_dns_map
par anet er s
nmessage-| ength maxi mum client auto
nmessage- | ength maxi mum 512
policy-map gl obal policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225
i nspect h323 ras



i nspect rsh
i nspect rtsp
i nspect esntp
i nspect sql net
i nspect ski nny
i nspect sunrpc
i nspect xdntp
i nspect sip
i nspect netbi os
i nspect tftp
i nspect ip-options
i nspect icnp
policy-map type inspect dns MY_DNS_| NSPECT_MAP
par anet er s
nmessage- | ength maxi mum 512
policy-map type inspect dns nmigrated_dns_map_1
par anet er s
nmessage- | ength maxi mum 512
1
servi ce-policy global _policy global
pronpt host nane cont ext
Crypt ochecksum 2cdcc45bf c13f 9e231f 3934b558f 1f d4
: end

E

gﬂg

ERATSBLUBADNSRE (MR EEA ). EATHF , DNSHREW G RFER S E MR
BEREEF | ZKRKEEBservice-policytn T2 MER , FIBRASALITEERE B RAKE —#.

1. ADNSE M R E R IR,

ci scoasa(config) #policy-map type inspect dns MY_DNS_INSPECT_ MAP

2. ERBEMEEEAT , EASIHEEEANELARESIBIEESIH.

ci scoasa(confi g- pmap) #parameters

3. EERMEMS | HEERNT , KONSHENREEREEEARS12,

ci scoasa(confi g- pmap- p) #message-length maximum 512

4. R REEH RS HE EE X MR HREERK,

ci scoasa(confi g- pmap-p) #exit
ci scoasa(confi g- pnap) #exit

5. BN ERBREEEUMERKEIR,

ci scoasa(confi g)#show run policy-map type inspect dns
!

policy-map type inspect dns MY_DNS_| NSPECT_NAP
paraneters

nmessage-| engt h maxi mum 512
1

6. 1 Aglobal policyt Z S RE MR

ci scoasa(confi g) #policy-map global_policy
ci scoasa(confi g- pmap) #

7. ERBEMREERENT |, I8ETEKEI4EEE Minspection_default,

ci scoasa(confi g- pnap) #class inspection_default
ci scoasa(confi g-pnap-c) #
8. EXMYMBRERXT , FAESR13PEYNBEREMRIEEEBEDNS,
ci scoasa(confi g- pmap-c) #inspect dns MY DNS_INSPECT MAP
9. 1B i SR EE ¥R IE L B R X MR B IR B B4R K,
ci scoasa(confi g- pmap-c) #exit
ci scoasa(confi g- pmap) #exit

10. B&Fglobal_policy RIS ¥ 2 R ERBEFTERE,

ci scoasa(confi g) #show run policy-map



!--- The configured DNS inspection policy map.

policy-map type inspect dns MY_DNS_| NSPECT MAP
par aneters

nmessage- | ength maxi mum 512

pol i cy-map gl obal _policy

cl ass inspection_default

i nspect ftp

i nspect h323 h225
i nspect h323 ras
i nspect rsh

i nspect rtsp

i nspect esntp

i nspect sql net

i nspect skinny

i nspect sunrpc

i nspect xdntp

i nspect sip

i nspect net bi os

i nspect tftp

inspect dns MY DNS_INSPECT_ MAP

!--- DNS application inspection enabled.

11. BRF&global_policy 2 & HRE RS H MR,

ci scoasa(confi g) #show run service-policy
service-policy global _policy gl oba

R
ERAAXEHAR , BEIENEERE EEER.
WHERRT S(EHRCEMREFER)OIT)XERE Eshowin T, £MAOITRHshowds it #Y 2 47

o

HMDNSTH &

RERLRERTEMERDNSEHEN T EZ2 —REEEBENERNS , MEHIMMR, TRUATE
R, UEHEASALIRE !

1. ARRVNESEHREMNREYFRIFE, ACLEEEEHENRE, EHEHP , EEYWE

ACL. SETELRERIACL:
access-|ist DNSOUTCAP extended permit ip host 172.22.1.161 host
172.20.1.2

!--- All traffic between the DNS server and the ASA.

access-|ist DNSOUTCAP extended permit ip host 172.20.1.2 host
172.22.1.161

!--- All traffic between the ASA and the DNS server.

AN ELRENACL:
access-1ist DNSI NCAP extended permit ip host 192.168.100.2 host
172.22.1.161


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

!--- All traffic between the client and the DNS server.

access-1ist DNSI NCAP extended permit ip host 172.22.1.161 host
192. 168. 100. 2

!--- All traffic between the DNS server and the client.

2. BN EHIE -

Ci scoasa#fcapture DNSOUTSIDE access-list DNSOUTCAP interface outside

I-—— This capture collects traffic on the outside interface that matches
l--- the ACL DNSOUTCAP.

ci scoasa# capture DNSINSIDE access-1ist DNSINCAP interface inside

!-—— This capture collects traffic on the inside interface that matches
!-—- the ACL DNSINCAP.

3. MR, UTR-EDNSHERBEMINEFNET

Ci scoasa#show capture DNSOUTSIDE

2 packets captured

1. 14:07:21.347195 172.20.1.2.1025 > 172.22.1.161.53: udp 36

2: 14:07:21.352093 172.22.1.161.53 > 172.20.1.2.1025: udp 93

2 packets shown

Ci scoasaf#fshow capture DNSINSIDE

2 packets captured

1: 14:07:21.346951 192. 168. 100. 2. 57225 > 172.22.1.161.53: udp 36
2: 14:07:21.352124 172.22.1.161.53 > 192.168.100. 2. 57225: udp 93
2 packets shown

4. (LR ) BIHEEUPCAPE N ERITFTPRIR:S , WEEHEMEREXPETON. ATLADF
PCAPHNWERABEX AT ABE REMEEMERR |, HIANDNS AR ZBHIPHbiL,

Ci scoasaf#fcopy /pcap capture:DNSINSIDE tftp

Cci scoasat#fcopy /pcap capture:DNSOUTSIDE tftp

RER AR

REFRHEF TR R YA E TSR

KRHITDNSER

BREZSEKELEE TDNSRE,

BREV R

MBEEERZFImMWWWAEIRSS < BEIER , AITERRANATE BiER. REZLEHE R
, BHE TR EELIBERLSEBEVERNES, MEHRILEES , nﬁmﬁ BEHBFER
ERE TNAT , LR R G FIERE,

%ASA- 3- 305006: portnmap translation creation failed for tcp src
i nsi de: 192. 168. 100. 2/ 11000 dst i nsi de: 192. 168. 100. 10/ 80

ERRxlatefR B |, SR MIBR I 2 5 FE AANATEE @ BAR R L 8538,
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. Cisco ASA 5500-xR B EBE
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- i B # - Cisco Systems



/content/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
/content/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html
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