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AERSEHAUTRE :

E 177 xR B9 Cisco PIXZRASARS X i

maui-soho-0l#show running-config
SA Version 7.1(2)
!
hostname ciscoasa
enable password 8Ry2YjIyt7RRXU24 encrypted

!-—— The multicast-routing command enables IGMP and PIM
!-—— on all interfaces of the firewall.

multicast-routing
names
!
interface Ethernet0/0
nameif outside
security-level 0
ip address 172.16.1.1 255.255.255.0
!
interface Ethernet0/1
nameif inside
security-level 100
ip address 10.0.0.1 255.255.255.0
!
interface Ethernet0/2
no nameif
no security-level
no ip address
!
interface Ethernet0/3
shutdown
no nameif
no security-level
no ip address
!
interface Management0/0
shutdown
no nameif
no security-level
no ip address

passwd 2KFQnbNIdI.2KYOU encrypted

!--- The rendezvous point address must be defined in the
!--- configuration in order for PIM to function
correctly. pim rp-address 172.16.1.2 boot system
disk0:/asa712-k8.bin ftp mode passive !--- It is
necessary to permit the multicast traffic with an !---
access-1ist entry. access-list outside_access_inbound
extended permit ip any host 224.1.2.3

pager lines 24

logging enable

logging buffered debugging

mtu outside 1500

mtu inside 1500

no failover

!--- The access-1ist that permits the multicast traffic




is applied !--- inbound on the outside interface.
access-group outside_access_inbound in interface outside
!--- This mroute entry specifies that the multicast
192.168.1.2 is off the outside interface.
!--- the mroute entry is necessary since
the 192.168.1.2 host
this

sender In

this example
| =

the firewall has no route to

on the outside interface. Otherwise, l-—— entry is

not necessary.

mroute 192.168.1.2 255.255.255.255 outside
icmp permit any outside
asdm image disk0:/asdm521.bin
no asdm history enable
arp timeout 14400
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00
timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp authentication linkup
linkdown coldstart
telnet timeout 5
ssh timeout 5
console timeout 0
!
class-map inspection_default
match default-inspection-traffic
1
!
policy-map global_policy
class inspection_default

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
1

end

ftp

h323 h225
h323 ras
rsh

rtsp
esmtp
sglnet
skinny
sunrpc
xdmcp
sip
netbios
tftp

service-policy global_policy global
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. show mroute — FERIPvAZ BHEIX A XK,

ciscoasaf#show mroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

!--- Here you see the mroute entry for the shared tree. Notice that the !--- incoming
interface specifies outside and that the outgoing interface !--- list specifies inside.

(*

, 224.1.2.3), 00:00:12/never, RP 172.16.1.2, flags: SCJ
Incoming interface: outside
RPF nbr: 172.16.1.2
Outgoing interface list:
inside, Forward, 00:00:12/never

!--- Here is the source specific tree for the mroute entry.
(192.168.1.2, 224.1.2.3), 00:00:12/00:03:17, flags: SJ
Incoming interface: outside

RPF nbr: 0.0.0.0
Immediate Outgoing interface list: Null

- show conn — B R IEEERE B AV ELRAREE,

!--- A connection is built through the firewall for the multicast stream. !--- In this case
the stream is sourced from the sender IP and destined !--- to the multicast group.
ciscoasa#show conn

10 in use, 12 most used

UDP out 192.168.1.2:51882 in 224.1.2.3:1234 idle 0:00:00 flags -

ciscoasa#

- show pim neighbor — ZRPIM#BERARIHRE .

!--- When you use PIM, the neighbor devices should be seen with the !--- show pim neighbor
command.

ciscoasa#show pim neighbor
Neighbor Address Interface Uptime Expires DR pri Bidir

172.16.1.2 outside 04:06:37 00:01:27 1 (DR)

il 523,

RER B EFA TR R ARRE TR,

SRIRERF
BB TREETRE | HAREITERIR,
BILEERT S (EHEEMEFEM)OMXER Lshowd 5. HEAOITRITshows & Hi#)2 4

BEE : £/ debug £ 28l , FEL2E AR Debug ETHEEE,
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1. MRAB B EEERIPABART , AIEMEEIGMPIRE AIZEWHEER. £Ashow
igmp trafficin T BB LR B R AT ERIGMPIHRE

ciscoasa#show igmp traffic

IGMP Traffic Counters
Elapsed time since counters cleared: 04:11:08

Received Sent
Valid IGMP Packets 413 244
Queries 128 244
Reports 159 0
Leaves 0 0
Mtrace packets 0 0
DVMRP packets 0 0
PIM packets 126 0
Errors:
Malformed Packets 0
Martian source 0
Bad Checksums 0
ciscoasa#

2. Bh K A& AT LAE Fldebug igmpin TR EBIGMPERN EZFHMEN. EEBEBERT , A
FAa , #10.0.0.288E3%40224.1.2. 39 IGMPH & .

!--- Enable IGMP debugging. ciscoasaf#debug igmp

IGMP debugging is on

ciscoasa# IGMP: Received v2 Report on inside from 10.0.0.2 for 224.1.2.3
IGMP: group_db: add new group 224.1.2.3 on inside

IGMP: MRIB updated (*,224.1.2.3) : Success

IGMP: Switching to EXCLUDE mode for 224.1.2.3 on inside

IGMP: Updating EXCLUDE group timer for 224.1.2.3

ciscoasa#
!--- Disable IGMP debugging ciscoasaf#un all

3. MEMARESEEERMPIMIBE , AKX EREEEMBZRIMA/MEBEER

ciscoasa#show pim neigh

Neighbor Address Interface Uptime Expires DR pri Bidir
172.16.1.2 outside 04:26:58 00:01:20 1 (DR)
ciscoasa#show pim traffic

PIM Traffic Counters
Elapsed time since counters cleared: 04:27:11

Received Sent
Valid PIM Packets 543 1144
Hello 543 1079
Join-Prune 0 65
Register 0 0
Register Stop 0 0
Assert 0 0
Bidir DF Election 0 0
Errors:
Malformed Packets 0
Bad Checksums 0
Send Errors 0
Packet Sent on Loopback Errors 0



Packets Received on PIM-disabled Interface
Packets Received with Unknown PIM Version
Packets Received with Incorrect Addressing
ciscoasa#

0
0
0

. f£ Fcapturets TRREN M HER BRI ZENEBER S,

ciscoasa#fconfigure terminal

!--- Create an access-1ist that is only used !--- to flag the packets to capture.

ciscoasa(config) #access-list captureacl permit ip any host 224.1.2.3

!--- Define the capture named capout,
only capture packets that match the access-1ist captureacl.
interface outside access-list captureacl

! --- Repeat for the inside interface.
access-list captureacl

!--- View the contents of the capture on the outside.
are seen on
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the outside interface ciscoasa(config)#show capture capout

captured
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!--- Here you see the packets forwarded out the inside

ciscoasa(config) #show capture capin

89 packets captured
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udp
udp
udp
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udp
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udp
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bind it to the outside interface,

1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316

and !--- specify to

ciscoasa (config) #capture capout

ciscoasa(config) #capture capin interface inside

This verifies that the !--- packets

!--- interface towards the clients.

udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp

1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316
1316



16: 02:38:13.717141 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
17: 02:38:13.773489 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
18: 02:38:13.829699 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
19: 02:38:13.885986 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
20: 02:38:13.942227 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
21: 02:38:13.998483 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
22: 02:38:14.054852 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
23: 02:38:14.111108 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
24: 02:38:14.167365 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316

ciscoasa (config)#

!--- Remove the capture from the memory of the firewall. ciscoasa(config)#no capture
capout
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