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Advanced Security Settings

Drata encryption:

Require encryption [dizconnect if zerver declines)

Logon security
() Usge Extensible Authentication Protocal [E&AF)

(%) Aillow theze protocols
[ ] Unencrypted password [FAF]
[ ] Shiva Pazzword Authentication Pratocal [SPAP]
[ ] Challenge Handshake Authentication Protocol [CHAP)
Microzoft CHAP (MS5-CHAF
[ ] Allow older bM5-CHAP version for Windows 95 servers
[ ] Microzoft CHAP Version 2 [MS-CHAP +2)

[ ] For MS-CHAP bazed protocols, automatically use my
Windows logon name and pazsword [and dormain if ar)

| (] 4 || Cancel |

5. B¥EE : L BREE AR Windows XP, #Z— TIPSec Settings , i+ Use pre-shared key for
authentication , AEZBABHLASHBURERLAELR, EARGHD , ARAEELASER,
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General | Options | Secusity | Networking  Advanced

“  LAN or High-Speed Internet

Wireless Metwork Connection
Mok connected
Cisco Sironek 302.11a/b/g Wil

[I:T:II
Local Areas Conneckon

g—‘ Cormecked

A Broadoom Metitrens Gigabt §
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2k

Yirtual Private Nebwork

Local &res Connechon 10
Disabled
Cisoo Swsbems WPN Adapter #

LETR
Connechad
. WAN Minipork (LZTP)

L
[
IPSec Settings

Usze pre-shared key for authertication

Securily opliors
() Typical frecommended settings)

v alidate mp ienbky as holowes

Automaticalk we my Windows looan name and

pazzword [and domain if any]

Hequire data encription [dsconnect if aoms
(%) Advanced |custom settings)
Jzireg these seltings requires a knowledos N
of zecurily protocols.

| IPSec Seftings... |

| ok || Cancel
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PIX 7.2

pixfirewall#show run

PIX Version 7.2(1)

!

hostname pixfirewall

domain-name default.domain.invalid

enable password 8Ry2YjIyt7RRXU24 encrypted

names
i

address 172.16.1.1 255.255.255.0 !

255.255.255.0 !

nat (inside) 0 access-list nonat

pager lines 24

!--- Configures the outside and inside interfaces.
interface Ethernet0 nameif outside security-level 0 ip
interface Ethernetl
nameif inside security-level 100 ip address 10.4.4.1
passwd 2KFQnbNIdI.2KYOU encrypted ftp
mode passive dns server-group DefaultDNS domain-name
default.domain.invalid access-list nonat extended permit
ip 10.4.4.0 255.255.255.0 10.4.5.0 255.255.255.0




logging console debugging
mtu outside 1500
mtu inside 1500

!--- Creates a pool of addresses from which IP addresses
are assigned !--- dynamically to the remote VPN Clients.
ip local pool clientVPNpool 10.4.5.10-10.4.5.20 mask
255.255.255.0

no failover

asdm image flash:/asdm-521.bin
no asdm history enable

arp timeout 14400

! --- The global and nat command enable !--- the Port
Address Translation (PAT) using an outside interface IP
!--- address for all outgoing traffic.

global (outside) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.0

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00

timeout uauth 0:05:00 absolute

!--- Create the AAA server group "vpn" and specify its
protocol as RADIUS. !--- Specify the IAS server as a
member of the "vpn" group and provide its !--- location
and key. aaa-server vpn protocol radius

aaa-server vpn host 10.4.4.2

key radiuskey

!--- Identifies the group policy as internal. group-
policy DefaultRAGroup internal

!--- Instructs the security appliance to send DNS and !-
-- WINS server IP addresses to the client. group-policy
DefaultRAGroup attributes

wins-server value 10.4.4.99

dns-server value 10.4.4.99

!--- Configures L2TP over IPsec as a valid VPN tunneling
protocol for a group. vpn-tunnel-protocol IPSec 1l2tp-
ipsec

default-domain value cisco.com

!--- Configure usernames and passwords on the device !--
- in addition to using AAA. !--- If the user is an L2TP
client that uses Microsoft CHAP version 1 or !---
version 2, and the security appliance is configured !---

to authenticate against the local !--- database, you
must include the mschap keyword. !--- For example,
username

username test password DLaUiAX3178gqgoB5c7iVNw== nt-




encrypted

vpn-tunnel-protocol 12tp-ipsec

http server enable

http 0.0.0.0 0.0.0.0 inside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup
linkdown coldstart

!--- Identifies the IPsec encryption and hash algorithms
!--- to be used by the transform set. crypto ipsec
transform-set TRANS_ESP_3DES_MD5 esp-3des esp-md5-hmac

!--- Since the Windows 2000 L2TP/IPsec client uses IPsec
transport mode, !--- set the mode to transport. !--- The
default is tunnel mode. crypto ipsec transform-set
TRANS_ESP_3DES_MD5 mode transport

!--- Specifies the transform sets to use in a dynamic
crypto map entry. crypto dynamic-map outside_dyn_map 20
set transform-set TRANS_ESP_3DES_MD5

!--- Requires a given crypto map entry to refer to a
pre-existing !--- dynamic crypto map. crypto map
outside_map 20 ipsec-isakmp dynamic outside_dyn_map

!--- Applies a previously defined crypto map set to an
outside interface. crypto map outside_map interface
outside

crypto isakmp enable outside
crypto isakmp nat-traversal 20

!--- Specifies the IKE Phase I policy parameters. crypto
isakmp policy 10

authentication pre-share

encryption 3des

hash md5

group 2

lifetime 86400

!--- Creates a tunnel group with the tunnel-group
command, and specifies the local !--- address pool name
used to allocate the IP address to the client. !---
Associate the AAA server group (VPN) with the tunnel
group.

tunnel-group DefaultRAGroup general-attributes
address-pool clientVPNpool
authentication-server-group vpn

!--- Link the name of the group policy to the default
tunnel !--- group from tunnel group general-attributes
mode. default-group-policy DefaultRAGroup

!--- Use the tunnel-group ipsec-attributes command !---
in order to enter the ipsec-attribute configuration




mode. !--- Set the pre-shared key. !--- This key should
be the same as the key configured on the Windows
machine.

tunnel-group DefaultRAGroup ipsec-attributes
pre-shared-key *

!--- Configures the PPP authentication protocol with the
authentication type !--- command from tunnel group ppp-
attributes mode.

tunnel-group DefaultRAGroup ppp-attributes
no authentication chap
authentication ms-chap-v2

telnet timeout 5
ssh timeout 5
console timeout 0
!
class-map inspection_default
match default-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
!
service-policy global_policy global
prompt hostname context
Cryptochecksum:ele0730fa260244caa2e2784f632accd
end
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A% Add IP Pool

Fame;

Starting P Address:

Ending IP &Address:

Subhet Mask;

clientsPMpool
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~Connection Settings
Acoess Hours: -= Unrestricted -- ll lanae. .. |
Simultaneous Logins: 3
hscarnurn Connect Tirme: [+ Unlimied Frinutes
Idle Timeout [ Unlimted [0 minutes

Sarvers
D= Sarvers: Primmeary: Secondary:
VWS Servers Py Secandary:
DHCP Scope: I
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B—T TAdd) . HHSESETE THRIE EE.

Mame: |DefaukRAGroun Type: [ipsecra

Genersl | psec | pee |
Configure ganeral sccess attributes from the following sub-takes.
Basic | Autnentication | Authorization | Accounting  Cliert Address Assigrment | Asvanced

To specity wwhether to use DHCP o address pools Tor address assignment, go to Contl
= |P Aldress Mansgement = Assignmeant,

DHCP Servers
IP Adckess Addd ==
Delete

~iddress Pools

To configure inferface-specific address pools, go to the Advanced tab,

Available Poolz Azzigned poolzs

e REMOVE |

8. FERTEHAAER , FEIIPSecHE , MARAASN  ABR—THRE.



I= Edit Tunnel Group

Mame:  [DefaultRAGroup

General PSec | e

™ Enable sending certificate chain

-— Mone -- ﬂ

IKE Peer ID Yalidation:

Required

CISAKMP Heepaive

" Disable keepalives
™+ Monitor keepalives
Confidence interval:

|3IZII] (=econds)

7 Head end wil never intiste keepalive monitoring

Refry Interval. E (seconds)

Intarface

Athentication Mode

~Interface-Specific Authantication Mode
Inter face:
|'nsiu-: E‘ Ak =
Avtrertication Mocs: = [REmave
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9. L2TP over IPsecfE IPPPE M BRFEHE ., EREEMRNPPPEE LI5E FTPPPEZNIHE

ZIZEMS-CHAP-V1if BT 5 DB



5 can Tumeloronp

Name: befaurtﬁﬁ.l:}mm Type: |Ipsecvra

General | PSec PFP I

Specily the authentication protocols permitted for & PPP connection.

™ cHap

V¥ ms.cHAP-V1

™ Pap

™ EAP-PROXY

10. IEEH ER BB IPsecETL2TPERNFEREET I OREN S E, BUlSLZLEERE
AFERSORBARSITECH A LERE, EEHTHIRE , FEEREHEN
AuthenticationE %, FARERT , T2 HEFHAHAERE, Authentication Server
Group THIZEF/RLOCAL, EFASMREMREE K FRBFETEE—([ARRKRSE. X

 RERBESIBEAMERELWPPP S 458 FEPAPHMicrosoft CHAPARAX1H12, EAPH
CHAPHARE B EBRFEFAREFHT. Hit , MRBHFEHEBREAEAPS CHAPEL B #F2E
B, WAL EEREAFEAAMERE , AIXFEREELER.



g% Edit Tunnel Group

Marme: IDefaurtH.ﬂ-.GrDup Type:  |ipsec-ra
General | psec | prp|

Configure general access attributes from the fallowing sub-tabs.

To =et authentication =erver group per interface, go to the Advanced tab.

Athentication Server Graug: ILGC.&.L )

[T Use LOCAL if Server Group fails

RAC Authentication Server Groug: I-- Mone -- ;I

5¥ZE : iZ#ZConfiguration > VPN > General > Tunnel Group LR EIFREHE R , LAELE T
HEAAERIEEZIREMBA LB AHRERASZ]M (T8 ) . FRTunnel GroupEKK |, EIEREE
W iZ— T Edite XX : BEEARRELLEBEEMEEIL2TP over IPsecE RN TEEAE
HEAEHWRREEMERE ., ARESEREHETE B SNAAARIBRSEEMIPH U , FtbERE
ALEBFEREBEEAN A EZETERRE. BENIIE , CAETEEEEERAEER
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. BRI (WMRER) K RLLEBFEXBEFEAESRE , EEE. ERARBEHERE , E
iZ H Strip the realm from username before passing to the AAA server , i Strip the group
from username before passing to the AAA server, A% % — TOK,

M. ERATEHR , EAHEREFEYFAE ; i#ZZConfiguration >Properties >% B EE>{#
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MSCHAPLLEUFAMSCHAP, #—T "OK) (#ZE ).



= Add User Account

clertity I WP F‘u:ulin:':.fl

=zerhiame;

Pas=ward:

Confirin Password:

test

Itttt

EE

< W lzer authenticated Lsing MSCHAFD

Privilege Level:

Privilege level iz uzed with command autharization.

i

[

12. i#Z#E Configuration > VPN > IKE > Policies , A& 1% — TAddL A ERIZE I IKEREE, E—T
OK#& /&,

= Add IKE Policy

Priority:

Encryption:

Hazh:

13. (W& ) RS

ades

rnclS

i

Authentication: Ipre-share w

D-H Groug: IEL

Lifetime: " Unlimited
{+ 35400
Cancel | Helgp

Isecnnds w

FE-EANATRERHEAZSELTPEFIRERABIBIPsecERI T2 KE

, BIXEARMANATIERE , UMEESPER T EIE — B L ENATEE. TRUATHEREA
SERBLIRYE : i##BConfiguration > VPN > IKE > Global Parameters, #&{R7E /T HE LA
ISAKMP, iZ#Enable IPSec over NAT-T. #&—T "OK, (#E ).
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1. 3&3#ZAdministrative Tools > Internet Authentication Service , A% & — T A #RADIUS
ClientIA ¥ #HRADIUSE Fii. #ABEFIRENAR , —TOK, W RHIER—HEEA
Pixy B&EFiG , HIPH# 210441, &FFin{ERIHERRADIUS Standard, i AALRE
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2. i##ZRemote Access Policies , & — T A #Connections to Other Access Servers , A% & E
Properties.

3. RRIERE TR FRIBHERF TALEE,

4. &2 — T Edit Profiled 8 B LA T 5] E : £ AuthenticationE# £ , i+ Unencrypted
authentication(PAP , SPAP), fEMZEE L , #{R:ZFNo EncryptioniZ1E, TRER—T
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ciscoasa(config-tunnel-general)# tunnel-group DefaultRAGroup



ppp-attributes
ciscoasa(config-ppp)# authentication pap

AL, EL2tpFFiw Lt , #F|Advanced Security Settings(Custom) , A% EIiRE R NZ R

(PAP)&IEO

B

AEHRHENEATRARERENEERE EEER.

Output Interpreter Tool (E#tEEHZE FERA) X EE Lshowir © |, E A LSRR showin &

#o

. show crypto ipsec sa — B R¥E /8 LT E E Bl IKER £ BFBE(SA).
pixfirewall#show crypto ipsec sa
interface: outside

Crypto map tag: outside_dyn_map, seq num: 20, local addr: 172.16.1.1

access-list 105 permit ip host 172.16.1.1 host 192.168.0.2

local ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/17/0)
remote ident (addr/mask/prot/port): (192.168.0.2/255.255.255.255/17/1701)

current_peer: 192.168.0.2, username: test
dynamic allocated peer ip: 10.4.5.15

#pkts encaps: 23, #pkts encrypt: 23, #pkts digest: 23
#ipkts decaps: 93, #pkts decrypt: 93, #pkts verify: 93
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 23, #pkts comp failed: 0, #pkts decomp failed:
#post-frag successes: 0, #post-frag failures: 0, #fragments created:
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly:

#send errors: 0, #recv errors: 0

local crypto endpt.: 172.16.1.1, remote crypto endpt.: 192.168.0.2

path mtu 1500, ipsec overhead 58, media mtu 1500
current outbound spi: Cl6F05BS8

inbound esp sas:
spi: 0xEC06344D (3959829581)

transform: esp-3des esp-md5-hmac
in use settings ={RA, Transport, }
slot: 0, conn_id: 3, crypto-map: outside_dyn_map
sa timing: remaining key lifetime (sec): 3335
IV size: 8 bytes
replay detection support: Y

outbound esp sas:
spi: 0xCl6F05B8 (3245278648)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Transport, }
slot: 0, conn_id: 3, crypto-map: outside_dyn_map
sa timing: remaining key lifetime (sec): 3335
IV size: 8 bytes
replay detection support: Y

- show crypto isakmp sa — B R¥ &8 L WA E EHIIKE SA.

pixfirewall#show crypto isakmp sa

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

BN
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//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

Total IKE SA: 1

1 IKE Peer: 1
Type tu
Rekey :n

. show vpn-sessiondb — 2 1& 0] ﬁé’lﬁﬁﬁ BAL2TP over IPseciEiRHY

92.168.0.2
ser Role
o State

responder
MM_ACTIVE

S E E R K TR Eshow vpn-sessoindb detailed remote filter protocol
W RBIBEREEL2TP over IPseciB R EFHIEA -

pixfirewall#show vpn-sessiondb detail remote filter protocol L2TPOverIPSec

I2tpOverlpsec,

Session Type:

Username
Index
Assigned IP
Protocol
Hashing

Bytes Tx
Client Type
Group Policy
Tunnel Group
Login Time
Duration
Filter Name
NAC Result :
Posture Token:

IKE Sessions: 1
IPSec Sessions:
L2TPOverIPSec S

IKE:
Session ID
UDP Src Port
IKE Neg Mode
Encryption
Rekey Int
D/H Group

IPSec:
Session ID
Local Addr
Remote Addr
Encryption

Encapsulation:
(T) :
Idle Time Out:

Rekey Int

Bytes Tx
Pkts Tx

L2TPOverIPSec:
Session ID
Username
Assigned IP
Encryption

Idle Time Out:

Bytes Tx
Pkts Tx

il 523,

(T) :

Remote Detailed

test

1

10.4.5.15
L2TPOverIPSec
MD5

1336

Defaul tRAGroup

Defaul tRAGroup
18:06:08 UTC Fri Jan 1
Oh:04m:25s

N/A

1
essions: 1

1

500

Main

3DES

28800 Seconds
2

2

Public IP
Encryption

Bytes Rx

Client Ver

1993

UDP Dst Port
Auth Mode
Hashing

Rekey Left (T):

172.16.1.1/255.255.255.255/17/1701
192.168.0.2/255.255.255.255/17/1701

3DES
Transport
3600 Seconds
30 Minutes
1336

25

3

test
10.4.5.15
none

30 Minutes
378

16

Hashing

Rekey Left (T):

Idle TO Left
Bytes Rx
Pkts Rx

Auth Mode
Idle TO Left
Bytes Rx
Pkts Rx

192.168.0.2
3DES

14605

500
preSharedKeys
MD5
28536 Seconds

MD5

3333 Seconds
30 Minutes
14922

156

msCHAPV1
30 Minutes
13431

146

AR EIRIRBER.



ARG EFARGAEETRYIR, BER T BRB R,
BRERED
BHERSTS(EHEREFEAXERESS KT EATEREshowd S8 HI 9.

XE : fFAdebugii 2 El , XS R EEEDebugii THIPEZ M HIEHMRNEEEH — BENE
%debugﬂp'ﬂo

- debug crypto ipsec 7 — FRE 20 B A IPsectiim
- debug crypto isakmp 7 — F R 5E 1PE ER I ISAKMP 17

PIXEf X i

PIX#debug crypto isakmp 7

pixfirewall# Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE RECEIVED Mess
age (msgid=0) with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + NONE (0) total length : 256

Jan 02 18:26:44 [IKEv1l DEBUG] IP = 192.168.0.2, processing SA payload

Jan 02 18:26:44 [IKEv1l DEBUG] IP = 192.168.0.2, Oakley proposal is acceptable
Jan 02 18:26:44 [IKEv1l DEBUG] IP = 192.168.0.2, processing VID payload

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, processing VID payload

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, Received Fragmentation VID

Jan 02 18:26:44 [IKEv1l DEBUG] IP = 192.168.0.2, processing VID payload

Jan 02 18:26:44 [IKEv1l DEBUG] IP = 192.168.0.2, Received NAT-Traversal ver 02 V

ID
Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, processing IKE SA payload
Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, IKE SA Proposal # 1, Transform
# 2 acceptable Matches global IKE entry # 2
Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, constructing ISAKMP SA payload
Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, constructing Fragmentation VID
+ extended capabilities payload
Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE SENDING Message (msgid=0)
with payloads : HDR + SA (1) + VENDOR (13) + NONE (0) total length : 104
Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + KE (4) + NONCE (10) + NONE (0) total length : 184
Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.
Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.
Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.
]
]
]

.2, processing ke payload

, processing ISA_KE payload
, processing nonce payload
Jan 02 18:26:44 [IKEvl DEBUG IP = 192.168.
Jan 02 18:26:44 [IKEvl DEBUG IP = 192.168.
Jan 02 18:26:44 [IKEvl DEBUG IP = 192.168.
vload

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, constructing xauth V6 VID paylo
ad

Jan 02 18:26:44 [IKEvl DEBUG]: IP 192.168.0.2, Send IOS VID

Jan 02 18:26:44 [IKEv1l DEBUG]: IP 192.168.0.2, Constructing ASA spoofing IOS V
endor ID payload (version: 1.0.0, capabilities: 20000001)

Jan 02 18:26:44 [IKEvl DEBUG]: IP 192.168.0.2, constructing VID payload

Jan 02 18:26:44 [IKEvl DEBUG]: IP 192.168.0.2, Send Altiga/Cisco VPN3000/Cisco
ASA GW VID

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, Connection landed on tunnel_group Def
aultRAGroup

Jan 02 18:26:44 [IKEv1l DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, Generat
ing keys for Responder...

, constructing nonce payload

O O O O o o

2
2
.2, constructing ke payload
2
2

, constructing Cisco Unity VID pa
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Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE SENDING Message (msgid=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (
13) + VENDOR (13) + NONE (0) total length : 256

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + ID (5) + HASH (8) + NONE (0) total length : 60

Jan 02 18:26:44 [IKEv1l DEBUG]: Group = DefaultRAGroup, IP 192.168.0.2, process
ing ID payload

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, process
ing hash payload

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, Computi
ng hash for ISAKMP

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, Connection landed on tunnel_group Def
aultRAGroup

Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP = 192.168.0.2, Freeing previ
ously allocated memory for authorization-dn-attributes
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP
cting ID payload

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP
cting hash payload

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP
ng hash for ISAKMP

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP
cting dpd vid payload

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE SENDING Message (msgid=0)

with payloads : HDR + ID (5) + HASH (8) + VENDOR (13) + NONE (0) total length
80

192.168.0.2, constru

192.168.0.2, constru

192.168.0.2, Computi

192.168.0.2, constru

! -—— Phase 1 completed succesfully. Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup,

192.168.0.2, PHASE 1 COMPL

ETED

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, Keep-alive type for this connection:
None

Jan 02 18:26:44 [IKEvl]: IP 192.168.0.2, Keep-alives configured on but peer do
es not support keep-alives (type = None)

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, Startin
g Pl rekey timer: 21600 seconds.

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE RECEIVED Message (msgid=el
b84b0) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +
NONE (0) total length : 164

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP
ing hash payload

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP
ing SA payload

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP
ing nonce payload

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP
ing ID payload

Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP = 192.168.0.2, Received remo
te Proxy Host data in ID Payload: Address 192.168.0.2, Protocol 17, Port 1701
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, process
ing ID payload

Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP = 192.168.0.2, Received loca
1 Proxy Host data in ID Payload: Address 172.16.1.1, Protocol 17, Port 1701

192.168.0.2, process

192.168.0.2, process

192.168.0.2, process

192.168.0.2, process

!--- PIX identifies the L2TP/IPsec session. Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup,

= 192.168.0.2, L2TP/IPSec se

ssion detected.

Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP
old sa not found by addr

Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP
er configured for crypto map: outside_dyn_map

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, process
ing IPSec SA payload

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, IPSec S

192.168.0.2, QM IsRekeyed

192.168.0.2, IKE Remote Pe



A Proposal # 1, Transform # 1 acceptable Matches global IPSec SA entry # 20

Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP = 192.168.0.2, IKE: requesti

ng SPI!

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, IKE got
SPI from key engine: SPI = 0Oxce9f6el9

! -—- Constructs Quick mode in Phase 2. Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP
= 192.168.0.2, oakley
constucting quick mode
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, constru
cting blank hash payload
Jan 02 18:26:44 [IKEv1l DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, constru
cting IPSec SA payload
Jan 02 18:26:44 [IKEv1l DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, constru
cting IPSec nonce payload
Jan 02 18:26:44 [IKEv1l DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, constru
cting proxy ID
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, Transmi
tting Proxy Id:
Remote host: 192.168.0.2 Protocol 17 Port 1701
Local host: 172.16.1.1 Protocol 17 Port 1701
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP
cting gm hash payload
Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE SENDING Message (msgid=elb
84b0) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + N
ONE (0) total length : 144
Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE RECEIVED Message (msgid=el
b84b0) with payloads : HDR + HASH (8) + NONE (0) total length : 48
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, process
ing hash payload
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, loading
all IPSEC SAs
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP
ing Quick Mode Key!
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, Generat
ing Quick Mode Key!
Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP = 192.168.0.2, Security nego
tiation complete for User () Responder, Inbound SPI = 0Oxce9f6el9, Outbound SPI
= 0xd08f711b
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, IKE got
a KEY_ADD msg for SA: SPI = 0xd08f711b
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP
received KEY UPDATE, spi Oxce9f6el9
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, Startin
g P2 rekey timer: 3059 seconds.

192.168.0.2, constru

192.168.0.2, Generat

192.168.0.2, Pitcher

! -—— Phase 2 completes succesfully. Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP =
192.168.0.2, PHASE 2 COMPL ETED (msgid=0elb84b0) Jan 02 18:26:44 [IKEvl]: IKEQM Active() Add
L2TP classification rules: ip <192.1 68.0.2> mask <0xFFFFFFFF> port <1701> PIX#debug crypto
ipsec 7
pixfirewall# IPSEC: Deleted inbound decrypt rule, SPI 0x71933D09
Rule ID: 0x028D78DS8
IPSEC: Deleted inbound permit rule, SPI 0x71933D09
Rule ID: 0x02831838
IPSEC: Deleted inbound tunnel flow rule, SPI 0x71933D09
Rule ID: 0x029134D8
IPSEC: Deleted inbound VPN context, SPI 0x71933D09
VPN handle: 0x0048B284
IPSEC: Deleted outbound encrypt rule, SPI O0xAF4DASFA
Rule ID: 0x028DAC90
IPSEC: Deleted outbound permit rule, SPI O0xAF4DASFA
Rule ID: 0x02912AFS8
IPSEC: Deleted outbound VPN context, SPI 0xAF4DASFA
VPN handle: 0x0048468C



IPSEC: New embryonic SA created @ 0x01BFCFS80,

SCB: 0x01C262D0,

Direction: inbound

SPI 0x45C3306F

Session ID: 0x0000000C

VPIF num 0x00000001

Tunnel type: ra

Protocol esp

Lifetime 240 seconds
IPSEC: New embryonic

SCB: 0x028D1B38,

Direction: outbound

SPI 0x370E8DD1

Session ID: 0x0000000C

VPIF num 0x00000001

Tunnel type: ra

Protocol esp

Lifetime 240 seconds

IPSEC: Completed host OBSA update,
IPSEC: Creating outbound VPN context,

Flags: 0x00000205
SA : 0x0283A3A8
SPTI : 0x370E8DD1
MTU : 1500 bytes
VCID : 0x00000000
Peer : 0x00000000
SCB : 0x028D1B38
Channel: 0x01693F08

IPSEC: Completed outbound VPN context,

VPN handl

IPSEC: New outbound encrypt rule,

addr:
Src mask:
Dst addr:
Dst mask:

Src

Src ports
Upper:
Lower:
Op

Dst ports
Upper:
Lower:
Op

Protocol:

Use proto

SPI: 0x00

Use SPI:

IPSEC: Completed outbound encrypt rule,

Rule ID:

IPSEC: New outbound permit rule,

addr:
Src mask:
Dst addr:
Dst mask:

Src

Src ports

Upper:
Lower:
Op

Dst ports

Upper:

Lower:

Op
Protocol:

Use protocol:

e: 0x0048Cl64

172.16.1.1
255.255.255.255
192.168.0.2
255.255.255.255

1701
1701
equal

1701

1701
equal

17

col: true
000000
false

0x02826540

172.16.1.1
255.255.255.255
192.168.0.2
255.255.255.255

0
0
ignore

0
0
ignore
50
true

SA created @ 0x0283A3A8,

SPI 0x370E8DDL
SPI 0x370E8DD1

SPI 0x370E8DDL

SPI 0x370E8DD1

SPI 0x370E8DDL

SPI 0x370E8DD1



SPT: 0x370E8DD1
Use SPI: true
IPSEC: Completed outbound permit rule, SPI 0x370E8DD1
Rule ID: 0x028D78DS8
IPSEC: Completed host IBSA update, SPI 0x45C3306F
IPSEC: Creating inbound VPN context, SPI 0x45C3306F
Flags: 0x00000206

SA : 0x01BFCF80
SPI : 0x45C3306F
MTU : 0 bytes

VCID : 0x00000000
Peer : 0x0048Cl64
SCB : 0x01C262D0
Channel: 0x01693F08
IPSEC: Completed inbound VPN context, SPI 0x45C3306F
VPN handle: 0x0049107C
IPSEC: Updating outbound VPN context 0x0048C164, SPI 0x370E8DD1
Flags: 0x00000205

SA : 0x0283A3A8
SPT : 0x370E8DD1
MTU : 1500 bytes

VCID : 0x00000000
Peer : 0x0049107C
SCB : 0x028D1B38
Channel: 0x01693F08
IPSEC: Completed outbound VPN context, SPI 0x370E8DD1l
VPN handle: 0x0048C164
IPSEC: Completed outbound inner rule, SPI 0x370E8DD1
Rule ID: 0x02826540
IPSEC: Completed outbound outer SPD rule, SPI 0x370E8DD1
Rule ID: 0x028D78DS8
IPSEC: New inbound tunnel flow rule, SPI 0x45C3306F
Src addr: 192.168.0.2
Src mask: 255.255.255.255
Dst addr: 172.16.1.1
Dst mask: 255.255.255.255
Src ports
Upper: 1701
Lower: 1701
Op : equal
Dst ports
Upper: 1701
Lower: 1701
Op : equal
Protocol: 17
Use protocol: true
SPI: 0x00000000
Use SPI: false
IPSEC: Completed inbound tunnel flow rule, SPI 0x45C3306F
Rule ID: 0x02831838
IPSEC: New inbound decrypt rule, SPI 0x45C3306F
Src addr: 192.168.0.2
Src mask: 255.255.255.255
Dst addr: 172.16.1.1
Dst mask: 255.255.255.255
Src ports

Upper: O

Lower: O

Op : ignore
Dst ports

Upper: O

Lower: O

Op : ignore

Protocol: 50



Use protocol: true
SPI: 0x45C3306F
Use SPI: true
IPSEC: Completed inbound decrypt rule, SPI 0x45C3306F
Rule ID: 0x028DAC90
IPSEC: New inbound permit rule, SPI 0x45C3306F
Src addr: 192.168.0.2
Src mask: 255.255.255.255
Dst addr: 172.16.1.1
Dst mask: 255.255.255.255
Src ports

Upper: O

Lower: O

Op : ignore
Dst ports

Upper: O

Lower: O

Op : ignore

Protocol: 50
Use protocol: true
SPI: 0x45C3306F
Use SPI: true
IPSEC: Completed inbound permit rule, SPI 0x45C3306F
Rule ID: 0x02912E50
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1. i##ZConfiguration > Properties > Logging > Logging Setup , iZ{ZEnable Logging , A& & —
TApply AR A B #55c 8%,

2. i#Z#ZMonitoring > Logging > Log Buffer > On Logging Level , i##£Logging Buffer , A& & —
T ViewEA 17 B &5,
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hostname (config) #group-policy DfltGrpPolicy attributes
hostname (config-group-policy) #vpn-idle-timeout none

EHERREEENNFEREBBOEE L T Hvpn-session-timeoutdn © B & VPNIE AR HY £ K B E

hostname (config) #group-policy Df1ltGrpPolicy attributes
hostname (config-group-policy) #vpn-session-timeout none



#Windows VistatE 1T i EEHERR
ElsgidiE

Windows Vista L2TP/IPsec5| A T —LREE N |, 21 ZEREMEH & EF S EIRPIX/ASA, 1T
ATEWindows 2K/IXP LR &8 4E, BIRA72Q)RESMRAE , ERNECERLEBENFRT E,

Vista PCHE % H AR

IR Windows VistaZ [ L ERL2TPEARES , RIERFEE R B 7EDefaultRAGroup LB ppp-
attributes TZEHL & T mschap-v2,

MRS

- BE B AL2L TR RS A IPSec VPN BEHEBR 2R 5 8
. Cisco PIX 500% 5| =48 &

. Cisco ASA 5500RJIFR R A =< 58

. Cisco PIXBA i 8k B8 = 7 =% 8

. Cisco Secure PIXps X fEp DB E

- RADIUS X EH

- IPSecth B/IKEE A E X E EH

- EREE (RFC)

- B BEEERIBE(L2TP)

. H i Z EBE X # - Cisco Systems



//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk547/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk827/tk369/tk388/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	使用預共用金鑰在Windows 2000/XP PC和PIX/ASA 7.2之間通過IPsec的L2TP配置示例
	目錄
	簡介
	必要條件
	需求
	採用元件
	相關產品
	慣例

	背景資訊
	設定
	網路圖表
	組態
	Windows L2TP/IPsec客戶端配置
	PIX配置中的L2TP伺服器
	使用ASDM配置的L2TP
	採用IAS配置的Microsoft Windows 2003 Server
	使用Active Directory通過IPSec進行L2TP的擴展身份驗證

	驗證
	疑難排解
	疑難排解指令
	調試輸出示例
	PIX防火牆

	使用ASDM進行故障排除
	問題：頻繁斷開
	對Windows Vista進行故障排除

	相關資訊


