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Ciscoasa

ci scoasaf##show running-config
Bui | di ng configuration...
ASA Version 7.2(1)

!

host nane ci scoasa

domai n- nane ci sco.com

enabl e password 2KFQhbNI dl . 2KYOU encr ypt ed

names




interface Ethernet0/0
nanei f outside
security-level O

ip address 172.22.1.160 255.255.255.0

nterface Ethernet0/1

namei f inside
security-level 100

ip address 10.2.2.1 255.255.255.0

nterface Ethernet0/2

shut down
no nanei f
no security-1Ieve

no i p address

nt erface Managenent 0/ 0
shut down

no nanei f

no security-1Ieve

no i p address

managenent - onl y

passwd 2KFQhbNI dI . 2KYQU encrypt ed

ftp node passive

dns server-group Defaul t DNS
domai n- nane ci sco. com

no pager

| oggi ng enabl e

| oggi ng asdm i nformati ona

ntu outside 1500

mu inside 1500




!--- ASDM location on disk0 asdm i nmage

di sk0: /asdnb21. bin no asdm hi story enable arp tineout
14400 nat-control tineout xlate 3:00:00 tineout conn

1: 00: 00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp

0: 05: 00 ngcp-pat 0:05:00 tineout sip 0:30:00 sip_nedia
0: 02: 00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute /--- some group policy
attributes group-policy GoupPolicyl internal group-
policy G oupPolicyl attributes vpn-tunnel -protocol |PSec
| 2t p-i psec webvpn webvpn functions url-entry fil e-access
file-entry file-browsing usernanme userl password

mb2j Ys13AX | AGa encrypted privil ege 15 usernane userl
attributes vpn-group-policy GoupPolicyl username cisco
password 3USUcOPFU MCO4Jk encrypted privil ege 15
usernane cisco attributes vpn-group-policy DfltG pPolicy
webvpn port-forward none port-forward-name val ue
Application Access http server enable http 10.2.2.0

255. 255. 255. 0 i nside no snnp-server |ocation no snnp-
server contact snnp-server enable traps snnp

aut hentication linkup |inkdown coldstart !--- tunnel
group information tunnel -group Def aul t WEBVPNG' oup
general -attributes default-group-policy GoupPolicyl
tunnel - group Def aul t WEBVPNG  oup webvpn-attributes hic-
fail-group-policy G oupPolicyl nbns-server 10.2.2.30
timeout 2 retry 2 telnet timeout 5 ssh timeout 5 console
timeout O ! class-nmap inspection_default match default-

i nspection-traffic ! ! policy-map type inspect dns
preset _dns_map paraneters nessage-| ength maxi mum 512

pol i cy-map gl obal _policy class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp i nspect skinny inspect esmp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy global _policy global !--- webvpn parameters
webvpn port 1443 enabl e outside enable inside !--- csd
Jocation csd inage di sk0:/securedesktop-asa-3.1.1.32-

k9. pkg csd enabl e custom zation DfltCustom zation title
text YOUR- COMPANY SSL VPN Services title style
background-col or: rgb(204, 204, 255) ; col or: rgbh(51, 0, 255);
bor der-bottom 5px groove #669999; f ont -
size:larger;vertical-align:nmddle;text-align: left;font-
wei ght:bold url-list ServerList "Wndows Shares"
cifs://10.2.2.30 1 url-list ServerlList "Tacacs Server"
http://10.2.2.69:2002 2 tunnel -group-list enable pronpt
host nane cont ext

Crypt ochecksum a840d81f Oaf 21d869db4f a559e83d6d0 : end !
end

B
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