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Cisco 2621

Current configuration:
!
version 12.0
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname goss-2621
!
ip subnet-zero
!
ip audit notify log
ip audit po max-events 100
isdn voice-call-failure 0
cns event-service server
!
!--- The IKE policy. crypto isakmp policy 10
hash md5
authentication pre-share
crypto isakmp key ciscol23 address 99.99.99.2
|
crypto ipsec transform-set myset esp-des esp-md5-hmac
|

crypto map mymap local-address FastEthernet0/1

!--- IPsec policy. crypto map mymap 10 ipsec-isakmp
set peer 99.99.99.2
set transform-set myset

! --- Include the private-network-to-private-network
traffic !--- in the encryption process. match address
101

!

controller T1 1/0

!

interface FastEthernet0/0

ip address 10.2.2.1 255.255.255.0
no ip directed-broadcast

duplex auto

speed auto

!

interface FastEthernet0/1

ip address 10.1.1.2 255.255.255.0
no ip directed-broadcast

duplex auto

speed auto

!--- Apply to the interface. crypto map mymap
!

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.1.1

no ip http server

! --- Include the private-network-to-private-network
traffic !--- in the encryption process. access-list 101
permit ip 10.2.2.0 0.0.0.255 10.3.3.0 0.0.0.255

line con 0

transport input none

line aux 0

line vty 0 4
|




no scheduler allocate
end

Cisco 3660

version 12.0

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname goss-3660

!

ip subnet-zero

|

cns event-service server
i

!--- The IKE policy. crypto isakmp policy 10
hash md5
authentication pre-share

crypto isakmp key ciscol23 address 99.99.99.12

crypto ipsec transform-set myset esp-des esp-md5-hmac
|

crypto map mymap local-address FastEthernet0/0

!--- The IPsec policy. crypto map mymap 10 ipsec-isakmp
set peer 99.99.99.12
set transform-set myset

! --- Include the private-network-to-private-network

traffic !--- in the encryption process. match address
101

|

interface FastEthernet0/0

ip address 99.99.99.2 255.255.255.0
no ip directed-broadcast

ip nat outside

duplex auto

speed auto

!--- Apply to the interface. crypto map mymap
|

interface FastEthernet0/1
ip address 10.3.3.1 255.255.255.0
no ip directed-broadcast
ip nat inside

duplex auto

speed auto

!

interface Ethernet3/0

no ip address

no ip directed-broadcast
shutdown

!
interface Serial3/O0

no ip address

no ip directed-broadcast
no ip mroute-cache
shutdown
!
interface Ethernet3/1
no ip address




no ip directed-broadcast
interface Ethernet4/0

no ip address

no ip directed-broadcast
shutdown

!

interface TokenRing4/0

no ip address

no ip directed-broadcast
shutdown

ring-speed 16

!l --- The pool from which inside hosts translate to !---
the globally unique 99.99.99.0/24 network. ip nat pool
OUTSIDE 99.99.99.70 99.99.99.80 netmask 255.255.255.0

!--- Except the private network from the NAT process. ip
nat inside source route-map nonat pool OUTSIDE

ip classless

ip route 0.0.0.0 0.0.0.0 99.99.99.1

no ip http server
|

! -—— Include the private-network-to-private-network
traffic !--- in the encryption process. access-list 101
permit ip 10.3.3.0 0.0.0.255 10.2.2.0 0.0.0.255

access-1list 101 deny ip 10.3.3.0 0.0.0.255 any

! --- Except the private network from the NAT process.
access-list 110 deny ip 10.3.3.0 0.0.0.255 10.2.2.0
0.0.0.255
access-list 110 permit ip 10.3.3.0 0.0.0.255 any
route-map nonat permit 10
match ip address 110
!
line con O
transport input none
line aux 0
line vty 0 4
|

end
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pixfirewall# show run
Saved

PIX Version 7.0(0)102
names

!

interface Ethernet0

nameif outside

security-level 0

ip address 99.99.99.1 255.255.255.0
!

interface Ethernetl

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0

!

enable password 2KFQnbNIdI.2KYOU encrypted
passwd 2KFQnbNIJI.2KYOU encrypted
hostname pixfirewall
domain-name cisco.com

ftp mode passive

access-list outside_access_in remark Access Rule to
Allow ESP traffic
access-list outside_access_in

extended permit esp host 99.99.99.2 host
99.99.99.12

access-list outside_access_in

remark Access Rule to allow ISAKMP to host
99.99.99.12
access-list outside_access_in

extended permit udp host 99.99.99.2 eq
isakmp host 99.99.99.12

access-list outside_access_in

remark Access Rule to allow port 4500 (NAT-
T) to host 99.99.99.12
access-list outside_access_in

extended permit udp host 99.99.99.2

eq 4500 host 99.99.99.12
pager lines 24
mtu inside 1500
mtu outside 1500
no failover
monitor-interface inside
monitor-interface outside
asdm image flash:/asdmfile.50073
no asdm history enable
arp timeout 14400
nat-control
global (outside) 1 interface
nat (inside) 0 0.0.0.0 0.0.0.0
static (inside,outside) 99.99.99.12 10.1.1.2 netmask
255.255.255.255
access-group outside_access_in in interface outside
route inside 10.2.2.0 255.255.255.0 10.1.1.2 1
route outside 0.0.0.0 0.0.0.0 99.99.99.2 1
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02




sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00
mgcp-pat
0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute
http server enable
http 10.1.1.3 255.255.255.255 inside
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp
telnet timeout 5
ssh timeout 5
console timeout 0
!
class-map inspection_default
match default-inspection-traffic
1
!
policy-map asa_global_ fw policy
class inspection_default
inspect dns maximum-length 512
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sqglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
1
service-policy asa_global_ fw policy global
Cryptochecksum:0a12956036cede7a97£f351cdeblfba7e
: end

PIXZ£ £ BHMPF (iR {LRIKIESR ) BB

{# A @ $inspect ipsec-pass-thru in MPF(Modular Policy Framework) i~ 2555 E , LUEEIR
PIX/ASAZ £ % B EEIPsecii &,

iR EARBRESPAREN ST L. MREFEEER , BIAKFTEESPERR , Y B AFNEKE
ﬁvi%ﬁ(ﬁﬁﬁﬂ%ﬂ FRAFFEMAAH, FERERT , ESPERRNAREZEBERREA10DE, HRER
FERARTERAEtRENFENE , AEEAmatch S, IPSecE BRER B AZH T BEIKE
UDPI2500F #R BB AVESP ( P50 ) RENERER, CABRTRNHEZERERAF

ESPRE , B BBERNR NERREMLZLEM, FHclass-map. policy-mapHlservice-policyds %
AIEEREHE. Kinspectin TEAREE , UREKRBEAR —ERZENE. BAK , inspect

IPSec-pass-thrUnpn/un‘F,\“FE%JESPumg HEER1078E |, ERTAEREN. AFENATHENATHR

Eo

hostname (config) #access-list test-udp-acl extended permit udp any any eq 500
hostname (config) #class-map test-udp-class
hostname (config-cmap) #match access-list test-udp-acl

hostname (config-pmap) #class test-udp-class

(

(

(
hostname (config) #policy-map test-udp-policy

(
hostname (config-pmap-c) #inspect ipsec-pass-thru
(

hostname (config) #service-policy test-udp-policy interface outside



BE
AERENEATARNERECNEERR EEEE,
MHEESTE(EHIMEFFR)XEX Eshowsn s , W T ETFEEMRshowdn HE HH 2,

- show crypto ipsec sa — B R SE20E R L2 £ B
- show crypto isakmp sa — B RSB 1PEER T 2 B
- show crypto engine connectlons active — R INZEMNAZNE R Do

SR AR

AERENEA TR NG EEE TR,

R ERIPsec MEEERR BT
B : #Hdebugis T2 8l .

& 2B EEDebuglE THEEE A,

. debug crypto engine — B R INZH R E
- debug crypto ipsec — R RS20 BV IPsectii i,
- debug crypto isakmp — B R E 1P BV FERR B 2+ BB N £ M EE W E (SAKMP) 7,

Az 2 P

. clear crypto isakmp — & FRHB PR HB R £ 88 I (IKE) R £ Ba B
. clear crypto ipsec sa — & RIPsecZ £ B,

P ELERR D
mHEESR T E(EHEMERFFER)XERE Eshowin ¥ , It T E ] E R showdn T H K 247
B : ®HidebuglE T 28l . B4 ZEAERDebuglE THEREN,

- logging buffer debugging — B/R IEEE M WIEE BB PIXH EHAER, EARMFEPIXH
FSREES , TJLAERAshow login SR E H .
- ASDMA AR A B R U RBRE AR , WA TS BT

1. i##2Configuration > Properties > Logging > Logging Setup > Enable Logging , A% & —T
Applyo
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2. i###Monitoring > Logging > Log Buffer > On Logging Level > Logging Buffer , AA%&&Z—T
View,
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=

This =creen shows syvelog messages in ASDM logging buffer as of now.

Find text in messages below: I i e

......

Mar 16 2005 170611 Login permitted from 1001 1.3 247 toinside:1 011 1/hitps for user “enab
i b Mar 16 2005170347 &OY001: Bullt local-rost inside101.1.2

Mar 16 2005 17:05:47 609001 : Built local-host oulside:99.99.99 2

Mar 16 2005 17:05:47 605005 Login permitted from 1001 1,21 220 to inside:1 0.1.1 1ihitps for usar "enablh
Mar 16 2005 17:05:4F7 302013 Buill inbound TCF connection 48 for inside: 101130220 (004.1.3M 22001
Mar 16 2005 17:05:47 20201 4: Teardown TCP connection 47 for inside:10.1.1.3M1 219 to MNP Idenfity [fc:1 0.
Mar 16 2005170547 BO5005; Login permitted from 10,117,201 221 1o inside1 0,1 1 1 /htps for user "enabl
Mar 16 2005 17:05:47 302013 Built inbound TGP connection S0 for inside: 1011 30221 (01132210t
Mar16 2005 17:05:47 20201 4: Teardown TCP connection 42 for inside:10.1.1.2M 220 to NP Identity ife:1 0.
Mar 16 2005170547 106023 Deny udp sre outside 99,599,959 204500 dst inside 99 99 59,1 204500 by acce
Mar 16 2005 17:05:47 20201 5: Built inbound UDP connection 49 for outside: 99,9999 2500 (99.99 93 245
Miar 16 2005170547 BOS001: Built local-ho st inside1011.2

Mar 16 2005170547 B09001: Built local-host oulside: 99 9999 2

Mar 16 2005 17:05.47 805005 Login permitted from 1001 1.2 220 toinside:1 0.1.1 1ihitps for usar "enabl
Mar 16 2005 17:05:47 302013 Buill inbound TCP connection 48 for inside 1011 30220 (109 1.3 220 t
Mar 16 2005 17:05:47 20201 4: Teardown TCP connection 47 for inside:10.1.1.3M 219 to MNP Identity e 0.
Mar 16 2005 170546 BOG005 Login permitted from 10,1 7.30 219 W0dnside1 0.1 1. 10hitps for user "enabl
Mar 16 2005 17:05:46 202013 Built inbound TGP connection 47 for inside 101130219 0011312195
Mar 16 200517 034d4a 202014 Teardown TCP connection 46 for inside: 10.1.1.3M 218 to NP ldentity Ife:1 0.
Mar 16 2005170546 B05005. Login permitted from 1001 131 218 o inside:10.1.1.14hitps for user "enabl
Mar 16 2005 170546 20201 3: Built inbound TGP connection 46 for inside1 01130218 4011312183
Mar 16 2005170546 3202014 Teardown TCP connection 45 for inside: 1001131217 to NP dentity Iic:10
Mar 16 2005 17:05:46 G05005; Login permitted frorm 10.1.1.21 217 toinside:1 0.1.1.1/hitps for user "enabl
Mar16 2005170546 302013 Bult Inbound TSP connection 45 for inside 1011 3027 001130210t
Mar 16 2005170546 302014 Teardown TCP connection 44 for inside:10.1.1.37 216 to NP Identite Ife:1 0.
i Mar 16 2005 170546 B05005: Login permitted from 10.1.1.2A 2191umsime:1f_‘l.1.1.1Ih1tpsfuruser'enaﬂlnﬂ
| [ 3

e e e fme e fme e e me e fme e e fm e fme e e s fme me o e s
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