FRANATHIVPNE FicBYPIX/ASA 7.x PIXE
PIXEIRE BB REIPsechl B R Hi

HENFEH AR
REDMRIET

R 7 89 58 554 8 HH IR
THEAE A

s

ERZEERT , EETFRPIXAERFBPIX 6 AR E#E(NAT), Kk , BRPIXFEHFE
NERIPHEE, TEIBIT7 xR E SRR P RPIXEANATEZIRFPIXWFIIES | ©HE/DNEREH N
= (FIPIX 5015506 ) #H[E , & & FEHBHREE I HH EDHCP)EF R EE S DSLEIFE, PIX
7 xR ESRALL K Cisco B B E R 4 # B B 85 (ASDM)REPIX 5015506 LiB1T, Hitt , AR
g | ZDHCPHINATEY R HPIXE R E RIE1T6.XLIEHIPIX 5015506, IhHLE FH RPIXAES1E
S E)REIPseciERR, RIFPIXEANATEEEENAERUEBIMAFRPIXEERNILERUBE,
RIHPIX ] AR B EE R RPIXHVERR ( EHERS ) , BEFRRPIXEEZMEEERIRPIXHNER ( ETAH
EimE) .

ERRBIEEB S | TigerRiEMRHPIX , Lion2HRPIX. BARTigerfyIPiitRH | B4 B LionE BB
BREESIRETMUENER  RNBRRERAFARALASR, TigerNEMMEMLRE (KA
BEECERE ) ARLionKIKHE, TigerXARMENER. MimEBHATNATHnat 0L iBIPseciHit

EMNAT,

A | BB A AR B4 A & A Cisco VPN Client 4.8 4R 2 F 2PIX(Lion), =i A& # 5 ER
B3R IHPIX(Tiger) , RAMiRE B RSB 7 IPHut , I3 B RHE S FHE R EE B,

FHSBEANATHICisco VPNE Fisfit EPIXZIPIXENEEZIFF BEIPsec , LA fEHEI{F FCisco VPNE
Fim3.xMIPIX 6.xHHEEHFRIVEFHERA.

DEFH
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ER

AXHRBRHEER,
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. Cisco PIXPh A fBE B IR A7 xR ES A ( FRPIX )
- Cisco PIXBr X AR ER B8R Z<6.3.4 ( RimPIX )
. Cisco VPN & iR 454 .x
ANHPNEARRBREEREREANEEMEL., XPEAZNMEEESRREER ( R
) FAERE RN E), MRENBEEEER , FHRARECCERTMES TREERNWEE,
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MBELAEOIOFEER | FEMBBE R TELL
BE

RER AN EAR M F TR BERY B Ao

B : A Command Lookup Tool(E#EFMEFER)IBERAH P EANGSHFMAENR.
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Lion
{central PIX})

17213124 166
VPN 4.x Client

DHCP-assigned
IP address

Tiger
jremote PIX)

10.1.1.1
Metwork
10.1.1.X
L G
AERSERAUTRERE :
- T
- ER
wmr

Pl X Version 7.0(0)

nanes

!

interface EthernetO
narei f outside




security-level O

i p address 172.18.124.166 255.255.255.0
|
interface Ethernetl

namei f inside

security-level 100

i p address 10.2.2.1 255.255.255.0

nterface Ethernet2
shut down

naneif intf2
security-level 4
no i p address

nterface Ethernet3
shut down

naneif intf3
security-level 6
no i p address

nterface Ethernet4
shut down

naneif intf4
security-level 8
no i p address

nterface Ethernet5

shut down

nanmei f intf5

security-level 10

no i p address

|

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFOnbNI dI . 2KYQU encr ypt ed

host nane |ion

donmai n- nane ci sco. com

boot system flash:/inmage. bin

ftp node passive

access-list 100 extended pernmit ip 10.2.2.0
255.255.255.0 10.1.1.0 255.255.255.0
access-list 100 extended pernmit ip 10.2.2.0
255, 255. 255. 0 10.3.3.0 255.255.255.0

pager lines 24

ntu outside 1500

nmu inside 1500

ntu intf2 1500

mu intf3 1500

ntu intf4 1500

mu intf5 1500

ip local pool clientpool 10.3.3.1-10.3.3.10
no fail over

nmonitor-interface outside
monitor-interface inside

monitor-interface intf2

monitor-interface intf3

monitor-interface intf4

monitor-interface intf5

asdm i mage flash:/asdm 501. bin
asdm hi story enabl e

arp timeout 14400

nat -contro

gl obal (outside) 1 interface

nat (inside) O access-list 100

nat (inside) 1 0.0.0.0 0.0.0.0




route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00
ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

group-policy unityclient internal

group-policy unityclient attributes

Wi ns-server value 10.1.1.3

dns-server value 10.1.1.3

vpn-idl e-tinmeout 30

def aul t - domai n val ue ci sco.com

user - aut henti cati on di sabl e

usernane cisco password 3USUcOPFU MCO4Jk encrypted
http server enable

http 0.0.0.0 0.0.0.0 outside

http 0.0.0.0 0.0.0.0 inside

no snnp-server | ocation

no snnp-server contact
snnp-server community public
snnp-server enable traps snnp
crypto ipsec transformset nyset esp-des esp-nd5-hmac
crypto dynam c-map cisco 1 set transformset nyset
crypto map dyn-map 20 ipsec-isaknp dynanic cisco
crypto map dyn-map interface outside
i saknp enabl e outsi de
saknp policy 20 authentication pre-share
saknp policy 20 encryption des
saknp policy 20 hash nd5
saknp policy 20 group 2
saknp policy 20 lifetime 3600
saknmp policy 65535 authentication pre-share
saknmp policy 65535 encryption 3des
saknmp policy 65535 hash sha
saknmp policy 65535 group 2

i sakmp policy 65535 lifetime 86400
telnet tineout 5

ssh timeout 5

ssh version 1

consol e tineout O
tunnel - group Defaul tL2LG oup type ipsec-12
tunnel - group Defaul tL2LG oup general -attributes

aut henti cati on-server-group none
tunnel - group Defaul tL2LG oup ipsec-attributes
pre-shared-key *

tunnel -group unityclient type ipsec-ra
tunnel -group unityclient general-attributes

addr ess-pool clientpoo

aut henti cati on-server-group none

def aul t - group-policy unityclient
tunnel -group unityclient ipsec-attributes
pre-shared-key *

|

cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns nexi mum | ength 512




nspect ftp
nspect h323 h225
nspect h323 ras
nspect http
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

service-policy global _policy globa
Crypt ochecksum 4e20a2153437d60c7f 01054808d41b42
end

ER

Pl X Version 6.3(4)

nterface ethernet0 auto

nterface ethernetl auto

nterface ethernet2 auto shutdown
nterface ethernet3 auto shutdown
nterface ethernet4 auto shutdown
nterface ethernet5 auto shutdown
nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 intf2 security4
nanei f ethernet3 intf3 security6
nanei f ethernet4 intf4 security8
nanei f ethernet5 intf5 securityl0
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
host nane ti ger

domai n- name ci sco. com

fixup protocol dns maxi num|ength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol tftp 69

names

access-list 101 permt ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0

pager lines 24

ntu outsi de 1500

nmu inside 1500
nu intf2 1500
nu intf3 1500
nu intf4 1500
nu intf5 1500

!--— This command configures the outside interface !---
as a DHCP client and it is assumed that the IP address




!---172.18.124.167 is assigned by the DHCP server. ip
address outside dhcp ip address inside 10.1.1.1
255.255.255.0 no ip address intf2 no ip address intf3 no
ip address intf4 no ip address intf5 ip audit info
action alarmip audit attack action alarmno fail over
failover timeout 0:00:00 failover poll 15 no failover ip
address outside no failover ip address inside no
failover ip address intf2 no failover ip address intf3
no failover ip address intf4 no failover ip address
intf5 pdm history enable arp tineout 14400 nat (inside)
0 access-list 101 route outside 0.0.0.0 0.0.0.0
172.18.124.1 1 tineout xlate 3:00:00 tineout conn

1: 00: 00 hal f-closed 0:10:00 udp 0:02: 00 rpc 0:10: 00 h225
1:00: 00 tineout h323 0:05:00 ngcp 0: 05: 00 sip 0:30:00
sip_nedia 0:02: 00 tinmeout uauth 0:05:00 absol ute aaa-
server TACACS+ protocol tacacs+ aaa-server TACACS+ max-
failed-attenpts 3 aaa-server TACACS+ deadtine 10 aaa-
server RADI US protocol radius aaa-server RADIUS nax-
failed-attenpts 3 aaa-server RADIUS deadtinme 10 aaa-
server LOCAL protocol |ocal no snnp-server |ocation no
snnp- server contact snnp-server conmunity public no
snnp-server enable traps floodguard enabl e sysopt
connection permit-ipsec crypto ipsec transformset nyset
esp-des esp-nd5-hmac crypto map newrap 10 i psec-isaknp
crypto map newrap 10 nmatch address 101 crypto map newrap
10 set peer 172.18.124.166 crypto map newmap 10 set
transformset nyset crypto map newrap interface outside
i saknp enabl e outside isaknp key ******** address
172.18.124. 166 net mask 255. 255. 255. 255 i saknp policy 10
aut hentication pre-share isaknp policy 10 encryption des
i saknmp policy 10 hash nd5 isaknmp policy 10 group 2

i sakmp policy 10 lifetime 3600 telnet timeout 5 ssh
timeout 5 console timeout O ternminal width 80

Crypt ochecksum 906331blblcal62ea53e951588ef b070 : end

B

ERAAHRE , BRELNEERE EEER,

WHERFIES(EHEEREFER)OIT)XERE Eshowin . EAOITHEshowds T &l H Y 7 4

o

AR S AEEERA T H Tclearti &,

- clear crypto ipsec sa — 1= E & 1# 7 VPNRZIE & B2 E B IPsecEa B

- clear crypto isakmp sa — EEH HREVPNRZE X BB EEInternetZ £ BB N SWEEHE
(ISAKMP) 2 4 BB,

- show crypto engine ipsec — B R INZFEE

2d 373,
HENEA AN

IR KRESLANFILAN(L2L)IPsechRill , 55 ZDefaultRAGroupH T it A S8R
DefaultL2L Groupl At A &8 2B HE. MBEREBEN , BIPIX/ASAE LKL
DefaultRAGroup L FIR2E , AREBL2LPREAJREE A, FREMEREZBEANERASBTE,
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SHIRED
BHERSRTE(EHCEMEFEMA)OIMZER Lshowin T, £AOITHRIRshowsn T & Y 5 47

o

BYEE : £/ debug IEET ZHI , FEXSEEE Debug ETHEEE,

- debug crypto ipsec — AR BIRE Fin 2 S HEVPNER N IPsecEd 5 -
- debug crypto isakmp [level] — AR BB EE R 2B HEVPNRISAKMPE 5 o

Birey s =6
LT 2 — Lt RiFdebugls i HH RV 451 -
. FPIX(7.0.0)

- BiRPIXE)RENAT(6.3.4)
- BRPIX 7.0 LHIVPNE Fif4.0.5

HR R—PI1X(7.0.0)

lion(config)# 2nd try, on central PIX fromrenote Pl XApr 05 16:48: 31 [| KEvl DEBUQG :
I P = 172.18.124. 167, processing SA payl oad

Apr 05 16:48:31 [IKEvl DEBUG: | P = 172.18.124.167, Oakley proposal is acceptable

Apr 05 16:48:31 [IKEvl DEBUG: | P = 172.18.124.167, processing |KE SA

Apr 05 16:48:31 [IKEvl DEBUG: I P = 172.18.124.167, | KE SA Proposal # 1, Transform
# 1 acceptable Matches global IKE entry # 3

Apr 05 16:48:31 [IKEvl DEBUG : | P = 172.18.124.167, constructing | SA SA for isakmp

Apr 05 16:48:31 [IKEvl DEBUG: | P = 172.18.124.167, constructing Fragnmentation VID
+ extended capabilities payl oad

Apr 05 16:48:31 [IKEv1l]: IP = 172.18.124.167, |KE DECODE SENDI NG Message (msgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + NONE (0) total length : 104

Apr 05 16:48:32 [IKEv1l]: IP = 172.18.124.167, |KE DECODE RECEI VED Message (msgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +VENDOR (13)
+ VENDOR (13) + NONE (0) total length : 256

Apr 05 16:48:32 [IKEvl DEBUG : | P = 172.18.124. 167, processing ke payl oad

Apr 05 16:48:32 [IKEvl DEBUG : | P = 172.18.124.167, processing | SA KE

Apr 05 16:48:32 [IKEvl DEBUG : | P = 172.18.124.167, processing nonce payl oad

Apr 05 16:48:32 [IKEvl DEBUG: | P = 172.18.124.167, processing VID payl oad

Apr 05 16:48:32 [IKEvl DEBUG: IP = 172.18.124.167, Received xauth V6 VID

Apr 05 16:48:32 [IKEvl DEBUG: | P = 172.18.124.167, processing VID payl oad

Apr 05 16:48:32 [IKEvl DEBUG: IP = 172.18.124.167, Received DPD VID

Apr 05 16:48:32 [IKEvl DEBUG: | P = 172.18.124.167, processing VID payl oad

Apr 05 16:48:32 [IKEvl DEBUG: I P = 172.18.124.167, Received G sco Unity client VID

Apr 05 16:48:32 [IKEvl DEBUG: | P = 172.18.124.167, processing VID payl oad

Apr 05 16:48:32 [IKEvl DEBUG: I P = 172.18.124.167, Processing | OS/ Pl X Vendor |ID

payl oad (version: 1.0.0, capabilities: 00000025)

Apr 05 16:48:32 [IKEvl DEBUG : | P = 172.18.124.167, constructing ke payl oad

Apr 05 16:48:32 [IKEvl DEBUG: | P = 172.18.124.167, constructing nonce payl oad

Apr 05 16:48:32 [IKEvl DEBUG : | P = 172.18.124.167, constructing C sco Unity VID payl oad

Apr 05 16:48:32 [IKEvl DEBUG: I P = 172.18.124.167, constructing xauth V6 VID payl oad

Apr 05 16:48:32 [IKEvl DEBUG: IP = 172.18.124.167, Send IOS VID

Apr 05 16:48:32 [IKEvl DEBUG : I P = 172.18.124.167, Constructing ASA spoofing |ICS
Vendor |D payload (version: 1.0.0, capabilities: 20000001)

Apr 05 16:48:32 [IKEvl DEBUG : I P = 172.18.124.167, constructing VID payl oad

Apr 05 16:48:32 [IKEvl DEBUG: I P = 172.18.124.167, Send Al'tigal/Ci sco VPN3000/Ci sco
ASA GW VI D
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Apr 05 16:48: 32
Def aul t L2LG oup
Apr 05 16:48: 32
Cenerating keys
Apr 05 16:48: 32
(nmegi d=0) with
+ VENDOR (13) +
Apr 05 16:48: 32
id=0) with paylo
Apr 05 16:48: 32
Processing I D
Apr 05 16:48: 32
processi ng hash
Apr 05 16:48: 32
conputi ng hash
Apr 05 16:48: 32
Def aul t L2LG oup
Apr 05 16:48: 32

[KEv1]: I P = 172.18.124.167, Connection |anded on tunnel _group

IP = 172.18.124. 167,

[ KEvl DEBUG : G oup
for Responder. ..

[IKEv1]: IP = 172.18.124.167, | KE DECODE SENDI NG Message

payl oads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13)
VENDOR (13) + NONE (0) total length : 256

[IKEv1]: IP = 172.18.124.167, |KE DECODE RECEI VED Message (nsg

ads : HDR + ID (5) + HASH (8) + NONE (0) total length : 71

Def aul t L2LG oup,

[ KEvl DEBUG : Group = DefaultL2LG oup, IP = 172.18.124. 167,
[ KEvl DEBUG : Group = DefaultL2LG oup, IP = 172.18.124. 167,
[KEvl DEBUG : Group = DefaultL2LG oup, IP = 172.18.124. 167,

[KEv1]: I P = 172.18.124.167, Connection |anded on tunnel _group

constructing 1D

Apr 05 16:48: 32
construct hash
Apr 05 16:48: 32
conputi ng hash
Apr 05 16:48: 32
al i ve payl oad
Apr 05 16:48: 32
constructing dp
Apr 05 16:48: 32
(nmegi d=0) with
+ VENDOR (13) +
Apr 05 16:48: 33
(msgi d=ba80c56e
total length :
Apr 05 16:48: 33
processi ng hash
Apr 05 16:48: 33

[ KEvl DEBUG : Group = DefaultL2LG oup, IP = 172.18.124. 167,
[ KEvl DEBUG : Group = DefaultL2LG oup, |IP = 172.18.124. 167,
payl oad

[ KEvl DEBUG : Group = DefaultL2LG oup, |IP = 172.18.124. 167,
[KEvl DEBUG : I P = 172.18.124.167, Constructing | CS keep
proposal =32767/ 32767 sec.

[ KEvl DEBUG : Group = DefaultL2LG oup, |IP = 172.18.124. 167,

d vid payl oad

[IKEv1]: IP = 172.18.124.167, | KE DECODE SENDI NG Message
payloads : HDR + ID (5) + HASH (8) + | CS KEEPALI VE (14)
NONE (0) total length : 102

[IKEv1]: IP = 172.18.124.167, | KE DECODE RECElI VED Message

) with payloads : HDR + HASH (8) + NOTIFY (11) + NONE (0)
76

[KEvl DEBUG : Group = DefaultL2LG oup, |IP = 172.18.124. 167,
[ KEvl DEBUG : Group = DefaultL2LG oup, |IP = 172.18.124. 167,

Processing Notify payl oad

Apr 05 16:48: 33
state MMLTM I N
Apr 05 16:48: 33
Del ay Qui ck Mod
Apr 05 16:48: 33
Resunme Qui ck M
Apr 05 16:48: 33
Apr 05 16:48: 33
Apr 05 16:48: 33
Starting phase
Apr 05 16:48: 33
(msgi d=20c2120e
(5) + 1D (5) +
Apr 05 16:48: 33
processi ng hash
Apr 05 16:48: 33
processing SA p
Apr 05 16:48: 33
processi ng nonc
Apr 05 16:48: 33
Processing I D
Apr 05 16:48: 33
Recei ved renote
Mask 255. 255. 25
Apr 05 16:48: 33
Processing I D
Apr 05 16:48: 33

[ KEvl] : Recei ved unexpected event EV_ACTI VATE_NEW SA in

T_MODECFG H

[ KEvl DEBUG : Group = DefaultL2LG oup, |IP = 172.18.124. 167,

e processing, Cert/Trans Exch/RM DSID in progress

[ KEvl DEBUG : Group = DefaultL2LG oup, |IP = 172.18.124. 167,

de processing, Cert/Trans Exch/RM DSI D conpl et ed

[IKEvl]: G oup = Defaul tL2LG oup, I P = 172.18.124. 167, PHASE 1COWPLETED
[IKEv1]: I P = 172.18.124. 167, Keep-alive type for this connection: DPD
[ KEvl DEBUG : Group = DefaultL2LG oup, |IP = 172.18.124. 167,

1 rekey tiner: 3420000 (ms)

[IKEv1]: IP = 172.18.124.167, | KE DECODE RECElI VED Message

) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID

NONE (0) total length : 164

[ KEvl DEBUG : Group = DefaultL2LG oup, |IP = 172.18.124. 167,
[ KEvl DEBUG : Group = DefaultL2LG oup, IP = 172.18.124. 167,
ayl oad

[ KEvl DEBUG : Group = DefaultL2LG oup, IP = 172.18.124. 167,
e payl oad

[ KEvl DEBUG : Group = DefaultL2LG oup, IP = 172.18.124. 167,
[KEvl]: Goup = Defaul tL2LG oup, |P = 172.18.124. 167,

| P Proxy Subnet data in ID Payl oad: Address 10.1.1.0,

5.0, Protocol 0, Port O
[ KEvl DEBUG : Group = DefaultL2LG oup, |IP = 172.18.124. 167,

[KEvl]: Goup = DefaultL2LG oup, |P = 172.18.124. 167,



Recei ved | ocal | P Proxy Subnet data in |ID Payl oad: Address 10. 2. 2.0,
Mask 255. 255.255.0, Protocol 0O, Port O

Apr 05 16:48:33 [IKEvl]: QM IsRekeyed old sa not found by addr

Apr 05 16:48:33 [IKEvl]: Goup = Defaul tL2LG oup, I P = 172.18.124. 167,
| KE Renot e Peer configured for SA: cisco

Apr 05 16:48:33 [IKEvl]: Goup = Defaul tL2LG oup, I P = 172.18.124. 167,
processi ng | PSEC SA

Apr 05 16:48:33 [IKEvl DEBUG : G oup = Defaul tL2LG oup, I P = 172.18.124. 167,
| PSec SA Proposal # 1, Transform# 1 acceptable Matches global |PSec SA entry # 1

Apr 05 16:48:33 [IKEvl]: Goup = Defaul tL2LG oup, I P = 172.18.124. 167,
| KE: requesting SPI!

Apr 05 16:48:33 [IKEvl DEBUG : | KE got SPI from key engine: SPI = 0xd5243861

Apr 05 16:48:33 [IKEvl DEBUG : G oup = Defaul tL2LG oup, |IP = 172.18.124. 167,
oakl ey constucting qui ck node

Apr 05 16:48:33 [IKEvl DEBUG : G oup = Defaul tL2LG oup, |IP = 172.18.124. 167,
constructing bl ank hash

Apr 05 16:48:33 [IKEvl DEBUG : G oup = DefaultL2LG oup, |IP
constructing | SA_SA for ipsec

Apr 05 16:48:33 [IKEvl DEBUG : G oup = Defaul tL2LG oup, |IP = 172.18.124. 167,
constructing i psec nonce payl oad

Apr 05 16:48:33 [IKEvl DEBUG : G oup = Defaul tL2LG oup, |IP = 172.18.124. 167,
constructing proxy ID

Apr 05 16:48:33 [IKEvl DEBUG : G oup = DefaultL2LG oup, IP
Transmitting Proxy |d:
Renmot e subnet: 10.1.1.0 Mask 255.255.255.0 Protocol O Port O
Local subnet: 10.2.2.0 mask 255.255.255.0 Protocol O Port O

Apr 05 16:48:33 [IKEvl DEBUG : G oup = Defaul tL2LG oup, I P = 172.18.124. 167,
constructing gm hash

Apr 05 16:48:33 [IKEV1]: I P = 172.18.124.167, | KE DECODE SENDI NG Message
(msgi d=20c2120e) with payl oads : HDR + HASH (8) + SA (1) + NONCE (10) +
ID(5) + ID(5) + NONE (0) total length : 164

Apr 05 16:48:33 [IKEV1]: I P = 172.18.124.167, | KE DECODE RECEI VED Message
(msgi d=20c2120e) with payl oads : HDR + HASH (8) + NONE (0) total length : 48

Apr 05 16:48:33 [IKEvl DEBUG : G oup = Defaul tL2LG oup, |IP = 172.18.124. 167,
processi ng hash

Apr 05 16:48:33 [IKEvl DEBUG : G oup = DefaultL2LG oup, IP
| oading all |PSEC SAs

Apr 05 16:48:33 [IKEvl DEBUG: G oup
Cenerating Quick Mde Key!

Apr 05 16:48:33 [IKEvl DEBUG: G oup
Cenerating Quick Mde Key!

Apr 05 16:48:33 [IKEvl]: Goup = Defaul tL2LG oup, I P = 172.18.124. 167,
Security negotiation conplete for User (DefaultlL2LG oup) Responder,
| nbound SPI = 0xd5243861, CQutbound SPI = Ox7bbllead

Apr 05 16:48:33 [IKEvl DEBUG : | KE got a KEY_ADD nsg for SA: SPI = Ox7bbllead

Apr 05 16:48:33 [IKEvl DEBUG : pitcher: rcv KEY_UPDATE, spi 0xd5243861

Apr 05 16:48:33 [IKEvl]: Goup = Defaul tL2LG oup, I P = 172.18.124. 167,
PHASE 2 COWVPLETED (nsgi d=20c2120e)

EIRPIXEIRENAT(6.3.4)

172.18.124. 167,

172.18.124. 167,

172.18.124. 167,

172.18.124. 167,

Def aul t L2LG oup, |IP

172.18.124. 167,

Def aul t L2LG oup, |IP

tiger(config)#
| SAKMP (0): begi nning Main Mbde exchange

crypto_i saknp_process_bl ock: src: 172.18. 124. 166, dest:172.18.124. 167 spt: 500
dpt : 500 QAK_MM exchange
| SAKMP (0): processing SA payload. nessage ID =0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy

| SAKMP: encrypti on DES- CBC
| SAKMP: hash MD5
| SAKMP: default group 2

| SAKMP: auth pre-share



| SAKMP: life type in seconds

| SAKMP: life duration (basic) of 3600

| SAKMP (0): atts are acceptable. Next payload is O
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): SA is doing pre-shared key authentication using id type
I D FQDN return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src: 172.18. 124. 166, dest: 172.18. 124. 167
spt: 500 dpt: 500 QAK_MM exchange

| SAKMP (0): processing KE payl oad. nessage ID = 0

| SAKMP (0): processi ng NONCE payl oad. nmessage ID =0

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): received xauth v6 vendor id

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): speaking to another |0OS box!

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): speaking to a VPN3000 concentrat or

| SAKMP (0): | D payl oad

next - payl oad : 8

type 2
pr ot ocol : 17
port : 500
I ength : 19

| SAKMP (0): Total payload |length: 23

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src: 172.18. 124. 166, dest:172.18.124. 167 spt: 500 dpt: 500
QAK_MM exchange

| SAKMP (0): processing |ID payload. nessage ID = 0

| SAKMP (0): processing HASH payl oad. nmessage ID =0

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): renpote peer supports dead peer detection
| SAKMP (0): SA has been authenti cated

| SAKMP (0): begi nning Quick Mbde exchange, M ID of 549589518: 20c2120el PSEC( key_engi ne) :
got a queue event...
| PSEC(spi _response): getting spi Ox7bbllead(2075205293) for SA
from 172.18.124.166 to 172.18.124.167 for prot 3

return status is | KMP_NO ERROR

I SAKMP (0): sending | NI TIAL_CONTACT notify

I SAKMP (0): sending NOTI FY message 24578 protocol 1

VPN Peer: | SAKMP: Added new peer: ip:172.18.124.166/500 Total VPN Peers:1

VPN Peer: | SAKMP: Peer ip:172.18.124.166/500 Ref cnt incremented to:1 Total VPN Peers:1
crypto_i saknp_process_bl ock: src: 172.18. 124. 166, dest:172.18.124. 167 spt: 500 dpt: 500
QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. nessage | D = 549589518

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES
| SAKMP: attributes in transform

| SAKMP: SAlife type in seconds

| SAKMP: SA life duration (basic) of 28800

| SAKMP: SAlife type in kil obytes

| SAKMP: SAlife duration (VPI) of 0x0 0x46 0x50 OxO0
| SAKMP: encaps is 1

| SAKMP: aut henticator i s HVAC MD5

| SAKMP (0): atts are acceptabl e.| PSEC(val i dat e_proposal _request): proposal part #1,
(key eng. nsg.) dest= 172.18.124.166, src= 172.18.124.167,



dest _proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

src_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 0s and Okb,

spi = 0x0(0),

| SAKMP (0):

| SAKMP (0):
| SAKMP (0):
| SAKMP (0):

(key eng. nmsg.) dest= 172.18.124. 167,

src_proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,

conn_id= 0, keysize= 0,

flags= Ox4

processi ng NONCE payl oad. message | D = 549589518

processi ng | D payl oad.
processi ng | D payl oad.

Creating | PSec SAs
inbound SA from 172.18.124.166 to

has spi

out bound SA from 172.18.124.167 to

has spi

message | D
nmessage | D = 549589518

1

549589518

72.18.124.167 (proxy 10.2.2.0 to 10.1.1.0)

2075205293 and conn_id 1 and flags 4
lifetinme of 28800 seconds
lifetime of 4608000 kil obytes

|'i fedur= 28800s and 4608000kb,
spi = Ox7bbllead(2075205293),
(key eng. msg.) src= 172.18.124.167, dest= 172.18.124. 166,

src_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

172.18.124.166 (proxy 10.1.1.0 to 10.2.2.0)
3575920737 and conn_id 2 and flags 4

lifetinme of 28800 seconds
lifetinme of 4608000 kil obytesl PSEC(key_engine): got a queue event...
IPSEC(initialize_sas): ,

src= 172.18.124. 166,
dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

conn_id= 1,

keysi ze= 0, flags= Ox4lPSEC(initialize_sas): ,

dest _proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

prot ocol = ESP,

|'i fedur= 28800s and 4608000kb,
spi = 0xd5243861(3575920737),

transforne esp-des esp-nd5-hmac ,

conn_id= 2, keysize= 0, flags= 0x4

VPN Peer: |PSEC. Peer ip:172.18.124.166/500 Ref cnt increnented to:2 Total VPN Peers:1

VPN Peer: |PSEC. Peer ip:172.18.124.166/500 Ref cnt increnented to:3 Total VPN Peers:1
return status is | KMP_NO ERROR

R RPIX 7.0 LB VPNE F1i§4.0.5

lion(config)# Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, processing SA payl oad

Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51. 191, processing ke payl oad

Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, processing | SA KE

Apr 05 16:49:56 [IKEvl DEBUG : | P = 64.102.51. 191, processing nonce payl oad

Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, Processing ID

Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, processing VID payl oad

Apr 05 16:49:56 [IKEvl DEBUG: IP = 64.102.51.191, Received xauth V6 VID

Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, processing VID payl oad

Apr 05 16:49:56 [IKEvl DEBUG: IP = 64.102.51.191, Received DPD VID

Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, processing VID payl oad

Apr 05 16:49:56 [IKEvl DEBUG : | P = 64.102.51.191, Received NAT-Traversal ver02 VID

Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, processing VID payl oad

Apr 05 16:49:56 [IKEvl DEBUG : | P = 64.102.51.191, Received Fragnmentation VID

Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, |IKE Peer included |IKE fragmentation
capability flags: Min Mde: True Aggressive Mde: False

Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, processing VID payl oad

Apr 05 16:49:56 [IKEvl DEBUG : | P = 64.102.51.191, Received Cisco Unity client VID

Apr 05 16:49:56 [IKEv1l]: IP = 64.102.51.191, Connection |anded on tunnel _group unityclient

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, I P = 64.102.51.191, processing | KE SA

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, IP = 64.102.51.191, |KE SA Proposal # 1,
Transform # 14 acceptable Matches global IKE entry # 3

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51.191, constructing | SA SA
for isaknp

Apr 05 16:49:

56

[KEvl DEBUG : Group = unityclient,

IP = 64.102. 51. 191,



constructing ke payl oad

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, IP = 64.102.51. 191,
constructing nonce payl oad

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, I P = 64.102.51. 191,
CGenerating keys for Responder...

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, IP = 64.102.51. 191,
constructing 1D

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, I P = 64.102.51. 191,
construct hash payl oad

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, I P = 64.102.51. 191,
conputi ng hash

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, I P = 64.102.51. 191,
constructing Cisco Unity VID payl oad

Apr 05 16:49:56 [IKEvl DEBUG: G oup
constructing xauth V6 VI D payl oad

Apr 05 16:49:56 [IKEvl DEBUG: G oup
constructing dpd vid payl oad

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, I P = 64.102.51. 191,
constructing Fragnmentation VID + extended capabilities payl oad

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, I P = 64.102.51. 191,
constructing VID payl oad

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, I P = 64.102.51. 191,
Send Altigal/ G sco VPN3000/Ci sco ASA GNVID

Apr 05 16:49:56 [IKEvl]: IP = 64.102.51.191, |KE DECODE SENDI NG Message
(msgi d=0) with payloads : HDR + SA (1) + KE (4) + NONCE (10) + ID (5) +
HASH (8) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + NONE (0) total length : 378

Apr 05 16:49:56 [IKEvl]: IP = 64.102.51.191, |KE DECODE RECElI VED Message
(msgi d=0) with payloads : HDR + HASH (8) + NOTIFY (11) + VENDOR (13) +
VENDOR (13) + NONE (0) total length : 116

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP
Processing Notify payl oad

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP
processi ng VI D payl oad

Apr 05 16:49:56 [IKEvl DEBUG: G oup unityclient, IP = 64.102.51.191,
Processing |1 0S/ Pl X Vendor |D payload (version: 1.0.0, capabilities: 00000408)

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, I P = 64.102.51. 191,
processi ng VI D payl oad

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,
Received Cisco Unity client VID

Apr 05 16:49:56 [IKEvl]: IP = 64.102.51.191, |KE DECCDE RECElI VED Message
(msgi d=a0bb428) with payl oads : HDR + HASH (8) + ATTR (14) + NONE (0)
total length: 196

Apr 05 16:49:56 [IKEvl DEBUG : process_attr(): Enter!

Apr 05 16:49:56 [IKEvl DEBUG : Processing cfg Request attributes

Apr 05 16:49:56 [IKEvl DEBUG: MODE_CFG Received request for |PV4 address!

Apr 05 16:49:56 [IKEvl DEBUG: MODE_CFG Received request for |PV4 net nask!

Apr 05 16:49:56 [IKEvl DEBUG: MODE_CFG Received request for DNS server address!

Apr 05 16:49:56 [IKEvl DEBUG: MODE_CFG Received request for WNS server address!

Apr 05 16:49:56 [IKEvl]: Goup = unityclient, IP = 64.102.51. 191, Received
unsupported transaction node attribute: 5

Apr 05 16:49:56 [IKEvl DEBUG: MODE _CFG Received request for Banner!

Apr 05 16:49:56 [IKEvl DEBUG : MODE _CFG Received request for Save PWsetting!

Apr 05 16:49:56 [IKEvl DEBUG: MODE_CFG Received request for Default Donmain Nane!

Apr 05 16:49:56 [IKEvl DEBUG : MODE CFG Received request for Split Tunnel List!

Apr 05 16:49:56 [IKEvl DEBUG : MODE _CFG Received request for Split DNS!

Apr 05 16:49:56 [IKEvl DEBUG : MODE _CFG Received request for PFS setting!

Apr 05 16:49:56 [IKEvl DEBUG : MODE CFG Received request for backup ip-sec peer list!

Apr 05 16:49:56 [IKEvl DEBUG : MODE_CFG Received request for Application Version!

Apr 05 16:49:56 [IKEvl]: Goup = unityclient, IP = 64.102.51.191, Cient Type: WnNT

Client Application Version: 4.0.5 (Rel)
Apr 05 16:49:56 [IKEvl DEBUG: MODE _CFG Received request for FWYPE!

unityclient, IP = 64.102.51.191,

unityclient, IP = 64.102.51.191,

64.102.51. 191, processing hash
64.102.51. 191, conputing hash
64.102. 51. 191,

64.102. 51. 191,



Apr 05 16:49:56 [| KEvl DEBUQ :
for DDNS is: tthotus-xp!

Apr 05 16:49:56 [| KEvl DEBUQ :

Apr 05 16:49:56 [| KEvl DEBUQ :
constructing bl ank hash

Apr 05 16:49:56 [| KEvl DEBUQ :
constructing gm hash

Apr 05 16:49:56 [IKEv1]: IP =

(rmsgi d=a0bb428) with payl oads :

total length : 157

Apr 05 16:49:56 [| KEvl DEBUQ :
Del ay Qui ck Mode processing,

Apr 05 16:49:56 [| KEvl DEBUQ :
Resune Qui ck Mbde processing,

Apr 05 16:49:56 [IKEv1l]: G oup

Apr 05 16:49:56 [IKEvl]: IP =

Apr 05 16:49:56 [| KEvl DEBUQ :
Starting phase 1 rekey timer:

Apr 05 16:49:56 [| KEvl DEBUQ :
sendi ng notify message

Apr 05 16:49:56 [| KEvl DEBUQ :
constructing bl ank hash

Apr 05 16:49:56 [| KEvl DEBUQ :
constructing gm hash

Apr 05 16:49:56 [IKEvl]: IP =
(rmsgi d=9be7674c) with payl oad
(0) total length : 84

Apr 05 16:49:57 [IKEvl]: IP =
(rmsgi d=833e7945) with payl oad
+ ID (5) + 1D (5) + NONE (0)

Apr 05 16:49:57 [I KEvl DEBUQ :

Apr 05 16:49:57 [I KEvl DEBUQ :
processi ng SA payl oad

Apr 05 16:49:57 [I KEvl DEBUQ :
processi ng nonce payl oad

Apr 05 16:49:57 [I KEvl DEBUQ :

Apr 05 16:49:57 [IKEvV1l]: G oup
Recei ved renpte Proxy Host da

Apr 05 16:49:57 [I KEvl DEBUQG :
Apr 05 16:49:57 [IKEvV1l]: G oup
Recei ved | ocal |P Proxy Subne
Mask 0.0.0.0, Protocol 0, Por
Apr 05 16:49:57 [IKEV1]: QM Is
Apr 05 16:49:57 [IKEV1l]: G oup

| KE Rermot e Peer configured fo
Apr 05 16:49:57 [IKEV1l]: G oup
processi ng | PSEC SA
Apr 05 16:49:57 [ KEvl DEBUQG :
| PSecSA Proposal # 14, Transf
Apr 05 16:49:57 [IKEV1l]: G oup
Apr 05 16:49:57 [ KEvl DEBUQG :
Apr 05 16:49:57 [ KEvl DEBUQG :
oakl ey constucting qui ck node
Apr 05 16:49:57 [I KEvl DEBUQG :
constructing bl ank hash
Apr 05 16:49:57 [I KEvl DEBUQG :
constructing | SA _SA for ipsec
Apr 05 16:49:57 [IKEV1l]: G oup
Overriding Initiator's | PSec
Apr 05 16:49:57 [I KEvl DEBUQG :
constructing i psec nonce payl
Apr 05 16:49:57 [I KEvl DEBUQG :
constructing proxy ID
Apr 05 16:49:57 [IKEvl DEBUQG :

MODE_CFG. Recei ved request for DHCP hostnane

MODE_CFG Recei ved request for UDP Port!
Goup = unityclient, IP = 64.102.51. 191,
Goup = unityclient, IP = 64.102.51. 191,

64.102.51. 191, | KE DECODE SENDI NG Message
HDR + HASH (8) + ATTR (14) + NONE (0)

Goup = unityclient, IP
Cert/Trans Exch/RM DSID in progress

Goup = unityclient, IP 64.102.51. 191,

Cert/ Trans Exch/ RM DSI D conpl et ed

= unityclient, IP = 64.102.51. 191, PHASE 1 COVPLETED
64.102.51. 191, Keep-alive type for this connection: DPD

Goup = unityclient, IP = 64.102.51. 191,

3420000 (rms)

64.102. 51. 191,
n

Goup = unityclient, IP = 64.102.51. 191,
Goup = unityclient, IP = 64.102.51. 191,
Goup = unityclient, IP = 64.102.51. 191,
64.102.51.191, | KE DECODE SENDI NG Message

s : HDR + HASH (8) + NOTIFY (11) + NONE

64.102.51. 191, | KE DECODE RECEI VED Message
s : HDR + HASH (8) + SA (1) + NONCE (10)

total length : 1022
Goup = unityclient, IP = 64.102.51.191, processing hash
Goup = unityclient, IP = 64.102.51. 191,
Goup = unityclient, IP = 64.102.51. 191,
Goup = unityclient, I P = 64.102.51.191, Processing ID

= unityclient, IP = 64.102.51. 191,

ta in | D Payl oad: Address 10.3.3.1, Protocol
Goup = unityclient, IP = 64.102.51. 191,
= unityclient, IP = 64.102.51. 191,

t data in | D Payl oad: Address 0.0.0.0,

t 0

Rekeyed ol d sa not found by addr
= unityclient, IP = 64.102.51. 191,

r SA: cisco

= unityclient,

0, Port O
Processing ID

IP = 64.102. 51. 191,

Goup = unityclient,
orm# 1 acceptable Matches gl obal

I P = 64.102.51. 191,
| PSec SAentry # 1

= unityclient, IP = 64.102.51.191, IKE: requesting SPI!
| KE got SPI from key engi ne: SPI = 0x05953824

Goup = unityclient, IP = 64.102.51. 191,

Goup = unityclient, IP = 64.102.51. 191,

Goup = unityclient, IP = 64.102.51. 191,

= unityclient, IP = 64.102.51. 191,

rekeyi ng duration from 2147483 to 28800 seconds
Goup = unityclient, IP = 64.102.51. 191,

oad
Goup = unityclient, IP = 64.102.51. 191,
Goup = unityclient, IP = 64.102.51. 191,



Transmitting Proxy |d:
Renmot e host: 10.3.3.1

Pr ot ocol

0 Port O
Local subnet: 0.0.0.0 nmmsk 0.0.0.0 Protocol

Apr 05 16:49:57 [IKEvl DEBUG: Goup = unityclient,
Sendi ng RESPONDER LI FETI ME notification to Initiator
Apr 05 16:49:57 [IKEvl DEBUG: Goup = unityclient,

constructing gm hash
Apr 05 16:49:57 [IKEv1]

Apr 05 16:49:57 [IKEv1]
(rmsgi d=833e7945) with

Apr 05 16:49:57 [IKEvl
processi ng hash

Apr 05 16:49:57 [IKEvl
| oading all |PSEC SAs

Apr 05 16:49:57 [IKEvl
Cenerating Quick Mde

Apr 05 16:49:57 [IKEvl
Cenerating Quick Mde

Apr 05 16:49:57 [IKEv1]

Security negotiation conplete for
| nbound SPI = 0x05953824, CQut bound SPI

: IP = 64.102.51. 191,
(rmsgi d=833e7945) with payl oads :
+ 1D (5) + ID(5) + NOTIFY (11) + NONE (0) total
: IP = 64.102.51. 191,

0 Port O

IP = 64.102. 51. 191,

IP = 64.102. 51. 191,

| KE DECODE SENDI NG Message
HDR + HASH (8) + SA (1) + NONCE (10)
length : 176

| KE DECODE RECEI VED Message

payl oad HDR + HASH (8) + NONE (0) total length : 48
DEBUG : Group = unityclient, IP = 64.102.51.191,
DEBUG : Group = unityclient, IP = 64.102.51.191,
DEBUG : Group = unityclient, IP = 64.102.51.191,
Key!
DEBUG : Group = unityclient, IP = 64.102.51.191,
Key!
: Goup = unityclient, IP = 64.102.51. 191,
User (unityclient) Responder,
= 0xd08c6486
| KE got a KEY_ADD nsg for SA: SPI = 0xd08c6486

Apr 05 16:49:57 [1KEvl DEBUG :
Apr 05 16:49:57 [1KEvl DEBUG :

Apr 05 16:49:57 [ KEv1]

Addi ng static route for client
: Group = unityclient,

Apr 05 16:49:57 [ KEv1]
LETED (msgi d=833e7945)
Apr 05 16:50:07 [ KEv1]

(rmsgi d=403ee701) with payl oads :

(0) total length : 80

: I P = 64.102.51. 191,

pi tcher:
: Group = unityclient,

rcv KEY_UPDATE, spi 0x5953824

address: 10.3.3.1

Apr 05 16:50:07 [I KEvl DEBUG : G oup

processi ng hash

Apr 05 16:50:07 [I KEvl DEBUG : G oup

Processing Notify payl

oad

Apr 05 16:50:07 [IKEvl DEBUG : G oup
Recei ved keep-alive of type DPD R-U THERE (seq nunber O0x4b55b6e4)
Apr 05 16:50:07 [IKEvl DEBUG: Goup = unityclient,
Sendi ng keep-alive of type DPD R U THERE- ACK (seq nunber 0x4b55b6e4)
Apr 05 16:50:07 [IKEvl DEBUG: Goup = unityclient,

constructing bl ank has

h

uni tyclient,
uni tyclient,

uni tyclient,

Apr 05 16:50:07 [IKEvl DEBUG: Goup = unityclient,

constructing gm hash
Apr 05 16:50: 07 [IKEv1]

(0) total length : 80
Apr 05 16:50:17 [IKEv1]

(rmsgi d=dba719e9) with payl oads :

total length : 80

: IP = 64.102.51. 191,
(rmsgi d=78998a29) with payl oads :

: I P = 64.102.51. 191,

Apr 05 16:50:17 [IKEvl DEBUG : G oup
Apr 05 16:50:17 [IKEvl DEBUG : G oup
Processing Notify payl oad
Apr 05 16:50:17 [IKEvl DEBUG : G oup
Recei ved keep-alive of type DPD R-U THERE (seq nunmber O0x4b55b6e5)
Apr 05 16:50:17 [IKEvl DEBUG: Goup = unityclient,
Sendi ng keep-alive of type DPD R U THERE- ACK (seq nunber 0x4b55b6e5)
Apr 05 16:50:17 [IKEvl DEBUG: Goup = unityclient,

constructing bl ank has

h

uni tyclient,
uni tyclient,

uni tyclient,

Apr 05 16:50:17 [IKEvl DEBUG: Goup = unityclient,

constructing gm hash
Apr 05 16:50:17 [IKEv1]

(0) total length : 80

: IP = 64.102.51. 191,
(rmsgi d=40456779) with payl oads :

IP = 64.102. 51. 191,

| KE DECODE RECEl VED Message
HDR + HASH (8) + NOTIFY (11) + NONE

IP = 64.102. 51. 191,

IP = 64.102. 51. 191,

IP = 64.102. 51. 191,

IP = 64.102. 51. 191,

IP = 64.102. 51. 191,

IP = 64.102. 51. 191,

| KE DECODE SENDI NG Message
HDR + HASH (8) + NOTIFY (11) + NONE

| KE DECODE RECEl VED Message
HDR + HASH (8) + NOTIFY (11) + NONE (0)

IP = 64.102. 51. 191,
IP = 64.102. 51. 191,

IP = 64.102. 51. 191,

IP = 64.102. 51. 191,

IP = 64.102. 51. 191,

IP = 64.102. 51. 191,

| KE DECODE SENDI NG Message
HDR + HASH (8) + NOTIFY (11) + NONE

IP = 64.102.51. 191, PHASE 2 COW

processi ng hash
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