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1. B Aclass-map class_map_namef@n AR 3 ¥, BEHMRARNEREAE L FARRER A S
RAINTRE. BEE . AR 6 A EE B 2tcp_bypass.

ASA(confi g)#class-map tcp_bypass

2. B Amatch parameter@ S LAIS EHE M P WHEEBRE, FHKMANLREIERE , 5 class-
mapBL EE R T £ Fimatch access-listin & , LMEFE RSB EEREBREHHERRENRE
o AT RItIHREHEH -

ASA(confi g) #class-map tcp_bypass
ASA(confi g- cmap) #match access-list tcp_bypass

BYEE : tcp_bypass2 A& flh AN FEFEN AR, GRUNMAEEHEBRENFMENR
BB EACLI 8.2HICisco ASA 5500 F JIBL EHE BRI ABIRE ( EI4ABEHM ) #5 .

3. B Apolicy-map name#s & SAFTIE RIS LT IR RARE R BLEI AR ( ERFE ) |, R D Bl g+
HiIEEEHMREERIWIRE, EABEANKRERE K BE244EERX T Epolicy-
map@n B (T & typeBA 8 ) iS 1R 1E o Bo 45 8 F 55 3/4 /8 B ¥ IRIZ R MY TR & (class-mapEclass-
map type managementis 7). TEARABIF |, FKEEE R Atcp_bypass_policy:

3

ASA(confi g- cmap) #policy-map tcp_bypass_policy

4. 7£ policy-map configurationt& =, T8 Aclassin & , BUIGEE M W BB (tcp_bypass) 7 B B K B
¥8R (tcp_bypass_policy) , AMBRAI S RED BLEIFHMRE, EAXRRMP , BHRE
tcp_bypass:

ASA(confi g- cmap) #policy-map tcp_bypass_policy
ASA(confi g- pmap) #class tcp_bypass

5. fE class configurationt& =\, T #i A set connection advanced-options tcp-state-bypass#s 5 SARX
FATCPARREBRIBINEE, LEanHTES.2(1)MRFPEA., EiBpolicy-mapli BEAE = 7] LAFH Bl B &
X, WTHIFR :

ASA( conf i g- cmap) #policy-map tcp_bypass_policy
ASA( confi g- pmap) #class tcp_bypass
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ASA(confi g- pmap- c) #set connection advanced-options tcp-state-bypass

6. ¥ A service-policy policymap name [ global | interface intflas = Z£REEERXT , AMEFEFT
ENEREENELEEMBARKER, EZCARKER , FEALGSHnoER. @A
service-policy@n T AENE LA —# K8, globalfE FiSRIEERERARAENE , M
interfaceBA FHE R HMEEAR —E T H. RAF—EAxEMHRXKE, EBEMTELHNELE
MREE , ARG REEANZNH, SREHSENHER — BRI, U T2EH :

ASA( conf i g- pmap- c) #service-policy tcp_bypass_policy outside

ASA1 LM TCPR 3835 3% ThREBL B 7R 4140 T

I -—— Configure the access 1list to specify the TCP traffic
! -—— that needs to by-pass inspection to Iimprove the performance.

ASAl(confi g) #access-1list tcp_bypass extended permit tcp 10.1.1.0 255.255.255.0
172.16.1.0 255.255.255.0

!-—— Configure the class map and specify the match parameter for the
I-—— class map to match the interesting traffic.

ASAl(confi g)#class-map tcp_bypass
ASAl(confi g- cmap) #description "TCP traffic that bypasses stateful firewall™

ASAl(confi g- cmap) #match access-list tcp_bypass

!-—— Configure the policy map and specify the class map
!-—- inside this policy map for the class map.

ASAl(confi g- cmap) #policy-map tcp_bypass_policy
ASAl(confi g- pmap) #class tcp_bypass

!-—- Use the set connection advanced-options tcp-state-bypass
l--- command in order to enable TCP state bypass feature.

ASAl(confi g- pmap-c) #set connection advanced-options tcp-state-bypass

! -—- Use the service-policy policymap name [ global | interface intf ]

1--- conmmand in global configuration node in order to activate a policy nmap
1--- globally on all interfaces or on a targeted interface.
ASAl(confi g- pmap- c) #service-policy tcp_bypass_policy outside

!--- NAT configuration

ASAl(confi g) #object network obj-10.1.1.0

ASAl(confi g- net wor k- obj ect ) #subnet 10.1.1.0 255.255.255.0
ASAl(confi g- net wor k- obj ect ) #nat (inside, outside) static 192.168.1.0

ASA2 L TCPR 7855 3% ThREBL B 7R 4140 T

I-—— Configure the access 1list to specify the TCP traffic
! -—— that needs to by-pass inspection to Iimprove the performance.

ASA2(confi g) #access-1list tcp_bypass extended permit tcp 172.16.1.0 255.255.255.0
10.1.1.0 255.255.255.0

! -—— Configure the class map and specify the match parameter for the
I-—— class map to match the interesting traffic.



ASA2(confi g) #class-map tcp_bypass
ASA2(confi g- cmap) #description "TCP traffic that bypasses stateful firewall"
ASA2( confi g- cmap) #match access-list tcp_bypass

!-—- Configure the policy map and specify the class map
!--- inside this policy map for the class map.

ASA2( confi g- cmap) #policy-map tcp_bypass_policy
ASA2( confi g- pmap) #class tcp_bypass

!--- Use the set connection advanced-options tcp-state-bypass
l--- conmand in order to enable TCP state bypass feature

ASA2( confi g- pmap- c) #set connection advanced-options tcp-state-bypass

!--- Use the service-policy policymap name [ global | interface intf ]

1--- conmand in global configuration node in order to activate a policy map
1--- globally on all interfaces or on a targeted interface.

ASA2( confi g- pmap- c) #service-policy tcp_bypass_policy outside

! --- NAT configuration

ASA2(confi g) #object network obj-10.1.1.0

ASA2( confi g- net wor k- obj ect ) #subnet 10.1.1.0 255.255.255.0
ASAl(confi g- net wor k- obj ect ) #nat (inside, outside) static 192.168.1.0
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192.168.1.0/24 192.168.2.0/24
Router

192.168.1.10/24 192.168.2.2  192.168.2.1

PC: 192.168.2.10
DG:192.168.2.1

SERUA TS EREN T ETCPARRERE B INAE -
1. BT access-listLAERFEZIBTCPREMN REMAT :

ASA(confi g) #access-1list tcp_bypass extended permit tcp 192.168.2.0 255.255.255.0
192.168.1.0 255.255.255.0

2. & Aclass-map class_map_namefn = AR 8 ¥, BMEMAREREAS T FARRER A
ORI TR E, BEEE : ARG A F A9 B B Rtep_bypass.

ASA(confi g) #class-map tcp_bypass

3. By Amatch parameteris S AE EEH P WVAEBIRE ., FHAEMECKIRIELRE |, 55 Eclass-
mapBL EE R T £ Fimatch access-listan & , MEFE RSB S EREBREHHERRENRE
o AT RUAREREH) -

ASA(confi g) #class-map tcp_bypass
ASA( confi g- cmap) #match access-list tcp_bypass

B¥EE : tcp_bypassE A& IR EANFEFEN SR, FRUMAEEMERENGFHEENR , 7
SRIEHCLI 8.2HICisco ASA 5500 R FIEL EE MBI E ( SE3/ABEEM ) #o .

4. & A policy-map nameds & AT I8 R E M S iR EE RIS EII ( ORFE ) |, FHRYEMERELHH
EERHMREEHTHRE. FRABECKBERK , BELHMEEEN T FApolicy-
mapin T (T % typeld $8 7 )& 1R 15 2 Bl 4a £5F F 58 3/4 8 F B BRAZ BB AV 7 2 (class-map i class-
map type managementiz ). FEARTRABIFR |, KEEETER Atop_bypass_policy:

ASA( conf i g- cmap) #policy-map tcp_bypass_policy

5. ¥ policy-map configurationt& =, T #1 Aclasstin & , LA ER 3 Y ¥ BR (tcp_bypass) 7 Bt 2l 5K B
¥8R (tcp_bypass_policy) , AMERI A ABH R E D BLiRE, EARTRAF , EHWRA
tcp_bypass:

ASA( conf i g- cmap) #policy-map tcp_bypass_policy
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ASA(confi g- pmap) #class tcp_bypass

6. T class configurationt& =\, T~ ¥ A set connection advanced-options tcp-state-bypass#s 5 SARX
FATCPARAERRIBINAE. W STES.2(1)RFEAN. A LA policy-map configurationt& =\ 55 £
BERZ , ML F R OIFTTE :

ASA(confi g- cmap) #policy-map tcp_bypass_policy
ASA(confi g- pmap) #class tcp_bypass
ASA(confi g- pmap-c) #set connection advanced-options tcp-state-bypass

7. 1 A service-policy policymap name [ global | interface intf]& A B EEER T , UETE
FMENEREENALLEMEMARKRER, TEFARBERE , FEALTSHnoEX. &
Aservice-policyds 5 LATENHE LR —#A5K kg, globalBAE FHEREEMMERARMENTE , M
interface AR FERRHEAR —BNH, RAF—BLEMEER, EBEMELNSEMESR
B, AR REEEARZN N E. ZREHSENEER —EREEM®, UT2EH -

ASA(confi g- pmap- c) #service-policy tcp_bypass_policy inside

8. REFASALWFREEGHBMNZEHRA

ASA(confi g) #same-security-traffic permit intra-interface

LUT RASA ETCPIIRRESS BX ThRE RV BL B 7R A

I-—— Configure the access 1list to specify the TCP traffic
!-—— that needs to bypass inspection to improve the performance.

ASA(confi g) #access-1list tcp_bypass extended permit tcp 192.168.2.0 255.255.255.0
192.168.1.0 255.255.255.0

!-—— Configure the class map and specify the match parameter for the
I-—— class map to match the interesting traffic.

ASA(confi g) #class-map tcp_bypass
ASA( confi g- cmap) #description "TCP traffic that bypasses stateful firewall"

ASA(confi g- cmap) #match access-list tcp_bypass

!-—— Configure the policy map and specify the class map
!-—- inside this policy map for the class map.

ASA( confi g- cmap) #policy-map tcp_bypass_policy
ASA( confi g- pmap) #class tcp_bypass

!-—- Use the set connection advanced-options tcp-state-bypass
l--- conmmand in order to enable TCP state bypass feature.

ASA(confi g- pmap- c) #set connection advanced-options tcp-state-bypass

! -—- Use the service-policy policymap name [ global | interface intf ]

1--- command in global configuration node in order to activate a policy map
1--- globally on all interfaces or on a targeted interface.

ASA( conf i g- pmap- c) #service-policy tcp_bypass_policy inside

l--- Permit same security level traffic on the ASA to support U-turning

ASA(confi g) #same-security-traffic permit intra-interface

B



& A show conn i S A RAEEI TCPRIUDPEENHEN TR EELRARNEN. BEEREEE
B BIRELRAREE | 558 A show conn TS WEXECIE R,

BHEE : b B X EIPvARIIPvEib it . A EATCPARRESS IR Th R E MR B R AV i i B 1R 56D

ST R -

ASA(confi g) show conn
1 in use, 3 nobst used
TCP tcp 10.1.1.1:49525 tcp 172.16.1.1:21, idle 0:01:10, bytes 230, flags b

RER: AR

LHRERBRENSEHFRET . AR —RERFHFEET , FSEUTE -

i
%

\

. {FFCLIFIASDMBASAE B o R & RHl

. ASA 8.2:BiBCisco ASABF A BN ER SR
MifE : TCPIRES R ERTSERIMEEBEHFNEREE,

HBUHR

BIERA A TCPARRESZ BR ThEE , ASATNERERUTHRREER

%PIX|ASA-4-313004:Denied ICMP type=icmp_ type, from source_address oninterface
interface_name to dest_address:no matching session

ERAMREICMPINEEHNIE T X2 ME , ASAZR TRRBEZEEEHE(ICMP)ERE, ELis
RHEREERRERBBASANEREEERIICMP echolZ |, & REASAH ERTE MK EM
TCP, UDP=ICMPEEREIHICMPIEERH S

BIEE R A SR 2R A L Th B (BN AR AR R F B BIBHYICMP returnfk B ) MR A 7 TCPARAE S B Th g
, ASAthERERIL S, ER , TCPARREMBZhaE v LAIE R T1E,

WMALTHTABFLEHRATAR

host nane(confi g) #no logging message 313004
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