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Primary ISP
Metwork

Leased ISP
Router

203.0.113.1/29

[
[ |t\‘_ﬁa
}\ﬁ 192, 168,10,10,/23
Qultside

192.168.10.1
| Inside
[T [ [ \‘\-‘“—

Backup
198.51.100.1,24

DSL
Modem

Secondary ISP
Metwork

CLIHAE

ERUTERBIBCLIBLEASA

<tfroot>
ASA#

show runni ng-config

ASA Version 9.1(5)
1

hostname ASA

!

interface GigabitEthernet0/0
nameif inside
security-level 100

ip address 192.168.10.1 255.255.255.0
!


http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
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interface GigabitEthernet0/1
nameif outside
security-level 0

ip address 203.0.113.1 255.255.255.0

!

interface GigabitEthernet0/2
nameif backup
security-level 0

ip address 198.51.100.1 255.255.255.0

1--- The interface attached to the Secondary | SP.

"backup" was chosen here,

interface GigabitEthernet0/3
shutdown

no nameif

no security-Tlevel

no ip address

|

interface GigabitEthernet0/4
no nameif

no security-Tlevel

no ip address

|

interface GigabitEthernet0/5
no nameif

no security-Tlevel

no ip address

|

interface Management0/0
management-only

no nameif

no security-Tlevel

no ip address
|

but any nane can be assigned.

boot system diskO:/asa915-smp-k8.bin

ftp mode passive
clock timezone IND 5 30
object network Inside_Network

subnet 192.168.10.0 255.255.255.0

object network inside_network

subnet 192.168.10.0 255.255.255.0

pager lines 24
Togging enable
mtu inside 1500
mtu outside 1500
mtu backup 1500

icmp unreachable rate-limit 1 burst-size 1

no asdm history enable

arp timeout 14400

no arp permit-nonconnected
|

object network Inside_Network

nat (inside,outside) dynamic interface

object network inside_network

nat (inside,backup) dynamic interface



1--- NAT Configuration for Qutside and Backup

route outside 0.0.0.0 0.0.0.0 203.0.113.2 1 track 1

l--- Enter this command in order to track a static route

l--- This is the static route to be installed in the routing

1--- table while the tracked object is reachable. The value after

1--- the keyword "track" is a tracking ID you specify.

route backup 0.0.0.0 0.0.0.0 198.51.100.2 254

1--- Define the backup route to use when the tracked object is unavail able.

1--- The adnministrative distance of the backup route nust be greater than

l--- the adm nistrative distance of the tracked route.

l--- |If the primary gateway is unreachable, that route is renoved

1--- and the backup route is installed in the routing table

l--- instead of the tracked route.

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00

sla monitor 123

type echo protocol ipIcmpEcho 4.2.2.2 interface outside
num-packets 3

frequency 10

l--- Configure a new nonitoring process with the ID 123. Specify the



l--- monitoring protocol and the target network object whose availability the tracking
l--- process nonitors. Specify the nunber of packets to be sent with each poll
1--- Specify the rate at which the nonitor process repeats (in seconds).

sla monitor schedule 123 1ife forever start-time now

I--- Schedule the nonitoring process. |In this case the lifetine

1--- of the process is specified to be forever. The process is scheduled to begin
l--- at the tine this comand is entered. As configured, this command all ows the
I--- monitoring configuration specified above to determi ne how often the testing
l--- occurs. However, you can schedule this nmonitoring process to begin in the
l--- future and to only occur at specified tines.

crypto ipsec security-association pmtu-aging infinite
crypto ca trustpool policy

!

track 1 rtr 123 reachability

l--- Associate a tracked static route with the SLA nonitoring process.

l--- The track I D corresponds to the track ID given to the static route to nonitor:
l--- route outside 0.0.0.0 0.0.0.0 10.0.0.2 1 track 1

l--- "rtr" = Response Time Reporter entry. 123 is the ID of the SLA process

1--- defined above.

telnet timeout 5
ssh stricthostkeycheck
ssh timeout 5
ssh key-exchange group dh-groupl-shal
console timeout 0
priority-queue inside
threat-detection statistics access-list
no threat-detection statistics tcp-intercept
|
class-map inspection_default
match default-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
parameters
message-Tlength maximum client auto
message-Tlength maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sqlnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios



inspect tftp
inspect ip-options
inspect icmp

|

service-policy global_policy global
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f= Edit Interface

Hardware Port:  GigabitEthernet0f1 [ Zonfigure Hardware Properties. .. J

Irterface Mame: :Miide |

Security Level; 0

[ ] Dedicate this interface to management only

Channel Group: _

[¢/] Enable Interface

IP Address
(%) Use Static IP () Obtain Address via DHCP () Use PPPGE
Al
P Address:  |203.0.113.1 | 3
Subet Mask: |255.255,255.0 v
W
Descripkion:

I (04 “ Cancel II Help I
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F= Edit Static Route

Inkterface: oukside W

Mekwork: anyd E]
ateway IF; 203.0.113.2 E] Metric: |1
Dpkions

() None

() Tunneled {Default tunnel gateway For WPM traffic)

(*) Tracked

Track ID: |1 Track IP Address: (4.2.2.2

SLA ID: (123 Target Inkerface: | oukside

I Monitaring Options ]

Enabling the tracked option starks a job For monitaring the
stake of the route, by pinging the track address provided.

[ oIk ll i_ancel ][ Help

8. #€Interface Name NHLEER | EFRBEMENTE , YK EFEPBANRRIEH, EAHIH
, 203.0.113.22 X ISP#IEE , 4.2.2. 22 FAICMPEIEBEIZHNH R,
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AddressH{ P AtHFERIE

10. ¥2— T Monitoring Options., HIRIEFEH I :



E= Route Monitoring Options

Freguency: Seconds Data Size:

Threshald: rillisecands Tas:

Time ouk: milliseconds Mumber of Packets:

Ik, || Cancel ||
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f= Edit Static Route

Inkerface: backup

Mekwork: aryd

mateway IP: 198,511,100, Mekric:

Opkions
(%) Mone

() Tunneled {Default tunnel gatevsay For WP traffic)

() Tracked

Ok, H Cancel H
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AL Tshowin TREBEEWEERETTK :

« show running-config sla monitor — b @5 By & B RELE R EISLAT B

<{froot>
ASA#

show runni ng-config sla nonitor

sla monitor 123

type echo protocol ipIcmpEcho 4.2.2.2 interface outside
num-packets 3

frequency 10

sla monitor schedule 123 1ife forever start-time now

- show sla monitor configuration — Mt S & HERRENERRERE.
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<tfroot>
ASA#

show sl a nonitor configuration 123

IP SLA Monitor, Infrastructure Engine-II.
Entry number: 123

Owner:

Tag:

Type of operation to perform: echo
Target address: 4.2.2.2

Interface: outside

Number of packets: 3

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data&colon; No

Operation frequency (seconds): 10

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

%II

« show sla monitor operational-state — Lt an+ BV & HH B8 RSLARERVIRERRETE

o

- EEISPEBAEME zE , ERETRE !

<tfroot>
ASA#

show sl a nonitor operational-state 123

Entry number: 123

Modification time: 13:30:40.672 IND Sun Jan 4 2015
Number of Octets Used by this Entry: 2056

Number of operations attempted: 46

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start tinme: 13:38:10.672 IND Sun Jan 4 2015



Latest operation return code: OK

RTT Values:
RTTAvg: 1 RTTMin: 1 RTTMax: 1
NumOfRTT: 3 RTTSum: 3 RTTSum2: 3

- EISPEAWE ( BEICMPEIERE ) & , B2 T/FiRAE :

<tfroot>
ASA#

show sl a nonitor operational-state

Entry number: 123

Modification time: 13:30:40.671 IND Sun Jan 4 2015
Number of Octets Used by this Entry: 2056

Number of operations attempted: 57

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (mlliseconds): NoConnection/Busy/ Ti meout

Latest operation start tine: 13:40:00.672 IND Sun Jan 4 2015

Latest operation return code: Ti neout

RTT Values:
RTTAvg: O RTTMin: O RTTMax: O
NumOfRTT: O RTTSum: 0O RTTSum2: O

HBERIEHRBEERE (CLIFE)
B Ashow routein S UAERR R B E R £ m0 i H.
EXISPREBEZH , BMERBERNT :

<{froot>

ASA#



show route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS 1inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 203.0.113.2 to network 0.0.0.0

(@)

203.0.113.0 255.255.255.0 is directly connected, outside
192.168.10.0 255.255.255.0 is directly connected, inside
C 198.51.100.0 255.255.255.0 is directly connected, backup

(@)

S* 0.0.0.0 0.0.0.0 [1/0] via 203.0.113.2, outside

EXISPRENE, BFERHEMBRAZETROBHE  RARETROT :

<#froot>
ASA#

show route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS 1inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 198.51.100.2 to network 0.0.0.0

C 203.0.113.0 255.255.255.0 is directly connected, outside
C 192.168.10.0 255.255.255.0 is directly connected, inside
C 198.51.100.0 255.255.255.0 is directly connected, backup

S* 0.0.0.0 0.0.0.0 [254/0] via 198.51.100.2, backup

BB EREFHMIRE (ASDMEE)

ERFPEMKARBIBASDMZER |, FEMEIMonitoring > Routing , A% f’tRouting & HiE 1
Routes,

v
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RER M — L F A debugin s, 3R A0 AT HE BR A 24 T2 3 M AR BR B 9 B% £ O R REL,
Debugis &
B AE A LA T debugls S HHERE R REE TR B HEAR

- debug sla monitor trace — than S H & LB REIBERZENERE,

MRBHNHR ( EISPHEE ) ERE , XBICMPEERKT , Al HESBREUNTR

=

IP SLA Monitor(123) Scheduler: Starting an operation

IP SLA Monitor(123) echo operation: Sending an echo operation
IP SLA Monitor(123) echo operation: RTT=0 OK

IP SLA Monitor(123) echo operation: RTT=0 OK

IP SLA Monitor(123) echo operation: RTT=1 OK

IP SLA Monitor(123) Scheduler: Updating result

- WNRERMERVEIR ( EISPHEEE ) EFER , WHICMPRIFEXA Y , Al SBRELTA

= .

IP SLA Monitor(123) Scheduler: Starting an operation

IP SLA Monitor(123) echo operation: Sending an echo operation
IP SLA Monitor(123) echo operation: Timeout

IP SLA Monitor(123) echo operation: Timeout

IP SLA Monitor(123) echo operation: Timeout

IP SLA Monitor(123) Scheduler: Updating result

- debug sla monitor error — b an 5 B & B RSLABS 12 TR 18 5 8558,

WMRRHEAVH R ( EISPHEE ) BupREERICMPAYS , BlE H N FATR

%ASA-7-609001: Built local-host identity:203.0.113.1
%ASA-7-609001: Built local-host outside:4.2.2.2
%ASA-6-302020: Built outbound ICMP connection for faddr 4.2.2.2/0
gaddr 203.0.113.1/39878 laddr 203.0.113.1/39878
%ASA-6-302021: Teardown ICMP connection for faddr 4.2.2.2/0 gaddr
203.0.113.1/39878 Tladdr 203.0.113.1/39878
%ASA-7-609002: Teardown local-host identity:203.0.113.1 duration 0:00:00
%ASA-7-609002: Teardown local-host outside:4.2.2.2 duration 0:00:00
%ASA-7-609001: Built local-host identity:203.0.113.1
%ASA-7-609001: Built local-host outside:4.2.2.2
%ASA-6-302020: Built outbound ICMP connection for faddr 4.2.2.2/0
gaddr 203.0.113.1/39879 laddr 203.0.113.1/39879
%ASA-6-302021: Teardown ICMP connection for faddr 4.2.2.2/0 gaddr
203.0.113.1/39879 Tladdr 203.0.113.1/39879
%ASA-7-609002: Teardown local-host identity:203.0.113.1 duration 0:00:00
%ASA-7-609002: Teardown local-host outside:4.2.2.2 duration 0:00:00



- MRIRMEMBR ( EISPHERED ) BERIY B MIBR T IRMEAVEEH , RSB RELATR

=

<#root>

%ASA-7-609001: Built local-host identity:203.0.113.1

%ASA-7-609001: Built local-host outside:4.2.2.2

%ASA-6-302020: Built outbound ICMP connection for faddr 4.2.2.2/0
gaddr 203.0.113.1/59003 laddr 203.0.113.1/59003

%ASA-6-302020: Built outbound ICMP connection for faddr 4.2.2.2/0
gaddr 203.0.113.1/59004 laddr 203.0.113.1/59004

%ASA-6-302020: Built outbound ICMP connection for faddr 4.2.2.2/0
gaddr 203.0.113.1/59005 laddr 203.0.113.1/59005

%ASA-6-302021: Teardown ICMP connection for faddr 4.2.2.2/0 gaddr
203.0.113.1/59003 Taddr 203.0.113.1/59003

%ASA-6-302021: Teardown ICMP connection for faddr 4.2.2.2/0 gaddr
203.0.113.1/59004 Taddr 203.0.113.1/59004

%ASA-6-302021: Teardown ICMP connection for faddr 4.2.2.2/0 gaddr
203.0.113.1/59005 Taddr 203.0.113.1/59005

%ASA-7-609002: Teardown local-host identity:203.0.113.1 duration 0:00:02

%ASA-7-609002: Teardown local-host outside:4.2.2.2 duration 0:00:02

%ASA-6-622001: Removing tracked route 0.0.0.0 0.0.0.0 203.0.113.2,
distance 1, table Default-IP-Routing-Table, on interface outside

1--- 4.2.2.2 is unreachable, so the route to the Primary ISP is renoved
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