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BRIERECRBERENBABEFTP) ( EB/MBERX ) WEFMH.
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AXEFNERAZRETRIBIRAS.0R EERA I Cisco ASA.

FIRE : WEE RO A MEFTR EFXPRIRESIETFTPIRIE ( 3SCFEER ) BMicrosoft
Windows THESs, TMBRUA TFXP, BEMA R —EEB{TFXPE S ik E(FTP Rush)i
Microsoft Windows TE 4,



AXHNEARBRBREERERRANKENREL. XHEAINMERESRCER (R
) BVIERERE B, MREHVMREREEER |, FRACCHRBIMES TRERNEE,

HREA

FXPAFFHEEBFXPE FiniSERKR—EFTPRAKRFESH SIS —EFTPRKRS , MEFKBEREF
InAE R B ARRE ., EAFXPE , R XEEREEEUANWE MRS < EHER  BELE ik
BRREZ, BALESERARFBEREMSERARFRERERVIERTEAFXP , ERER
BREEFIR (WERTENEREES ) ESEWA AR ENER,

FXPIEAFTPIHENIERE , HMSIEFTP RFC 95985285 H, EAX L K FXPEFIHRLE

FTPRIARRS 1RV 2 HEAR |, BARREEF TP ARER28Y 55 — B HIER | RARE KA MRIFAERBIE , U
BEeMEEERESEEERER/RSE BREEH.

FXPiERERIEH



>

FxP Clignt Server 1 Sarver 2
Port 21 Fort 21 Port 20
Port 20624  Port 0685
Command  Fort 45248 Command Data
® ® ® L ® ®
IIP'E."SIII'IIHI
40243
"PORT 49248"
_+
"DK n __._—l—'_'-i—l-'-'—'-'_'-_-.-_'-_'-
’__’_._’—"'—’——’—— Data channel | —
*_,_.—-—l—'-'-' /
{

LT RRESR
1. B FIRETCPE21 LBk EEservert M2 HEAR
£ A & in & PASV I & &% Elservert,
Server1 & A HIPith 1t M{EFRHY IR HEFE,
2. EFIRIETCPIE21 £ BB BEserver2 i 12 i@ 4R .
% FimBiBPORT @ S & ftserver1 U MY st it 12 EE G server2,
Server2fifi HEFE , LBAE FimPORT@W S A, Server2B7E A& % & RHEE BIfA AR

3. ZERB’server1 Elserver2 Y EEIBE :



EFimmserver2EASTORG T , XEREREFWEIN B,
ZEFIHRERETRG &% Slserver! |, Wi REBER EHER

4. 8L, ﬁﬁﬁﬂﬂ@%%ﬁ%ﬁﬂﬁ%ﬁ?ﬁﬁ%oWﬁﬁﬁ%ﬂ 1 & FimiRs X BRI
MREEHE,
ERERNVERAAWT :

TCP server2 192.168.1.10:21 client 172.16.1.10:50684, idle 0:00:04, bytes 694,
flags U OB

TCP client 172.16.1.10:50685 server1l 10.1.1.10:21, idle 0:00:04, bytes 1208,
flags U OB

FTPBZERFXP

EEEASA L RAFTPRER | BiBFXPEBASAN X HBT ER .

EFXPEFIREFTP PORTHR S HIEE THEFim A EMNIPH U MTCPER K SHR—BEFLLW
B, BB ERHEE= EFTPﬂHE%ﬁ%InternetJ:E’ﬂi%ﬁﬁiﬁﬁ#ﬁo ERRAEERFTPHE R
PR H%J:iEE’JJEﬁ ZEMTRTREREFin. EWAFTPRENE FTPRESHEMER
 EATRASERTREHE.

AT 2#EH -

YASA- 6- 302013: Built inbound TCP connection 24886 for client:172.16.1.10/49187
(172.16.1.10/49187) to server2:192.168.1.10/21 (192.168.1.10/21)

Y%ASA- 6- 302013: Built inbound TCP connection 24889 for client:172.16.1.10/49190
(172.16.1.10/49190) to server2:192.168.1.10/49159 (192.168.1.10/49159)

YASA- 6- 302014: Teardown TCP connection 24889 for client:172.16.1.10/49190 to
server2:192. 168. 1. 10/ 49159 duration 0: 00: 00 bytes 1078 TCP FI Ns

Y%ASA- 4- 406002: FTP port conmand di fferent address: 172.16.1.10(10.1.1.10) to
192.168.1.10 on interface client

YASA- 6- 302014: Teardown TCP connection 24886 for client:172.16.1.10/49187 to
server2:192.168. 1. 10/ 21 duration 0:00: 00 bytes 649 Fl ow cl osed by inspection

R E
FERAHAR N BN ERAEASA LB EFXP,

M EAnTENTS(ERDSEMEFER)TENAHFEANGTTHNESER,

A% W=


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

10.1.1.10/8

172.16.1.10/16

FXP Client

1 client

192.168.1.10/24

serveri
Server 1

s i

ST

L [
server?2 5

Server 2

Cisco Adaptive Security Appliance

EiBCLIA MASA
SR TS RUBRBASA:
1. ZBRAFTPAA

FXP- ASA(confi g) # policy-map

global_policy

FXP- ASA(confi g-prmap)# class inspection_default
FXP- ASA(confi g- pmap-c) # no inspect ftp

2. BB ABEUAFFXPEFin EMEFTPRIRER < ERE

FXP- ASA(confi g) #access-1list
FXP- ASA(confi g) #access-1list
FXP- ASA(confi g) #access-1list
FXP- ASA(confi g) #access-1list
FXP- ASA(confi g) #access-1list
FXP- ASA(confi g) #access-1list

servl extended permit
servl extended permit
serv2 extended permit
serv2 extended permit

ip host 10.1.1.10 any
ip any host 10.1.1.10
ip host 192.168.1.10 any
ip any host 192.168.1.10

client extended permit ip host 172.16.1.10 any

client extended permit ip any host 172.16.1.10

. EZANMTELEARAFIEE !

FXP- ASA(confi g) #access-group servl in interface serverl
FXP- ASA(confi g) #access-group client in interface client
FXP- ASA(confi g) #access-group serv2 in interface server2

B

ERASATRNERARRFLENVEERE EFERE.

ERERBE



ERUATESR  BEMEFTPARSF < ENEREREERY

1. RFXPE Fis EKELR Flservert:

[ o fwo.110]
| (1) Remote: fipe 110, 1. 1. 11

140.6 M 06/12/2013 08
282b 06/03/2013 09

3.8M 05/08/2014 11
2.3k 09/06/2013 11

16.4 M 06/10/2013 03
N h AsnRMa 16 T

2. RFXPE FimE iEFE R server2:



| @ fip:/f10.1.1.10 - ftp:/f192. 168.1. 10 |

|i_1}_nmm: fip://10.1.1.10

il

b -

2t Size| Date
ik, Parent Directory
1. 3edaemon 0 05/08/2014 | 3edaemon
. FileZilla Server 0 05/06/2014 < J. Cores 1
A iperf 0 09/04/2013 .. Cores 2
b windows-tools 0 02f15/2014 | FileZilla Server

|| ~DF38A940C0OBS 545280, TMP
|| ASDM on 123,123,124, 1-444.Ink
|| Cigco ASDM-IDM Launcher.Ink

0b 05/08/2014
2.0k 10/10/2013
2.3k 05/29/2014

t Cores L.zip

gl&u‘a 2.3p

| | Cisco ASDM-IDM Launcher ik

0 05/08/2014 11
0 06/12/2014 07
0 06{12/2014 07 =
0 05/29/2014 11
2.3k 06/10/2014 08
277.0 M 06/12/2014 03
140.6 M 06/12/2014 058

[2]1 List Complete: 1,864 hyte=z in 8.22 seconds <4.86KB/s)

Ii;t_; desktop.ini 282b 06/03/2014 4= deskiop.ini 282 b 06/03/2014 0%
(57 fprush.exe 3.8M 05/06/201% |07 fiprush.exe 3.8 M 05082014 11
|_| Google Chrame.lnk 2.2k 09062013 || Google Chrome.Ink 2.3k 09/06/2013 11
Imli—p-ﬁ 131 awindris i5AR-2_sve | 16 4M NS4 i mli-p-ﬁjﬂ-mindmw-iﬁﬂﬁ-q e 1ﬁ.|d M NAMANFNA4 nR 35
4 m ] 4 mn k
4 file(s) 4 folder(s) 307.9 M byte(s 11 file(s) 4 folder(s) 718.5 M byte(s)

- |

[EiFreLog |E3T jE=

3 Sk * Host

IE

(2) Remote: ftp://192. 168.1.10 |

rl

E E
il :I!:!if A =B
Name i Size | Date + Name A Size| Date -
3 | desktop.ini 282b 06/03/2014 | . FileZilla Server 0 05/29/2014 11
[#1 fiprush,exe 3.8 M 05/05/2014 __| Cisco ASDM-IDM Launcher.Ink 2,3k 05/10/2014 05
|| Gougle Chrome. Ink 2.3k 09/05/2013 |3 Cores L.zip 277.0 M 06/12/2014 07
[0°7 jre-6u31-windows-586-5.ex2 16.4M 05/29/2014 | Cores 2.zip 140.6 M 06/12/2014 0&
[ Kiwi_Syslogd.exe 6.9 M 05/06/2014 — & | desktop.iri 282 b 06/03/2014 05
__ monodeexception. pcapng 255.2k 11/15/2013| ") fiprush.exe 2.8 M 05/08/2014 11
== operboad.exe 60,0k 11/27/2013 | Google Chrome.lnk 2.3k 05/06/2013 11 =
| ratelimit.pcapng 280.4M 09/04/2013 | = |87 jre-6u3 1-windows-i586-5. exe 16.4 M 06/10/2014 0€
] server 1. txt e TSl | | monodeexception.pcapng 255, 2k 05/29/2014 1C
i_, test. i 31b 05/17/2014 | ratelimit.pcapng 280.4 M 05/29/2014 11
|32 windows-toels, 2ip 126.0k 02192014 | || s L b 05/29/2014 08
1| . | 3 :% ] | b
1 file(s) O folder(s) 17 byte(s) %




4. BBREREWI AR -

| @ Fq:::f,ﬁu.l.l.m-ﬂp:msz.ma.l.m'

[(1) Remote: fip://10.1.1.10

0
‘Mame ] Size| Date -~ Name / Size | Date B
il. Parent Directory t.
}: 3cdaemon 0 05/08/2014 Ju 3cdaemon 0 05082014 11
|. FileZilla Server 0 05/06/2014( _ | J. Cores 1 0 06/12/2014 07
. iperf 0 09/04/2013| || i Cores 2 0 06/12/2014 07 &
L. windows-toaols 0 02f15/2014 1. FileZilz Server 0 05/29/2014 11
|| ~DF38A940C089 545280, TMP 0 b 05/08/2014 | Cisco ASDM-IDM Launcher ik 2.3k 06/10/2014 08
__| ASDM on 123,123,124, 1-444.Ink 2.0k 10/10/2013 5 Cores 1.zip 277.0 M 06122014 03
__| Cisco ASDM-IDM Launcher. Ik 2.3k 05/29/2014 |3 Cores 2.2ip 140.6 M 08/12/2014 08
| desktop.ini 282b 06/03/2014 iz | deskiop.ini 282 b 06/03/2014 05
{7 fipeush. exe 3.8M 0506/2014 |07 frpeush. exe 3.8 M 05/08/2014 11
._.. Google Chrome. Ink 2.3k 09/06/2013 | Google Chrome.Ink 2.3k 09/06/2013 11
||TTI|'T|=--|-’\| |'~‘.‘|-lnlirv'|ruw-i-';ﬂ;’r\:-lz o 1A AM ﬂ':mml‘ i 'F‘"':li'n-ﬁl'H-miru'lmlq-iqﬂlr‘-'};q W 1ﬁ.|d M A&nMni4 :IF 2
|
14 file (s) 307.9 M byte(s) 11 file(s) 4 folder(s) 718.5 M byte(s)
[[2]1 List Complete: 1,064 hytesz in B.22 seconds ¢4.86HB~/=) =

|| (i Fr Log | [E5 e o Tasks |
Name | Progress  Spead Transferred  Size |Sourcepath  |Targetpath  |Remark
D 412 e [ | I | BandWwidth (UL/DL): 0.00/0.00Kbps .z

SRR

AEBREWETERROVEN , JAREERETRED R,

ZRAFTPRAIS R

MARERNFTPRENFXP—EIFTR , FTIPREHEZEAR W EHEEREASATFHNEL

=12=32 OF:56:17.199376 17Z2.16.1.30 16.1.1.10 FTF G0 Request: PASY

-13-18 0F: 8617200000 10.1.1.10 172.16.1.10 FTPR 100 Rezporsa s 31T Entaring passive mode (1001, 00,192, 963
=12=12 OF:56:17.200481 17Z2.16.1.10 19%.168.1.10 FTP 7T Request: PORT 10,1,1,10,192 9§

-12-1F @056 17209207 192.163.1.10  17Z2.16.1.10 FTR A4 Resporsa s 200 PORT command sucoessful,

=12-12 0F;56:17.203953 172.16.1.310 192.168.1.10  FTP IT Requast: STOR Eiwi _Syslogd.am

-12-1F 0Z:56:17.206272 197.163.1.10  17Z2.16.1.10 FTPR 106 resporsa: 150 Fila states 0K | abour 0o open data comection
=121 ;5617 206252 17F.16.1.30 10.1.2.10 FTP T Requast: FETR Eiwi Syvslogd .

=1Z-17 QZ:56:1v.708598 10.1.1.10 172.16.1.10 FTF 90 Resporse: 125 Using exfzting daca conmection

-13-13 OF; 86T 430617 17F.16.1.20 193, 168.1.00  TCP G4 80684 » Frp [ack] Seq=180 sck=ai0 win=130M60 Lan=0

=12=17 0Z:56:17.420724 172.16.1.30 10.1.1.10 TR 54 5065 > Fip [AO] Seqelld mckedd] winedIOGGA Len=d

-12-1F OF; 5614, 340741 10.1.1.10 173.16.1.0%  FTP 110 Responsas 206 Closing data conmaction; Fila transfar succassful.

~12-12 0Z;56:18.342382 192.168.1.10 172.16.1.10 FTP 110 Response: 226 Closing data conpection; File transfer successful.

BT RERILE R — L5

- BFImIPihit £172.16.1.10,



. Server1fJIP# 3t £10.1.1.10,

. Server2 IPi# ik £192.168.1.10
EARREIF | B BKiwi_Syslogd.exel 1& Rt server1 E#i Elserver2,

ERAFTPRA

BRRAFTPRAIE: | WERBEREASART FiIRITE

INOS=12-17 DANR:5.FIRRNG 1¥7.15.1.710 1Mm.1.1.°0 FTR A0 Brquant: Faky

FO0E-17-12 030814, Fod443 lCI._.l.'_D 17:.15,.2.13 TP _O0 RespaonEa; 2ZV Sntering pasEive mods (10,11, 10,1%2,99)
JO0S-12-12 Od:Ueide, relidsd 103 8. 1.10 180 1be.1.1U FTP f¢ Requsst: =0ORT 1U,1,1,10, 1%z 55

AO0E=17=-12 0] "IT'I"' LLLaT Sl e B [ I In.1.1..0 1l 54 50A9T o T op [ach] A% @ k=107 Win=13070d =0

FTleﬁﬁﬁ#éﬁpom R, RACE@SREEAERIPAUFNERETENIPAUMERE, FBEE
BAR TR 1 SR AR 2 Y s
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