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. Cisco ASA 9.1(5) R E B IR AR
. Cisco ASDMARZ%7.2.1

HRER

ﬂxﬁiﬁﬁﬁﬂﬂﬁéﬁi Cisco Adaptive Security Appliance (ASA) Next-Generation Firewall J«X@ﬁﬁﬁ Cisco Adaptive
Security Device Manager (ASDM) ER Command Line Interface (CLI) (ASDM).

ERomERRE N RERBERERTREBDIERMA. I, ETNRIZEHE  UED
HEZENELETERBINRE.

BRE

AER N ERRRREA R AR H SN,
A aE M 3=

AR AU TREBRE :

LR T-] Router
— 192, 168.0001,24 P L REERTrL A g
a0 01
inside  Somnane? Dutside
£ liemt
192,065, 10,10,724

LG

WEE R EANIPH T R Internet ERRESERH. TRREREREFFEHANRFC 191811t

o

fEMASDMEREH I HTE

AT 55148 R A R ER# Usert ( EBHB3% ) ¥Router1 ( SMERREER ) B{Tping MM EINI 3 E.
TRATHR , UEEFASDMEASA L REE L S HBIA :

1.ELE Wizards > Packet Capture wizard BB ER BHBRE , MTAR -
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Figh dresdabildy and bralabaldy Wioard
Unified Commasnicafion Wiead _

Packet Capture Ward_ |

vt hame]  ARACEODODE
A58 Ve R[S Corvicn Uptrer: 1A 18h T 34

AT prpeon: L3CR) Devcn Tepe: SR BRI, 55H-CRC- 3-E9
trpeal Ml Eaed Coresl M agle
Tolsl Flaah: 236 HE Toksl Mesory:  Dl-E0 HI:

2. Capture Wizard BIoc & — T Next.

r = . - = =
Pachet Caphara Wirard | Overview of Packet Capture (Step 1 of &)

_“ L thies mizadd 15 ponfgure and run capture. The sizand vwill run one caphure on each of Fe ingress
i 4 | mned egreas rieriaces. Afer caphuneeg pou Can save e caphures bo pour PO Tor exdrrenaton o replag
18 paciEt analyeer

T veipirel ml i o sl B Folliwing Rashs:

L Selrt &% rgress nierfse.

7 Selent an ey rienface.

3 Set the bulfer poramesens.

4. Ry el CAORUFES.

5. Save Bt Capiures o ol PO [ophoral],

(TITTRT J JITETT 23

BOREMBAET , REARENA AREN IR,

3. 138 E inside ¥ PA Ingress Interface WM MEEZEHRHEBHENER IWRIPHbUEF B #YIP
IR EF B,

S2REEZHMASAHENER SRR (IPREERENERNIEE ) , MTAR



B cwervers S
Packet Capfure Wirard Ingress Tralla Selecior (Step Z of &)
Poirk of Irgress: I
i et interface]  incide -
It Eupckplisne ohanred
Irgredd
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------ e ins
Pkt Ml Oribadis
Colict propt l: | botnetoeschede - Hanags
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Saarge Mesl: 1920 10 12 Souros Metweorks LFE LT IFR LT -
Chingtion Most: 20300 E3.2 Creeghiregtinn Metworks | IS5205.0T5.05% =
Friobaonl: L ...:

3.3??2_1: Next.

4112 outside ¥I R Egress Interface YW TEIR AV AEFEZ B R IREIRIP# 4§ B BV IPHb it & H F @S

o

If Network Address Translation (NAT) E%Kﬂ%tﬂ{ﬁ ) m%]ﬁé_gﬁo
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4.2 —"TF Next.

518 NBEH packet Size F Buffer Size FEZEH, EITHEZTENEHR,
5.2E Use circular buffer B , EABREEHEE, BREFEKETEW.
ERTEEIRARER  KEREENIREHE,

HUREIFR , REABEREEFE , R REPZEIMSG R



 Peckal C Ephurs Wirsrd Butfers & Capturcs ($tep 4 of &)
CRLre Fa et

The g B w10 et test caphre ewery B0 secondh sutoeascally, Ths oo wies orculsr
bt By cefmuli.

Buffer Parsmetes
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Wier Bhe crouer bedffer has uead all of Bhe buffier plorage S capbare will begin weling over Ba
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5.3 — T Next.

6.0LL R E B R Access-lists HAEASALEE ( AMEREMENERNE ) UREHENER IS
(EAXRROIFHEIPESE) .

6.1 — T Next.

F Fackel Caplure Wizard Summary [Step 5 of &)

Traffig Salectors
Y T =

| by Wodr erih £aphure on Hhe nsads mhelsie.

capbure asdm_cad_Pgredd sslch i 192,168 10,10 255,255 295 255 200 0. 11 R 2SS EE SR T
Sapburg asde_ois_Poredd pachetdength L5232 buffer SMOER

caphure sede_ga_ Fereid nber e s

| s

| Egply egrovid Caphune on e oubide nderd sda,

caphars sade_cag sgreds rmatch ip 152, 168 10U 10 255, 25,055, 255 2000L113.0 298, SR 0. S
caphare asdm_cap_sgress pasckat-length | 5T baaffew 524000

caphare ssdm_cap_sqress inbarf e outside

.Blf-H'P-IHEH
Thetews b o copobirs bl fer Por eadh inberf e . The bofler soe s 524555 The bulfer holds
et of g R0 1522 Betis in i,

Caplire Paraveters
Gpltirsg Capbuny iy 10 pedirh bl dealded.
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8.3 — T Get Capture Buffer BIRASATHEEFEHENER S,
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10.13R B Save captures IREBEF , BEMEHEETEFRENER,
10.2IERASCII PCAP, #Z— TH#HABZBEE BN ERIZH,

10.3R% , 8 — T saveingress capture B Save egress capture IRIFEE,

A LAE R D Tes B RPCAPRER |, 140 wireshark |
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CREES .




& Save Captures

(& BCH

() PCAP
Save the buffer in the specified format, to the localwst.

[ Sangress captue... |

[ Save egress capturs. .. I

[ e J[ neo |

11.13R B save capturefile {REF , BHEZNHEEHERERNULE,

11.23%—TF save.

Save capture file
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12.32— T Finish.

M

| Bl e eid Caphune on e ncids mberlsoe.

Saphung sodem oo Fearedd sasich i DB 1SR R0 10 255 5K S8 28 Ml 0L i1 3 Y 255 R L M
capbure asdi_cad Poredd packet-length 152 buffer SNEES

Sapburg aide_ciS_Feoredd inberf in s

| cutesde

| Eply erond Caphune on e oubide nderl sde,

capbare sadem_cap_sgress mitch ip 192, DL LOL DO 205, 290 208, 290 200,00 013, 298, 190 0. 0
capbare ssdm_cap_sqress puskat-length 1522 baffee S24200

caphare asdm_cap_sgress nbarf e outside

L] m (]

Biffer P avest i s
Thets b csy cptinre b Fer P ity ket icn . Thie Bl or it i 534735 The budfer hobds
[ TR T TR L TETO Y LN

Caplire Pai alers
Gsitireg capburs very 10 pecorcs i diabied

EERER T GUENaREBRE,
EACLIEBRFIHE
ERUATHR , UEEACLIEASA LR BE N QBB -
1. 5P IERRE Pk M 22 4 4R BI B 4B 3% B T B9 0 SR AU AA SR Y D

2. EREIITEA T ERAcapturen TRABIER LHBBE. FUEERHT , ERTER

capinty i ¥&, & H B Flinsides/TH , A EAmatchBER FIEEEHERMBIRETCENE

Ba

ASA# capture capin interface inside match ip 192.168.10.10 255.255.255.255
203.0.113.3 255.255.255.255

3. A% , €& R AcapouttV B, SHEBE Foutside /T H , I AmatchBI# 715 EEHEEEFT

FERErCENENS

ASA# capture capout interface outside match ip 192.168.10.10 255.255.255.255
203.0.113.3 255.255.255.255

ASABERRHETH BN RE, BB

o

T

I

58 Ano capture@® , RRHEEEZRE



AT 2 &4 -

no capture capin interface inside
no capture capout interface outside

ASA LR T AR Bl
RENBASAL T AN B ERER T,
. asa_dataplane — JHEEASAT IREFE A T IRVIEE ( WIASA CXZNIPSHE ) 2 EEENER S

o

ASA# cap asa_dataplace interface asa_dataplane
ASA# show capture
capture asa_datapl ace type rawdata interface asa_datapl ane [Capturing - byt es]

0
- asp-drop drop-code — HEMELZ L BREEEZENERN T, EERBEENRZE2BEEEZENRE
27,

ASA# capture asp-drop type asp-drop acl-drop
ASA# show cap
ASA# show capture asp-drop

2 packets captured

1: 04:12:10.428093 192. 168. 10. 10. 34327 > 10.94.0.51.15868: S
2669456341: 2669456341(0) wi n 4128 <nss 536> Drop-reason: (acl-drop)
Fl ow i s denied by configured rule

2: 04:12:12.427330 192.168. 10. 10. 34327 > 10.94.0.51.15868: S
2669456341: 2669456341(0) wi n 4128 <nss 536> Drop-reason: (acl-drop)
Fl ow i s denied by configured rule

2 packets shown

ASA# show capture asp-drop
2 packets captured

1: 04:12:10.428093 192. 168. 10. 10. 34327 > 10.94.0.51.15868: S
2669456341: 2669456341(0) wi n 4128 <nss 536> Drop-reason: (acl-drop)
Flow i s denied by configured rule

2: 04:12:12.427330 192. 168. 10. 10. 34327 > 10.94.0.51.15868: S
2669456341: 2669456341(0) wi n 4128 <nss 536> Drop-reason: (acl-drop)
Fl ow i s denied by configured rule

2 packets shown

. ethernet-type type — BEFEEHEN 2 ABR B, BN ZAKEEBIEES021Q,. ARP, IP,
IP6, LACP, PPPOED, PPPOES, RARPHIVLAN,

AT &6 8RR AT #EEXARPIR &

ASA# cap arp ethernet-type ?

exec node conmands/ options:



802.1Q

<0-65535> Ethernet type
arp

ip

i p6

pppoed

pppoes
rarp

vl an

cap arp ethernet-type arp interface inside

ASA# show cap arp
22 packets captured

1. 05:32:52.119485 arp who-has 10.10.3.13 tell 10.10.3.12

2: 05:32:52.481862 arp who-has 192.168.10.123 tell 192.168.100.100
3: 05:32:52.481878 arp who-has 192.168.10.50 tell 192.168.100.10

4: 05:32:53.409723 arp who-has 10.106.44.135 tell 10.106.44.244
5: 05:32:53.772085 arp who-has 10.106.44.108 tell 10.106. 44. 248
6: 05:32:54.782429 arp who-has 10.106.44.135 tell 10.106.44.244
7: 05:32:54.784695 arp who-has 10.106.44.1 tell xX.XX.XX.XXX:

real-time — BB ERBENERT. ERLEKRERTHE
, BEALE SR,

ZN

= A
= ,._.\EFH cluster exec capture B{S.

ASA# cap capin interface inside real-time

Warning: using this option with a slow console connection may
result in an excessive amount of non-displayed packets
due to performance limitations.

Use ctrl-c to termnate real -tinme capture

Trace — A FE{LLASA Packet TracerZhEY A IR Mt B ER S,

ASA#tcap in interface Webserver trace match tcp any any eq 80
// Initiate Traffic

1: 07:11:54.670299 192. 168. 10. 10. 49498 > 198. 51.100.88.80: S
2322784363: 2322784363(0) win 8192
<mss 1460, nop, wscal e 2, nop, nop, sackOK>

Phase: 1

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:
MAC Access |i st

Phase: 2

Type: ACCESS- LI ST
Subt ype:

Resul t: ALLOW
Confi g:

Inplicit Rule

FAHECH-Co EXRAMIBRIESE



Addi tional |nformation:
MAC Access i st

Phase: 3

Type: ROUTE- LOOKUP

Subt ype: i nput

Resul t: ALLOW

Confi g:

Addi tional |nformation:

in 0.0.0.0 0.0.0.0 outside

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group any in interface inside

access-list any extended pernmit ip any4 any4 |og
Addi tional |nfornation:

Phase: 5

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

obj ect network obj-10.0.0.0

nat (inside, outside) dynamic interface

Addi tional |nfornation:

Dynani c translate 192.168. 10. 10/ 49498 to 203.0.113. 2/ 49498

Phase: 6

Type: NAT

Subt ype: per-session
Result: ALLOW

Confi g:

Addi tional |Information:

Phase: 7

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 8

Type:

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 9

Type: ESTABLI SHED

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 10

Type:

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:



Phase: 11

Type: NAT

Subt ype: per-session
Result: ALLOW

Confi g:

Addi tional |Information:

Phase: 12

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 13

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 41134, packet dispatched to next nodul e

Phase: 14

Type: ROUTE- LOOKUP

Subt ype: out put and adj acency

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

found next-hop 203.0.113.1 using egress ifc outside
adj acency Active

next - hop mac address 0007. 7d54. 1300 hits 3170

Resul t:
out put-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

BHEE : £ASA 9.10+L | anyBIRFZEHEEHipv4tb it W ERSE, anycFIRFIHEFTE
ipveEH TR E

LT R SRR ER PR E
ERATT2EER , BRUOAREECH.

- ikevi/ikev2 — {E & Internet & 8 AR A1 (IKEV1) RIKEV2tHEE .-

- isakmp — FHBVPNIEMR VB FER 22BN SR EE R E(ISAKMP)RE. ISAKMPFRFEE
BB LEHE. HELARRHE , SWE. IPRIUDPERZEE —EUMEPCAPS MTERMNER
o BEBMURSARBESAREEIPEF,

- lacp — HWEUEE R BEAFELACP)HRE, NMRECEHE , INHEBRYENEERE. &
& AEtherChanneli BILACPHI ERi{TAK , EREA.

< tls-proxy — E—ERZSENH LNEBERS(TLS)REHBEHRZN AUMELER.

- webvpn — B 4FEWebVPNELRHIWebVPNE £},



AXE  BUAWebVPNHHER |
REREE.

ES

ERRE

BTN RASARRTARRE

. B
. F%

TR

A Bl Braw-data.
BEEKDNAES512 KB,

Bz ABARBIPERE,

EREREAR15181L

BAREHEES
HEASALE

ERAHENERSE , 558 Ashow capturefi &

\\

Tl

ENEREREN

|.

b

)

ML, FATEMRIELE M EHERRPI B R 18

, RRAESE, AERUBERTEARH

showas T#atHo H show capture capin R E /N HEEFTEN AR capin:

ASA# show cap capin

8 packets captured

N RONMR

03:
03:
03:
03:
03:
03:
03:
03:

24:
24:
24:
24:
24:
24:
24:
24:

35.
35.
35.
35.
35.
35.
57.
57.

526812
527224
528247
528582
529345
529681
440162
440757

192.
203.
192.
203.
192.
203.
192.
203.

168. 10. 10
0.113.3 >
168. 10. 10
0.113.3 >
168. 10. 10
0.113.3 >
168. 10. 10
0.113.3 >

> 203.0.113.3
192. 168. 10. 10:
> 203.0.113.3
192. 168. 10. 10:
> 203.0.113.3
192. 168. 10. 10:
> 203.0.113. 3:
192. 168. 10. 10:

i cnp:
i cnp:
i cnp:
i cnp:
i cnp:
i cnp:
i cnp:
i cnp:

echo
echo
echo
echo
echo
echo
echo
echo

request
reply
request
reply
request
reply
request

reply

H show capture capout TTETEANHERETENAR capout:

ASA# show cap capout

8 packets captured

©NoURONR

03:
03:
03:
03:
03:
03:
03:
03:

24:
24:
24:
24:
24:
24:
24:
24

35.
35.
35.
35.
35.
35.
47.
47.

526843
527179
528262
528567
529361
529666
014098
014510

192.
203.
192.
203.
192.
203.
203.

203.

168. 10. 10
0.113.3 >
168. 10. 10
0.113.3 >
168. 10. 10
0.113.3 >
0.113.3 >
0.113.2 >

ﬁMMTﬁuﬁﬁﬁﬁﬁﬁ

UTEEREZUURR T HER S HEET

> 203.0.113.3
192. 168. 10. 10:
> 203.0.113.3
192. 168. 10. 10:
> 203.0.113.3
192. 168. 10. 10:

203.0. 113. 2:
203. 0. 113. 3:

DR

i cnp:
i cnp:
i cnp:
i cnp:
i cnp:
i cnp:
i cnp:
i cnp:

echo
echo
echo
echo
echo
echo

request
reply
request
reply
request
reply

echo request
echo reply

1. B E https://<ip_of asa>/admin/capture/<capture name>/pcapfE{E{2|EE L,
'Bx:

MBRIEBFERE pcap FEE

Bl R BEZEWH show capture -t TSI,


https://<ip_of_asa>/admin/capture/<capture_name>/pcap

1. B Acopy capturein S AN HERREWIHBEA T HHE !

copy /pcap capture: <capture-nane> tftp://<server-ip-address>

B7  HENSBENEABEETHEIRE , TNERETRREETRRD .

AR IE

EEEREINESE ) FEE A clear capture Ee:

ASA# show capture

capture capin type rawdata interface inside [Capturing - 8190 bytes]
match icnp any any

capture capout type rawdata interface outside [Capturing - 11440 bytes]
match icnp any any

ASA# clear cap capin
ASA# clear cap capout

ASA# show capture

capture capin type rawdata interface inside [Capturing - O bytes]
match icnmp any any

capture capout type rawdata interface outside [Capturing - O bytes]
match icnp any any

B A clear capture /all BB MRATEHIMEEE -

ASA# clear capture /all

F1L i

HASALEFILHENHE -GFEZREANTH T2 ERBE

no capture <capture-nane>

B

BRIREERARLERNBRRERERF.

RER: AR

B Bl SE A A L AR Ry R SR SR E A
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