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I3 edit AnyConnect Connection Profile: TE ]
[ Narme: TEST | -
L [#-Adwvanced " i
' Alizses: | TEST |
i Authentication 2
Method: @ AAA () Certificate ) Both s
AAA Server Group: LGcAL ']
| | Use LOCAL if Server Group fails .
I Client Address Assignment
DHCP Servers: | |
l @ None ) DHCPLink ) DHCP Subnet
f Client Address Pools: | test || select.. |-
Client 1Pv6 Address Poois: | || seect..
IPwi address pool is only supported for 551,
i Default Group Policy
Group Policy: EDﬂtﬁanﬁl:y - | I Manage...
{Following field is an atiribute of the group polcy selected above.)
] Enable 551 VPN dient protocal
[ Enable Psec(IKEv2) dent protocol
DNS Servers:  |10.40,3.10 ]
WINS Servers: | i
Domain Mame: gHr_intraRa ! o
‘[ m ¢
| Find: | _ @ vext @ Previous
[ox ][ concdl |[ reo |
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4. EAAA Server Groups&B4% , #—TAdd.
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6. 7£ "Protocoly THI X )EEHiEZERADIUS,

7.%—T "OK, (®®ZE),
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WPIOK Carmipa ity Dutn

(o J[ oo |[ vt |

el
e ————

Firek 3 7 Mk Co

]

os

= Emuzwvmm

15

8. TEServers in the Selected GroupZf% , iE1Ethe AAA Server Group added , A% BhiEAdd,

9. f£Server Name or IP Addresst{z & , & A [R5 P31k,
10. 7£ TAARES £, WuT K WALHR,

11. #%Server Authentication PortflServer Accounting Port# i {R &8 £7&

TR R,
12.%—T "TOKy (H’ZE )

13. 1’!‘5__]: rOKJ ( EE)F:E : o
[ Edi AryConne Erofile TEET &%

X1 , BRIFMAREREEE

[ TT_T_——— - -
b p—— &
e e A —= vifial]
s e e @ e —
ki sho Server G WS
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S Piarm or [ ke 10, 105 130 51
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| e IDCA R IFACLES Farame ter
— Server Mutrerhicoanen Pk et
Do
Farver Scrourbng Port: e
i -:l 3 Fnakh Coe Spery Indmrns A rrirrry =
Sarver Secret K LLTTTS
Iorvaan the Ioccic i
— - Lo Bastwor s
Server Nare of P Addrem Inter face Tamagul
owsimsi  wmie | W) - 1 ACL P Corrert: | Stk .
diL
| Py G Capabies [
i
e SO Hessaet
e Message Table 2
T
Hee | Message Hame: Heseaoe Tead
Test [ready-Sor-gy-on MOCEPT A SYSTEM GEMERATED PIN
[resa-pin-reenier Sesnier FIY;
2 Malkh Came [rea-pin-meth D o et B Snkey VOUr 0m D
. jret-ooade-anc-rest sew PTH with e ret card oode:
jratcnde Triter Meat PAGSCO0E
?ﬂw-qu—d: e ETY Arsepand
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1 | '| Ponsbde chirks in 3 SewE ol b wake thanges. |
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Bestore defsull message ki
Pkt B e ) Frevns
- o | Canced |
[ o= ][ cows ][ mem | [ Concel || Heb |

14. fEAAA Server Group THLEE R | EEFFGILREDSRPIIGHE ( T£2F/T<{§U¢Z§!;NPS ) o

15. ;"fi—-F rOKJ ( EEE ) o




F b
I3} Edit AnyConnect Cannection Profile: TEST T T T T 7 =

m!' Mame: TEST
3] Advanced
Aliages: TEST
wuthentication -
Method: @ AAA Certificate  7) Both
AAA Server Group: MPS

~ Use LOCAL if Server Group fais

Chent Address Assignment

DHCP Servers:
@ None () DHCPLRK (7 DHCP Subnet
u Client Address Poals: test
Client IPv6 Address Pools:

Default Group Policy -

! Group Policy: DfitGrpPalicy

{Folawing fizld iz an attribute of the group policy sslected above.)
[¥] Enabile 551 VPH dient protocol
[¥] Enabile IPsec(IKEv 2) dient protocol

DMS Servers: 10.40.3. 10

|

m

Select...

!

s

| WINS Servers:

| Domain Mame: |

|

| 4 | m v
H Find: @ Mext @- Previous

H o] [ ] [ reb

CLIfE%E

aaa-server NPS protocol radius
aaa-server NPS (inside) host 10.105.130.51
key *kk k%

tunnel -group TEST type renote-access
tunnel -group TEST general -attributes

addr ess- pool test

aut henti cati on-server-group (inside) NPS
tunnel -group TEST webvpn-attributes

group-alias TEST enabl e

ip local pool test 192.168.1.1-192.168.1.10 nmask 255.255.255.0
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RADIUSFERER IR , SUMNFERENEEZZE., Ak , BXFEEFARADIUSHA S#BET

Nz,
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MT , EERAREASDMEEE S FEERN "HmEBAAARMRET . 175 +i1E P Microsoft CHAPv2

CapableZzEX 5 #.,



tunnel - group TEST general -attributes
addr ess- pool test

aut henti cati on-server-group (inside) NPS
passwor d- managenent

BE : test aaa-server authentication®s SR FEFPAP, EEFAEREIN CHAZBER
HIBREAERYELREE | ASAT SEFAMSCHAP-v2, Itboh | EE “EﬁﬁFﬂTﬁE(LDAP)S‘Z% r

password-management [password-expire-in-days] &IEO RADIUST Rt b ThEE, ERBE
Active Directory® EiBHE , 48 & B Z IS 2 H# 18,

FANPSHE REIWindows 2008 Server

NPSA ik 25 £ R %&£ Windows 2008fafReE LiE1T. BRI , HEZME-EEITA>-ARRAS

>SHRAGREKE. EENetwork Policy Serverif Z 888, ﬁ%NPSﬂHE%ﬁ@& , BRI TSR
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1. BEASAHTIE ANPSfA fREE P AIRADIUSE Fifi, 1EEAdministrative Tools > Network Policy
Server. Z— T H#RADIUS Clients , A% iZZENew,

b Network Policy Server

'_I TE'Ial't
File Acton View Help
e | =0 - 9}"
o<
: R.DLS Clients and Servers u‘
wn . RADIUS cients allow you 1o specify the netwaork sccess servers, that provide access to your
3 Remote R#M network. =
=] Palides Lt —
- ':“""':':E"'r View v || Fiendy Mame | IP Address | Device Manufaciurer | N.ﬁ.F{?ﬂ i
g et Cisco Rowter  10.105.13063 RADIUS Standard Ena]:led @
| Heslth Polc Refrash
h Metwork Acces — T
B Accounting Heb
il Terplates Management
I
Ed
b P
2:31AM
4 | o)l | M (7002013
e Network Access Device | | =

WAEASALBRENKRHFER, ik (IPHDNS ) LA TR,



“ Network Policy Server I

Fle Action Wiew Help s.l |
- !ﬁl Ejﬁ%ﬁl 7 R ¥ Enable this RADIUS chient

o —
[] RADIUS Chents and Servers I5 | Selact e epistivg emelate:

m |os| §

__ﬂ RADIUS Clientz I = to your
[ Remate RADILS Server Grouj o
=) Poines ~Name and Address =

| Connechon Request Palbides Friendiy name: =

| Metwork Poldes

= Health Poldes |U:n::l:| Rt @
% Metwork Access Protection Address (IF or DNS):

Accounting |

10.105.130.69 Vesify...
Ml Templates Management I
— Sharad Secrst
Select an existing Shared Secreds template:

INclne 3

To maldftypaaﬁaadm&icklhmd.ﬁ automatically generate a shared

secret, dick Generate, You must corfigure the RADIUS dient with the same shared

& Manual * Generate

Sharad secret:

Iu-n

Confim ghared secret:

Inn- ————
Lt

| oK | Cancel | bl | (o [l-b
12202 AM
Kl | = | & 7f20/2013

& —TAdvancedBE®, £ "HEEE.L TR FEHIZERADIUS Standard, #Z—T "OK.
(TE ),




& NPS {Local) RADIUS Clients vew RADIUS Client x|

[ | RADIUS Chents and Servers

27 RADIUS Clierits S RADILE Gepngs  Advanced |
3| Remobe RADILS Server G f Vendor
=f Polici Tovan : £ .
B 5] Palies L Speciy RADIUS Standard for most RADIUS clients, or sskect the RADIUS client
[+ &, Wetwork Access Prokection e — R
B Accounting eCh e

[+ Wl Templstes Management

— Addiional Dptions
[T AcceszFeguest mezzages must contain the MeszageAuthenbicator sttibite

[ RADIUS client i MAF-capahie

[EEn] Cancel |

2. RVPNEAZEE L FHERBRRE, ERFRREHENRIEERBRADIUSE FinlFE>S
A R IR R E B FERRADIUSHIAREE. FENPS > Policies T , #— T A #Connection
Request Policies , AR I HKEE. ®EType of network access server FHLRER | £

Unspecified.




test Properties

NP [Local) Palicy name- |I:ESt

3 RAD  —Pabcy Stale

3 Rem if enabled. MPS evaluates this pobicy while processing conneclion requests. i disabled, NP5 does not evalue thia policy. =
Palides —
o = —
s C0a ¥ Palicy enabled |1—'—'
E ¢
. |
= szl-frak Metwerk connection method

A i Select the hype of network access server that sends the connection request to NPS. You can select ether the network access server
ETE?;:I:ntE typa or Vendaor epecfic, but nether is required. | your network access sarver iz an B02.1X authentbicating ewitch or wirelaes access pain
empla select Unspeciied.

= Type of network access server:

o ok | cma | | m

#:— FConditionsH#, #—T "Add) . BAASAHIPHBIHER T8 SMIPvALIE, HE

" e
e
File  Actio
. Owenrdew Condtions —
= | setings | A
m Corfigure the condtions far thiz netwark policy.
] R:-EDILE If conditions match the connection request, NFS usas this polcy to authorize the connection request, | conditions do nat match the E
O RAD  connection requast, NP skips this policy and evaluates other policies, i addiional policies are corfigured.
3 Rem
=] Palides

iycomw || Candmion Value

1 Netw Ced Client IPvd Addrees 10.105.130.69 it ] @
| Heal

= Network
B Account
il Templat:

Condgion description:
The Client IF Address condition specifies the IF address of the RADIUS clent that forwanded the connection request ta NP5,




% — T SettingsE# ., 7EForwarding Connection RequestT , i&ZiZAuthentication, TE{RiEH
Authenticate requests on this serverEiEZ#Zfl, #F—T "OK, (#E ),
A - _ 3 [F_1
&=

tesl Properties

Start
. Ovenview | Conditions  Settings -
Tk ' | A
m Configure the settings for this network policy.
5 RADILS if conditions and consiraints match the conneclion request and the policy grants access, settings ans spplied,
.:': RAD Settings:
i Rem Required Authentication =
I=] Pobdes ":tq::’:; 5 Specly whether conneclion requests are processed localy, are forwanded to remole |
(= Comr _ RADIUS servers for authentication, or are accepted without authentication. Ao i
| Metr 5 Auvthentication Methods @(
- Heal Forwarding Conmection

* fetherticate requeats on this server

h Mebwork Request

HAarthenticabion
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specify a Healm Name
Adri T Accept users without validating credentials

RADIUS Atinbubes
@ Standard
<] Vendor Specific
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ftest Properties ),
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= Overview | Condtions | Constraints | Settings | s
t
——  Policy name: [test &
MBS | —
=
' —Poloy Sate ed
_:i F enabled, NPS evalustes this palicy while performing authorization. if d=abled, NPS does not evaluste this palicy. e
— L -
=l P
ey ¥ Falicy ensbled i
L L If conditions and constraints of the network policy match the connection request. the policy can either grant access or deny
"'.I A access. \What is scoess permission?
-
% Granl aocess. Granl socess f the connection request matches this policy.
{~ Deny access. Deny access if the connection request matches this policy.
™ lgnere user account dislin properties,
If the: connection reguest matches the conditions and constraints of this network pobcy and the policy grants access, perdform
authorization with netwark polcy only: do not evaluate the dislin properties of user accoums .
Metwork connection methed
Select the type of network access server that sends the connection reguest to NP 5. You can select sither the network acoess senver hype
or Vendor specific, but neither iz required. ¥ your network accese senver is an B02.1X authenticating switch or wirelese access point,
select Urespecified.
% Typa of network 2ccaes server:
| Unspecfied =l
" Wendor specific: o
10 = ﬂ,:} [Fl:-
12:11 AM
IIL—E ok | Cacdl | Aoy ?mm- 13

¥ — T ConditonsE#&. %&—T "Add. . B AASAMIPHtitER R FimIPv4tbit R4, A
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% — T Constraints H %, 1#{£Authentication Methods., ##{RiZ+ Unencrypted
authentication(PAP , SPAP)&EI S, #E—T "OK, (HE ).
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T EE——
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Configure the constraints for this network palicy,
¥ all congtrmints are not matched by the connection request, network access iz denied.
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=8 Buthentication Methods
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a Session Timeoul
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s @ O35 ¥FH

(1) Day and time restrictions
& MAS Port Typs
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Mese Up
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Add... I Ecite Femne
Leas secure authentication methoda:

B Microsoft Encrypled Authertication version 2 (MS-CHAP«2)
¥ User can change pasaword after it has expired
W Microsoft Encrypted Authertication (M3-CHAR)
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I Encrypted authertication [CHAP)
¥ Unencrypted authentication (PAP. SPAF)
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/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

£ ASA R Fdebug radius all,

Cci scoasa# test aaa-server authentication NPS host 10.105.130.51 username vpnuser password

INFO Attenpting Authentication test to | P address <10.105.130.51> (tineout:

radi us nkreq: 0x80000001
alloc_rip 0x787a6424
new request 0x80000001 --> 8 (0x787a6424)
got user 'vpnuser'
got password
add_req 0x787a6424 sessi on 0x80000001 id 8
RADI US_REQUEST
radi us. c: rad_nkpkt

RADI US packet decode (authentication request)

Raw packet data (length = 65).....

01 08 00 41 c4 1b ab 1a e3 7e 6d 12 da 87 6f 7f |
40 50 a8 36 01 09 76 70 6e 75 73 65 72 02 12 28 |
c3 68 fb 88 ad 1d f2 c3 b9 9a a9 5a fa 6f 43 04

06 Oa 69 82 de 05 06 00 00 00 00 3d 06 00 00 00 |
05

Par sed packet data.....

Radi us: Code = 1 (0x01)

Radi us: ldentifier = 8 (0x08)

Radi us: Length = 65 (0x0041)

Radi us: Vector: C41BAB1AE37E6D12DA876F7F4050A836
Radi us: Type = 1 (0x01) User-Nane

Radi us: Length = 9 (0x09)

Radi us: Value (String) =

76 70 6e 75 73 65 72 |

Radi us: Type = 2 (0x02) User-Password
Radi us: Length = 18 (0x12)
Radi us: Value (String) =

28 c3 68 fb 88 ad 1d f2 ¢c3 b9 9a a9 5a fa 6f 43 |

12 seconds)

A ... ~m
@. 6. .vpnuser. . (
heooooo Z.oC.
[ =
vpnuser
(.ho... .. Z.oC

Radi us: Type = 4 (0x04) NAS-I P- Address

Radi us: Length = 6 (0x06)

Radi us: Value (I P Address) = 10.105.130.52 (0x0A6982DE)
Radi us: Type = 5 (0x05) NAS- Port

Radi us: Length = 6 (0x06)

Radi us: Val ue (Hex) = 0xO0

Radi us: Type = 61 (0x3D) NAS-Port-Type

Radi us: Length = 6 (0x06)

Radi us: Val ue (Hex) = 0x5

send pkt 10.105.130.51/1645
rip Ox787a6424 state 7 id 8
rad_vrfy() response nessage verified
rip 0x787a6424
chall _state '
state Ox7
r eqaut h:
c4 1b ab la e3 7e 6d 12 da 87 6f 7f 40 50 a8 36
nfo 0x787a655c
session_id 0x80000001
request _id Ox8
user 'vpnuser'
response '***
app O
reason 0O
skey 'cisco'
sip 10.105. 130. 51



type 1

RADI US packet decode (response)

Raw packet data (length = 78).....

02 08 00 4e e8 88 4b 76 20 b6 aa d3 0d 2b 94 37 N .Kv . +.7
bf 9a 6c¢c 4c 07 06 00 00 00 01 06 06 00 00 00 02 I
19 2e 9a 08 07 ad 00 00 01 37 00 01 02 00 Oa 6a | ......... 7..... j
2c bf 00 00 00 00 3c 84 0Of 6e f5 95 d3 40 01 cf e <..n...@.
le 3a 18 6f 05 81 00 00 00 OO0 OO OO OO 03 SO
Par sed packet data.....

Radi us: Code = 2 (0x02)

Radi us: ldentifier = 8 (0x08)

Radi us: Length = 78 (0x004E)

Radi us: Vector: E8884B7620B6AAD30D2B9437BFIA6CAC

Radi us: Type = 7 (0x07) Framed- Prot ocol

Radi us: Length = 6 (0x06)

Radi us: Val ue (Hex) = 0Ox1

Radi us: Type = 6 (0x06) Service-Type

Radi us: Length = 6 (0x06)

Radi us: Val ue (Hex) = 0x2

Radi us: Type = 25 (0x19) d ass

Radi us: Length = 46 (0x2E)

Radi us: Value (String) =

9a 08 07 ad 00 00 01 37 00 01 02 00 Oa 6a 2c bf | ....... 7..... i
00 00 00 00 3c 84 0Of 6e f5 95 d3 40 01 cf 1le 3a <.n...@..

18 6f 05 81 00 00 00 00O 00 OO OO 03
rad_procpkt: ACCEPT

RADIUS_ACCESS_ACCEPT: normal termination

RADI US_DELETE

renove_req 0x787a6424 session 0x80000001 id 8
free_rip 0x787a6424

radi us: send queue enpty

INFO: Authentication Successful
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Log Nane: Security
Sour ce: M crosoft- W ndows- Security-Auditing
Dat e: 2/ 10/ 2014 1:35:47 PM
Event ID: 6273
Task Category: Network Policy Server
Level : I nformati on
Keywor ds: Audit Failure
User : N A
Conput er: wi n2k8. skp. com
Descri pti on:

Net wor k Policy Server denied access to a user.

Contact the Network Policy Server adm nistrator for nore information.

User:

Security ID: SKP\ vpnuser

Account Nane: vpnuser

Account Domai n: SKP

Fully Qualified Account Nane: skp. conl User s/ vpnuser
dient Machine:

Security ID: NULL SID
Account Nane: -

Fully Qualified Account Nane: -
COs- Ver si on: -

Called Station ldentifier: -
Calling Station ldentifier: -

NAS:
NAS | Pv4 Address: 10. 105. 130. 69
NAS | Pv6 Address: -
NAS I dentifier: -
NAS Port - Type: Vi rtual
NAS Port: 0

RADI US dient:
Cient Friendly Nane: vpn
Client | P Address: 10. 105. 130. 69



Aut henti cation Details:

Connecti on Request Policy Name: vpn
Net wor k Pol i cy Nane: vpn
Aut henti cati on Provider: W ndows
Aut henti cation Server: wi n2k8. skp. com
Authentication Type: PAP
EAP Type: -
Account Session ldentifier: -
Loggi ng Results: Accounting information was witten to the local log file.
Reason Code: 66
Reason: The user attempted to use an authentication method that is

not enabled on the matching network policy.
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