HFERASAE B E RERE

PIM# B8 =T I B

PIM# B R 451 -
IGMP Stub#8 = # 1

IGMP Stubt8 X &
Bidir PIM

Bidir PIMELE

g 5y

ASA PIM# B 7 4 R

ASAZEPIMY # BB 5t B R & 4 sPIMAN A
BAEFEB(TTL)ASAZZABERS

BEFEPIM ASSERTH B M fE.E
ASAEIEPIMMA |, B BERDRDKXAMTU [ ERIBEZ AN A

&

AXENEBEELLEEASA) LHNEBKRENE RBEE,



e E

AR FHBEERELEEASA). FirepowerB B E(FTD)HZ LM A BR B E(FTD) LAAIEE
HNEHRS , FSRUTXE

Firepower B & By €1 GM P F 48 1% 5 7 %0 35 0= HE Br

BEBRFirepower & & Bh & M1 ASALE P IM B E

TR R

FHR | —BkBgHss — ERERIEBRERN — Bk,

LHR  (&#&— Bt HeR — ERERIEBREZWENBR

RP R EE

DR |EEHR

SPT REREH

RPT |&#&E(RP)& , LA

RPF = [ B R A

Al |EEAEEE

MRIB || ZE{EiXEBERAE

MFIB |EEE%REAE

ASM |[EERRZEBEX
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https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217891-troubleshoot-firepower-threat-defense-ig.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217891-troubleshoot-firepower-threat-defense-ig.html
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https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html

SSM  (IRRHEES HEE

FP PRIE B

SP 2R

CP IR

PPS |[BRERTRR

ASALREBEATUBESUATMEERN 2 —

« PIMERIER (13 € MBI AH 1% RFC 4601)
« IGMP Stub-mode(Internet{ EIE#E : RFC 2236)

R AASAEIR & IE#Y#B &8 B i E (PIM) 2SR EEAA , FTAPIMBHRE RN R EEEKE N, H£ASA 7.05R
M m , IGMPEREN 2 ——EARBEEEE , HRFEFEZRARBEF RIREINIGMPH#H S
AT EFER R,

ZREER T

BE  ARERESEAT TAEX

151_75 >§’§i%ﬁ]’§uwﬂ’]$%jm%§zlﬁo {7§|JZZ[I 1§L J#%ﬂ/j‘c ;.LE’JHEI%%%U\&J_?T%EEE%E
( MEIGRPZHOSPF ) HEKREE,

BWE=SRBEUEEBERNEMIEE, HTEZEFEAREIHETIRENLFHIGMPINA SRR G BE
A HE % AE RO = 44,

RHE/ASA =>EEREABR/MEYSHERIPRAMRARNEREE (EEH) , FRIE
F i,

HEERGE->EEEREBERNETNHE. RFERNEPIM ( HEERERE )  BtEHMW
MOSPFH#E#E.

InternetfA B B 1 £ (IGMP)=>% Fim A R4S E A Z KRB RN BERE,
PIMBEE N RIE

o ASAXEPIMBEEXFPIME@IES,
T EE[E B BL B PIM sparse-modeFIGMP stub-mode#i o


http://tools.ietf.org/html/rfc4601
http://tools.ietf.org/html/rfc2236

- ERAPIMBHEXE , IEEBRERVROEEM(RP) , ARERIEWR, —RE[HR
, B REECRERIENEE (LRIBRP) .

WERAT —EAERNITE , HPASAE—BNALEEAEEFIR , €5 — B T EH LBEEPIME
|2

+ Example operation of firewall in PIM domain with client directly connected to
firewall

1. Client sends IGMP Report
for group 224.1.2.3

2. Pix sends PIM join/prune
with the group to be joined

3. Router receives join/prune
and propagates the message to
the RP

Group Receiver Group Sender
L IGMP PIM [ :
- uter
- ~

[ 4. Traffic flows to the pix, and the pix forwards the stream to receiving segment |

PIMBEE X R BIE &

1.RARAERSR (£EMEERRN ).

<#root>
ASA(config)#

mul ticast-routing

2. ERPIMER Rt

<{froot>
ASA(config)#

pi mrp-address 172.18.123.3

SAFMEEERTEEENNEHLEAN (EEASANRE R LE AMBEENCSRTIEE ).

<tfroot>



access-1ist 105 extended pernmit ip any host 224.1.2.3
access-group 105 in interface outside

PIMBERE R R
1. Sender starts streaming traffic to 3. PIM join to RP 10.1.1.1 for
Multicast Group 239.1.1.77 239.1.1.77

b e
- —

10.38.112.254

Gigl - Vlan900 Gig2 - Vlan38 \[

e 10.38.118.240 syl 10.38.112.240 . s EEAIEE
10.38.118.10 o 5. RP starts to stream the multicast
239.255.0.55 packets towards the destination

clients

2. PIM join to RP 10.1.1.1 for
239.1.1.77

Gig2
10.38.111.240

CSRv2

Gigl
10.36.118.240

1. IGMP Report to join 239.1.1.77

Receiver
10.36.118.10

BIE , BEMICMPE (ﬂ@ﬁﬁ)ﬂﬂ%%ﬁwmm(ﬁéiﬁ)mﬁ@$ﬁ,@%ﬁmﬁ
B R RBIE M AR T UE T #1T,

EFREMLR (LR ) .
1.8 Fim{Ei%4239.1.1. 770 IGMP#R &

2 P& 88t A 4H239.1.1. 77 B BEERP(10.1.1.1) EXEPIMINAE £,

3. ASAERPEiA#H239.1.1.77HPIMII AE B0



ASA7Eshow mroutefs w8 tH F 8 RPIM *, Gi%E :

<#root>
ciscoasa#

show nroute 239.1.1.77

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.1.1.77), 00:03:43/00:02:41, RP 10.1.1.1, flags: S
Incoming interface: outside
RPF nbr: 10.38.111.240
Immediate Outgoing interface Tist:
inside, Forward, 00:03:43/00:02:41

BR , ARIRMEARES = REEMER , KEEASAER Tshow mfiby @ HASEREARIINER ST

<tfroot>

ciscoasa#

show nfib 239.1.1.77

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count

(%,239.1.1.77) Flags: CK
Forwarding: 0/0/0/0, Other: 0/0/0
outside Flags: A
inside Flags: F NS

Pkts: 0/0

ERRSEFEROEABEEER T REZS , RPRER—ME .G, KB , BEFRZEEA T, H
-

<{froot>



CRSv#
show i p nroute 239.1.1.77

IP Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
- Local, P - Pruned, R - RP-bit set, F - Register flag,
- SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
- Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
- URD, I - Received Source Specific Host Report,
- Multicast Tunnel, z - MDT-data group sender,
Joined MDT-data group, y - Sending to MDT-data group,
- Received BGP C-Mroute, g - Sent BGP C-Mroute,
- Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,
- Received BGP S-A Route, g - Sent BGP S-A Route,
- RD & Vector, v - Vector, p - PIM Joins on route,
- VXLAN group
Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM Join
Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode

X <OoOozZzo<NacXHdr
I

(*, 239.1.1.77), 00:00:02/00:03:27, RP 10.1.1.1, flags: S
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface Tist:
GigabitEthernet2, Forward/Sparse-Dense, 00:00:02/00:03:27

—BRARRMABREEREE  RPEEY 'S, Gy KB , YREAEEFNMTEHREEATEHEE
B, WHKRERE T EIASA:

<#froot>
CRSV#

show ip nroute 239.1.1.77

(*, 239.1.1.77), 00:03:29/stopped, RP 10.1.1.1, flags: SF
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface Tist:
GigabitEthernet2, Forward/Sparse-Dense, 00:03:29/00:02:58

(10.38.118.10, 239.1.1.77), 00:00:07/00:02:52, flags: FT
Incoming interface: GigabitEthernetl, RPF nbr 0.0.0.0
Outgoing interface Tist:

GigabitEthernet2, Forward/Sparse-Dense, 00:00:07/00:03:22

ERU TR TETRE

- show mroutetn SER 'S, Gu #%E

- show mfiban SRR E R E B I5H 8=

- show conn r 7 8/~ B2 AH 15 4R ip A BA AV E AR



<#root>
ciscoasa#

show nroute 239.1.1.77

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.1.1.77), 00:06:22/00:02:50, RP 10.1.1.1, flags: S
Incoming interface: outside
RPF nbr: 10.38.111.240
Immediate Outgoing interface Tlist:
inside, Forward, 00:06:22/00:02:50

(10.38.118.10, 239.1.1.77), 00:03:00/00:03:28, flags: ST
Incoming interface: outside
RPF nbr: 10.38.111.240
Immediate Outgoing interface Tlist:
inside, Forward, 00:03:00/00:03:26

ciscoasa#

show nfib 239.1.1.77

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count

(*%,239.1.1.77) Flags: CK
Forwarding: 15/0/1271/0, Other: 0/0/0
outside Flags: A
inside Flags: F NS
Pkts: 0/15
(10.38.118.10,239.1.1.77) Flags: K
Forwarding: 7159/34/1349/360, Other: 0/0/0
outside Flags: A
inside Flags: F NS
Pkts: 7159/5

ciscoasa#

show conn all | i 239.1.1.77

UDP outside 10.38.118.10:58944 inside 239.1.1.77:5004, idle 0:00:00, bytes 10732896, flags -
UDP outside 10.38.118.10:58945 inside 239.1.1.77:5005, idle 0:00:01, bytes 2752, flags -

UDP outside 10.38.118.10:58944 NP Identity Ifc 239.1.1.77:5004, idle 0:00:00, bytes 0, flags -
UDP outside 10.38.118.10:58945 NP Identity Ifc 239.1.1.77:5005, idle 0:00:01, bytes 0, flags -



AR —BEEFPRBAMAREFRERAER  TREEEIGMPEMEE.

MRERHHF/AMENE——EEH  RAFFREZEZEWZR , RIBHISARPEZEIGMPEER
HE .

IGMP Stubt& =\ 14k

« HEIGMP StubtEX T , ASARERBEFin , £ A M HRERIGMPRE (tBEA
IGMP "tOA L ) , SR EEREMNER

- BRASREROEIREEIEN , RRAR LNEAHHEEFERERBERRE,

- TEBEAIGMPREER , RAPIMBHREA L RBRABHZEM (EEESRMNERBR
B, SRPIMNENE) .

It EFREA A IGMP StubBR BB RYASAR EZIRE -

1. Client sends IGMP Report
for group 224.1.2.3

2. ASA forwards the IGMP
report to the outside

3. Router sends traffic destined
to 224.1.2.3 to the pix, where it
is passed to the client

. IGMP IGMP I

Group Receiver Group Sender
| Sending traffic to 224.1.2.3 |

IGMP Stubt&EVEL &

1. RARAERERH (2 EMEEER )

<#root>
ASA(config)#

mul ti cast-routing

2. 1EBF A B EWIgmpIRE N E £ |, B Eigmp forward-interface@ ©. SER SR EERIFHR
o EWRHIH | EBZRESEEZERIIRINE , ¥ EABRMNAABNIEZH,

<tfroot>

|

interface Ethernet0

nameif outside

security-level 0

ip address 172.16.1.1 255.255.255.0



no pim

!

interface Ethernetl
nameif inside
security-level 100

ip address 10.0.0.1 255.255.255.0

no pim

ignp forward interface outside

BAFEBERNCEBEBENNHE LEA (EEASANRERBEEAVEBRERTEER

<{froot>

ASA(config)#

access-1ist 105 extended permt

ASA(config)#

access-group 105 in interface outside

ip any host 224.1.2.3

BESABRTEignp M HFREAGTRES , WE#HR T AREASERS

igmp forward interface <interface>

1
Interface FastEthernetd/1
nameif inside
security-level 100

ip address 10.0.0.1
255.255.255.0

igmp forward interface outside
!

Causes the firewall to forward |GMFP reports
received on the inside interface out the outside
interface. You would use this command if multicast
receivers were on the inside interface and the
multicast source was somewhere out the outside
interface

igmp join-group <group name>

!

Interface FastEthernet(
nameif inside
security-level 100

ip address 10.0.0.1
255.255.255.0

igmp join-group 224.1.2.3
!

igmp static-group <group name>

Tells the firewall that there are hosts behind the
inside interface that might want to receive the traffic
for the group. It will send IGMP reports out the
interface telling the LAN segment that the firewall
wishes to receive the stream. It will also add the
inside interface to the OIL list for the group. This
method is not recommended; If you need to cause
the firewall to add an interface to the OIL for an
mroute, use the static-group command below

!

Interface FastEthemet0/1
nameif inside

security-level 100

ip address 10.0.0.1
255.255.265.0

igmp static-group 224.1.2.3
!

Tells the firewall that there are hosts behind the
inside interface that might want to receive the traffic
for the group. [t will simply add the inside interface
to the OIL list for the group. This is useful for
simulating a multicast receiver behind the inside
interface.




Bidir PIM

HEEEPIMA , REHAB(SPT), EXHRBE=HZE .

1.5 —BhiR e (BRIEES ) THRPIMERENIEIATIRP,
2. RPFEIEPIM JOINSE B U AJRES .

3. 38 2 £ 1K 07 A9 B 1 PR A9 % ER 2R EI RPEAPIMAN AGH B AU ARPT,

EEWREASATEER(S , G) , AAKERBEMASPT,. MEZHEEREMEEBRP, REFHE
(*,G),ASAREBHRMEHEERE, MRZH(*G), MRTASARKRKBIPIMMAERE, WRRIE
BER , ASATSERERER S,

Bidir PIMEL &

1. RREERS (2EMEEER ).

<#root>
ASA(config)#

mul ti cast-routing

2. ERPIMERL R,

<#root>
ASA(config)#

pi mrp-address 172.18.123.3 bidir

SAFEERERTEEENNEHLEAN (EEASANZ LR AKBEENCRTIEE ).

<tfroot>

access-list 105 extended pernit ip any host 224.1.2.3
access-group 105 in interface outside

HEHERR T A
RS BEENERERENEN



AT TEBRBENDHASALNBABRER[E  FEUATHIHLHENR !

MBRRAERER, BBEES. BRATIRERNNE,
BENEIPH | URERANENGE.
HEER B M ERASAY RN RKEA S,
- ASATT TN H A4S Eshowin T -

<tfroot>

show nroute

show nfib

show pi m nei ghbor
show route

show t ech- support

EROHE  BTRABERNRBIEASA , URERGRERBBASAERCIZEERNGNIPERER
B(TTL), EFLBBwS "show capture x detail s &)
IGMPHI/EPIMER B ER S HE, #HH :

<#root>
capture capl interface outside match ip any host 239.1.1.77
>>> This captures the multicast traffic itself
capture cappinl interface inside match pi many any
>>> This captures PIM Join/Prune messages
capture capignp interface inside match i gnp any any

>>> This captures IGMP Report/Query messages

IREMAEREE (BHST ) WEA , W0 "show mroutes F "show mfib,
ERTHEN/Sshowin T , UEEASAREEEZEEER T, "showasp drops i HAARERE
ASARBEZERT, A, BEIA Tasp-drops WERSHENARBEASAZENFIEERS
, AEREEZEREBET RS FEEABERNS.

BRANERDTE L

show mroutefn T H B RTEMWAMNMEBRER , IEFFELIAIOS show mroute 5. show
mib PR RS ESHEBENELRE, BEREXHITHB[NEM (RTBE ) LHEE .

<#root>
ciscoasa#
show nfib

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive



Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count
(*,224.1.2.3) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0
inside Flags: F
Pkts: 0/0
(192.168.1.100,224.1.2.3) Flags: K
Forwarding: 6749/18/1300/182, Other: 690/0/690
outside Flags: A
inside Flags: F
Pkts: 6619/8
(%,232.0.0.0/8) Flags: K
Forwarding: 0/0/0/0, Other: 0/0/0
ciscoasa#

clear mfib counters & A A ABRETEES , EEAREPBEEEER -

<#root>
ciscoasa#

clear nfib counters

S

REENTHEEAENERNFREBEEFEEEA. £4A&EHP , EHOMZNMEHLAAEENA
23917 A7 AT AT S :

<#root>
ciscoasa#

capture dnzcap interface dne

ciscoasa#
capture dnzcap match ip any host 239.17.17.17
ciscoasa#

show cap dnecap

324 packets captured

1: 17:13:30.976618 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
2: 17:13:30.976679 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
3: 17:13:30.996606 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172



4: 17:13:30.996652 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
5: 17:13:31.016676 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
6: 17:13:31.016722 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172

show capture x detail S B EERTERSNTTIL , EFEEH, EtEED  HEBWTTLE
1 ( BASAREELHE , RATCTEHEZBREIPHIWTIL) , BT HEHFEREHS

<#root>
ASA#
show cap capout detai

453 packets captured

1: 14:40:39.427147 c062.6baf.8dc3 0100.5e7f.02c3 0x8100 Length: 1362
802.1Q vlan#1007 PO 10.4.2.95.1806 > 239.255.2.195.5000: [udp sum ok] udp 1316 (DF) [ttl 1] (id

EROHEHRNEEPIMAIGMPREHMRER, IHEEERALNMESWEIRIRA10.0.0.28
IGMPH 2 ( IPEBAWHE2 ) :

<#root>

ciscoasa#

capture capin interface inside
ciscoasa#

capture capin match ignp any any
ciscoasa#

show cap capin

1 packets captured
1: 10:47:53.540346 802.1Q vlan#15 PO 10.0.0.2 > 224.1.2.3: ip-proto-2, length 8
ciscoasa#

5EE , £ "show capture x detail, R AIERHEHTTL,

EREMITAEINCEMWASPERHEE , EhBERERNSBER TR ERFER (punt-rate-

limit):

s

<tfroot>

ASA#



show cap capasp det

12: 14:37:26.538332 c062.6baf.8dc3 0100.5e7f.02c3 0x8100 Length: 1362

802.1Q vlan#1007 PO 10.76.4.95.1806 > 239.255.2.195.5000: [udp sum ok] udp 1316 (DF) [ttl 1] (id
13: 14:37:26.538439 c062.6baf.8dc3 0100.5e7f.02c3 0x8100 Length: 1362

802.1Q vlan#1007 PO 10.76.4.95.1806 > 239.255.2.195.5000: [udp sum ok] udp 1316 (DF) [ttl 1] (id

ASA PIMF B8 = H 35 50 B 7=

LERBFASAMAEPIMABTER FTRBERBERH,

PR AR AEE B

EREEREEBRN IR ENERENGCE, It BEREABENIP IR X ES B

o

inside \_J//,:\'Eﬂi%gi +

. Sender
; PIM Traffic is UDP, destined t
outside ) raffic is ' destined to

Receiver domain 224.1.2.3
@ 10.0.0.2

HEEFERT , AJAEASARABNEERER , REERIAENE L WEBEZRSR. HERER
FERASAHREBNEMLRE—BIPFHET , Rt ERFRFRERERE , BreEATTER
EIGMPE & . %LHE’JIPﬂﬂiﬂ:F’.‘HQZJGS.'].SOO

BRBASAR B REIEK A K BIGMPIRE

EARRBIF | IGMPERE HEW T EKILHASARE,

BRI EMdebug igmpay# i W ARBREASAR B R EII KRR T IGMPHE .
BREASAR B[ X ERBEPIMIIAKE
ASARRIGMPERE LA MPIMMAHR , RAEEHENEHEIXFIRP,



\H_PJ
inside ——J//’wz 16.1.2 -
- I dPIM T,
Receiver —_ omain za 1::2|.; , destined to
@ 10.0.0.2 e PIM Join e

It #r 4 3k B debug pim group 224.1.2. 3 B RASAR SHEEPIMIIAE R, ABRNEEA 2
192.168.1.50,

IPv4 PIM: (*,224.1.2.3) 1/P processing

IPv4 PIM: (*,224.1.2.3) Periodic J/P scheduled in 50 secs

IPv4 PIM: (*,224.1.2.3) 1/P adding Join on outside

IPv4 PIM: (*,224.1.2.3) inside Processing timers

IPv4 PIM: Sending J/P message for neighbor 10.2.3.2 on outside for 1 groups
IPv4 PIM: [0] (192.168.1.50,224.1.2.3/32) MRIB update (a=0,f=0,t=1)

IPv4 PIM: [0] (192.168.1.50,224.1.2.3/32) outside MRIB update (f=20,c=20)
IPv4 PIM: [0] (192.168.1.50,224.1.2.3) Signal present on outside

IPv4 PIM: (192.168.1.50,224.1.2.3) Create entry

IPv4 PIM: [0] (192.168.1.50,224.1.2.3/32) outside MRIB modify NS

IPv4 PIM: Adding monitor for 192.168.1.50

ERFE ASARE IR I 85 2% 4B 1B R
ASARIR WA E LWVEBRE ( URESTEMT ) , YAAHERE RIEKS.

172.16.1.2

inside —
*‘F--I.-I--. 'IIHEEEIIIFJ!IEEEETIII-'.-I
outside PIM sender

; domain  Traffic is UDP, destined to
Receiver _., 294.1.2.3

@ 10.0.0.2 PIM Join

/45"\@)4-
_

show mrouteFlshow mfibar T AR EX S IHE T AR BRBASAE M E R AEER S,
%ﬁiﬁﬁQ§¥_lfT %§5E§§ZF$H um:

<tfroot>

ciscoasa#

show conn

59 in use, 29089 most used



UDP outside:192.168.1.50/52075 inside:224.1.2.3/1234 flags -

ERo
% REE
AERM T — RIIREBASAREHBINE

HAHSRP , ASAE LM Lk HEREEPIME R

BEILEER  ASARLZEBMNHEREMPIMER. LEBTASAREZEEXSEEPIMEE | E
REASAREMRPEZEPIMESK , SHBEERMNMEE,

10.0.0.40 10002
S -
[ |
ﬁﬁ |  Firewall should 10.0.0. 1 3
send PIM jnin_

message but it

does not rnuter
10003 — Sender 172.16.1.2

debug pim 5 BV H B RASASEASPIMIE B A B LT — Bk B ES

IPv4 PIM: Sending J/P to an invalid neighbor: outside 10.0.0.1

LS IR ERASA , MEESREIRHER, LLEE R MR HREENPIMAEEANHSRPE
B RS IS EA,

BERIEBMHSRP IP 10.0.0.1/EAT —BEE -

<tfroot>

ciscoasa#

show run route

route outside 0.0.0.0 0.0.0.0 10.0.0.1 1

ER , ERHSENYEN TP 2 EERPIMAEEE , M~ 2HSRP IP:

<{froot>




ciscoasa#

show pi m nei ghbor

Neighbor Address 1Interface Uptime Expires DR pri Bidir
10.0.0.2 outside 01:18:27 00:01:25 1
10.0.0.3 outside 01:18:03 00:01:29 1 (DR)

EEAFMEEN , F2REPIMBRER AT ETEEFIHSRPHUH I FRRERR HEISFER 2 .
ERETE

AT EEHFZTEEMA/MEEELS ? REC 2362
TR HERE@ERES , G). (*,G)M(*,*RP)k B BEK =B FRERPFMREEIEMAMEBEE,
REERPFEBERPIMMER , T2EEMAMBEER.

RTEMBEE , BEASALAHEBEREHE —BEFEmroutefR B . BRTIECMERRHIFNEHIPH
3k (10.0.0.28%10.0.0.3 ) 2—. EXRHIH , LS AFASAEIXIERBABEEXF172.16.1.28
PIMGE & :

<#root>
ciscoasa(config)#

nroute 172.16.1.2 255.255. 255. 255 10.0.0.3

ERILRAES | AERAREESASAHERERRAR , ASAKPIMY S EEE%E10.0.0.35E,
ASAZBLIGMP#h e , AAETELANBER EWIEER A
HWRANEE  ASARBEEESWARERSWEIGMPHRSE  BELAKRZBE, FTERBARBE , &8


http://www.cisco.com/en/US/tech/tk828/technologies_tech_note09186a0080094aab.shtml
http://www.cisco.com/en/US/tech/tk828/technologies_tech_note09186a0080094aab.shtml
http://www.cisco.com/en/US/tech/tk828/technologies_tech_note09186a0080094aab.shtml
http://www.cisco.com/en/US/tech/tk828/technologies_tech_note09186a0080094aab.shtml
http://www.ietf.org/rfc/rfc2362.txt?number=2362

SREEER , BERRERKK,

Receiver sending Lh _@ =
IGMP reports to iy —

attempt and
@_@ B

receive multicast

data sender

HRIEE , ASAEZHZENE , RATCTREEFHRAMENLANBER LEFENIEER BN,
LEASA CLIB B R T RN EER AN EARE EWEERMESR (MU 'DR1 |

<#root>
ciscoasa#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.1.2 outside 01:18:27 00:01:25 N/A>
10.0.0.2 inside 01:18:03 00:01:29 1

(DR)

BN T , #Bmulticast-routingfn THTIBEIEEF K , EATEASANTE LBAPIM, 1ERASAKA
BNE (FFWAMENME ) EEHMPIMBE ( HttiRHBEERNASA ) , TEELEMEZ — R
HIDRTI4EA | EUEf&éFDRﬂ%Ha%%%ﬁlGMPﬁ o BRARREN EB":J%PM\A(E,;«F&E’J ;i
£/ no pimar ) , SBiBpim dr-priority ST E ap n}l—rASAaﬁ;’i‘%ﬂﬂﬁiE’J DR,

HIBIGMPA T HIPR I |, BF A ZIELIGMPERE

FRRBRT , ASARFFENE LIRBS00EEREDBE (HE ) . ERTERENZRAME. NRE
BMENEFRFRAEAER , HZTLUESRIS00EEEMA , I HASAT SLZRE R B HEEER
RN HE MW A IGMPH S

ERFERAREBHENRER ,
B TIGMP limity &&.

3

B H& S Tshow igmp interface interfacenamey YW EHZNHE

<#root>
ASA#
show i gnp interface inside

Hosting-DMZ is up, line protocol is up
Internet address is 10.11.27.13/24
ICGMP 1is enabled on interface



Current IGMP version is 2

ICGMP query interval is 125 seconds

IGMP querier timeout is 255 seconds

IGMP max query response time is 10 seconds

Last member query response interval is 1 seconds
Inbound IGMP access group is:

IGWP limt is 500, currently active joins: 500

Cumulative IGMP activity: 7018 joins, 6219 leaves
ICGMP querying router is 10.11.27.13 (this system)

DEBUG - IGMP: Group X.X.X.X limit denied on outside

ASAEE L2232 x x.x/SEIEI N BB R E

it 3t 31t 5 FARASAE BT A X EAVR 1 E A E(SSM).

debug igmp#s BV & B R AT 8538

ICMP: Exclude report on inside ignored for SSM group 232.179.89.253

HRR OB EEERE  ASAZEHEEERT

EEEBAT , ASAEMEHLEVEERE , EFS8EERIERG., ASAZEERT Iilf‘%"&“
fREE &R @K REE(RPF)ZEME, RPFEFMENEHLAEBRERA , BEE/LIZEHERE
ERE , ERRERTRERRBA , X Mip verify reverse-path interface@ T RUA)o

HARPFRE , EENHEHLKIEBARER , ASAERER

*gﬂgﬁﬂl_tjiﬂﬁi ﬁﬁ_tEG%ﬂﬁEUWEEJ?

(CHEEENEREHR ), IRCREBEEESWERA , AFEZERE, #Eshow asp

dropVia i AT AE L E R AFHEER -

<#root>
ciscoasa(config)#

show asp drop

Frame drop:
Invalid UDP Length
No valid adjacency
No route to host

Reverse-path verify failed 121012

2
36
4469



—@ER#ERARENEIEZEFIBmroute, EATRHIF , mroutetn T AR M EE /A EB E L IZUWEYR
H172.16.1. 20 0B RENRPFRE .

<#root>
ciscoasa(config)#

nroute 172.16.1.2 255.255. 255. 255 out si de

ASATEPIMYI BRI B A& 4£ KPIMIIA

&4 , PIMBREXNEBERSREBEEFRIRP , ARBBHAEBERRPREZERS, BR
, —TERANUAREIRERE SELOABBZRSNERARSFER SRS EREVURE, tikH
BRAEERFHPIMMA |, WA HEXTEBRNEET (MARERUBNBEREIETRP ) .

EBERENEEATUEZERPUNNEMASANTE L, EASAKZEIPIMANA LAYIH# BR 4% E i
, ASAXEERREEA S IPHUAERE, MRIERIILEA , ISEEEPIMMAERS , X
debug pimiy & i R & E L E R

NO RPF Neighbor to send J/P

LB EAT RER/RNEE S FEFERAMKE | BHEESPENASATEH,
HREBIBEFRRE(TTL) ASAZEERERS

EEBERT , HAHENTTILAIK , ZHEBRESAN, EFERASARRRFINWEMEEE
EZef.,

EBESENIP TTLEERFHEEEMNEARARE. AR , ARERTERMER T EBER
EBERBETEEMARBTEEIBE, fim, ARERT , LAN BEFRER (% ANAERS SRR
TH)BIPEHEIFHNTILERFKES .

MRS ERRBEE  ASAHNCPURARES , YEES

MR AR EBRENFTEELEEEKRI , BIASATAESBISCPUERAR , MER R TEEET
EQBER -

1. ASAZZERP,
2. ASARBRERAVE —BHEW TS, ERTSHEEEEBEERASATELRE—EIPF#EEE+H

3. ASAE%E%WE’JEEE%—1EJIS%EE%§° EERFABEREFEASANTEM AR —@EIPFHEH,

MRBEFFAE LREAR , B HRAREERS , ASABIBRERERRE, EERERERKSH
HBERECEES, EEFELEREE |, show asp dropFtEIES&EE |, 5T EEFpunt-rate-



limito

:I:I‘H
HI}

EREASARBFEILEE , LT8R

15 REASARBARRP:

<ffroot>

show run pim
show pi m t unnel

28  REASARBARE —BERHER

<#root>
show i gnp group

<mcast_group_IP>

835  REASAREBASE —HERHER

<#root>
show nroute

<mcast_group_IP>

A LAERER A T 25 BR 3R 4% fif L RS R -
— i | FEASATRERP, HE , FEEFRBFEW S REFZEEZEFIASA
— fEAIGMP stub-modeM A~ 2PIME {TAEIBEE 3,

B EEERE  ASAZETNEEERST

ERBRNE —EERIEEASAK | ASALHBEZ S EEBERMMAEBEN mroutefR B LAERE
e, EREENREMBEFRR , —LEBERQTRERER , EZBANERELTE (BF
ERFFE-—ME ), EBRRETHE , ERSTBERERRH,

it EEZNERTHASPEEFRRAA " (punt-rate-limit)Punt rate limit exceeded s . ER "show
capture aspy MVEIH ( HAaspREASALE EMNASPEEEE K ANBEEENERS) , &7
DEIBERAUATRAMEZNZHEERD !

<{froot>



ASA #

show capture asp

2 packets captured
1: 16:14:49.419091 10.23.2.2.810 > 239.255.123.123.890: udp 32 Drop-reason: (punt-rate-Timit) Punt
2.2.8

2: 16:14:49.919172 10.23. .810 > 239.255.123.123.890: udp 32 Drop-reason: (punt-rate-1limit) Punt
2 packets shown

w w

BB S BEWREPHECHE LN SBEZK

REEIGMP StubEX TETHIASAT B I ILEE, SREPIMBREIRHANASATZRE,

WRIEE R EREEID CSCegs8235:% Bl Y
—ENELENIGMPREBESHEiEM4N N E ENEERE,

LUT RERERAVARAR A , EhERREE !

Symptom:
When a PIX or ASA firewall is configured for IGMP stub mode multicast reception and traffic from a mult

The problem 1is triggered when the firewall forwards the ICMP leave for the group towards the upstream d

Conditions:
The PIX or ASA must be configured for IGMP stub mode multicast. IGMP stub mode is a legacy multicast fo

Workarounds:
1) Use PIM multicast routing instead of IGMP stub mode.
2) Decrease multicast IGMP query timers so that the receivers are queried more frequently, so their IGM


https://tools.cisco.com/bugsearch/bug/CSCeg48235
https://tools.cisco.com/bugsearch/bug/CSCeg48235

HREMGEEBENRZ2RE , ASAZRERERT

HRISERE , ASAZZEZEENTS ( BEEENZLRE )., B2 , AREEEREEEES
WERRE, ZEBRRT , EHJF"‘?% HEEWNHILREEE , ASAKEZER T, HEERKEATE
HEFEEUEE P 2 BEIER,

BAEEEERE , ABER T FEHASPEREETEEF "FP no mcast output intrf(no-mcast-intrf) 1 &
%,

HRAEHEERRESG , ASAEBEEZEBRIPHELERT (BETREE)
RERETREZIEHENERRE |, ERHAMpunt-rate-limite #iRasp dropa H & LA

<#froot>
ASA#

show asp drop

Frame drop:
Punt rate 1limit exceeded (punt-rate-limit) 1492520

ASA# show cap capasp det
12: 14:37:26.538332 c062.6baf.8dc3 0100.5e7f.02c3 0x8100 Length: 1362
802.1Q vlan#1007 PO 10.76.4.95.1806 > 239.255.2.195.5000: [udp sum ok] udp 1316 (DF) [tt1 1] (id

mfibfk B B RFIEREMETERTHR

<#root>
ASA(config)#

show nfib 239.255.2.1195

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count

(*,239.255.2.195) Flags: C K
Forwarding: 4278/50/1341/521, Other: 0/0/0
Outside-1007 Flags: A
RDEQ-to-Corporate Flags: F NS
Pkts: 0/4278 <---- HERE



AR RERC,G), BRAES, G)

<#root>
ASA(config)#

show nroute 239.255.2.1195

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

Connected, L - Local, I - Received Source Specific Host Report,
Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

- Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

C
P
]

(*, 239.255.2.195), 00:44:03/00:02:44, RP 10.1.135.10, flags: S
Incoming interface: Outside-1007
RPF nbr: 10.100.254.18
Immediate Outgoing interface Tist:
RDEQ-to-Corporate, Forward, 00:44:03/00:02:44

EENBER , JEASAHERSEBERENTTILE 1, ASAERKEEER BRI T HERE
(RACTFERPTIL) , EEHESTHEEZELERNE, ALt , THEHSITES

PIM(S , G)B##Z ( B ENRIBIE ) BIXBIASAREIEX S, ASATEWE|LEPIMMA Z BT R EEK
(S, G)kB. RS, G)XRBE , AItFMEABRENSHTHERR , fMEERERF,

LEENFERGEZRBREMSNTILIRT , EAM THREAEESEEREENER ; E88
HASAERPLZRRFENRE , ARMAENIHETRER R (MAREERS ) , XERE
7R BRI EBASA,

{HIBHREPIM ASSERTHEmMZELE

MRBERREZERERNARENIBRIE—F@ , ABEBRT , BT —ERBRELAF
HEZHELENT (HAERENRRRE ) . MRETPIMAEASRRATEMNRERIECMtE
ER-TELEXNERERS , AIEMEEZLANLERASSERTHR LLEETEMRKEKES L
L 75 S

ERANEENEZEY , F2 B EASSERTIBIEHEAMNRFC 4601 —£&f,

FRER , ASAINEIFE239.1.1.227THIGMPHE , EHREBRZEIZREHEMEBESENESEE , R
BE 73R E

IPv4 PIM: (*,239.1.1.227) Periodic J/P scheduled in 50 secs

IPv4 PIM: (*,239.1.1.227) 1/P adding Join on outside

IPv4 PIM: (10.99.41.205,239.1.1.227)RPT 1/P adding Prune on outside

IPv4 PIM: (10.99.41.253,239.1.1.227)RPT 1/P adding Prune on outside

ICMP: Received v2 Report on inside from 10.20.213.204 for 239.1.1.227

IGMP: Updating EXCLUDE group timer for 239.1.1.227

IPv4 PIM: (10.99.41.253,239.1.1.227) Received [15/110] Assert from 10.20.13.2 on inside
IPv4 PIM: (10.99.41.253,239.1.1.227) Assert processing message wins

IPv4 PIM: (10.99.41.253,239.1.1.227) 1inside Update assert timer (winner 10.20.13.2)


http://tools.ietf.org/html/rfc4601#page-83
http://tools.ietf.org/html/rfc4601#page-83
http://tools.ietf.org/html/rfc4601#page-83
http://tools.ietf.org/html/rfc4601#page-83
http://tools.ietf.org/html/rfc4601#page-83

HEEEMEBTFEEILEE , EPmELRER2ERINEE | RItAREKSEMENLANE R E
KEMTMERERRE, ANS —EREEE , ASANHEMEEHEEZEIBPIM hellof F ¥ 75

, At eM#SMAE T LANNEERHEA®, EEHERRETF—BRER A RAREREGE
ASSERTHER XM, A THRALEE 6 EF2ERERENHERERMER , RRBEBE AR,

ASAEIEPIMIIA |, BEEHREREXK/NKKRMTU , HItHEREEZIMNA

1996 F B &2 162957589915 . ASAELERERNE , 4900 KA E. BEF FimmaRBIB73EZ
T RESBREETE, 73ESCEEUXNA1494WPIMIMAEE. |, BB MEMTUA,
7ASGEE I KR 1500PIMINAE R |, EEH4900MER AL E R,

LERE ARV ERIR TR A
1. FER1E4900M L& H MR E&#ia

2. EFAMTU 9216EL BN EHRISVI
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