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AXHFFRAE T RN G EE R MER R,

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERER (HER
) BAEREREE) ., MREHEEREFT , FEAREERAEAESTRERNIZE,

BREMN

AXENBENEERZERBEASANBERANRNNENELARE, RERUA/H X BEE
ERHTLENTE  UEERBIEAREREREE 2AEE . REMELRE, [t , &0
RRBENFF ST ENERB[NRTES , EXEELN D PE—FFL,

RER T AEEITS.02)NESRAKBHNEMASAR i LEA. HARERATERERER
HYIDS/IPSEERG R , (ER A EIPSTATABVREFER , BASANKR O NREREBNNKRERE.
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1. EXREERA
2. SRR BRI
3. BEEERA

UT & B AN B AE LT,
EXBERA ( RERER )
1E178.0(2) R EB A AT EASATAR R A E AR & #A

EXFERAEZARNTEREAMERZENINER (ASAEA—EEZR ) . EERBELRRER
AERNBATEAERARBREERE  YABETHEE , TEURKEBRBNRIIEELEN
&, R , ASAEEREZRNENEREFEEUATEN .

« ACL Drop(acl-drop) — FEUEEEBH .

- Bad Pkts(bad-packet-drop) — ERH ERBEN , TEFAFERFCEEMLIMLIHHRE,

« Conn Limit(conn-limit-drop) — #i8 B it E X £ iH M ERRFIRN E R,

« DoSI & (dos-drop) — 3B AR5 (DoS) &,

o BFR & (fw-drop) — BRI ABLZERE,

« ICMPX & (icmp-drop) — AT £EICMP&E £,

» Inspect(inspect-drop) — BiBEABERNREEE,

« Interface(interface-drop) — M HIREEEZNE RS,

- B (BE —RE ) — AR/ EIRFBHERE,

- SYNKE (synWE ) —FTEENSFERE , SELEREERNTCP SYNKEMNED
UDP&#FE,

BESHHE-AREBRSR , ARNSIRE, AZBBRERTHEMOBENASPERERR , &E
RERBRARNRERFLERER, REBRRZIZERBHAER, TRPIHT -LERER
RESEER  TIREX TR —EFSNEE
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invalid-tcp-hdr-length
invalid-ip-header
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conn-limit-drop
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HREEEH  EXARERINSAEELEEZCHRENRFEBRANZLER, EREBEEBATEERE
KIFEREEARI) , EER600MEI30K, MEARIABENEHEBRBEENERRE , ASASHE
EBEEHERARE.

EXBERAEAMEILENRE K ECKEHRARER THRRMRBER, FTHERRA
=EEEARNKEBBEHASYVNFHERE, flN , IRBACLERNFIOERRERES

400 , HARIA600% , AIASAKETEBE600W WACLEENER TN FIOBE. MRLEFAR
B#400 , BIASASREEEE

Ef , REERIIFEML , EER[RBERNENEY , BAREEXHER(BRI). BRIFBHE MR
ARl, fltn | 7£ E—EEHINER L | ACLERENARINAZ600R |, MR R ERZ800, A
IELME , ASAFTEACLE20N R EENER TN FIOEE , HF20¥W BRI, MRLFEEEBE
MBO0MEES , HISRHRE, BTHEEMABRI, ASASTEARIN1/30ME, Eitk , FEEBIERRY
P , 600K INE1/30 /208 . B2 , RERANGZ/IBRIA10R , Bt , WRARIFN1/30/NRA
10 , RIASAERA10EARBRI, WAL , XEFENR , E8.2(N)ZEIHMRAF |, ITARTREN
, 8.2(EAMERARIF1/60 , MAR1/30, HRIEEHEMRA  HEBRIA10¥,

EWARERHER | ASAEEM R HF%ASA4-733100 , AREEEESEHFN L BERE, 7
LA fshow threat-detection rate@d TR BEHER AN FHEH, ENSHNSHEE. ER
SRR EERI0EBRIZAHEINEHB,

RFEAFPNRBEERBIBREFNBRIFEIE G ABILELEEZENENIHETE, ATEAEBRIFERET
. —HERLERE , MELERRHK AR, REEBRIFEER —ERHKBF. show threat-detection
rate; PFHIRBERIRFE I —EBRIFEENERNTHEFE, TRAZELER , RAAFEEREER
Bt Bk, MR ERBRIFZBLERE , SEMESHERA. show threat-detection rate s ¥
BAAREER , HtEARE £ —EBRINEF.,

EXRERATERNEMRERFELEERENPIERRIE, REMEELE , EXEERA
MEREAMN , T RAEERSREES,

BRI (HRRBGEEANINGE )

BEXRBERATE , SREERATHRREERAERNETEN. ASAXEEHRIP, £,
E. ACLMZTCPHR&E rE MARFAVIRHEFETEA . SREBWAERRBMAACLEETER,

BRI, ENBEHR  RERAISRIZBREBERHRAEENBZRNER S, LTER
MEREH. HRACL , BERASRBETRERBRAMEZERZESHIF10EACE ( BFEAFFNIER
) o

EFMEEERAIF , BRRANKFREBRS B A205 . 10K, 8R40, BHAREBRASGT UG E
, B AU RBHANFERBERUER "Tnumber-of-rate; FRFETHAR, WEFMEN , B2

RIfERE—Ei, Bl , WIRAE "number-of-rates FRXEA2 , BIFT IR0 88, 1/ NEEFIS/NREMATE
HETER. MREA "number-of-rate FRES1, BIFTLARIR2008E, 1/NEBNFERITERA. EW

BEMEERL , RERER07ERE,

BATCPHE®R , HERATURMEASZIHBELY ITCPREREZEN 104 MMRERF, TCPHEEN
MATERRERR B WAL , £/ EF 7T LU R B /YRR E R EN T (AR R EE (BRI)ER
—EERE. TCPRENSHREERAUVRTERELASA 8.0 REBRAEH A,



Bk EB AT E T BiBshow threat-detection statisticsFshow threat-detection statistics top#p
TR, IRt B FERASDM X BRI ER LW "TTEI, BF. SHRREEAERPIE—R
# B R %ASA-4-733104 M %ASA-4-733105 , EBH TTCPIREMRTTEAN LM RERR (9
BlAE) BERELRK B,

HEEXRERIRL  SREERAtLEHEAMN. RESREERURAEA  FRIUEMR
ERMELERE.

i BB O

RERSRARAARRTRENES ELBEETBTEIBS TMATH TEIFSBHNE
8. BREBRUERENSARE,

RERSRASARARBRAUNES  EXRERICCESTRENENREES, Ei &
AR ER AN ERERN M AREMEE, FOREAR)MNEERBR)ZE, EMEDE
CENERER  EREARERIERRTYRRNERNECES , ERMRERISHE—
BReRBEME RPN ERE EEPRARBFISRNTMERESES, —I , BHER
BRAEZEE ST TEERERN TR, DERRBACLIEE  BRRBRNT T LSRR
RE.

RERERATUERRAREE PEEMHHRBHERE, EEGRERBERAKSRZHRA
RERE— AT LUBIBASAE B B BRIV T &,

EREREMIRIIIREE  SAKREE733101/5 B EIPCE%ASA-4-, NRZINEEHR B Al
FXREE  AERERERAEEshuniF , EiC#%%ASA-4-733102, MBRshunkF7331038# %ASA-
4-XL. show threat-detection scanning-threat@i 5 7] A AR BB ERIEBEE B E,

PR 1
- BRERAERZASAB.0Q)REFSHRAPAIAH, ASA 1000VEAE T EXIIEE,
- EEEBSEATXERERA,

- ERAZEBRXEE. RERATEREEIASAKSHRE.
- HERARFEENTCPEREATH ASYNRBRFHEEE .

#H R
EARERA

BB E #3821 Fthreat-detection basic-threatis S EUE R o

<ttroot>

ciscoasa(config)#

t hreat - det ecti on basic-threat



A] LA{# Fishow run all threat-detectionfp SR FEERIE R,

<#root>
ciscoasa(config)#

show run all threat-detection

threat-detection rate dos-drop rate-interval 600 average-rate 100 burst-rate 400
threat-detection rate dos-drop rate-interval 3600 average-rate 80 burst-rate 320
threat-detection rate bad-packet-drop rate-interval 600 average-rate 100 burst-rate 400
threat-detection rate bad-packet-drop rate-interval 3600 average-rate 80 burst-rate 320
threat-detection rate acl-drop rate-interval 600 average-rate 400 burst-rate 800
threat-detection rate acl-drop rate-interval 3600 average-rate 320 burst-rate 640
threat-detection rate conn-limit-drop rate-interval 600 average-rate 100 burst-rate 400
threat-detection rate conn-limit-drop rate-interval 3600 average-rate 80 burst-rate 320
threat-detection rate icmp-drop rate-interval 600 average-rate 100 burst-rate 400
threat-detection rate icmp-drop rate-interval 3600 average-rate 80 burst-rate 320
threat-detection rate scanning-threat rate-interval 600 average-rate 5 burst-rate 10
threat-detection rate scanning-threat rate-interval 3600 average-rate 4 burst-rate 8
threat-detection rate syn-attack rate-interval 600 average-rate 100 burst-rate 200
threat-detection rate syn-attack rate-interval 3600 average-rate 80 burst-rate 160
threat-detection rate fw-drop rate-interval 600 average-rate 400 burst-rate 1600
threat-detection rate fw-drop rate-interval 3600 average-rate 320 burst-rate 1280
threat-detection rate inspect-drop rate-interval 600 average-rate 400 burst-rate 1600
threat-detection rate inspect-drop rate-interval 3600 average-rate 320 burst-rate 1280
threat-detection rate interface-drop rate-interval 600 average-rate 2000 burst-rate 8000
threat-detection rate interface-drop rate-interval 3600 average-rate 1600 burst-rate 6400

EFEMFABITERARELREE  RELABENBBEEREFNE Ethreat-detection ratef it

<#root>
ciscoasa(config)#

threat-detection rate acl-drop rate-interval 1200 average-rate 250 burst-rate 550

BEREFHNRZUUERIBEIRNER (ERIDAERT, ER2MERS ) . EWASA-4-
733100%# BaEH 51 A T B HENBEEERID,

ELE—ERFH  REEE12000AACLEZEBIB250EE /MW HEI0W ASS50EEZ/RRE | B
ERAFTEEIRMKBETE733100

= AR R A R

{ Fthreat-detection statisticsTn S AR A S REERE, MRRREHIFEWfcatureBRE , T
KRB ERETEFR R M,

<ttroot>



ciscoasa(config)#

threat-detection statistics ?

configure mode commands/options:

access-1list Keyword to specify access-1list statistics
host Keyword to specify IP statistics

port Keyword to specify port statistics
protocol Keyword to specify protocol statistics
tcp-intercept Trace tcp intercept statistics

<cr>

ERETH, B HERACLHEITERBRMAERBIRE , 55# Anumber-of-ratef# =,

<#root>
ciscoasa(config)#

threat-detection statistics host nunber-of-rate 2

number-of-rate B3 88 F & Fi & /& & e Rl LA BR Mt &% e n 1B B RS RS B

ERATCPREFKITET , 55 Athreat-detection statistics tcp-intercept@ifo

<#root>
ciscoasa(config)#

threat-detection statistics tcp-intercept

EfRETCPREBRTENANBERRERE , F5F HArate-interval, average-rateFlburst-rateEJ =,

<#root>
ciscoasa(config)#

threat-detection statistics tcp-intercept rate-interval 45 burst-rate 400 average-rate 100

1% 48 B B O

EEMARHEBE®R , 556 Athreat-detection scanning-threat® .

<tfroot>

ciscoasa(config)#



t hreat - det ecti on scanni ng-t hr eat

ERERBRENRER | BERAEREEREFTANthreat-detection rate@i o

<#root>
ciscoasa(config)#

threat-detection rate scanning-threat rate-interval 1200 average-rate 250 burst-rate 550

AT RFFASARRBIENEEIP , Fi&shunBifE = #7118 Elthreat-detection scanning-threatdn & H,

<#root>
ciscoasa(config)#

t hreat - det ecti on scanni ng-threat shun

ER , BHERERAITAREERE T —/NEWIEE, EREshuniVFERRE |, 758 Athreat-

detection scanning-threat shun durationis %

<#root>
ciscoasa(config)#

t hreat - detecti on scanni ng-threat shun duration 1000

EREEERT , BB EASAKERELIP, ALt , 55 Athreat-detection scanning-threat shun
exceptn TR EE,

<#root>
ciscoasa(config)#

t hreat - detecti on scanni ng-threat shun except ip-address 10.1.1.1 255.255. 255. 255

ciscoasa(config)#

threat-detecti on scanni ng-threat shun except object-group no-shun
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EXHERAHASANMELER ). SRNFHEBERASLAEZHNER , RACMLARK
iRETFHNZERTEN. AB/BA TshunhEWRERERAS T B ERRE RFHRE,
FEEASAKEMRANER K REWINCRENARCEZREL, BR , KEIZERABER
RA2aMcRERASANERBRNAR, #REEBRT , RFEXZBHIERERBERNRE SR BA
RUEGHER (S, THRFTER ) -

EREREERAGEREABRANEFMARE , 55 ETshow memory app-cache threat-detection

[detail] @i o

BENR

B et A R ERERAAES 4N URENRERME - L —RESR,
B AR ERIERI A K %ASA-4-7331008F

HEE%ASA-4-XZRFEBFETPIRESFER 733100585 , WHESEHEE show threat-detection rate fEFA L B FA
) %%*ﬁﬁ show asp drop LX@E%EE%%E@EER

ERSBSARBERREZENRENEFARSE K BEASESHERRNASPEEREE  LUERKRME
WEENERS, Hlan , R4 TACL DropRE , BITEASP drop reason of adl-drop :

<#root>
ciscoasa#

capture drop type asp-drop acl-drop

ciscoasa#

show capture drop

1 packet captured

1: 18:03:00.205189 10.10.10.10.60670 > 192.168.1.100.53: udp 34 Drop-reason:
(acT-drop) Flow is denied by configured rule

HHERERERENTHSE21410.10.10.10%]192.168.1.1008 UDP/535 4,

WMR%ASA-4-733100FERHMEE , ARESHAFHRERALIEEER. ENn
R AR B RIP,

HREAHERATEERERASPERENRE , AL FTREERRERBILBERE, FIFMER
ESYNKREBNFEHRE K ELEREIREBASARNRE.

MRASPERBETETRNERRAZEN , YH/HEHRERRERAYPY , FEELRERERH

TASAIR Mt & p



BERESENE,

MRERBRIFERE , AIMAEREINEASAZ A EREUE e HETRHLE R KRG, EFEE
& bl E ERWACLMQoS,

HASYNKE | LM LLASA EWACLE B, LANETCPHEREAREDBAKE , B
-~ E%ﬁlnaf&EﬁConn leltE&’%o

HRABRAE | LU SEASA LWACLEBMLEF R, BREEBRN qn il URAZRE | LAK
ASATE 2 2 B RE BR u E B RL L SR L REEE T A,

KR 3R 0 R B 3 50 8% %ASA-4-733101
%ASA-4-733101 4 BF| L BB/ 7R KB E P, SHEENREENEEE  EHRE

show threat-detection scanning-threat.
EEMREEN/REBENASATE LHERENTEERBEERENMLE.

ﬂﬂ%ﬁ BJEUE’HFE;‘ETIEE%*FE?E E'JM;ET:I_:/ALEEUJEASAZH'Jhﬂﬂ?ﬁﬁﬁBﬂﬂ:ulbgjﬁﬂﬂumgo iE T

REEfE L RE LAVACLAIQoS, B swnZE#HMERRHERERAEKED , ©AFASAEERDN
HTF'ﬁEﬁWIEJJ%iﬁEQIQE%IPE’JFEEQ#VE EABREFE , EULUBBACLETCPRB RIETE
ASALFEFHIERE.

MRBABNFERRE , FREHRERERARASEESHBRIRRNE,

B T B8 & I 50 8% % ASA-4-7331020F

%ASA-4-733102%1 H BB INE E R IPHidt . F show threat-detectionshun B85, SAERB R ERAIE
PR EBENTEERE, FH sowsun TF , URBASATERHBEANMEIPHEESE (ES
ERERERBABNRE ) o

MRshunBEEZREN - , WEFTHTE-TRE, B2, SFFHELIREENRE , €1
BrraeE L EIRIVE, LTJEJ_ACUFI]QOSEE}ZO EARRTERXEEZTEIFERELREER

o

MR BRShunWIBIHE B AR , EEA clear threat-detection shun [IP_address] EBeo
5288 %ASA-4-733104F1/2 %ASA-4-7331050F

%ASA-4-733104F1%ASA-4-7331055| HE R ZTCPIR B AR BN BT HN EH, ERMEERA
g‘iﬁ%ﬁlﬂﬁ%ﬁﬂ’ﬂ%iﬁﬂﬁ%ﬂ ) %*ﬁ*ﬁ. show threat-detection statistics top tcp-intercept .

<#root>
ciscoasa#

show t hreat -detection statistics top tcp-intercept

Top 10 protected servers under attack (sorted by average rate)



Monitoring window size: 30 mins Sampling interval: 30 secs

1 192.168.1.2:5000 inside 1249 9503 2249245 Last: 10.0.0.3 (0 secs ago)
2 192.168.1.3:5000 inside 10 10 6080 10.0.0.200 (0O secs ago)

3 192.168.1.4:5000 inside 2 6 560 10.0.0.200 (59 secs ago)

4 192.168.1.5:5000 inside 1 5 560 10.0.0.200 (59 secs ago)

5 192.168.1.6:5000 inside 1 4 560 10.0.0.200 (59 secs ago)

6 192.168.1.7:5000 inside 0 3 560 10.0.0.200 (59 secs ago)

7 192.168.1.8:5000 inside 0 2 560 10.0.0.200 (59 secs ago)

8 192.168.1.9:5000 inside 0 1 560 10.0.0.200 (59 secs ago)

9 192.168.1.10:5000 inside 0 0 550 10.0.0.200 (2 mins ago)

10 192.168.1.11:5000 inside 0 O 550 10.0.0.200 (5 mins ago)

E SRR EREA BN ER , ASARRKBBTCPRERER FRMAMRR. BEERERRS
, MREREMARBHMENMERERT S NWRE, I, mﬂ%ﬁﬁﬂﬂ:ﬁl%%ﬂﬁumi , EE R[]
KER LSRR, éﬂiﬁiﬁACL%ﬂQoS?ﬁﬁko EARATEHREEEFTHEIIERELREER

o

MERBZINHEAERR , BSTCPRENBNERREAFTSENWE , WA threa-detection satistics

tcp-lntercept?El To

M FEN G B B

ERHNBBRHE  FHRERSEREFRERR, FHZSAANMRBRLEERABEANRETR

o

EXRE —ACLER., MA@ FE

ERZBEELRARE K FZ2EL-IEIIPNR, BESENASPEERE , WEBMHEERN
ASPEZEFRREEEMASAEERE,

fitn , ACL Drop, BhARiENmHEBEESE Bacl-dropERNERTNER, THUTSR , UE
SIS LR E -

1. EASARI AN EBA T L2 T —BACL , ZACLER EEEEFIASA(10.11.11.11) R ZF B Z R RS
HFIETCPERA :

access-1list outside_in extended 1line 1 deny tcp any host 10.11.11.11
access-1list outside_in extended permit ip any any
access-group outside_in in interface outside

2. EASA(10.10.10.10)AAZBV I E E & , £ Anmap¥ B Z MRS LN S EEEITTCP SYNRHE

nmap -sS -T5 -p1-65535 -Pn 10.11.11.11

N B TSRErmap U BTET RS, BENEEPCHER ST R BRELERE
%, IRLEERER AERELEEEINRBNCRERE, EOEARINBRIEE



N BB EARERASEKERRE  ERLERNM,
IE  MATIACLES. BABNRARENESRS -

%ASA-1-733100: [ Scanning] drop rate-1 exceeded. Current burst rate is 19 per second,
max configured rate is 10; Current average rate is 9 per second,
max configured rate is 5; Cumulative total count is 5538

%ASA-1-733100: [ ACL drop] drop rate-1 exceeded. Current burst rate is 19 per second,
max configured rate is 0; Current average rate is 2 per second,
max configured rate is 0; Cumulative total count is 1472

%ASA-1-733100: [ Firewall] drop rate-1 exceeded. Current burst rate is 18 per second,
max configured rate is 0; Current average rate is 2 per second,
max configured rate is 0; Cumulative total count is 1483
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P U RBIF  ACLEEME AMEARIFIBRIEFREAO , Rt EMBKESRREAE
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SREE — TCPEE
1. ENE N EEEIACL , LAKFFARZERIASA(10.11.11.11)AZB B ER RN TCPER S :

access-1list outside_in extended 1line 1 permit tcp any host 10.11.11.11
access-group outside_in in interface outside

2. MREBARFER LI FTHFE  RECEETREENERER , FEASALERE—BEER
ARPIRE , AERBRERERABNEER

arp inside 10.11.11.11 dead.dead.dead

3. FASALE M HEMNTCPRMEXRE

access-1ist tcp extended permit tcp any any
class-map tcp
match access-1list tcp
policy-map global_policy
class tcp
set connection conn-max 2
service-policy global_policy global

#£ASA(10.10.10.10) A ERY L & & FR4E |, F Fnmap¥ B Z [ RES LS EEIEITTCP SYN®
i

nmap -sS -T5 -pl-65535 -Pn 10.11.11.11



m

FER , RERASREZRENRMRES

<#root>
ciscoasa(config)#

show t hreat-detection statistics top tcp-intercept

Top 10 protected servers under attack (sorted by average rate)
Monitoring window size: 30 mins SampTling interval: 30 secs

1 10.11.11.11:18589 outside 0 0 1 10.10.10.10 (36 secs ago)

2 10.11.11.11:47724 outside 0 0 1 10.10.10.10 (36 secs ago)

3 10.11.11.11:46126 outside 0 0 1 Last: 10.10.10.10 (6 secs ago)
4 10.11.11.11:3695 outside 0 0 1 Last: 10.10.10.10 (6 secs ago)

mHERE

1.

EABNELBIACL , AAKFIEEZZEASA10.11.11.11)RAZ E ERRIPBHTCPERS :

access-1list outside_in extended line 1 permit tcp any host 10.11.11.11
access-group outside_in in interface outside

N ATERERERIBHMEENKEEP  SAANEBBASANTE.

NMREBRARFERLEIFEFE  EBCEETHEBENERER , FEASALEE—BER

ARPIRE , MEBRERERAIBNEIZZE :

arp inside 10.11.11.11 dead.dead.dead

N orE o hEEAREEENEETHARBN —

. #EASA(10.10.10.10)7hEBHY T B2 & BR48 | fE FAnmap¥y B (A IR L H S {E1E/TTCP SYNIR

1 -

nmap -sS -T5 -p1-65535 -Pn 10.11.11.11

N B TSRErmap U BETRE. BENEEPCHER ST R B LERE
%, IRBEERER AERELEEEINRBNCRERE, EOEARIFBRIEE
BOE  EARERISHRERRE  BREEENM,

AR, MAREHEE  REREBENP , TERAREE



%ASA-1-733100: [ Scanning] drop rate-1 exceeded. Current burst rate is 17 per second,
max configured rate is 10; Current average rate is 0 per second,
max configured rate is 5; Cumulative total count is 404
%ASA-4-733101: Host 10.10.10.10 1is attacking. Current burst rate is 17 per second,
max configured rate is 10; Current average rate is 0 per second,
max configured rate is 5; Cumulative total count is 700
%ASA-4-733102: Threat-detection adds host 10.10.10.10 to shun Tist
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/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/protect_threat.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/protect_threat.html
/content/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H.html
/content/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H.html
/content/en/us/td/docs/security/asa/syslog/b_syslog.html
/content/en/us/td/docs/security/asa/syslog/b_syslog.html
/content/en/us/td/docs/security/asa/syslog/b_syslog.html
/content/en/us/td/docs/security/asa/syslog/b_syslog.html
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