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ERE R RADIUSA RS IZEWN BB EEANER

B ABL ERADIUSAIfRAR A E B P RER RS BABETHE L RENFHEFTERE. ERHEE
AR TEAEREEIEESP RFFNERE,

E 18 # F Cisco Secure Access Control Server (ACS)ASEFEAEREEENHBIEER , AT FE
SEEERKENERMNG L. BB NHHBFEIIGEMCisco Secure ACSHFFHHER , 8



R ASRADIUSRI IR ES B B A&
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MREREER,

2. MBRACSHKESEERERERERN T THIP ACL , AIACSEEIXIEEMBRACLMGA
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A THIP ACLEERESEMEHAERMERZEFHEMRADIUS Cisco-av-pairBH[26/9/1]H X EACLEY
B, BALUBRIY BT TRIPACL—R , AEHGE , RAEEA T THIP ACLY B EMRERE
ERXR (WNRSIAEER ), BAREREREREERADIUS Cisco-av-pairBHAELL |, kA ZEZEER
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FEACS WebTHIF#I AACLE RN , FAEABERFHEBIKE ; EFAEHMSE , FALEER
A THEIP ACLWAAAT FinfE R EACLG TR ENER. BHEACSHEANACLERE S — R
ZIRACLES . BEACLRTHAANURERBNITL,

HEACSH , BANERZEA TRIP ACLYEFRFNREREREP LA, RIFAccess Service
Authorization#R BI PV IR#HF , BB E A THIP ACLH AR RERE EEREEITENAAAT
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Lo, RSB EACLARE T THIP ACLRMIERF . ACSTERTERRFAMBEACLAR , W FHK
FNE—EACLAR, REIEFE , IREEEEZEANACLARREBTEFNERSME , BT
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LTRZEBATHRIP ACLKCiscot B R
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o BATIOSHRA12.3(8) T EMMRAHN BERIKE
LT RUHAFEACLERAE P AASA ACLI AR R

55.255 host 10.158.9.1

permit ip 10.153.0. 0.2
0. 255 255 10.158.10.0 0.0.0.255
9.1.2

00.
permit ip 10.154.0.0 O.
permit 0 any host 10.15
deny ip 10.155.10.0 0.0.0. 255 10.159.2.0 0.0.0.255 1og
permit TCP any host 10.160.0.1 eq 80 Tog
permit TCP any host 10.160.0.2 eq 23 Tog
permit TCP any host 10.160.0.3 range 20 30
permit 6 any host HOSTNAME1
permit UDP any host HOSTNAME2 neq 53
deny 17 any host HOSTNAME3 Tt 137 Tog
deny 17 any host HOSTNAME4 gt 138
deny ICMP any 10.161.0.0 0.0.255.255 Tog
permit TCP any host HOSTNAME5 neq 80

nX)E
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ACS-RADIUS
Sarver

192.168.26.51/24

Server 2 =1
10.1.1.3724 5
g E0SD - DMZ

192.168.26.13
10.1.1.1/24
g_ / Eammmy

s it E0Mnside ASA E0/2-Outside
10.1.1.2/24 IT206.1.1/25

Clsco VPN
Chignt

EE  MEERFERANIPHEILLS EEInternet L EE S ERE, S EEERZTRERFFEAN
RFC 191831t ,

R EIRIKTFEVVPN (IPsec)
ASDMi& g
SERAT S BUR ERE%HEVPN :

1. £ EE O Hi&EFEWizards > VPN Wizards > IPsec(IKEv1) Remote Access VPN Wizard,



ﬁ Ciscn ASDM B4 lor ASA - 192, 168.26.13

Fle ¥iew Tools | Wizards [|'Window Help Leak
@ m:ﬁ%fu Startup Wizard... .‘l ﬂm L...}F ward | 'ﬁ:' HEbl
e |t wiards | P Sketo-ske VPN Wizard... E——
i > Tm-m:d High Svailabilty ard Scalabilty Wizard, ., BryCannect VPN Wizard, . |
§ — || Liniied Communication Wizerd... Clientless S5 VPN Wizard. ., | S—
=4 ﬁ i it [ Troec 0Evi) Fgrote Accors Wi wiaard.] |
& P e B = s e
: dinz 1592, 163,26, 13124
i inside 10.1.1.1/24
bl SHO IO D E outside 172.16.1. 1124
ASOM Varson: BA(T) Derdce Type:  ASA 5510 o i
Firesmall Mode: Routed Context Mode: Single
Totd Flask: 64 MB Tokal Memaory: 256 MB

Sedect an interface to view input and oukput

2. BIBFEFEEEVPN Tunnel Interface(FEARRHIH AOutside) , I HER 21 F Enable inbound

IPsec sessions to bypass interface access lists 3532 #Y E&RE 5 1.,

= ¥PM Wizard
VPN Wizard

iPsec IKEv1 Remote Access Wizard (Step 1 of ..)

WM Remole Accoss

Ramote Accass ’i

Lise this wizard to configure new new IPsec (IKEYV1) remobe access YO tunnels, & tunne! established
by calis from remobe usars such as telecammubers is called remobe access bunnel,
This wizard crestes basic bunne! configurations that vou can edit later using the A5DM.

Local ? — |
P L

Tzl

VN Tunnel Inberface; |ENEIES ~ |

authorization sccess lisks sbll apply bo the traffic,

F Enable inbound IPsec sessions to bypass mkerface access lists, Group pobicy and per-ussr

Maxk = | Fineh | Cancel | Helo |

1

3. & VPN Client TypefEA&Cisco VPN Client Release 3.x or higher, # "Nexty ( T—% ),



& ¥PN Wizard EEain x|

SLFE=emmm ey TT e

VPN Wizard Remobe Access Client {Step 2 ol ...)

Remote sccess users of various types can open YPN Eunnels bo this ASA, Seleck the bvpe of
WP client fior Hhis tunnel.

VPN Client Type:

or other Easy YPN Remobe product

7 Microsoft Windows dient using LZTP over IPsec

Spedfy the PPP suthentication pratucol, IF & probeced & rak
specied on the remota dient, do ot speciy it

[T raF - ¥ HaF W WsaaHarsl T MscHeRve: [T ERR-PROEY

Specify i Ehe cient will send tunns! group name & - uermansliunnsigroup

[T | Cherit vl seed bl mroup fiame as Gesrmameatrnsigroos

If presshared suthentication is qmed with this option then Defaulracreu’s
pre-shared kay &< ppp authenticabion s -aso modfed.

<Back | Mext Fren | caneel | Hel |

4. i##Authentication Method W IRt S ERFEE . WEFRANEHRESF LAELASR, 3
AN BERENZEARREHBEHESRE., LEFANTELRAS®Rcisco123 , LLEFANRRE
#H B MRECisco-Tunnel, ¥ "Nexts (F—% ),



B= ¥PN Wizard ;
VPN Wizard ¥PN Client Authentication Method and Tunnel Group Name (Step 3 of ...}

The ASA allows you bd group remote access tunnel Lsers based on common connection paramebers

and dient attribates configured in the subsequent screens. Configure suthentication method and
tunirel group For this remobe conrection. Lss the same bunned group nane For the device and the

remate chent,
Authentication Methad
¥ Pre-shared key
Pre-shared Kew:  foecolz3
= Cestificate

Certificate Signing Algorithm:  rsa-sig
Certificate Mame: | ;l

i~ Challenge/response suthentication (CRACK)

~Tunnel Group
Tunnel Group Mame: Fimn.!unnal

<Back um L B

5. ZEEREmAFEAEENERRONTAAAFREERIBRFEAE. HERMEE
Authenticate using an AAA server group. #&—T "AAA Server Group Name H{EHY
New , SAMEZ I FHAAARIBREFHE BB,




= ¥PN Wizard o _;,,;I
VPN Wizard Chient Authentication (Step 4 of ..}

To guthenticabe remobe users using local device user database, select the First option below.
You can creabe user accounks in the ek step.

To use external 64 servers instead, selact the sacond option. You can salact an ecdsbing Ad
seryer group or areate a new one using the Mew botton below,

To manage all other 434 settings, go bo Configurstion = Device Management > UsersiAAS in
the maim S50 window.

™ Authenticate using the local uses database

| & Acthenticabe using an AAA server group |

A48 Server Group Mame:; | ;I

{Ba:hl et > | ity | Cancel | Help |
L'

6. EFTRHVAEEZ A ERAAKFEEE. FORIIHE, MAKR[PHL, NEBBNERESE
IR, ARE—TOK,



E: MNew Authentication Server Group

Create a new-autheﬁth;ati::nn_ser\f_er_gmup containing one ,E[thh_entlcatiiznn server,
To add more servers to the group or change other AAA server settings, go to
Configuration = Device Managemerk = Llsars',l'.ﬁ.iﬁ..é. = B4 Server Groups,
server Group Name: AiZ55

Authentication Protocol; RADILS ;

Server IP Address: 192.165.26.51

Interface: driz hd

Server Secret Key: R

Confirrm Server Secrek Key: R

ok I\ Cancel Help

7.8 "Nexty (T—%),




---------

i ¥PN Wizard

VPN Wizard Client Authentication {(Step 4 of ..}

To authenticabe remobe users using local device user database, select the First option befow.
You can creabe user accoonks in thie ek step.

To use external 64 seevers instead, selact the second aption. You cam salact an ecdsbing A,
server group or areate a new one using the Mew button below,

To manage all other AAA settings, go bo Configurstion = Device Management > LsersiAAS in
the mam 450 window.

™ Authenticate using the local uses database

(v Authanticabe using an A&R server group

A.848 Server Group Mame: |ﬂ-t*5-5

< Back » |"|||.-'.'|| Cancel | Hebl

8. ERHEERVPNE FInERIFEBES R ELE iR ARibith it 8 — TNewb B —1{@
Y 2 1t 3t 315



% ¥PN Wizard

VPN Wizard Address Pool  {Step S of 10)

Enter & pool of local addresses ko be used For assigning dynamic IP addresses bo remote VPN

clients.

Tunel Group Mame Cisco-Tunnel

Pool Mame: _ EI @ |

[Pool Settigs
' Range Start Address:

Range End Address:

Subret Maski

*:B-m:h] Met > | ity | Cance| | Help |

9. #EAdd IP Pool A th |, BB, RIAIPHLE, RERIPHLF FHAER, B—T "OKy

(FEE ) o

i Add IP Pool

Mare: iSampIe-F‘nnI

Starting IP Address: [10.2.2.1

Ending IP Address:  |10.2,2,254

Subnet Mask: 255,255,255, 0 >

| ﬂ‘(\ I Cancel | Help

10. R TALEE HEEPool Name , REIE— TNexto ARFINBLEBRESRIOFETH

Sample-Pool,




B& ¥PN Wizard . X
VPN Wirard Address Poal  {Step 5 of 10)

Enter & pool of local addresses ba be used For assigning dynamic TP addresses to remote VPN
clignts,

Turnel Group Mame Tisco-Turnel
e O] e
-Pool Settings
Range Start Address: 10.2.2:1
Reange End Address: 1022754
Subnek Mask: £95.255,2595.0

< Back | um:-J fren | caneel | Heb |

11. A& : IBEEHEIERVPNE FicfIDNSHMWINSRARZRE A AR FAREE .



& ¥PN Wizard

VPN Wizard Attributes Pushed to Chent (Optional} {Step 6 of 10}

Tunmel Group: tkpﬂ-Tl.l‘l‘d-l

Attributes you configure belvw are pushed to the WPR clisnt when the chent connects o the
ASA. IF you do not want an attribute pushed to the dlient, leave the coresponding Field Blank,

Primary DNS Server:

Secondary DNG Server!

Primary WINS Server:

Sevondary WINS Server!

Defaul Domen Mafme: Cisco, Com

it | Cancel | Help |

< Back I'hxtra

12. IEE ML A ZP =M R FEMIRIHVPNEA B B ( WRE ) o FEExempt Networks iz 12

HAEBBENERRIOMEE | REE—TNexto

MRAMIEEERZ |, A AFFERVPNGERAEHBASAK B A AR

BTN ELEOPRASERE, 2EREENFREABENEERNERNRE , WE
B ZREBEITPRE B R HB EEInternetI R IMEFH B, MRRBADEIREE , BIK
BiEiwmVPNER & WA ERRSZBREEMIIASA. RIFENEE , ESHAAREHETMN

R,



& ¥PN Wizard e x|

VPN Wizard IPsec Settings (Dptional) (Step 7ol 10)

Metwork Address Translation (NAT) is used ta bide the inbernal netvork Fram oubside users. You can
ke exceptions bo NAT bo expose the entire or part of the internal nebwork bo authenticated remate
users prokectad by VPN,

To exposs Hhe entire netwaork behind the most secure interface bo remote VPN users without MAT,
leave the Exempt Metworks Field blank.

Inkerface: |h—rd= ;l
Exempk Networks: [10.1.1.0/24 -}

I Enabls spit bunneling bo let remots users have smultansous encrypbed access ta the resources
defined above, and unenorypted access bo the intemet. :

[T Enable Perfect Forwarding Secrecy (PFS)

Ditfee-HeElmian Groos) |l - I
< Back umﬂ Finet | Cancel | Helo |

13. kR ER R EERRINBERE, MRAHBERIWE , FE— TFinish.

3




& ¥PN Wizard
VPN Wizard

Sumimary [Step ol 10}
Yous have oreated a FRemobe Access YPN bunned with the Following attributes:

WP Tunnel Inberface: outside

Psec authentication uses pre—shared key: ascol23

Tunnel Group Mame:  EEco-Tunnel

Crefault Group Policy: Cisco-Tunnel

User suthentication usng authentication server group: BCSS

Mew authentication server groups) authentication servers: 8C55 [ 192, 168.26.51

Pool of TP addresses For WPN dients: Sample-Pool
(10.2.2.1 - 10.2.2.254)

Primary DNS: 10.1,1.254

Drefaull Domain Name: cisco.com

Iriterrial petiork elements exposed to remote VPN Users without NAT:
10.1.1.0024

Split tunneling: disabled

Perfect Forward Secrecy (PFS): disabled

<Back | Mexk =

fEFCLIELEASA

LTFRCLIEE :

<ffroot>

ASA#

sh run

ASA Version 8.4(3)
|

hostnhame ciscoasa

names
|

nameif dmz

interface Ethernet0/0

I--- Specify the hostname for the Security Appliance.

enable password y.tvDXf6yFbMTAdD encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

!--- Configure the outside and inside interfaces.




security-level 50

ip address 192.168.26.13 255.255.255.0
!

interface Ethernet0/1

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0
!

interface Ethernet0/2

nameif outside

security-level 0

ip address 172.16.1.1 255.255.255.0
!

I-—- Qutput is suppressed.

boot system disk0:/asa843-k8.bin
ftp mode passive

object network NETWORK_OBJ_10.1.1.0_24
subnet 10.1.1.0 255.255.255.0
object network NETWORK_OBJ_10.2.2.0_24
subnet 10.2.2.0 255.255.255.0

access-1list OUTIN extended permit icmp any any

I--- This is the Access-List whose name will be sent by !--- RADIUS Server(ACS) in the Filter-ID attri

access-list new extended permt ip any host 10.1.1.2
access-list new extended deny ip any any

pager lines 24

Togging enable

Togging asdm informational
mtu inside 1500

mtu outside 1500

mtu dmz 1500

ip local pool Sanple-Pool 10.2.2.1-10.2.2.254 mask 255.255.255.0

no failover
icmp unreachable rate-limit 1 burst-size 1

I--- Specify the location of the ASDM image for ASA !--- to fetch the image for ASDM access.
asdm image diskO:/asdm-647.bin

no asdm history enable

arp timeout 14400

!I--- Specify the NAT from internal network to the Sample-Pool.

nat (inside,outside) source static

NETWORK_OBJ_10.1.1.0_24 NETWORK_OBJ_10.1.
NETWORK_OBJ_10.2.2.0_24 NETWORK_OBJ_10.2.

4 destination static

1.0_2
2.0_24




no-proxy-arp route-T1ookup

access-group OUTIN in interface outside

I--- Create the AAA server group "ACS5" and specify the protocol as RADIUS. !--- Specify the ACS 5.x s

aaa-server ACS5 protocol radius
aaa-server ACS5 (dnz) host 192.168. 26.51
timeout 5

key *k Kk k%

aaa authentication http console LOCAL
http server enable 2003
http 0.0.0.0 0.0.0.0 inside

!-—- PHASE 2 CONFIGURATION ---! !--- The encryption & hashing types for Phase 2 are defined here. We a

crypto ipsec ikevl transformset ESP-AES-256- MD5 esp-aes-256 esp-nmd5- hnac
crypto ipsec ikevl transform set ESP-DES-SHA esp-des esp-sha- hnmac

crypto ipsec ikevl transformset ESP-3DES-SHA esp-3des esp-sha-hmac
crypto ipsec ikevl transform set ESP-DES-MD5 esp-des esp-nmd5- hhnac

crypto ipsec ikevl transformset ESP-AES-192-MD5 esp-aes-192 esp-nmd5- hnac
crypto ipsec ikevl transform set ESP-3DES-MD5 esp-3des esp-nmd5-hmac
crypto ipsec ikevl transformset ESP-AES-256- SHA esp- aes-256 esp-sha- hnac
crypto ipsec ikevl transformset ESP-AES-128-SHA esp-aes esp-sha-hmac
crypto ipsec ikevl transformset ESP-AES-192- SHA esp-aes-192 esp-sha- hnac
crypto ipsec ikevl transformset ESP-AES-128-MD5 esp-aes esp-nmd5- hmac

!I--- Defines a dynamic crypto map with !--- the specified transform-sets created earlier. We are speci

l--- transform-sets.

crypto dynami c-map SYSTEM DEFAULT_CRYPTO MAP 65535 set ikevl transformset
ESP- AES- 128- SHA ESP- AES- 128- MD5

ESP- AES- 192- SHA ESP- AES- 192- MD5 ESP- AES- 256- SHA ESP- AES- 256- MD5 ESP- 3DES- SHA
ESP- 3DES- MD5 ESP- DES- SHA ESP- DES- MD5

I--- Binds the dynamic map to the IPsec/ISAKMP process.

crypto map outside_nmap 65535 ipsec-isaknp dynanmi ¢ SYSTEM DEFAULT_CRYPTO _NAP

I--- Specifies the interface to be used with !--- the settings defined in this configuration.

crypto map outside_nmap interface outside




!--- PHASE 1 CONFIGURATION ---! !--- This configuration uses ISAKMP policies defined with all the perm

crypto ikevl enabl e outside

crypto ikevl policy 10
aut henti cation crack
encrypti on aes- 256
hash sha

group 2

lifetime 86400

crypto ikevl policy 20
authentication rsa-sig
encrypti on aes- 256
hash sha

group 2

lifetime 86400

crypto ikevl policy 30
aut hentication pre-share
encrypti on aes- 256

hash sha

group 2

lifetime 86400

crypto ikevl policy 40
aut henti cation crack
encryption aes-192
hash sha

group 2

lifetinme 86400

crypto ikevl policy 50
aut hentication rsa-sig
encryption aes-192
hash sha

group 2

lifetime 86400

crypto ikevl policy 60
aut hentication pre-share
encryption aes-192

hash sha

group 2

lifetime 86400

crypto ikevl policy 70
aut henti cati on crack
encryption aes

hash sha

group 2

lifetinme 86400

crypto ikevl policy 80
authentication rsa-sig
encryption aes

hash sha

group 2

lifetime 86400

crypto ikevl policy 90




aut henti cation pre-share
encryption aes

hash sha

group 2

lifetinme 86400

crypto ikevl policy 100
aut henti cation crack
encryption 3des

hash sha

group 2

lifetine 86400

crypto ikevl policy 110
aut hentication rsa-sig
encryption 3des

hash sha

group 2

lifetinme 86400

crypto ikevl policy 120
aut henti cation pre-share
encryption 3des

hash sha

group 2

lifetinme 86400

crypto ikevl policy 130
aut henti cation crack
encryption des

hash sha

group 2

lifetine 86400

crypto ikevl policy 140
aut hentication rsa-sig
encryption des

hash sha

group 2

lifetinme 86400

crypto ikevl policy 150
aut henti cation pre-share
encryption des

hash sha

group 2

lifetinme 86400

webvpn

group-policy Cisco-Tunnel internal

group-policy Cisco-Tunnel attributes

vpn-tunnel-protocol ikevl

default-domain value cisco.com

username admin password CdOTKv3uhDhHIw3A encrypted privilege 15

!--- Associate the vpnclient pool to the tunnel group using the address pool. !--- Associate the AAA s

tunnel-group Cisco-Tunnel type remote-access

tunnel -group Ci sco-Tunnel general -attributes




addr ess- pool Sanpl e- Pool
aut henti cati on-server-group ACS5

default-group-policy Cisco-Tunnel

!--- Enter the pre-shared-key to configure the authentication method.

tunnel -group Ci sco-Tunnel ipsec-attributes
i kevl pre-shared-key *****

prompt hostname context
Cryptochecksum:e0725ca9ccc28af488ded9ee36b7822d
: end

ASA#

HEAERZEER FHACLRACS

B L A& Cisco Secure ACS 5.xEMI A THI B BEREAT AT THEER , ARBE B IAEE
Access-ServiceiR BINFE R o P RIEFNREREER.

HEARHIF |, IPsec VPNEER#E Tciscos MINETT T H135E , RADIUSARRELZLREFIAT
—O A TRFEBE., EAF "ciscos REEFI10.1.1.2A k=R , BEBABHEMN T, ERFE
ACL , F2HER A E A E/ME M A THACLERS .

E1£Cisco Secure ACS 5.xH L ERADIUSEFi% , AT HER :

1. iEZ#ENetwork Resources > Network Devices and AAA Clients , A% 3 — T Create A f£
RADIUSfAl fR2s E R EH AASAE KB .

v g By Workspace Immwk Rezowrces = Metwork Devices and AAS, I:lem!]
- :‘::;'I I
v MNetwork Device Groupgs
Lacation Filter: | =] atchir | - i | -
Dieyice Type
E vee TR ] T MHame = [P Address Descriphion HDGLocation MDGDawica Type
Default Mehsark Device T Mo datato display

Eutarmal Prosy Barvars

Creats | [riplicate | it | elsin | Fite Ciperations | Eupaort I
]

2. BASAE A K ith B A B(FEAR TR Bsample-asa) , RETEIP addressl iz R A
192.168.26.13, EIBIEHPRADIUSEE S # £ Authentication Options&B% FiZ#ZERADIUS |, I
1£Shared Secreti{ F #i A cisco123, 3% — T Submit,



o Hame: Iurﬁn-ar:n
| Descipton|
| Mirlwork Desice Groups
g |Locatien [ Locatioers M|
| |Ela'n:n1'g'pu Al Dewic e Types wl
: i ! L
; & GingelPAddmes P RangeiskByMask T P Rangels = TACACS.
A TR RE Shared Sacree Emow |
™ gingte Conneel Deses
= Lagacy TACAC S Single Conneel Suppon
" TACACE Drafl Coenpllant Single Connatt Suppart
- EADIRS
© Ghared Becret feesasses  dhow |
T Enable Kesttkenn |
KeyEnertion ke [
Weseape Aubenicaior Coce ke[
KayputFormat © ASCE 7 HERADECIMAL
8 = Auguiesd Meids

3. ASAE FX T I EIRADIUS A iR 28 (ACS) & B,

= Gl ~

| matchi |

[T Name a IPAddress Description NDG:Location NDG:Device Type
. [l- sample-asa 192.168.26.13732 All Locations  All Device Types

File Operaions | Export |

oreate | Duplicate | Edit | Deiete | |

4. i##ZUsers and Identity Stores > Internal Identity Stores > Users , A% % — T Create AMETE
ACSHI A EREHRAVPNEMMRBEEL —BFERE,



L W Wodapace. g e e e et ey B o |
~nmm s

Filter: | =] matchit | =zl Galw

I© Balus Lkser Hams a Idaniily Group Descriplion
7 Mo datsto display

Groafg N Dupicste | £t | Detete | | Gharge Password | | _File Operations | _Export |

5. B A fEF & B Mcisco, ##EInternal UsersfEBO SRR , KREWAOS(EARAGHE
cisco123), MFRAT , A& IE— T Submit,

| o rar [tisea JEnatea =] &

| Deseipion: |
o Ide ity Onoug: 81 Groups Esluet |
Parswnnd information Fruatoba Prasiswade o o inanion

Pazswond musl Pagewnm must
= Conlain 4 < 37 charackrs & CoraEn 4 - 32 chaachars

% Password Tepe: [irtamal Uzars | Enabis Pagsweey: |
% Passward [ Confmny
1. Pasgwom; I
& Confrm Password: [rwrrnnes
™ Change paesward on nest iogis

WS WorTaton
Trere are no addtkenal idenity atirbutes defired for user records

@ = Faquired fipids

o T

=] matchir | = [Go|w

[~ Stalus User Name a  |dentity Group Descrigtion
| o tisca All Groups

Create | DJ-I:IIIm‘Ea' Edit | _velets | | _Change Password || File Operations | Expert |

7. BE T NHACL , Ei2#ZPolicy Elements > Authorization and Permissions > Named
Permission Objects > Downloadable ACLs , % #&— T Create,



| T Name a Description
Mo data to display

|| ©@ Mame:  [gample-DACL
| Description: I

pearnit |p any host10.1.1.2
diy iy any and

8 = Riquired fields

9. Al FHACL Sample-DACLE R IhE I,

Fiter. | = wste it | H B~
I Hane a  [Descrplion
_Graale | _Copate | _Ean | Delets | | _Fdl Opersbana | _Esport | 8 Y IS |

10. EAVPNE DB BEEFREIKR |, 551812 Access Policies > Access Services > Service
Selection Rules , A& EEBEREATSRADIUSTHE., EARGIF , HAMCERADIUS , T
Default Network Access#&im ERADIUSEE K.



P o e

55 e S oes + Gercs Secton s

Fiter: [Eatus =) Wakhit[Equals =] [Enabind =] [iEarE] Vel -

CondRions Flosuts
I Salus  Mame Puriazol Hit Courk
C » ealch Radiss Diefaul Network Acess | 0

1
2 I - maalch Tacacs Crefaul Dewce Admin 0

= [ Dofsit Hnomkes deined or no enabled ule matches.,  Derpiccess

evits_I-| Dupteaie, -] _Eol | Owwn | - | wemin | |

1. BELSBR10FREMAccess Service, AF|ARFERNRTERMERFRE, #iZEAllowed
ProtocolsE % , W R 2i&ZE Allow PAP/ASCIIF1Allow MS-CHAPV2, 1&— T Submit,



O ‘_ I. Il -r r _hl ." s Y e
2 .7..:7:_._...)% :H‘J‘n-t"’ﬂ-i-n-r&l'###-ﬁn.' 4 r'*.gn";..*"m‘a‘fe‘{'f ﬂﬁﬁj*@ﬂ-ﬁ s

| | ¥ Pracess Host Lookup
| | [Authentication Protocols
b ¥ allow PAPASCI

kI Allow CHAP

b 1T Allow M3-CHAPY

b ¥ Allow MS-CHAPYE

P I Allow EAP-MDS
P ¥ allow EAP-TLS
b I Allow LEAP
b ¥ allow PEAP

b ¥ Allow EAP-FAST

[ Preferred EAP protocal

12. ¥ — T Access ServicesildentityFf 5 , IR 2EZFInternal UserstE A ldentity Source, £
g, RMIRATRRBEIE.



B Access Policies

l:

13. i##2Access Policies > Access Services > Default Network Access > Authorization , A% &
— T Customize,

Fibsr [ Stanss 2l Wakhir [Eaale =] [Enabka =] [ESsifie | eel] ~

Coraiitiiers: asuRs
MCAE Lotalisn Tiene And Ciadn Shirization Peofles

[ Selus  Hame Hit Count

Wo dala lo dsplay

14. #%System : UserNameftAvailable 5l # FSelected?l , A& IE— T OK,



Mozilla Fire

f_';
P

fox

192,165,265

1 | https:i192:168,26.51 {acsadminPolicyInputacton, do

[avallable: |

Customize Conditions

ACE HostMame
Authentication Method
Authentication Status
Compound Condition
Device Filter

Device |P Address

Cevice Port Filter

Eap Authentication Method
Eap Tunnel Building Method
End Station Filter

Selected:
[} MDG: Location
soystern:LiserMame A
= | ldentity Group =
< A
_._-.lq; pu—
| W
<< X

ok | cancel |

15. 32— T Create A M R 8l

T e A R R T - |

Stancdard oy Cuctptun Policy

Filler [ Statuz

© Sl MNars

Hiz dafaio display

=] wakenit [Equais =] [Enatied =] I

Comilions
WO Location  SysterUsaddames

T Dedauli ' r ules defred orno enabled role makches

, | Bt ] e | ¢ | o

Eawn Changas | Diseand Chamges |

Cusrs | Hircoun |

16. BE{REH System : UserName35 2 EREU G H , ft TRLRE R EFequals , ARMAERER

F&ciscoo




Cisco Secure ACS - MozillaFirefoxe ™~ 0 _ R :-'.Ej
LN CL iyt e W T [T _J may e, - =

6.51 | https: | 1192: 166, 26,51 | acsadmnfPalicy Inpar Acton, o

d | i192.168.2

General
Name: [Rule-2 Status: | Enabled | @

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use n policy rules.

Conditions

™ NDG:Location:  |-ANY

k¥ Efslam:UsarMamB:W—l
I Identity Group:  |-ANY

Resulls
#fthorization Profiles:

‘o may select multiple authonzation profiles. Atinbutes
defined in multipla proflles will use the walua from the first
profile defined,

ELEE

getect | Deseisct |

oK | cancel | Help |

17. B—T &,




Cisco Secure ACS - Mozilla Firefox

= T T
3 192.168.26.51 | httpsf192:068,26.51 facsadmny Policy Irpat Action, 40

e o

e e

General
Name: [Rule-2 Status: | Enabled | @
The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use In policy rules.
Conditions
™ NDGLocation:  |-ANY
W systernUsarName: | equals jltiﬁtnl
™ gentity Group: |-An
Resills

#thorization Profiles:

‘o may select multiple authonzation profiles. Atinbutes
defined in multipla proflles will use the valua from the first
profile defined,

IE IElE 18

'Halamf Deselac] |
D—

oK | cancel | Help |

18. #— T Create A B I HWRER EE R,




e =
{1192, 068,296,510  hitps:||192; 168,26, 51 | acsadmindHatworkis cessl PInpub Action, da

50 = Ga

Filter vi Match i | -l Cip I -
[T Hame « Descripion

I Dermiteess

[T PemnitAccess

puplcate | Ean | Daete | S rage[ var ]

19. BAuthorization Profilef2t — BB . LLRHI+ £ HSample-Profile,

Cieco Secure ACS - Mozills Firefox

—

192, 168,25
0

{= Name: |5ample-Frofile| |
Description; |
& = Required felgs

p—

Fais

L

e

S1 0 hetpss 192 168,25.51 facsadmindhiatvweorkfc cessl P Inpukiction, da

T A

submit | cCancel |




20. i#ECommon TasksEE , A& Downloadable ACL NameHy T $7i% & fhi# 2 Static, &
value T HLE E RiEEHZE L ADACL (Sample -DACL),

Ciern Secure ACS - Moezilla Firefos

= B T Rl o e L

1192, 16826.51 | hetps:f(192; 168, 26,51 acsadmindhie tworkacoeesl PlnputAction, de
o u T S

| ®

_ RADILS Atributes
| |
Elnadable ACL Mame; E Blalic "'I ¥ Value [ Eirﬂr:llie-l:m"ulﬂE :I '
FifleriD ACL: [Notmuze =) '
Proy ACL: [NatinUze =]
Wioice VLAN i
Permission to Join: Im :
v
VLAM D ame: W
Reauthentication Tirmer [W :
Maintain Conneciivity suring i
Reauthentication [
Q0s i

Inpud Policy Map: [ Wit in Uise ""'I
Oulput Policy Wag Notin Use =] é

202, 1%-REY -

LinkBe¢ Security Policy f Mot in Lise -I

URIL Redirect BB |

When a URL ks defined for Redirect an ACL must also be defined |

URL for Redirect [ Mot in Lise 'l | ﬂ
| ot |

submit | Cancel |

21. #£— T Submit.



o Secure ACS - Mocilla Firefos
i s : it - . .
(D651 | hetpes: | 192 168,26, 51 f acsadmingha tvwor ki cessL P Irpuk Action, da

Cieza68

|-General,|| Comuman Tasks || RADIUS Atttbutes |

ACLS

Downloadable ACL Name: [ Static | @ vaiue [Sample-DACL =

FMleriD AGL: [hotinuse =]

Prowy ACL: [emtze 5

Woice VLAN

Permission to Join: I Mot in Uze '-'I

WLAN

VLAM IDiame: Im

Reauthentication

Reauthertication Timer  [Notin Use ¥

Maintain Connectivity during

Reauthentication:

QoS

Input Policy Map: [Metmise =

Culpul Policy Mag | Mol in Lise *I

202 1X-REY

LinkSec Securily Policy: | Rt in Llgg ""l

LIFL Refirect

When 3 URL is dedfined for Redirect an ACL must also be defined

URL for Redirect Im
o =

Wmn!

22. H{REFR Sample-Profile ( fTEVHWREREER ) ZSBHHRIAGH , ARIE—TOK,

Creco Secure ACS - Mozills Firefox

{1192, 068.26.51 | hekps: /|19 168,26, 51 acsadmindHatworkhs cessl Plnpuk Action, da

'.L.
Filter, 'ri Match it I i'l el I -
I; Harne = Descriplion

I Demdccess
I PermitAccess

create | Duplicate | Eoit | Detete | 0l el page] ™ 1oty e el
Ok |_cancel | _tisip |

23. BRF FE£ Authorization Profiles#i{i 212 7 #1 & I By Sample-Profile® , #&— T OK.,



Cisco Secure ACS - Mozilla Firelox

SRS b R, A e . B L. TR RN Lt TSCNRIR R T O ST

L3

192.168.26.51 | https:j{192:166.26.51  acsadmin/Policy EnparAchon 4o

General
Name: [Rule-2 Status: | Enabled | @

@ The Customize buttan in the lower right area of the pollcy rules screen controls which
policy conditions and results are avallable here for use n policy niles

Conditions
™ NDG:Location:  [-ANY

ke System:LisarMame: | Bquals b "tiStn |

™ \dentity Group: -ANY-

Resulls

o may select multiple authonzation profiles. Atinbutes
defined in multipla profiles will use the walue from the frst
profile defined,

[ getect | Desetent |

e

24. B 2B B EHSystem : UserName equals ciscoff#F FSample-Profile 2 3 ##7 Bl (Rule-

2)0

Help

# — T Save Changes. BERIIEI KR AI2,

ArcEry Fohcier ® Socear Targows B Delm o Lebemre Acrarr o Sadnonamhon

Sandard Pulicy]

[z

1o mmde i DT

s b s peameR R mN A AEn e s s s

Fiter | Slaas x| matcn it [Euale  ®| [Erabled =] CRSFHM | oo | =

r Smus  Name EEna— A Hit ot
HOG Lotabon  SysfemcUseriame [dendly Group  Aulonzation Frofiles:

I 1

I W  Rulga -ANT aquaks fsto ANT fiaenpis- 2 e | [

™ Bsfaul W i ruke-s delnaid oF fd Bnabiad nile matehas. Permif AL oess a

Graatn, =] Ecpticate (=] Eon | Gene | ] woewe |0 ] Customize | Htcomt |

Smchan Digcard Changes I

AR A FRACLELEACS

ZRABRARBEAGEHEN T THACLEBACS S E1E12 , REMITUTHE | £Cisco




Secure ACSH A#HELE A T&HACL,

FEARTRBIH | IPsec VPNfERA#E Mciscos B Sample-Groups

RBIEERE Tciscos ERMETEMDERRE , RADIUSARSESELEEBEE — O FHHMEE
B, fFA%E "ciscoo REEFEN10.1.1.2/a0RET , BIEBFIBEHMMZE., ERFBACL , FSEEAR
AEHE/AE A THACLE D

1. EEfM s , #— T Users and Identity Stores > Identity Groups , %% — T Create AR 1L
¥4

» oy My WWorkspace '.Iawsmlmmh Siowes = kdaniiy Groups |

» L) Mebwork Resources

Identity Groups
:Ew'fv;n*,_ Fitter: [ =] maten if: | =] 0 g

» |niemal [dendty Stores
Uisers ™ Hame « Dascription

Hosts r All Groups Identity Group Root
* Evlarnal ldentity Stores

LOAF

Artive Diractary

RS54 SecurlD Token Semvers

RADIUE Identity Seners
Cerlificate Autharities
Cerificate Authentication Profile
Identitv Store Seauences

Cramie Duplicat | -J r] File Operations EHIH.'.IITI

2. 2 1t4H & (Sample-Group) , A% — T Submit,

Lizers and [dentity Stores = klertty Groups = Creste
General
Name:  [Sample-Groug

Description |

Farent {4l Groups Select |

isguired fislds

Suboit Cancal 1

3. i##2User Identity Stores > Internal Identity Stores > Users , RABIBIEMFEHFcisco, H—T
Edit A R fE & AVIE R B B,




el el B

F B Llssn W & [daniiy Group

] Paga[ 1 et |

There are na additional identity atributes defined for user records
CreationModification information

Data Creatad. Wed Fad 1516:32:25 IST 2012

Date Modified: Wed Feb 15 16:32.25 1ST 2012

Date Enabled: Wed Fab 151632 25 15T 2012
£ = Reyuirad fields

5. B EFHE M AFE(ENSample-Group) , AEE— T OKo



o Secure ACS - Moczilla Firefox

— - . S —
[ 1192.168.26,51 | hetps: /102, 168.26.51 acsadmin{ldercity GroupsL Enputicton, di

£ T

Filter Mﬂ:nml—;l P R

Hattie = Descripthon
= Al Groups Identiby Group Root

K] comel | | i |

6. #&#— T Submit.




Uzers and Identity Stores = Internal dertity Stares = Users = Edit "cizoo”

General
Marme: cisco Etatus:lEnahled _*_I a
Crescription:
ldentity Group: 1A Groups:Sample-Group Select i

User Information
There are no additional identity attributes defined for user records

Creation/Modification Information
Date Created; Wed Feb 15 16:32:25 [ST 201 2
Date Modified; Wed Feb 15 16:32:25 ST 2012
Date Enabled: Wed Feb 14 16:32:24 15T 2012
W = Required fislda

SUb Cancel

7. 1Z3#EAccess Policies > Access Services > Default Network Access > Authorization , A& &
— TR Create A FH A,

[m;mm- Aoy Savices = Dl Bebwork Arcses = pum]
Standard Policy] Cauumtiog Policy
Metwark Access Rithoicstion Policy
Fikar | Statss =iwatn v [Equais x| [Enatled =] [EleaiFie | oo | -
T Sialus MHama - i HA Coum

HOGLocaion Gwsiemipamars  dendly Groop  Authorizeon Profies
Mo data %o display

- sy f W v npl g delieesd 0 np enabied nulp rosbceey Parmit tceas 0

Crapta.. =] Cunticate. [#| Edi | owiem | ] weesaie || Cusiomiza | Hi Counl

Saee Changes | Discand Changes |

8. fE{RiEH Identity Group35i8 W EREN T 8] , R&EIE— T Select,



ozilla Firefox

Cisco Secure ACS - M

{1 192.168.26.51 | https:1192: 1682651 scsadmin/Poley InputAction &0

Name: |Rule-1 Status: | Enabled x| @

The Customize buttan in the lower right area of the pollcy rules screen controls which
policy conditions and results are avallable here for use n policy rules.

Conditions
™ NDG:Location:  [-ANY

I Systern -Usariamae: |-ANYE

©emmoow:  Tm = LER
“Results | Sefect |
Authorization Profiles:

‘o may select multiple authonzation profiles. Atinbutes
defined in multipla profiles will use the walua from the first

profile defined,

IE LS 18

Selact | Da:—:eiatil

oK | cancel | Help |

9. i##ESample-Group , A% E—TOK,




o Secure ACS - Moczilla Firefos

{1192, 1682651 | hekps: /{19 168,26, 51 | acsadmindHatward Davae G oupt PIngutAction dofcontesaDate. sxtemaFker=1denbbyGrop=1ds
=T " T -

FI machic [ = LG4

Harme a  Descripton
= Al Growps Idantity Growp Rool

3 Sanmple-Grouo

Create | Duplicate | Eoit | Detete | | Fite operations | Ewont |

] coma | e |

10. f£Authorization ProfilesZB% # |, 3 — T Select,



Cisco Secure ACS - Mozilla Firelox

= - e T ’
{3 192.168.26.51 | https://192.168.26.51 acsadmin/Pol

e "

iy rp Ao, o

General
Name: |Rule-1 Status: | Enabled | @

The Customize button in the Iower right area of the policy rules screen controls which
policy conditions and results are avallable here for use In policy nules.

Conditions
™ NDG:Location:  [-ANY:
I SystarrUseriame: |[-ANY

F identity Group: [In E"AH Groups:Sample-Group | Ealect I
Results
E#uﬂlmizaﬁun Profiles: |

‘o may select multiple authonzation profiles. Atinbutes
defined in multipla profiles will use the walua from the first
profile defined,

I IBlE 18

geteg_ | Deselent |

oK | cancel | Help |

11. B — T Create A B I FWRER EE R,




e =
{1192, 068,296,510  hitps:||192; 168,26, 51 | acsadmindHatworkis cessl PInpub Action, da

50 = Ga

Filter vi Match i | -l Cip I -
[T Hame « Descripion

I Dermiteess

[T PemnitAccess

puplcate | Ean | Daete | S rage[ var ]

12. BAuthorization Profilef2t — B &, Sample-Profile 2RO EHAN B R,

Cieco Secure ACS - Mozills Firefox

—

192, 168,25
0

{= Name: |5ample-Frofile| |
Description; |
& = Required felgs

p—

Fais

L

e

S1 0 hetpss 192 168,25.51 facsadmindhiatvweorkfc cessl P Inpukiction, da

T A

submit | cCancel |




13. iZ#Common Tasks B , A& Downloadable ACL Namehy T 12 & F1i# 2 Static, &
Value T I8 B IR ZE & I FIDACL (Sample -DACL),

Ciern Secure ACS - Moezilla Firefos

= B T Rl o e L

1192, 16826.51 | hetps:f(192; 168, 26,51 acsadmindhie tworkacoeesl PlnputAction, de
o u T S

| ®

_ RADILS Atributes
| |
Elnadable ACL Mame; E Blalic "'I ¥ Value [ Eirﬂr:llie-l:m"ulﬂE :I '
FifleriD ACL: [Notmuze =) '
Proy ACL: [NatinUze =]
Wioice VLAN i
Permission to Join: Im :
v
VLAM D ame: W
Reauthentication Tirmer [W :
Maintain Conneciivity suring i
Reauthentication [
Q0s i

Inpud Policy Map: [ Wit in Uise ""'I
Oulput Policy Wag Notin Use =] é

202, 1%-REY -

LinkBe¢ Security Policy f Mot in Lise -I

URIL Redirect BB |

When a URL ks defined for Redirect an ACL must also be defined |

URL for Redirect [ Mot in Lise 'l | ﬂ
| ot |

submit | Cancel |

14. ¥ — T Submit,



o Secure ACS - Mocilla Firefos
. : bt

-

=3 i = ~ T =
{1192, 168,26:51 | hitps: |/ 192; 168,26, 51 | acsadmindhatwaorkac cessl PInputAction, da

]

Wwﬂ

| General | Commen Tasks | RADIUS Afiibutes

ACLS

Downloadable ACL Name: [ Static =] @ value [Sample-DacL =

Filler-1D ACL: i Mot i Use ""l

— [t B

Woice VLAN

Permission to Join: E Mot in Uze '-'I

WLAN

VLAM IDiame: m

Reauthentication

Reauthertication Timer  [Notin Use ¥

Iaintain Conneciivity during

Reauthentication:

QoS

Input Policy Map: [Metmise =

Culpul Policy Mag i Mol in Lise *I

202 1X-REY

LinkSec Securily Policy: F Rt in Llgg ""l

LIFL Refirect

When 3 URL is dedfined for Redirect an ACL must also be defined

URL for Redirect E Mot i Lize "I
o =

15. 1B1E 2 51 & I WY R EELEHE RSample-Profile , A% E— T OK.,

i
{1192, 168.96.51 | hikps: |/ 192; 168,26, 51 {acsadmindHatworkaccess P Input Action, da

Filter: vi Match i I i-l (n 1] I -

[T Hame a«  Descripfion
Dharrd £ 5s
Permit Bccess

-
r

create | Dupiicate | Edit | Detete |

L o | concel

B R Fane| 1ot S
_tiewp |




16.#—T TOKy (HE ),

T T
{_3-192.168.26.51 | https: /1192 168.26.51 [ acsadmun/Policy Inputdction, 40

Cisco Secure ACS - Mozilla

Ganeral

Name: |Rule-1 Status: | Enabled | @

The Customize buttan in the lower right area of the pollcy rules screen controls which
policy conditions and results are avallable here for use In policy rules

Conditions

™ NDG:Location:  |-ANY

™ systernUsarName: [FANY

F dentity Group: [In ﬂlﬂ.ll Groups:Sample-Group Ealect I
Resulls

Autharization Profiles:

‘o may select multiple authonzation profiles. Atinbutes
defined in multipla profiles will use the walua from the first

profile defined,

I 8

[ select | Deselert |

| g ! Cancel | Help _

17. BIREE M Rule-1 , 3t B LA B B 4ESample-GroupEB KM , LASample-ProfiletEA#E R, &—
T Save Changes.,




Flttﬂlpﬂ-'.t!- Actwdd Sareiat e Detad Mebeard Afoicis » Salferealish

Siandard Policy] Excepion Policy
Ml &Aocets Al 2alinn Policy
Filler: | Btalus =| Wakchif [Eguals =] | Erabled =] warFier | 6o | -
| Condioms Resuts
r %Ius it PG Lo calinn Susdary Lisa e | iy o Authorzation Proflag H!I:l'lur“
| T Fde-1 A A in Al Opoups: Bample-Oriup  Samphe-Profs [
|
|
|
: = [ Dot IT v s dalivedd of i @n Ak nile mehEes Pasni Aicats 1]
| [comate._ =] Duptcato. j#] Eqi | Dost | | wsone. | - | Customiza | HACound
| St Grivapes [| Diecard choeges |
L

AR EEHRN T FHACLEEACS

ERABARBAGEHEN T TRACLEEBACS PSR 1Z12 , REHITUTHE |, 7£Cisco
Secure ACSH A& EMAE 1] F&EACL,

EATRHIF | RADIUSE Fim(ASA)B R B HVPN-Gateways, REASAMERZE Mciscos B
VPNE P EBRHEFBRCRIETEHER , RADIUSTARSEERNLLEEGEX— NI THARMBE,
A& "ciscos REEFHN10.1.1.21RKRES , BIEEMEREMNER., ERIBACL , F2RERARE

F &/ A THACLEB D .
1. BERRER > MREEA > ZEHG , ARE-TEMUEMHHAREER,

F’lﬂwm'kﬂrsu..rm # Hebweork Desnce Groups = Devioe. Type |

Fiter, | =] watchir: | = 5]~
Matwnrk Devicas and B88 Chanbs I Hame a Daescriplion
DrieTaull Hetaark Dt
[ B Types Al Devita Types
Estesmeal Froey Semvars s o
» g USErs and ldardy Stoies
» G Folicy Elamants
# [ Accest Policles
» ) Maonitoring and Reporis
» Ml Eyabain Asminisiration
cregie | Dupieste | | Edit | Delel Fiie Dperations |  Ewport

2. RERAR KBRS B(ELR RGP HBVPN-Gateways) , A% — T Submit.



Metwork Resources = Metwork Device Grougs = Device Type = Create

Device Group - General
e Mame: VP hN-Gateways

Description:

= Farent Al Device Types Selact I

2 = Reguired figlds

akih Cancel i

3. i##ENetwork Resources > Network Devices and AAA Clients , A #1812 2 512 HWRADIUS
Client sample-asa, &— TEditSAE Ut RADIUSE Fifi(asa) VB E BHK EE K,

| f . Dewces afd A%A Charte |
st Diices Stowang -1 01 [50 =] parpage_co |
Fillas; | =] matchir | =l _| -
F Baimi - IFAdduss D scnplian HOG:Locahan HOG:DErACE TYRE
| pepie s |
reate | Dupheais | ;E.; || et | | Fie opersions | Espo | o I L Y

4.3 —T TDevice Type, =i&#ISelect,

Malwork Redourses = petworl Dsaces and 4058 Chanis » B "sampkenasa”

Marme: ,rssr"-:l g-353

Dascriplicn [

Hitwnrk Dinscn Gridips

|. acalion |,-'\-||I acafions Saliec]
[cevice Type |4l Device Types | EEEH |

P Address Aughentication Options
FTACACS: [

FRADIIS ¥

f« Single P Address O IF Range(s) ByMask O IF Rangels)

e R
IP:f182 16B.26.13

Sarhamit | Cancel I

5. BEHMEN AR EEHEBEIVPN-Gateways) , REZR—TOK,



o Secure ACS - Mocilla Firefos

{1192, 168.P6:51  hetps:|/19; 168,26, 51 acsadmindHatword Duvece Groupt PIngutAction.da

LN

Filter M:l:nm = &~

Hame =  Descriptian
i = All Device Typas All Dewice Typas

& VEN-Galewavs |

Create | Oupicats | ot | Detete | | _fie operations | _Ewort |

T cancel | _heip |
6. & — T Submit,
I o Name:  [sample-asa
i Description: |
Network Device Groups
|Location |l Locations Select |
|Device Type |4l Device Types VPN-Gateways Select |
IP Adidress Authentication Options
@ Single IP Address  © IP Range(s) ByMask  © IP Range(s) g
PRADIUS B

% |P:[192.168.26.13

& = Required fields

7. 1832 Access Policies > Access Services > Default Network Access > Authorization , %%

— T Customize,



[ocess Poicies = Acomes Sericen m Defisd Mebwok Acces s suhoizslion |

Standard Poiicy EScrion Poicy
mm S S LR RS L RS A e L e R el ,

Filer | Status Flmarch it [Equals =] [Enabiea =] [EEESE] G -

™ Sisus  Hams Sl H—_ Hit Count
NG Loeaton  SyslemcUserMame Idendily Group Aythoeization Profles
= T Defyl ¥ o rutes dedined or no ansdlad nik malches Fermi Arcess i
craat., f*] cuplicate (=] Ede | owiewe | o | Wowin | | [ Fustemzs | HECoum '
—
|| oissrschonges |

8. ’NDG : Device TypeftAvailableZf 7 % B E|Selecteddf 7 , AEIR— T OK,

Mozilla Firefox
o =

D 1102.168.26.51 | https://192.168,26.51 acsadmingPolicyinputicton, do

Customize Conditions

=T ENAER |Selected: |
O e MDG: Location ﬂ

evice Filter
i System:Usertame o
Cevice IP Address e e
Device Port Filter W
Eap Authentication Method e
Eap Tunnel Building Method
End Station Filter Q
Pratocal 2] Ay
Time-And Date
—
LseCase —_— e
W e hﬂﬁr\-lz_‘hinn Sotbamtie atad ;I ;I
ZEH'«;-I Cancel |
9. 38— T Create AN ¥ 8,

AT PORES = 20000 TR0t o DR Maetik AC0EEd b AunRTEl

Standand Palicg

| Matwerk ACcess AUhorzation Poicy

Filer: | Status =] matenit [Equals =] [Enabled =] [Eiaamdiie | [a | -
r Cowaflitinins Fissadis
Shalus NAME  giocstion  SysieenUssmisms  danily Grmup WDG-DedceTyps  Aulhosiation Profles oo
= - Delyh Wi Fulss dedinad oF mo snabdad njle malchas P R Aiceeics a
creatn_ = copiicats =] Eo | owlew | 0 | seen || " Cuslernzn | HHCount

Sive Changes | Discard Changes |




10. BERIZEHNDG : Device TypeZ @B A , MR TRIBEPREEIn, E—TEE,

Cisco Secure ACS - Mozilla Firelox

- e o —
{3-192.168.26.51 | https: /1192 068,26.51 [ acsadmn/Policy InputActom, 40

Ganeral

Name: |Rule-1 Status: | Enabled | @

The Customize buttan in the lower right area of the pollcy rules screen controls which
policy conditions and results are avallable here for use n policy rules.

Conditions
M NDG:Location:  |-ANY
™ gysternUsarName: [FANY

I™" identity Group: -ANY
W NDG:Device Type: |in ﬂ] Sele
Results

pfuthorization Profiles:

ou may select muliple authorization profiles. Attibutes
| defined in multiple profiles will use the walue fram the first
profile defined.

]

Selact I DESE]&HI

CIK,I Cancel | Help |

1. BEZHIEL WA EEHAVPN-Gateways , AEIE—TOK,




TR
L il92. 168

'
£ T

= g

T pd PlnputAction, dofcontextDate.exieenaFikee=Devcs. Type=Dayice Rpe=string

FI machic [ = G|

Hame «  Descriptian
= All Device Typas All Dewice Typas

(o) YPN-Gallvs

F——

12. E_-Figgo



Cisco Secure ACS - Mozilla Firefox

¥ | 192.168.26.51 | https:)1192:066,26.51 facsadmin/Policy Inpat Action, do

=

General
Name: |Rule-1 Status: | Enabled x| @

The Customize buttan in the lower right area of the pollcy rules screen controls which
policy conditions and results are avallable here for use n policy rules.

Conditions

™ NDG:Location:  |-ANY

™ systernUsariame: [FANY

™ identity Group:  |-ANY

W WOGDevice Type: | In =il Device Types VPN-Gateways Select |

Resulis
Authorization Profiles:

ou may select mulliple autharization profiles. Aliributes
| defined in multiple profiles will use the walue fram the first
profile defined.

E

Salpct Deasalan |

oK | cancel | Help |

13. #— T Create A B I FWRER EE R,




e =
{1192, 068,296,510  hitps:||192; 168,26, 51 | acsadmindHatworkis cessl PInpub Action, da

50 = Ga

Filter vi Match i | -l Cip I -
[T Hame « Descripion

I Dermiteess

[T PemnitAccess

puplcate | Ean | Daete | S rage[ var ]

14. BAuthorization Profilef2t — B &, Sample-Profile 2RO EAN B R,

Cieco Secure ACS - Mozills Firefox

—

192, 168,25
0

{= Name: |5ample-Frofile| |
Description; |
& = Required felgs

p—

Fais

L

e

S1 0 hetpss 192 168,25.51 facsadmindhiatvweorkfc cessl P Inpukiction, da

T A

submit | cCancel |




15. iZ#Common Tasks B , A& ¥ Downloadable ACL Namehy T 12 & &1 i# 2 Static, &
value T HLiE B iE EH R L AYDACL (Sample-DACL).

Ciern Secure ACS - Moezilla Firefos

= B T Rl o e L

1192, 16826.51 | hetps:f(192; 168, 26,51 acsadmindhie tworkacoeesl PlnputAction, de
o u T S

| ®

_ RADILS Atributes
| |
Elnadable ACL Mame; E Blalic "'I ¥ Value [ Eirﬂr:llie-l:m"ulﬂE :I '
FifleriD ACL: [Notmuze =) '
Proy ACL: [NatinUze =]
Wioice VLAN i
Permission to Join: Im :
v
VLAM D ame: W
Reauthentication Tirmer [W :
Maintain Conneciivity suring i
Reauthentication [
Q0s i

Inpud Policy Map: [ Wit in Uise ""'I
Oulput Policy Wag Notin Use =] é

202, 1%-REY -

LinkBe¢ Security Policy f Mot in Lise -I

URIL Redirect BB |

When a URL ks defined for Redirect an ACL must also be defined |

URL for Redirect [ Mot in Lise 'l | ﬂ
| ot |

submit | Cancel |

16. £ — T Submit,



o Secure ACS - Mocilla Firefos
A : it

S1 0 hetpss 192 168,25.51 facsadmindhiatveorkfc cessL P Inpukiotion, da

|-General,|| Comuman Tasks || RADIUS Atttbutes |

Downloadable ACL Name: [ Static | @ vaiue [Sample-DACL =

Filler-1D ACL ihlminl.lse ""'I
Prosy ACL IHn‘thse 'I

Woice VLAN

Permission to Join: I Mot in Uze '-'I
WLAN

VLAM IDiame: Im
Reauthentication

Reauthertication Timer  [Notin Use ¥
Maintain Connectivity during

Reauthentication:

QoS

Inpud Policy Map: | Mat in Uze -|
Oudput Policy Magp | Ml in Lse *l

802 1K-REY
LinkSec Security Folicy: I b in Lse ""'I
LIFL Rosifirect

Whean a URL i3 defined for Redmact an ACL must #lso be defined

URL for Redirect Ihlntll Use -'I
o =
'ai.usn_]rﬁ || Cancel |

17. iE1ESample-Profile ( ZBIBEI ) , AERE—TOK,

eoure ACS - Mozills Firefos
[ 11921682651 | hitps: | 19€; 166,26.51 | scsadmin/Nabwor kaccess P Inputaction. do

£

Filter: F v] Ha.:hif_l 5-; 20 I -

r Name .--Dnui:uun
I Dermstcass
™ FEillerld

T PemrnitAccess

Greate | Ouplicate | Edit | Belete | N I I A
K | cancel _Helg |

18. E_-F rOKJ ( EE)F:E ) o



Cisco Secure ACS - Mozilla Firelox

[ 3 192.168.26.51 | https: /1102:168,26 51 {acsadminyPolleyInputdrtion, 40

General

Name: |Rule-1 Status: | Enabled | @

@ The Customize buttan in the lower right area of the pollcy rules screen controls which
policy conditions and results are avallable here for use [n policy rules.

Conditions

™ NDG:Location:  |-ANY

™ gysternUsariame: [FANY

™ identity Group: AN

P WOGDevice Type: | In =i Device Types VPN-Gateways select |

Resulis
Authorization Profiles:

ou may select muliple authorization profiles. Attibutes
| defined in multiple profiles will use the walue fram the first
profile defined.

L L

I_Eam Deselect |

& cancel | Help

19. BB/ EABEEIRuUle-1 , I LAVPN-GatewaystEBNDG : Device TypetE &4 , LLSample-
ProfilefE A% R. & — T Save Changes.



Biioids Polodd o Aocaid Sirviid e Difaul Melenrh Rl o SeallFinlalin

Standard Policy] Exceptinn Policy
Hetwnik ALLoss Authorizatinn Poicy
Filler: | Ezaius =| Matchit [Equals =] [Enabled =) B | B -
r Slatu LE] o HE Cour
m T
ey o MDGLocadnn  Syskeenibakdans || e Dk T Frafl i
E i r L. ] a1 AN AP -ERE in & Desdce Trpes VPR Galewayn  Sarmple-Poodie ll
L Dt i no ks defnad o o enablad ke maichas Farenilt Bccass o
e |'-| Dupicale -'| Edil | | | Mo | | Cusiomios Hil Caunl

Discad Changas |

AEAEHEEIETF RADIUSERE

EEFAESHRBFRRADIUSARSB THEERSHELEBINGRBEENZE |, Bl
RADIUS filter-id B 1 ( BEfmIR11) -

3

[

IETF

<ttroot>

filter-id=acl _name

RGIMEERAEciscoE RINEITH HE8E , RADIUSARBEACERERE LBIUMNHEBETH
ACLEME (%1 ) . ERA#E "ciscos AILARARBASAREE ASMAIEERE , BR710.1.1.2AM[. EER
FACL , FE2BiFilter-Id ACL #B%

RIFA RG], B Bnew BACLELE BEASAHIBIE :

<#root>

access-1ist new extended deny ip any host 10.1.1.2
access-1ist new extended pernmit ip any any

ELSIBMARERERIEHR, LERE :

« AAAR FimfE @R E &+ R S —ERADIUSHE



« fEAccess-Service 17 Bl R34 T iR 1ZE EBRADIUS (IETF) Filter-IdH REB BEE R,
RADIUSEMEABEFEAENE BERMACSEIE TR HFRNWAAAET FiF,

TRAERAREAERERN T THACLEEEACSHHFZER1FI6LAK10T12 , ARE TR AIEHRER

Al TEACLELEACSHH L ER1ZI6 , WHITUT I RHLZE | LUETECisco Secure ACSHELE
Filter-1do

EREEREREERPEANIETF RADIUSEBMERTE , FHITATHR

1. 1E#£Policy Elements > Authorization and Permissions > Network Access > Authorization
Profiles , A% — T Create ME U FREEER R,

[Poll:';'EIurrmls = Butharizetion and Permizsions = Mefwork Access = Sutharzation Frofiles |

fthorzation Profiles Showing 2082 |50 - |pefpage Go
Fitter: | = match it | = _1 o
I Hame a  [Dheescription

I Permit Access

o Jample-Profie

o | s | pun | oo

2. BAuthorization Profilei2t —E& . Filter-ldRA RGP ZIENFEEEEEZTE 6 AFER
R

Palicy Elements = Authorization and Permissions = Network Access = Authorizabion Frofies = Create

General = Common Tasks | BADIUE Attributes

MHame: Filter-1d

Cescription:

b= Heguired fielas

abrmit | Cancel I

3. #— T Common Tasks B , A& EFilter-ID ACLEY T H1E 2 Fh &2 Static, 1£ValuetB iz LA
newl:RE A GHREBER R |, REI%E— T Submit,



ACLS

Downloadable ACL Marme, I Mot in Use 'rl
Filter-10 ACL: [static =] o value [new
Prosey ACL |Nnt inUse 'r|

Woice VLAN

Permission (o Join; | Mot in Use -vl
WLAN

YLAN ID¥Marme: I HNotin U'se 1"=|
Reauthentication

Reauthentication Timer: |Hu‘tin Use '-'I
Maintaln Connectivity during

Reauthentication:

nos

Input Policy WMap: | Motin Lise rl
Cutput Policy Map: | Hotin Use *I

BOZAX-REV
LinkSec Security Policy |Hut inUse '*-l
URL Redirect

When a URL is defined for Redirect an ACL mustalso be defined

URL for Redirect [Notinuse =]
URL Redirect ACL: [Fotinuss =]

& = Required ields

4. 1812 Access Policies > Access Services > Default Network Access > Authorization , A% &

— T Create A ML ¥R A,

Filler: | G2l =] Wakenit [Equas =] [Enaeied =] JESSRENG [60]
Cavailions Rasuss
T (i NS | e paat Ml il Ghouk ddtiorealon Protigs. o0

Mo data o display

IT ray il ks delieesad 7 Aol @nabesd nll Fnadches.

L

5. FEfRi#EFIdentity Group35 2 I EREN S 8] , AAEBIE — T Select,



Cisco Secure ACS - Mozilla Firelfox

= e e— =y

26.51 facsadnuny Policy Inputhoton 4o

=

[ i192.168.26.51 | htips:/[192:168.

General
Name: |Rule-1 Status: | Enabled x| @

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use In policy nules.

Conditions
™ NDGLocation:  |-ANY

r E:mam:UsarMama:J-ﬂW

M 1dentity Group: | in =1l | Seﬂng |

Resulls
#thorization Profiles:

‘rou may select multiple authonzation profiles. Atinbutes
defined in multipla proflles will use the walua from the first
profile defined,

LLLL

geleet | Desetent |

oK | cancel | Help |

6. i#ESample-Group , A% E—TOK,




o Secure ACS - Moczilla Firefos
St . i

- o - = e ek T i . .
{1192, 168.26:51 | hikps: |/ 192; 168,26, 51 | acsadmindatworkDuyve 5 upd PIngutActicn, dofcontestDat e, extemalFker=Tentity Cr op=1dent iy Group=cire ©
et " T R - : |

FI machic [ = 0o

Hatmi a  Descripton
= Al Growps Idantity Growp Rool

[ Sample-Goup |

create | Duplicate | Eot | Desete | | FieOperations | Exont |

'

7. £ Authorization ProfilesZB% # , 3 — T Select,



Cisco Secure ACS - Mozilla Firefox

{5 192.168.26.51 | https: /192,166,

26.51 ) acsadmury Policy InputActon, 40

=

General
Name: |Rule-1 Status: | Enabled | @

The Customize button in the Iower right area of the palicy rules screen controls which
policy conditions and results are avallable here for use (n policy rules.

Conditions
™ NDGLocation:  [-ANY:
I SystarnUsariame: |-ANY

F identity Group: [In E"AH Groups:Sample-Group Ealect I
Resulls
#uthorization Profiles:

‘o may select multiple authonzation profiles. Atinbutes
defined in multipla proflles will use the valua from the first
profile defined,

I IS 8

| ; -IF lact Beselan
a1

oK | cancel | Help |

8. BRI EVNREEERLSEF iter-Id , REE—TOK,




[ 1192.168.96.51 | hitps: |/ 19@; 166.26.5 1 acsadmindhiatworkAc oassL P Input Action da.

50 = Go
Fitter. [ =] atchi [ H 5~
™ Hame a  Descripiion
I Demecess _
T ParmitAccess
T Sample-Profle
creae | _Dugiicate | _Edit | _Detete | L rage[ verr o] 4]

9.%—T "TOKy (H®E ).,



Cisco Secure ACS - M

ozilla Firefox

[ §192.168.26.51 | https: /1102168, 26.51 facsadmnyPolley Inpaitdrtion, 40

|

Name: [Rule-1 Status: | Enabled | @

The Customize buttan in the lower right area of the pollcy rules screen controls which
policy conditions and results are avallable here for use n policy rules

Conditions
™ NDG:Location:  |-ANY
™ gysternUsariame: [FANY

F Identity Group: in vlﬁll Groups:Sample-Group Select Il

Resulls
#thorization Profiles:

T |

‘o may select multiple authonzation profiles. Atinbutes
defined in multipla profiles will use the walua from the first
profile defined,

E EE A

[ select | Deselert |

I::ni Cancel | Help

10. AR R B 2 &V Rule-1 , 5 5 #4ESample-GrouptE B &4 |, #Filter-ldEARE R, ®H—T

Save Changes,



= O Defaul ¥ no rules defined o neo enabled nde makches.
creme..|=| Duptese (=] edn | oo | - | mswn | |

Cisco VPN F i it i
£ Cisco VPNE Fim@#REICisco ASA , LUBRE R TR INELE T ASA,
BERUATSER

1. #$##Start > Programs > Cisco Systems VPN Client > VPN Client,

2. & — T NewE B B Create New VPN Connection Entry& O



# status: Disconnected | ¥YPN Client - Yersion 5.007.0410

P S |

Connection Entries Status Certificates Log Options Help
2 te=
| = aliadsn,
Connect Impoit Modify Delete CISCO
Connection Enties | Certificates |L|:|-g= |
Connection Entey Host Transpot
Ll | 3
| Nt connected. >
[ Account | 1 | Transfer |

3. IEEFMEMRMGHHEER -
a. mAERKENBBAERNA,
b. £ Host1E A & AASARY S ERIP#E 31t

c. B ATEASAH i B #YVPNBSIE #H & 78 (Cisco-Tunnel) M2 (FA £ F £48- cisco123),
d. #&— T Save,



# ¥PN Client | Create New ¥YPN Connection Entry

Ifcur_'lr‘nec!:inn En!r_l,i;

Drescriphon:

Haost:

S ample-Connection

1721611

Authentication |Tr:5'|nsr3i:|rt- Backup Servers |Dial‘-L||:l |

{*" Group Authentication

i arne:

Fagzzward,

Canfirm Fazssward:

diln]ne
CISCO

™ Mutual Group Authentication

Cizco-Tunnel

Bttt

Bttt

™ Cerlificate Authentication

Natne: I

I~ Send CA Cetificate Chain

Erase User Fazsword |

4. B—TEFERANES  REEVPNEFi%EE O $iR— T Connect,

Cahcel




# status: Disconnected | VPN Client - Version 5.0.07.0810

connection Entres:  Status Cerbificates

og | Options  Help
lrli ": == o
iz WS o ey il
Emﬁgd M [ mipart I ek Delete CISCO
Connection Entnes | Cettificates | Log ]
Connection Entiy Host T ransport
5 -Connechion 172.16.1.1 IPSec/UDP
4] | |
| Mot connected. | >

5. HERTE , WAZEASAHEENAR B HREBRNMEHE S Bciscof OGcisco123 , ARRIR

— TOKSAE R B

# ¥PN Client | User Authentication for "Sample-Connection”

The zerver has requested the fallowing information to complete the uzer

authentication;

il Lserrame:
CI1S5CO

Fazzward:

CIZC0

NN

‘ Hl I Cancel

6. (I IMIERRR , HEStatusiRE FEE Statistics AR R R BN FHEE .




# status: Connected | YPN Client - Yersion 5.0.07.0410

-r
= A
Connect M Dielete CISCO
Conrecton Entries Reset Stats
Connection E ntmy Host Transpont

Sample-Connection 1721611 IPSec/UDP

ERAXEHAR , BEENEERE EEER.

MHEESTE(ERIMESFER) OIT)XEEEshowigt, FHOITRIEHshowm S HN 2
o

Show Cryptois &

- show crypto isakmp sa -FE ¥ &8 WA EFIIKERZ £ B (SA).

<#root>
ciscoasa#

sh crypto isakmp sa

IKEv1l SAs:
Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 172.16.1.50

Type . user Role : responder
Rekey : no State : AM_ACTIVE
ciscoasa#

)

« show crypto ipsec sa -B8/~ & BISAFE MR E

<#root>
ciscoasa#
sh crypto ipsec sa

interface: outside
Crypto map tag: SYSTEM_DEFAULT_CRYPTO_MAP, seq num: 65535, local addr:



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

172.16.1.1

Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.2.2.1/255.255.255.255/0/0)
current_peer: 172.16.1.50, username: cisco

dynamic allocated peer ip: 10.2.2.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 0

#pkts decaps: 333, #pkts decrypt: 333, #pkts verify: 333

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0

#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly:
0

#send errors: 0, #recv errors: O

Tocal crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.16.1.50/0
path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: 9A06E834

current inbound spi : FA372121

inbound esp sas:
spi: OxFA372121 (4197916961)
transform: esp-aes esp-sha-hmac no compression
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 16384, crypto-map: SYSTEM_DEFAULT_CRYPTO_MAP
sa timing: remaining key lifetime (sec): 28678
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
OxFFFFFFFF OxFFFFFFFF
outbound esp sas:
spi: Ox9A06E834 (2584143924)
transform: esp-aes esp-sha-hmac no compression
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 16384, crypto-map: SYSTEM_DEFAULT_CRYPTO_MAP
sa timing: remaining key lifetime (sec): 28678
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

1B R RME R B /R RV A TEACL

En % 2 A & Ciscoy Al THACL, ACLE(CSACST .

<#root>
ciscoasa#
sh access-1i st

access-1ist cached ACL Tog flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300

access-1list OUTIN; 1 elements; name hash: 0x683c318c

access-1ist OUTIN Tine 1 extended permit icmp any any (hitcnt=1) 0x2ba5809c

access-|ist #ACSACL#- | P- Sanpl e- DACL- 4f 3b9117; 2 el enments; nane hash: 0x3c878038



(dynami c)

access-|ist #ACSACL#- | P- Sanpl e- DACL- 4f 3b9117 line 1 extended pernmt ip any host
10.1.1.2 (hitcnt=0) Ox5e896ac3

access-|ist #ACSACL#- | P- Sanpl e- DACL- 4f 3b9117 |line 2 extended deny ip any any
(hitcnt=130) 0x19b3b8f5

Filter-Ild ACL

[011] Filter-IdE F& A 7 Group - Sample-Group , I BiRIFASAREZHIACL ( 31 ) BRERFEH
&,

<#root>
ciscoasa#
sh access-1|i st

access-1ist cached ACL Tog flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300

access-1list OUTIN; 1 elements; name hash: 0x683c318c

access-1list OUTIN Tine 1 extended permit icmp any any (hitcnt=1) 0x2ba5809c

access-1list new; 2 elements; name hash: 0xa39433d3

access-list newline 1 extended pernmt ip any host 10.1.1.2 (hitcnt=4)
0x58a3eal2
access-list new line 2 extended deny ip any any (hitcnt=27) 0x61f918cd

a3
ARENETTRREHARGETRBIR, BB T debugh H 1 R4,

AE . BEERmSEIPsec VPNEFEHERRIVEFIER , F2RREBMNL2L MiRiFEHEIPsec VPN
BEHERREE R A B

ABRR MR
TR | FRAEETERRBERRENSA, EPIXHIEERXT  GANTHS

« clear [crypto] ipsec sa - ERE BN AV IPsec SA, BA#EFcrypto AliEM,

« clear [crypto] isakmp sa -fHEREEIRYIKE SA. E3$E = cryptos AIiER,
SHMHRIES

BHEZFFT E(EHERTFER) OIT)XEREEshowis T, EAOITREE showss H#a HH 2
o

MiEE : M debug EET 28I , FFESEHEEI Debug ETHEEE.
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« debug crypto ipsec 7 -FE R 2PE ER MY IPsectf i

- debug crypto isakmp 7 -F 56 10 BRI ISAKMP 37 o
MHEIE

+ Cisco ASA5500R Y B BHELZEEETEE
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