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&L cisco ASDM 6.3(1) dsce

Cizco ASDM 6.201) provides ar ntuitive graphucal user nterface that rrakes it easy o setup,
configdre and manags vour Cisco security appliances

Cisco ASDOM can run as a local application ar 25 a Jowa w=k Start applization,

Wwhar vou run Cisco &50M as a lccal appication, it cornects to voar s=curity appliance from
vaLr desktop Lsing SSL. Funning Cisco A=DM as an applicaton has these advantages:

& Veou caninvoke ASDM from a desktop shoteouk, Mo brows=r iz required.

& Tne deskzoo shortout allows you ko coarecttc mulinds securty appliances.

| Insal ASDM Launcaer and Fuq ASDk |

oL can run Cisco ASDM o5 o Jowa wizk Start applizction that is dynamically downlaadcd
Fronn Lhe secarily apoliancs,

o Zlck Ban ASOA to rar Cisco aS0M,

o Zlick Ran Startup Wizard to run the Startup wizard, The Startup Wizard walks you
through, step by step, the nital configuration of your securite applia-ce,

FLnAS0R Fua Stanu o vyizand
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B Cisco ASDM-IDM Launcher ¥1.5(50)

S, Cisco ASDM-IDM Launcher *./:;2's

Device IP Address | Mame: 172,22.1.163) -

IJzername:

Password:

[ ] Run in Dema Mode

| DK%| Close |

5. ASDME R ELFEBIASAE |, EEITVPNEE,
B Cisco ASDM 6.3 for ASA

File  Wiew Tools | Wizards | Window Help
@ Haome E-* o Startup Wizard. .. '|| o Back. O | ? Help

IPsec WPN Wizard. ., .

Device Lisk =y
33L WPM wizard. .,

g Add 'ﬂ Delete %Firewall Dashboard ]
High Awaiability and Scalability Wizard, .. -

b @ localhost:55 Unified Communication Wizard. ..

Packet Capture Wizard. ..

Host Mzme:  miyFirewal

A58 Mersion:  8.3(1) Device Uptime: 0d 0h 30m 6s
AS0M Version: 6.3(5) Device Type:  ASK 5520
FirewallMode: Routed  Contexk Mode: Single

Tokal Flash: 64 MB Total Memory: 2048 MB

6. AlPsec VPNEZIE R 5132 1ZSite-to-Site , A% & — T Next.
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BE VI'N Wizard
¥ PN Wizard Reaiote Sitc Pocr {Step 2 of 6)

i_onfcLre the Ik address of the peer dewicz, achenticanon vechod 2re the cunnel craaa fior chis
Ab b sk ooz,

Frrr T2 adidtrss: | In.7r.77.
A_Lhienlivalivn Mel 2]

(a3 Me shared oy

Hee-shared kew:  |Ezolld
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_ertificate SIJnrc ACCrEm:  PER-s1g
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8. IEEEARIKENEMY , hBAMKE1, PBEMKNELEMHELEMEE,
BE VI’ Wizard
¥ PN Wizard IKE Molicy  (Gtep 3 of 6)

Sokecs the craeeplion dgorithm, authorticasion clgaitbm, and CifF o Sdlnan groop fer e
d=vic=zs Loose Lo neguliale 30T en el Bey Sxchidinge CEE)Y seor Ly esso_idiio 1 bielween
them _orfigxations 20 both sides o7 the conn=zhion musk matck exactly.

Enrvpdlion AES 258 a

& chenbicet cr; SHA o
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B VPPN Wizand [
¥ PN Wizard Mscc Rulz  {Step 4 of B)
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BE VI*N Wizard [
¥ UPN Wizard Hosts and Netrsodis {Stop 5ol 6)
An IMsee tunnel procecks coba exchanged by soedted bosss 2nd rebacr s ok bz local crc
rerule siles, Flease da ki | osls g nelworks Lo Le usend i e [Pse Lanmel
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0% Browse Local Networks

% add ~ B Edt [ Delete Q

Fiker: |-|---.r =
Hame “1 1p address Metmask Descripkion
=-Network Objects
- 0.0.0.0 0.0.0.0
i Wb dmz-network.  10.77.241.64 255,255.255.192

i ﬂ 172.16.1.0 J172.16.1.0 255.255.255.0

Selected Local Networks

[ Local Metwarks - ]|arrg.-'

| HD\!—‘ [ Cance|
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BE VPN Wizard
¥ UPN Wizard Hosts and Metrsoris (Step 5 of B)

An IMsee tunnel procecks coba exchanged by soedted bosss 2nd rebacr s ok bz local crc
renule siles, Flease dadis | osls o nebwurks Lo Le sed in e (Pse Lonnel

bk ovpes (@ It O TP

nral Mehantks | nsida-retvaruzt [ ]
3erreks Netwolks; | E]
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% Browse Remote Metworks

% add ~ B Edt [ Delete Q

b dm

z-nekbwork.

172.16.1.0 255.2595.255.0

L

' 172.16.1.0

Fiker: |-|---.r =
Hame “1 1p address Metmask Descripkion
[=-Metwark Objects
- 0.0.0.0 0.0.0.0
10.77.241,64 255,255,255,192

Selected Local Networks

[ Local Metwarks - ]|arrg.-'

| HD\!—‘ [ Cance|
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B VPPN Wizard X
¥ UPN Wizard Hosts and Metrsoris (Step 5 of B)
An IMsee tunnel procecks coba exchanged by soedted bosss 2nd rebacr s ok bz local crc
renule siles, Flease dadis | osls o nebwurks Lo Le sed in e (Pse Lonnel
bk ovpes (@ It O TP
nral Mehantks | nsida-retvaruzt [ ]
Serrcks Hetwarks; | 172161024 E]
&
(] Exmmal A58 e st edonxh Tomadbess rae ety | itk v |

[ = Back ] Mzt = Cancal Felp

15. VPNEBEERHNBUHABETRELBES., BERE I HiEFinish ( WREFRREERE )
5= ¥PN Wizard ; _ - El
VPN Wizard Summary (Step 6 of 6)

Yo have created a Sibe-40-5ile WP lunnel with e followdng afibutas

WP Tunnael Intedface: oudside
Fear 1P Address: 10200201
Tunned Group Name: 10020.320.1
P autenbcalion uses pre-shaned key
clsool 23
IE Pality Encrmpian Fauibertication f DHGroup: AES- 256 f SHA T Group 5
FEer ESF Encryplion / ESF Aulthemtication: AES-256 1 SHA
Traffic Méer io b protacied By ihis bann el
{localy 1722210024
frarmatel 1721610024
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TRATEHER , LEEEBENZERE LERENTP:

1. ZEASDM B B A& £ Configuration.

B Cisco ASDM 6.3 for ASA - Demo mode
File  Wieww Tools ‘Wizards  ‘Window Help

@ Home ﬂ%} Configuration @ Mu:unitu:uring| G Save @ Refresh| o Eack, O | ? Help|

Device Setup o L = [Configuration > Device Setup > System Time > NTP |
'J'ﬁ Startup Wizard Configure NP servers and define authentication keys and walues,

- Interfaces
43+ Routing

----- T_IP Device MaresPassward

EI{;,)I Swsker Time

-2 Clock
o YuTe

L)

TP address TrkerFare Prefereerd? Key Mirmher

||E] Device List

[ ] Enable TP authentication

ﬁ? Uewvice =etup
:5 Fireswall
£

2. iEZ#EDevice Setup > System Time > NTPLABBMAASDMHINTPEL E &,




Configuration = Device Setup > System Time = NTP

Configure MTP servers and define authentication keys and wvalues,

IP Address Interface Preferred? kew Murmber Trusted Kew? Add \'g
o

[ ] Enable MTP authentication

3. BhBEAAAUAFTENTPRIRES , YWELBENWHABEFREMENEMY , fluIPtat, NEHERE
REPRIE ) . SRFEENESHRESBE, F—T "OKL (HBE).

B Add NTP Server Configuration E|

IP Address: 172,22.1.161 [ ] Preferred

Interface: inside

Authentication Key

Key Mumber: Trusked

key vWalue:

Re-enter Key Yalue:

|| OF;
R HRASAT, TER

TBIERIZE Ainside , HRASA2 | & Boutside, B : ASAFINTPRRSE T Hntp B ERE SR
FEZAEE. ASATFIASA2HICLIFM SN ERBRBHEREN TR

ASAl#ntp authentication-key 1 md5 cisco
ntp trusted-key 1
ntp server 172.22.1.161 key 1 source inside

ASA2#ntp authentication-key 1 md5 cisco
ntp trusted-key 1
ntp server 172.22.1.161 key 1 source outside



4. Z—THANTPEOREERI SR , ARKR—THEA , DU TENTPEETR.
Configuration > Device Setup = System Time = NTP

Configure NTP servers and define authentication keys and walues.

IP address Interface Preferred? kKey Mumber Trusted Key? add
172,221,061 inside | Mo 1 | VYes |
Edit
Delete

Enable NTP authenticatior:

Apply \U Reset
o

ASA1 CLIE =

ASA1

ASA#show run
Saved
ASA Version 8.3(1)
]
host nane ASA1l
domai n- nanme defaul t.domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

interface EthernetO

namei f out si de

security-level O

i p address 10.10.10.1 255. 255. 255. 0

!--- Configure the outside interface. ! interface
Et hernet1l nameif inside security-level 100 ip address
172.22.1. 163 255. 255.255.0 !--- Configure the inside
interface. ! !-- Output suppressed ! passwd
2KFnNbNI dI . 2KYQU encrypted ftp nbde passive dns server-
group Defaul t DNS donai n-nane defaul t.domain.invalid




access-list inside_nat0O_outbound extended permit ip
172.22.1.0 255.255.255.0 172 .16.1.0 255.255.255.0 /---
This access list (inside_nat0_outbound) is used !---
with the nat zero command. This prevents traffic which
I--- matches the access list from undergoi ng network
address translation (NAT). !--- The traffic specified by
this ACL is traffic that is to be encrypted and !---
sent across the VPN tunnel. This ACL is intentionally !-
-- the sane as (outside_cryptomap_20). !--- Two separate
access lists should always be used in this

configuration

access-1ist outside_cryptonmap_20 extended permit ip
172.22.1.0 255.255.255.0 172

.16.1.0 255.255.255.0

!-—- This access list (outside_cryptomap_ 20) is used !--
- with the crypto map outside_map !--- to determne

whi ch traffic should be encrypted and sent !--- across
the tunnel. !'--- This ACL is intentionally the sanme as
(inside_nat0_outbound). !--- Two separate access lists
shoul d al ways be used in this configuration.

pager lines 24
nmu inside 1500
nmtu outside 1500
no fail over

asdm i mage flash:/asdm 631. bin

!--—- Enter this command to specify the location of the
ASDM image. asdm history enable arp tinmeout 14400 obj ect
networ k obj -1 ocal subnet 172.22.1.0 255.255. 255. 0 obj ect
networ k obj -renote subnet 172.16.1.0 255.255.255.0 nat
(inside,outside) 1 source static obj-local obj-loca
destination static obj-renote obj-renote /--- NAT 0
prevents NAT for networks specified in !--- the ACL
inside_nat0_outbound.

route outside 0.0.0.0 0.0.0.0 10.10.10.2 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute

http server enable

!--- Enter this command in order to enable the HTTPS
server !--- for ASDM. http 172.22.1.1 255.255. 255. 255
inside !--- Identify the IP addresses from which the
security appliance !--- accepts HTTPS connections. NO
snnp-server | ocation no snnp-server contact !--- PHASE 2
CONFIGURATION ---! !--- The encryption types for Phase 2
are defined here. crypto ipsec transformset ESP-AES-
256- SHA esp- aes- 256 esp-sha-hmac !--- Define the
transform set for Phase 2. crypto map outside_nap 20

mat ch address outside_cryptomap_20 !--- Define which
traffic should be sent to the IPsec peer. Crypto nap
outside_map 20 set peer 10.20.20.1 !--- Sets the IPsec
peer crypto map outside_map 20 set transformset ESP-
AES- 256- SHA /--- Sets the IPsec transform set "ESP-AES-
256-SHA" !--- to be used with the crypto map entry




"outside_map". crypto map outsi de_map interface outside

!--- Specifies the interface to be used with !--- the
settings defined in this configuration. !--- PHASE 1
CONFIGURATION ---! !--- This configuration uses isakmp
policy 10. !--- Policy 65535 is included in the config
by default. !--- The configuration commands here define
the Phase !--- 1 policy parameters that are used. isaknp

enabl e outside isaknp policy 10 authentication pre-share
i saknp policy 10 encryption aes-256 isaknmp policy 10
hash sha isaknp policy 10 group 5 isaknp policy 10
lifetine 86400 isaknp policy 65535 authentication pre-
share i saknp policy 65535 encryption 3des isaknp policy
65535 hash sha i saknp policy 65535 group 2 isaknp policy
65535 lifetine 86400 tunnel -group 10.20.20.1 type ipsec-
|2l I--- In order to create and manage the database of
connection-specific !--- records for ipsec-121-IPsec
(LAN-to-LAN) tunnels, use the command !--- tunnel-group
in global configuration node. !--- For L2L connecti ons,
the nanme of the tunnel group MUST be the IP !--- address
of the |Psec peer.

tunnel -group 10.20.20.1 ipsec-attributes

pre-shared-key *

!--—- Enter the pre-shared-key in order to configure the
!--- authentication method. telnet tinmeout 5 ssh tineout
5 console tineout 0 ! class-map inspection_default match
default-inspection-traffic ! ! policy-map gl obal _policy
cl ass inspection_default inspect dns nmaxi num|length 512
i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global_policy global
!--- Define the NTP server authentication-key, Trusted-
key !--- and the NTP server address for configuring NTP.
ntp authentication-key 1 md5 *
ntp trusted-key 1

!--- The NTP server source 1is to be mentioned as inside
for ASA]l ntp server 172.22.1.161 key 1 source inside
Crypt ochecksum ce7210254f 4a0bd263a9072a4ccbh7cf 7

end

MBI EMABENUATERBEBERRHA THRASAREANTPEFiRHNBE
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Haow to configure a Gised Adaptive Security
Appliance (ASA) It synchronize if's dock
with & Network Time P otocol (NTP) Server.

Frmiing Maogarsyan

ASA2 CLIELE

ASA2

ASA Version 8.3(1)
!
host nane ASA2
dormai n- name defaul t. domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
names
!
interface EthernetO
nanei f outside
security-level 0
i p address 10.20.20.1 255.255.255.0
!
interface Ethernetl
nanei f inside
security-level 100
ip address 172.16.1.1 255.255.255.0
!
passwd 2KFOnbNI dI . 2KYQU encr ypt ed
ftp node passive
dns server-group Defaul t DNS
domai n- nane defaul t.domain.invalid

access-list inside_nat0O_outbound extended permt ip
172.16.1. 0 255.255.255.0 172

.22.1.0 255.255.255.0

!-—- Note that this ACL is a mirror of the
inside_nat0_outbound !--- ACL on ASAl.

access-list outside_cryptomap_20 extended permt ip
172.16.1. 0 255.255.255.0 172
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.22.1.0 255.255.255.0
!--- Note that this ACL is a mirror of the
outside_cryptomap_ 20 !--- ACL on ASAl.

pager lines 24

nmu inside 1500

ntu outside 1500

no fail over

asdm i mage flash:/asdm 631. bin
no asdm hi story enabl e

arp timeout 14400

obj ect network obj-Ioca

subnet 172.22.1.0 255.255.255.0

obj ect network obj-renote
subnet 172.16.1.0 255.255.255.0

nat (inside,outside) 1 source static obj-local obj-Ioca
destination static
obj -remote obj-renote
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00
ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absolute
http server enable
http 0.0.0.0 0.0.0.0 inside
no snnp-server | ocation
no snnp-server contact
crypto ipsec transformset ESP-AES-256- SHA esp- aes- 256
esp- sha- hnac
crypto map outside_nmap 20 natch address
out si de_cryptomap_20
crypto map outside_nmap 20 set peer 10.10.10.1
crypto map outside_nmap 20 set transform set ESP- AES- 256-
SHA
crypto map outside_nap interface outside
i saknmp enabl e outsi de
i sakmp policy 10 authentication pre-share
i saknmp policy 10 encryption aes-256
i saknp policy 10 hash sha
i saknmp policy 10 group 5
i saknmp policy 10 lifetime 86400
tunnel -group 10.10.10.1 type ipsec-12
tunnel -group 10.10.10.1 ipsec-attributes
pre-shared-key *
telnet tineout 5
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns maxi num | ength 512
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os




nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

!
service-policy global _policy globa

!--- Define the NTP server authentication-key, Trusted-
key !--- and the NTP server address for configuring NTP.
ntp authentication-key 1 md5 *

ntp trusted-key 1

!--- The NTP server source is to be mentioned as outside
for ASA2. ntp server 172.22.1.161 key 1 source outside
Crypt ochecksum d5e2ee898f 5e8bd28e6f 027aeed7f 41b

end
ASAH

B

AEHRHENEATRARERENEERE EEER.
WHEZFTIS(EHERTFER) XEE Eshowin T , It TEAJRAMR showds T & HHY 5 4.

. show ntp status — FERNTPEFEEE .

ASAl#show ntp status

Clock is synchronized, stratum 2, reference is 172.22.1.161

nom nal freq is 99.9984 Hz, actual freq is 99.9983 Hz, precision is 2**6
reference time is ccf22b77.f7a6e7b6 (13:28:23.967 UTC Tue Dec 16 2008)
clock offset is 34.8049 nmsec, root delay is 4.78 nsec

root dispersion is 60.23 nmsec, peer dispersion is 25.41 nsec

- show ntp associations [detail] — & 7~ & #Y 8 B 2 Al AR 25 BA Bt o
ASAl#show ntp associations detail
172.22.1.161 configured, authenticated, our_nmster, sane, valid, stratum1l
ref ID.LOCL., tine ccf2287d.3668b946 (13:15:41.212 UTC Tue Dec 16 2008)
our node client, peer node server, our poll intvl 64, peer poll intvl 64
root delay 0.00 nsec, root disp 0.03, reach 7, sync dist 23.087
del ay 4.52 nsec, offset 9.7649 nsec, dispersion 20.80
precision 2**19, version 3
org time ccf22896.fladfca3d (13:16:06.943 UTC Tue Dec 16 2008)
rcv tinme ccf22896. ef b94b28 (13:16:06.936 UTC Tue Dec 16 2008)
xnt time ccf22896. ee5691dc (13:16:06.931 UTC Tue Dec 16 2008)

filtdelay = 4.52 4.68 4.61 0. 00 0. 00 0. 00 0. 00 0.00
filtoffset = 9.76 7.09 3.85 0. 00 0. 00 0. 00 0. 00 0.00
filterror = 15. 63 16. 60 17.58 14904. 3 14904. 3 14904.3 14904.3 14904.3

REREDE A

AERENEF TR R EEEE TR,
BERET
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WHEZFRTS(EHEMEFFER) XBEX Lshownm® , WTEAE
SEE : Bitdebug@ 2l , WBMAEMDebug SN EEEH,

R

AN

BWiRshowdn &

£
EE
F

- debug ntp validity — EERNTPH ZRFEE M. U T 2L\ T TE N debughi i

NTP: packet from 172.22.1.161 failed validity tests 10

Authentication failed

. debug ntp packet — ERNTPER T EN. K ERBRARBNWEER , FASALREF NP
xnitﬁ&*#fﬂ, ﬁﬁ%i%iNTP rcvﬁ%*ﬂfﬂo

ASAl# NTP: xmt packet to 172.22.1.161:
stratum 2, ppol

| eap 0, node 3, version 3,

rtdel 012b (4.562), rtdsp Ocbh6 (49.652),

ref ccf22916.f1211384 (13:18:14.941
org ccf22916. f426232d (13:18:14. 953
rec ccf22916.f1211384 (13:18:14.941
xnt ccf22956. f 08ee8b4 (13:19: 18. 939
NTP: rcv packet from 172.22.1.161 to

| eap 0, node 4, version 3,
rtdel 0000 (0.000), rtdsp
ref ccf2293d. 366a4808 (13
org ccf22956. f 08ee8b4 (13:
rec ccf22956.f52e480e (13:
xmt ccf22956. f 5688c29 (13:
inp ccf22956.f982bcd9 (13:

HBES

- BNREAREEREES

. Cisco ASA 5500y ERZLER

. ERE® (RFC)

64

UTC Tue Dec 16 2008)
UTC Tue Dec 16 2008)
UTC Tue Dec 16 2008)
UTC Tue Dec 16 2008)

172.22.1.163 on inside:

stratum 1, ppol

0002 (0.031),

18
19
19
19
19

:53. 212
:18.939
:18. 957
:18.958
:18.974

. BifirZ BB ¢ - Cisco Systems

UTC Tue
UTC Tue
UTC Tue
UTC Tue
UTC Tue

64

16 2008)
16 2008)
16 2008)
16 2008)
16 2008)

refid acl60lal (172.22.1.161)

refid 4c4f434c (76.79.67.76)
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