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1. % Hpolicy-map global_policy@i
ASA( confi g) #policy-map global_policy

2. & Hclass inspection_default &
ASA(confi g- pmap) #class inspection default

3. # Hinspect FTP &5

ASA( confi g- pmap- c) #inspect FTP
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o BRE27THPORTH T , MR ECMAISEREERFEEF., WE : FAstrictBETAES
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ASA( confi g) #show running-config
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host nane ASA
donmai n- nane corp.com
enabl e password WnXYvt Krnj XqGoul encrypted
nanes

|
interface Ethernet0/0

narei f Qutside

security-level O

ip address 192.168. 1.2 255.255.255.0

nterface Ethernet0/1

namei f | nside

security-level 100

p address 10.1.1.1 255.255.255.0

nterface Ethernet0/2

nanei f DMVZ

security-level 50

ip address 172.16.1.12 255.255.255.0

nterface Ethernet0/3
no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0

no nanei f
no security-1Ieve
no i p address

!

!--—- OQOutput is suppressed. !--- Permit inbound FTP
control traffic. access-list 100 extended permit tcp any
host 192.168.1.5 eq ftp

!--- Permit inbound FTP data traffic. access-list 100
extended permit tcp any host 192.168.1.5 eq ftp-data
1

!--- Object groups are created to define the hosts.
object network DMZ
host 172.16.1.5
object network DMZ-out
host 192.168.1.5

!--- Configure manual NAT nat (DMZ,outside) source
static DMZ DMZ-out
access-group 100 in interface outside
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic

1

1

policy-map type inspect dns preset_dns_map
paraneters

message- | ength maxi mum 512

policy-map global_policy
class inspection_default

i nspect dns preset_dns_map
inspect ftp

nspect h323 h225

nspect h323 ras

nspect netbi os

nspect rsh

nspect rtsp

nspect skinny

nspect esntp




i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdncp
]
!--- This command tells the device to !--- use the
"global_policy" policy-map on all interfaces. service-
policy global_policy global
pronpt hostnanme context
Crypt ochecksum 4b2f 54134e685d11b274ee159e5ed009
: end
ASA(config)#

EIEEAETCPE R EBFTPIS EHA

BRI LAERUTEETAIFZETCPELR EFTPIHEMRA ( AFEREEBEXXXX)

access-list ftp-list extended permt tcp any any eq XXXX
!

class-map ftp-class

mat ch access-list ftp-list
!

policy-map gl obal policy
class ftp-class
inspect ftp

BEEATFTPEFE#1

HRERT  BESESEMEEREARAURECE L SRARARMANELNRENKE (£
iiﬁ%lﬂ%)o AREARARECEISEBENFACENRE, B —E2EERE, it

, MIREBE LM REE , SIS RRARIERER ST HEERBR T REANRE , AFE
RERSAERERLEATNER, SHMARRENEE  BSNERRUER,

1. & Hipolicy-map global policy@: -
ASA( confi g) #policy-map global_policy

2. B Hiclass inspection_default &5
ASA( conf i g- pmap) #class inspection_default

3. & Hinspect TFTP &5

ASA(confi g- pmap- c) #inspect TFTP

LY )
EESE

ASA(confi g) #show running-config

ASA Version 8.4(1)
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host nane ASA
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donmai n- nane corp.com
enabl e password WnXYvt Krnj XqGoul encrypted
nanes

|
interface Ethernet0/0

narei f Qutside

security-level O

ip address 192.168. 1.2 255.255.255.0

nterface Ethernet0/1

namei f | nside

security-level 100

p address 10.1.1.1 255.255.255.0

nterface Ethernet0/2

nanei f DVZ

security-level 50

ip address 172.16.1.12 255.255.255.0

nterface Ethernet0/3
no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0
no nanei f
no security-1Ieve
no i p address

!
!--—- OQutput is suppressed. !--- Permit inbound TFTP
traffic. access-list 100 extended permit udp any host
192.168.1.5 eq tftp

1
!--- Object groups are created to define the hosts.
object network DMZ
host 172.16.1.5
object network DMZ-out
host 192.168.1.5

!--- Configure manual NAT nat (DMZ,outside) source
static DMZ DMZ-out
access-group 100 in interface outside
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic

1
1
policy-map type inspect dns preset_dns_nap
paraneters

nmessage- | ength maxi num 512

policy-map global_policy
class inspection_default

nspect dns preset_dns_map

nspect ftp

nspect h323 h225

nspect h323 ras

nspect netbi os

nspect rsh

nspect rtsp

nspect skinny

nspect esntp

nspect sql net

nspect sunrpc

inspect tftp

i nspect sip




i nspect xdncp
1
!-—- This command tells the device to !--- use the
"global_policy" policy-map on all interfaces. service-
policy global_policy global
pronpt host nane cont ext
Crypt ochecksum 4b2f 54134e685d11b274ee159e5ed009

end
ASA(config)#

B

ERAREBECRIIEIT , 556 FAshow service-policydi ¥, Itk , & 1F FAshow service-policy
inspect ftp A A HIREAFTPRE.,

ASA#show service-policy inspect ftp
d obal Policy:
Servi ce-policy: global_policy
Cl ass-map: inspection_default
I nspect: ftp, packet 0, drop O, reste-drop O
ASA#
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